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Border Gateway Protocol (BGP)

■ 303929—A BGP peer connection cannot be established if neighbors are
configured using a loopback interface as the source interface. This issue has been
resolved.

Documentation

■ 307763—ScreenOS 6.2.0 documentation does not clearly explain that telnet
client functionality is not available from a Vsys.

Domain Name System (DNS)

■ 215889—DNS queries are sent to the dynamically-learned DNS servers, even
though the DNS servers have been configured with an admin preference of 255.

General Packet Radio Service (GPRS)

■ 270890—If the GTP Sequence Number Validation was enabled, GTP traffic was
dropped due to 'bad sequence number' after two NSRP failovers.

High Availability (HA) and NSRP

■ 262695—NSRP failover might cause some VPNs to fail.

■ 274948—In NSRP, when adding an interface to an L2 zone, it does not become
a VSI.

■ 277859—Session close message from primary to backup might be lost when
traffic is very heavy. Disable "set nsrp rto-mirror session ageout-ack" could help
reduce traffic and resolve this.

■ 280217—[NetScreen–5000, ISG] When the device is in Active/Passive NSRP
cluster, under a particular circumstance after a preempt primary device is reset,
traffic via VPN is dropped by its VPN peer.

■ 282261—NSRP failover from the backup to the primary taking longer than
expected.

■ 281729—In Active-Active NSRP mode, some VSIs in a master VSD configured
as IGMP proxy and static IGMP groups are unable to correctly send IGMP query
packets. This issue will result in the interface configured IGMP host being unable
to report these sorts of IGMP groups.

IDP

■ 260215—When profiling smaller networks, the profiler on an ISG-IDP is not
detecting new events and is not updating old ones.

■ 270319—[ISG with IDP] The device restarts when updating a policy with no
attacks that was previously configured with attacks.
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IKE

■ 302790—The CLI command get ike cookie incorrectly displays the IKEv2
authentication method as "RSA-REV." The authentication method should be EAP.

■ 303184—ScreenOS will now distinguish between the src_port and dst_port from
a service instead of always only using dst_port when setting IKE proxy ID ports.

Management

■ 255035—Redundant subinterfaces could not be imported properly from NSM.

■ 271129—In some cases, all management access might be lost except through
the console.

■ 290562—Unable to determine BGP aggregate status within NSM.

Other

■ 235777—The command unset admin hw-reset was not saved to the configuration
file after a reset.

■ 252398—Wireless connection instability occurs when using 802.1x with Intel
Pro/Wireless NIC with 802.1x auth.

■ 255301—TCP socket leak causes lost SSH management and BGP peering, resulting
in high task CPU utilization.

■ 257812—NAS-Port-Type was "Wireless-Other" instead of "Wireless-IEEE-8021"
for example when authenticating wireless clients via radius.

■ 260307—Under certain conditions, the firewall seems to be corrupting UDP
checksums

■ 267891—URL filtering did not have a null pointer, which caused the device to
reset.

■ 269018—After enabling DI, when a syn-flood is detected, the device might
restart.

■ 269488—In transparent mode, unauthenticated users are not being redirected
to the Infranet Controller (IC).

■ 270342—In a Vsys environment, ping traffic from the other Vsys to the local
interface failed.

■ 271349—With a low-quality connection, PPPoE might stop responding during
negotiation.

■ 272184—In a deployment where one Gn firewall (NSGP client) intentionally
connects with two Gi (NSGP servers), the NSGP servers might not reliably receive
all management traffic sent to them by the NSGP client firewall.

■ 273879—Authentication entries in a pending or fail state, fails to be cleared.

■ 276282—Device reset due to problem with hardware session pointer.

■ 279407—Memory leak occurred when a second user from the same user group
is authenticated.
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■ 280079—DSCP TOS bit was not being set correctly on the device.

■ 281722—A device reset occurred when running debug ike and unset console
dbuf.

■ 283182—Traffic through the SSG-500 stops intermittently.

■ 285252—When traffic shaping is enabled, the MAC address is shifted on the
subinterfaces.

■ 285333—Traffic might not pass if there is a duplex mismatch between the device
interface and the switch connected to the device.

■ 294702—Load balancing among aggregate interfaces on 4-port mini GBIC cards
is uneven when the interfaces are in hash mode.

■ 294716—Load balancing among aggregate interfaces on 4- and 8-port Fast
Ethernet cards is uneven if the aggregate interfaces are in hash mode and the
number of interfaces is three. There is also packet loss when traffic is heavy.

■ 294946—Load balancing among aggregate interfaces on 2-port mini GBIC (0x2),
4-port mini GBIC (0x3), 2-port 10/100/1000 Gigabit Ethernet, and 4-port
10/100/1000 Gigabit Ethernet cards is uneven when the interfaces are in hash
mode.

Performance

■ 221537—FTP downloads from dial up or slow links are failing when AV enabled.

■ 254058—Bandwidth testing site via web shows lower bandwidth than actual
upload speed.

■ 264366—UDP flooding is detected and packets are dropped, even when the pps
rate is less than the specified threshold.

Routing

■ 267357—Permanent route attributes are not being exported from one VR to the
other.

■ 276971—Tunnel interfaces were being counted as an outgoing interface, which
exceeds the maximum number of interfaces allowed for multicast traffic.

■ 300444—If a static route which has next-hop information is redistributed into
RIPng, the redistributed route is not withdrawn by an unset redistribute
command.

VoIP

■ 278563—Child session for SIP could not be created correctly.

■ 278773—If an Avaya 96xx phone is used in the network, the ScreenOS H.323
ALG is unable to decode Q.931 messages due to insufficient OLC support.
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Virtual Private Network (VPN)

■ 280101—Dial-Up VPN traffic was dropped due to a change to the IP address on
the dial-up client.

■ 285748—[NetScreen-5000] IPsec pass-through packets are being dropped when
the device is in transparent mode.

■ 285935—VPN packet drop occurs due to traffic looping when aggregate interfaces
are used on the device.

■ 304201—When configuring an AutoConnect-virtual private network (AC-VPN)
using the Wizard, if an IP address is input as a netmask the Wizard will generate
a null webpage. Once the null webpage is closed and another item is clicked or
selected, an error message will be generated. The error message should now
appear at the correct point of the AC-VPN Wizard configuration flow.

■ 304250—When a Virtual Private Network (VPN) connection is configured in
aggressive mode and the peer is behind a device in NAT mode, negotiation will
fail. This issue has been resolved and negotiation will now succeed.

WebUI

■ 227316—Unable to configure DHCP on an interface from a trustee admin user
via the WebUI.

■ 262490—Unable to manage a device from an untrust interface via a trustee
admin via the WebUI.

■ 277867—The RP Proxy setting is not removed when its corresponding RP
Candidate is deleted via WebUI.

■ 279141—VPN policies created with the WebUI paired up incorrectly.

■ 281505—In an NSRP environment, a fault error message "IP conflict" is shown
in the WebUI when accessing a backup device to configure an interface.

■ 301952—When using the WebUI to configure static routes, admins might
encounter errors when metric values are deleted. To avoid this problem, it is
recommended that metric values either be left at their default settings or clearly
assigned a desired value and not simply left at 0.

■ 303201—Under some conditions, the WebUI button used to create a new Virtual
System (Vsys) may disappear. This problem should no longer occur.

■ 303662—An erroneous character string was appearing in the Certificate New
Request WebUI page near the RSA checkbox. It has been removed.

■ 304207—The WebUI alarm log list displays inaccurate entries. This issue has
been resolved.

■ 290035—When accessing a device through the WebUI, if some background GIF
files fail to load properly at login, the WebUI response might appear slow and
subsequent attempts to login my fail. It might be necessary to close all browser
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windows and clear the browser cache before attempting to login to the device
again.

■ 304541—The WebUI has been enhanced to include configuration of Antivirus
Warning Messages and Antivirus Notify E-mail, but this enhancement only works
on SSG series devices and not on ISG or NetScreen devices.

Known Issues

The following are known deficiencies in features at the time of this release. Whenever
possible, a workaround is suggested following the problem description, preceded by
W/A.

Known Issues in ScreenOS 6.2.0r2

Administration

■ 202421—The unset admin hw-reset command is not saved after rebooting.

■ 411115—SecurID fails when the RSA Authentication Manager 7.1 is used.

■ 412072—Some event log entries are blank after the "Ctrl+c" and "Ctrl+z"
actions.

■ 414893—The policy logs in syslog do not show correct amount of data sent or
received for FTP.

■ 416563—Snoop does not collect data when the filter is applied to the serial
interface.

■ 416873—After rebooting, some event log entries are not sent to the syslog, if
the syslog is configured using UDP.

■ 416925—Incorrect metric is returned when querying the SNMP MIB variable
NsVrOspfIfMetricEntry.

■ 420873—Some configuration changes do not create configuration level alerts.

■ 421033—The forbidden command unset int tun.1 zone could not be executed.
The command was removed from the CLI.

Known Issues ■ 33

Known Issues



Antivirus

■ 402935—The system might fail when the Antivirus module issues floating point
instruction.

DI

■ 408269—DI database update fails due to memory leakage introduced in the DI
update process.

GPRS

■ 417630—When GTP inspection is enabled, the CrPdpResponse packet is not
inspected if the SGSN uses a high source port and the GGSN uses GTP pooling.

■ 420613—When GTP inspection is enabled, ICMP Destination Unreachable packets
belonging to a GTP session are dropped.

HA and NSRP

■ 404981—When the DHCP server mode is "auto" in the NSRP cluster, the standby
box transmits DHCP discover when a corresponding interface comes up. This
packet might cause traffic interruption by confusing the MAC table of connection
L2 switch.
W/A: Configure DHCP server mode to "on".

IDP

■ 415094—[ISG-IDP] IDP engine core dump might occur due to buffer overrun
condition.

Management

■ 411075—If the hash value for the SSL certificate used for the https management
starts with zero, the delta configuration from the NSM might report configuration
difference between the device and the NSM.

■ 414778—When bgroup0 interface on SSG–5 or SSG–20 has a new porting
binding, access to bgroup0 interface manage-IP fails.

■ 411209—NSM get config datafile is not in synchronization with the firewall get
config saved due to the route table next hop.

■ 411862—The get config datafile includes radius attribute calling-station-id causing
NSM synchronization problems with the firewall configuration.

■ 414357—After a certain time, TCP socket leak causes loss to the management
access as a result, the CLI output for the get tcp socket command shows sockets
in close or closing state.

■ 415871—After issuing the get config datafile command, a trace dump appears
on the console that prevents the NSM from importing.
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NAT

■ 412278—The internal algorithm used to allocate resources for interface NAT
(Pport) did not allocate the resources evenly.

Other

■ 257164—URL filtering using Websense fails as the source and destination
addresses in the Websense packet are reversed on the SSG platform.

■ 402919—Under high traffic load, the interface counter on ASIC platform might
not be accurate.

■ 406495—Unnecessary entries related to the "bgp snmp" are logged and shown
by the get log sys command.

■ 408134—While receiving response from Websense server, the HTTP session is
released. As a result, the device resets.

■ 412160—[NetScreen-5000] VPN fragmented traffic for cross-ASIC sessions is
dropped.

■ 413421—The URL filtering of the hosts in white list fails because the DNS
resolution in white list fails.

■ 413443—When multiple pings from the firewall are issued, there might be delay
in response.

■ 413449—In certain situations, the edit duplicated VPN policy might cause system
crash.

■ 413775—On ISG platform, the set sat sess-close [0|1] command does not
function as expected.

■ 420541—The number of spaces in the Syslog message is not consistent.

■ 421293—[SSG-5, SSG-20] Interface failover or fallback does not function when
the multi-link interfaces are used.

■ 422068—Clearing the auth table entry by IP clears the entire auth table.

■ 422710—[Transparent Mode] When the manage-IP is different from the VLAN1
IP, a ping is sent with the VLAN1 IP and does not include the manage-IP.

Performance

■ 394094—With Jumboframe support enabled on an ISG platform, only one FIFO
channel is enabled instead of two FIFO channels.

■ 404137—[NetScreen-5000] TCP-SYN-Check might cause packet drops and block
system from forwarding packets.

■ 417766—Unable to configure interface bandwidth to multiple tunnel interfaces.

■ 417872—Traffic stops passing due to a problem in handling the ESP-Null packet
in ASIC.

■ 419654—[NetScreen-5000] Fragmented packets of cross-chip ASIC VPN traffic
are dropped.
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Routing

■ 398277—OSPF adjacencies were lost due to an FPGA error.

■ 416416—Access list is still enforced in the Policy based routing after it is deleted.

■ 417320—Some OSPF routes are lost when trying to initialize a type 7 LSA.

Security

■ 410696—For the account-type 802.1X, "auth-server src-interface" traffic is
originated as "self" instead of the specified interface.

■ 413037—The firewall considers the link-local IPv6 address of the peer as IP
spoofing.

VoIP

■ 297158—The device resets unexpectedly as the endpoint deletion is not handled
properly with MGCP.

■ 410097—The device reboots due to an internal error when processing a SIP
register request.

■ 421768—When the H323 ALG is enabled, the H323 RAS admissionConfirm
packets might be dropped.

VPN

■ 304277—ISG firewall might drop packet incorrectly during heavy IPsec traffic.

■ 395312—When Baltimore Unitrust CA is used, the PKI negotiation using the
SCEP fails.

■ 422327—[SSG] When setting IPv4 address in IPv6-in-IPv4 tunnel, the address
is set incorrectly.

WebUI

■ 414310—In event log entries, for "logged out" of Web (http, https) management,
both the src.port and dst.port are incorrect.

■ 416971—[SSG-5, SSG-20] The output for get chassis is missing when obtaining
a get tech from the WebUI.

Known Issues from ScreenOS 6.2.0r1

Administration

■ 282562—When upgrading from ScreenOS 6.1.0 to ScreenOS 6.2.0 in an NSRP
deployment, IPv6 sessions cannot be synchronized from the ScreenOS 6.1.0
device because IPv6 session synchronization is not a supported feature in
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ScreenOS 6.10. This issue will cause IPv6 sessions to be lost during an upgrade
to ScreenOS 6.2.0.

■ 309759—Reloading configurations while the device is experiencing heavy traffic
might cause the device to fail.

■ 388700—It is currently possible to configure a VIP from a subnet other than the
unnumbered tunnel interface IP. This, however, is not a supported configuration;
admins should not be allowed to configure a VIP from a subnet other than the
unnumbered tunnel interface IP.

Antivirus / Antispam

■ 299960—Using the new Kaspersky Labs antivirus scan engine, the antivirus
database takes a relatively long time (1 to 5 minutes) to load from a flash disk
to system memory. While the database is loading, CPU usage might go extremely
high and device performance will drop.

■ 307808—When antivirus scanning attempts to inspect a large file (more than
30MB) during periods of heavy HTTP traffic, the device may stop passing traffic
and will need to be reset.

■ 388885—The extended antivirus (AV) pattern file is too large for device flash
memory for devices that support this function. Note that the standard antivirus
pattern file works as expected; only the extended pattern is too large. Note also
that there is no impact on ISG 1000/2000 and NS 5000-series as they do not
support the extended AV pattern setting.
W/A: Do not attempt to enable extended antivirus pattern file support.

HA and NSRP

■ 273267—In an NSRP deployment, the configuration setting for the local
interface's zone (that is, set interface zone) is synced by the NSRP peers. Under
NSRP, the zone configuration is synced by the NSRP peers even though the
interface is a local interface. Since there is no check for zone CLIs, they are
treated as global configurations. Note that this issue exists in all ScreenOS
versions.

■ 280659—If an admin sets up an NSGP connection between two Vsys in the same
device via an external physical link, the device might duplicate sessions when
accomplishing an NSRP failover.

■ 283360—Clearing the DNS cache on the master device in an NSRP cluster will
not cause the cache to be cleared on the backup device.
W/A: Clear the the DNS cache in the backup device manually.

■ 303714—For NSRP cluster deployments, when upgrading from ScreenOS 5.4
(or any earlier release), the following ALGs will not sync correctly until both
devices in the pair are upgraded: SIP, SCCP, MGCP, RTSP, SQL, PPTP, P2P, Apple
iChat, and H.323.
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IDP

■ 263654—On ISG 2000, when IDP enables the C2S+S2C policy instead of the
C2S policy, then up to 50% UDP throughput drop is observed.

■ 269464—For each session creation, when syn-check is enabled, then syn, syn
ack, and ack arrive at flow CPU. However, when syn-check is disabled, only syn
arrives at flow CPU for each session creation.

Therefore, with syn-check enabled, the performance can drop to 8000
connections per second.

■ 300443—IDP does not support inspection of traffic or detection of attacks in
nested tunnels (such as a GTP tunnel nested inside an IPsec tunnel) and thus
only inspects traffic in the first level of nested tunnels for attacks.

■ 305128—If only a destination port (dst-port) is specified in IDP flow filter, the
filter will not capture traffic in both directions. Traffic is correctly captured in
both directions if a destination IP (dst-ip) is specified in IDP flow filter.

■ 305295—If an IDP rule is configured with the attack value NONE, then diffserv
will not work. Also, when the IDP rule attack value is NONE, if a TCP packet that
matches the drop packet action passes through the device, IDP will not be able
to escalate the response and drop the connection.

Management

■ 272925—When the console timeout is set to 0, telnet client applications have
no way to determine when a session has timed out. If the telnet client has not
sent data for a significant length of time and the session should timeout, the TCP
socket for the telnet session might not be correctly released.

■ 298795—Configuration of the constant specific service differs in the NSM GUI
and in ScreenOS. The constant number of specific service with NSM GUI is less
than in ScreenOS.

Other

■ 263480—When a small second packet follows a jumbo frame (more than 8500
bytes) on 10G card within a minute, then it might be dropped.

■ 274425—The drop of to-self IKE packets is not logged when no IKE is configured.

■ 290823—ASIC-based platforms handle byte counts differently from
software-based platforms resulting in slightly different behaviors when running
IKE. First, on software platforms the byte count includes both incoming and
outgoing traffic. ASIC platforms, however, count incoming and outgoing traffic
(bytes) independently. Also, on software platforms the byte count includes the
ESP padding part of the traffic. On ASIC platforms ESP padding bytes are not
counted.

■ 291999—The system might either become unstable or reboot if large debug
information is printed directly on the console.

■ 294425—The CPU rate is high when the FIPS self-test runs on high-end platforms.
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■ 312046—On some devices, an attempt to negotiate the maximum transmission
unit (MTU) using the ICMP "packet too big" packet may fail. Failure to negotiate
the MTU may, for example, cause an FTP session failure. The failure is caused
in part because the ICMP packet is sent only once.

■ 312724—Sometimes a device real-time clock (RTC) will stop, causing issues with
all RTC-dependent processes. For example, if the RTC stops, ICMP sessions will
not age out.

■ 388378—When available system memory is very low (for example when a large
number of EBGP peers are configured), if OSPF sends link state update (LSU)
packets, the device may stop responding and need to be reset.

VoIP/H.323

■ 300723—According to RFC 3261, a calling party shall use "a=sendonly" to hold
a call and "a=sendrecv" to un-hold it. The observed behavior of the SIP phone
used in our testing is that it does not include the "a=sendrecv" command when
it tries to un-hold a call. This lack causes the SIP server to return a "500 internal
error" response because it is unable to determine the state of the transaction.
This problem is actually a telephony system bug that cannot be resolved by ALG,
so there is no work around for this issue available through a firewall.

■ 310928, 314481—SSG 140 and NS-5400 devices running in NAT mode may
stop responding under heavy Media Gateway Control Protocol (MGCP) traffic.

■ 311192—Under some heavy H.323 traffic circumstances, the backup device in
an Active/Passive NSRP cluster may fail.

■ 311726—Under some heavy H.323 traffic circumstances, a device in NAT mode
may have inaccurate session timeout values.

VPN

■ 292971—The supported character set for IKE Distinguished Names is: A-Z, a-z,
0-9, , ) ( +, - . / : = ? Use of any other character might cause problems with the
generation of key pairs. Note that this issue exists in all ScreenOS versions.

■ 292975—IPv6 traffic is incorrectly dropped by policy on a dial-up VPN.

■ 293515—The SSG 140 does not communicate with the NS Remote VPN version
10.8.1 if the encapsulating type is ESP[null/sha1]. However, the SSG 140 continues
to communicate with the Microsoft IPsec VPN.

■ 295494—On modifying the destination address of transport mode VPN policy
from 32-bits netmask to non-32-bits netmask, the policy-action changes to deny.

■ 296270—VPN configuration using a local interface might fail to be synced across
peers in an NSRP cluster.
W/A: Configure the local interface to a VSI interface or configure the local
interfaces on both devices before configuring the VPN. Either of these approaches
will permit the VPN configuration to be synced across devices in a cluster.

■ 296314—When processing GRE over IPsec traffic, sometimes the ASIC engine
of ASIC-based devices will hang and traffic might be blocked.
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■ 298269—At times, the RFC2544 throughput test results on NS 5000 and NS
5000M3 platforms might be zeroes. This is observed when packet size is about
9000 bytes in aes192-sha1 VPN mode.

■ 301446—Sometimes NetScreen devices cannot negotiate with NS-Remote when
using ESP authentication (AES256/SHA-1).

■ 314152—If a NAT device is active between two endpoints of a transport mode
VPN tunnel, any IP addresses enclosed within the VPN packets are protected
and will not be translated by NAT. The NAT device thus interferes with the FTP
signaling packet and the FTP ALG cannot support this configuration.

■ 398018—DNS proxy across a VPN tunnel may not work if the traffic from the
IP address of the tunnel interface is not permitted by the remote firewall; for
example if the tunnel interface is bound to the untrust zone.
W/A: Set the tunnel interface's IP address using the IP address of an interface
on the peer firewall that will permit the traffic.

WebUI

■ 268279—When interface information is displayed by CLI while a simultaneous
WebUI session on the same device unsets any interface these overlapping actions
might cause a device reset. Note that this issue exists in all ScreenOS versions.

■ 298584—On WebUI, the value of admin manager-ip cannot be set to 0.0.0.0/0.

■ 313191—For ISG-IDP devices (IDP-enhanced ISG 1000 or 2000), when running
the get tech command from the WebUI (Help > Ask Support > Get Tech), security
module (SM) related information is not included in the output even though the
information is available.

■ 393022—ECDSA signature authentication is missing from the authentication
methods list in the IKE phase 1-proposal editing WebUI page.
W/A: Use the CLI to enable ECDSA signature authentication for IKE instances.

Limitations and Compatibility

This section describes limitations and compatibility issues with the current release.

Limitations of Features in ScreenOS 6.2.0

This section describes the limitations of some features in the ScreenOS 6.2.0 release.
They apply to all platforms unless otherwise noted.

■ Admin login sessions not cleared automatically—If the admin timeout value
is set to zero using the set console time 0 command, any accidental network
disconnection (e.g., a cable is unplugged or the client is not closed normally) will
leave the associated sessions open and leave an active entry in the admin table.
The entries will not be cleared until the device is reset. [281310].

■ Telnet client not available from a Virtual System (Vsys)—The new telnet client
from the CLI interface enhancement is not available at the Vsys level. [307763]

■ Fast Ethernet port trunking on ISG 1000/2000 requires consecutively
numbered ports—Fast Ethernet port trunking on ISG 1000 and ISG 2000 devices
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has a limitation. If an aggregate interface has more than two ports defined, the
ports must be numbered consecutively without interruption when they are added
to the interface.

For example, ethernet2/2, ethernet2/1, and ethernet2/3 ports can be configured
even in the order given because they are numbered consecutively. If ports
ethernet2/1, ethernet2/2, and ethernet2/4 are configured, however, then sessions
on this interface will experience load balancing issues. This second example is
not a supported or recommended configuration.

■ IP Authentication Header not supported over IPsec VPNs—Use of IP
Authentication Headers (AH) over a transport IPsec VPN is not supported and
will result in dropped traffic. Encapsulating Security Protocol (ESP) over transport
IPsec VPN is a confirmed, viable alternative to IP AH. [283618].

■ Use of DIPs and SCTP multi-homing—There are several Stream Control
Transmission Protocol (SCTP) limitations when the ScreenOS devices uses DIPs.

When SCTP multi-homing is used with DIPs, there is source port translation error
that results in erroneous source port translation and ultimately dropped traffic.

When DIPs are used in an SCTP multi-homing deployment, sessions cannot be
immediately cleared when a shutdown message is received and will only be
freed after a timeout.

When SCTP multi-homing is employed on a device using DIPs, not all sessions
will be synched by devices in an NSRP cluster.

When DIPs are used with SCTP multi-homing, SCTP heartbeat traffic will be
dropped by the device, thus the SCTP heartbeat function is not supported.

In general, ScreenOS 6.2.0 does not support SCTP multi-homing when DIPs are
used by the ScreenOS device. [285236, 285672, 285722, 285988]

■ 8G2-G4 card throughput stability— Running repetitive maximum throughput
tests at certain small frame sizes, can cause a variance of up to about 14%
difference in throughput between two test cycles. The behavior is restricted to
the 8 port G4 card. This does not jeopardize customer traffic in any way.

■ NS 5000-series throughput stability—For NS 5000 8G2-G4, a hardware limitation
might result in degraded throughput stability. This limitation is also present in
ScreenOS 6.0.0 and 6.1.0. [287811]

■ TCP and UDP sweep screen attack monitoring—The TCP and UDP sweep
screen check is insufficiently accurate. Under extended testing, it will sometimes
report benign traffic or below-threshold attacks as valid sweep attacks. [293313]

■ Virtual MAC Address duplication—Because ScreenOS derives VMACs based on
information taken from cluster ID, interface ID, and VSD, it is not permitted to
use the same clusters and VSDs on the same broadcast domain. If cluster IDs
and VSDs are duplicated on a broadcast domain, it might result in the same
VMAC being assigned to more than one interface or device. [300933]

■ PIM Power and Thermal Requirements—If you install either 8-port or 16-port
uPIMs in your SSG 140, SSG 500-series, or SSG 500M-series device, you must
observe the power and thermal guidelines. Please refer to the PIM and Mini-PIM
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Installation and Configuration Guide for the power and thermal guidelines for
all supported platforms, available at:

http://www.juniper.net/techpubs/hardware/pim_guide/pim_guide.pdf

WARNING: Exceeding the power or heat capacity of your device may cause the
device to overheat, resulting in equipment damage and network outage.

■ NSRP—NSRP is not supported on WAN interfaces. Devices with WAN interfaces
can use NSRP, but the WAN ports do not automatically failover as the Ethernet
ports do.

■ Flood Screens—On ISG 1000, ISG 2000, NetScreen-5000 Series devices, the
UDP and ICMP flood screens apply to the physical interface and therefore require
that the zone be bound to a physical interface. The following limitations apply:

■ When zones are bound to a sub-interface, the ICMP and UDP flood screens
are not enforced unless the zone is also bound to a physical interface.

■ When ICMP and UDP flood screen options are configured for different zones
and on the same physical interface, the flood threshold is applied based on
the last configured zone threshold.

■ When ICMP and UDP flood screen options are applied to a zone tied to
multiple physical interfaces, the entire threshold value is applied to each of
the physical interfaces.

■ For reference, the High Availability (HA) zone does not allow any screen
features to be configured.

NetScreen-5GT Support Errata

While a majority of the new features and enhancements included in ScreenOS 6.2.0
are available for use on NetScreen-5GT devices, due primarily to memory constraints,
some 6.2.0 features are not available on the NS-5GT. The section below notes which
common features and enhancements in ScreenOS 6.2.0 are not available for NS-5GT
customers.

■ Transparent Mode for IPv6

■ DHCPv4 service improvements

■ NSGP Enhancements (GPRS)

■ Deep Inspection (DI)

■ Universal Threat Management (UTM)

■ Anti-spam

■ Antivirus

■ Increase FCB buffer for Multicast Fragmented Packet Support

■ Make software rule search (set env swrs=yes) the default behavior
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NS-5GT Limitations

■ ScreenOS 6.0.0 and 6.1.0 do not support NS-5GT devices. When upgrading from
ScreenOS 5.4.0, it is not necessary (or even possible) to upgrade to an interim
release.

■ 5GT devices are unable to upload new device images using a script. This is actually
a precaution to maintain a viable image at all times and prevent a system failure.
When uploading a new image, until the entire image block is written to the flash,
the device will not permit any other flash operations. [301162]

■ 5GT devices have insufficient flash memory to support the current antivirus (AV)
key and database. When an NS-5GT device is upgraded from an early release to
ScreenOS 6.2.0, the AV license and database will be removed. [306084]

Compatibility Issues in ScreenOS 6.2.0

This section lists known compatibility issues with other products, including, but not
limited to, specific Juniper Networks appliances, other versions of ScreenOS, Web
browsers, Juniper Networks management software, and other vendor devices at the
time of this release.

■ Compatible Web Browsers—The WebUI for ScreenOS 6.2.0 was tested with
and supports Microsoft Internet Explorer (IE) browser versions 5.5 and above,
Firefox version 2.0.0.16 and above for Microsoft Windows platforms, and
Microsoft Internet Explorer version 5.1 for MacOS X.

■ Upgrade Support—We recommend that you follow the upgrade instructions
described in the ScreenOS 6.2.0 Upgrade Guide located at
http://www.juniper.net/techpubs/software/screenos/screenos6.2.0/upgrade_guide.pdf.

Documentation Changes

■ The document called ScreenOS Migration Guide in some earlier releases has been
renamed ScreenOS Upgrade Guide. The content is updated for 6.2.0.

■ Starting with ScreenOS 6.0.0, we have removed information on configuring
Physical Interface Modules (PIMs) and Mini Physical Interface Modules (Mini-PIMs)
from the installation and configuration guides for SSG devices. This information
is now in a new guide, the PIM and Mini-PIM Installation and Configuration Guide.
Refer to that guide for information on configuring PIMs and Mini-PIMs.

■ We have added a searchable index to and made some changes to the appearance
of the online Help system.

Getting Help for ScreenOS 6.2.0 Software

For further assistance with Juniper Networks products, visit
http://www.juniper.net/support/.
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Juniper Networks occasionally provides maintenance releases (updates and upgrades)
for ScreenOS firmware. To have access to these releases, you must register your
security device with Juniper Networks.
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