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NetScreen, NetScreen Technologies, GigaScreen, and the NetScreen logo are 
registered trademarks of NetScreen Technologies, Inc. NetScreen-5XP, 
NetScreen-5XT, NetScreen-25, NetScreen-50, NetScreen-100, NetScreen-204, 
NetScreen-208, NetScreen-500, NetScreen-1000, NetScreen-5200, 
NetScreen-5400, NetScreen-Global PRO, NetScreen-Global PRO Express, 
NetScreen-Remote Security Client, NetScreen-Remote VPN Client, 
NetScreen-IDP 100, NetScreen-IDP 500, GigaScreen ASIC, GigaScreen-II 
ASIC, and NetScreen ScreenOS are trademarks of NetScreen Technologies, 
Inc. All other trademarks and registered trademarks are the property of their 
respective companies.Information in this document is subject to change without 
notice.

No part of this document may be reproduced or transmitted in any form or by 
any means, electronic or mechanical, for any purpose, without receiving written 
permission from

NetScreen Technologies, Inc. 
350 Oakmead Parkway
Sunnyvale, CA 94085 U.S.A.
www.netscreen.com
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The following information is for FCC compliance of Class A devices: This 
equipment has been tested and found to comply with the limits for a Class A 
digital device, pursuant to part 15 of the FCC rules. These limits are designed to 
provide reasonable protection against harmful interference when the equipment 
is operated in a commercial environment. The equipment generates, uses, and 
can radiate radio-frequency energy and, if not installed and used in accordance 
with the instruction manual, may cause harmful interference to radio 
communications. Operation of this equipment in a residential area is likely to 
cause harmful interference, in which case users will be required to correct the 
interference at their own expense.

The following information is for FCC 
equipment described in this manual g
energy. If it is not installed in accorda
instructions, it may cause interferenc
equipment has been tested and foun
digital device in accordance with the 
These specifications are designed to
such interference in a residential inst
that interference will not occur in a pa

If this equipment does cause harmful
reception, which can be determined b
user is encouraged to try to correct th
following measures:

•  Reorient or relocate the receiv

•  Increase the separation betwe

•  Consult the dealer or an exper

•  Connect the equipment to an o
which the receiver is connecte

Caution: Changes or modifications t
warranty and authority to operate this
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This document presents the new features in this release of NetScreen ScreenOS so
following chapters:

• Chapter 1, “New Features and Enhancements” on page 1

• Chapter 2, “New and Modified CLI Commands” on page 57

• Chapter 3, “New Messages” on page 113

This document is intended to be a supplement to the ScreenOS 4.0.0 documentatio
about ScreenOS features, CLI commands, and messages, refer to the following doc

• NetScreen Concepts & Examples ScreenOS Reference Guide

• NetScreen CLI Reference Guide

• NetScreen Message Log Reference Guide
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he Web user interface (WebUI) 
 below.

e WebUI by clicking menu 
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This book presents two management methods for configuring a NetScreen device: t
and the command line interface (CLI). The conventions used for both are introduced

'�()
��!�$*!�$����������$���
Throughout this book, a single chevron ( > ) is used to indicate navigation through th
options and links.

+,!-./�0��(1�����2��%%�������2��$���2����

To access the new address configuration dialog box, do the following:

1. Click Objects  in the menu column.

The Objects menu option expands to reveal a subset of options for Objects.

2. (Applet menu) Hover the mouse over Addresses .

(DHTML menu) Click Addresses .

The Addresses option expands to reveal a subset of options for Addresses.

3. Click List.

The address book table appears.

4. Click the New link in the upper right corner.

The new address configuration dialog box appears.
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ntax. This syntax may include 
ommand descriptions use 
atory, and in which contexts.

ing special characters.

e symbols are essential for 

 symbols are not essential for 
 affect the outcome.

ymbol appears between two 
is symbol appears at the end of 

me contexts, and mandatory in 

e_1, feature_2, and feature_3, 
s surround feature_2 and 
 Otherwise, you cannot 

 command.

}
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Each CLI command description in this manual reveals some aspect of command sy
options, switches, parameters, and other features. To illustrate syntax rules, some c
dependency delimiters. Such delimiters indicate which command features are mand

��.��%���3���/$-$����

Each syntax description shows the dependencies between command features by us

• The { and } symbols denote a mandatory feature. Features enclosed by thes
execution of the command.

• The [ and ] symbols denote an optional feature. Features enclosed by these
execution of the command, although omitting such features might adversely

• The | symbol denotes an “or” relationship between two features. When this s
features on the same line, you can use either feature (but not both). When th
a line, you can use the feature on that line, or the one below it.

�����%���.��%���$��

Many CLI commands have nested dependencies, which make features optional in so
others. The three hypothetical features shown below demonstrate this principle.

[ feature_1 { feature_2 | feature_3 } ]

The delimiters [ and ] surround the entire clause. Consequently, you can omit featur
and still execute the command successfully. However, because the { and } delimiter
feature_3, you must include either feature_2 or feature_3 if you include feature_1.
successfully execute the command.

The following example shows some of the feature dependencies of the set interface

set interface vlan1 broadcast { flood | arp [ trace-route ] 
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trast, the [ and ] brackets 
ight take any of the following 

y find that certain commands 

x, attempting to use such a 
ge appears, confirm the 
ailable options for the set vpn 
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The { and } brackets indicate that specifyng either flood or arp is mandatory. By con
indicate that the trace-route option for arp is not mandatory. Thus, the command m
forms:

ns-> set interface vlan1 broadcast flood

ns-> set interface vlan1 broadcast arp

ns-> set interface vlan1 broadcast arp trace-route

��!$/!($/$�3��&���
���--!�%��!�%� �!�"���

As you execute CLI commands using the syntax descriptions in this manual, you ma
and command features are unavailable for your NetScreen device model.

Because NetScreen devices treat unavailable command features as improper synta
feature usually generates the unknown keyword error message. When this messa
feature’s availability using the ? switch. For example, the following commands list av
command:

ns-> set vpn ?

ns-> set vpn vpn_name ?

ns-> set vpn gateway gate_name ?
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om/support/manuals.html. To 
ccess archived documentation 

lease notes document for that 
are Download. Select the 

ered user.)

e-mail address below:
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To obtain technical documentation for any NetScreen product, visit www.netscreen.c
access the latest NetScreen documentation, see the Current Manuals section. To a
from previous releases, see the Archived Manuals section.

To obtain the latest technical information on a NetScreen product release, see the re
release. To obtain release notes, visit www.netscreen.com/support and select Softw
product and version, then click Go. (To perform this download, you must be a regist

If you find any errors or omissions in the following content, please contact us at the 

techpubs@netscreen.com

www.netscreen.com/support/manuals.html
http://www.netscreen.com/support
mailto:techpubs@netscreen.com
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This chapter describes the new features in ScreenOS 4.0.0-DIAL. The specific topic

• “Port Modes” on page 2

• “Home Zone/Work Zone” on page 8

• “Dual Untrust Interfaces” on page 11

– “Interface Failover” on page 12

– “IP Tracking” on page 13

– “PPPoE Configuration” on page 17

• “Dial Backup” on page 19

– “Modem Settings” on page 21

– “ISP Configuration” on page 22

– “Serial Interface Failover” on page 24

• “Floating Interface for MIP” on page 30

• “XAuth Client” on page 35

• “Destination IP for VPN Monitor” on page 37

• “DHCP Server Enhancement” on page 38

• “Routing Information Protocol (RIP) Version 2” on page 40

– “Basic RIP Configuration” on page 41

– “Global Parameters” on page 47

– “Interface Parameters” on page 48

– “Security Configuration” on page 50
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nterface, and zone bindings1 on 
ort modes:

ng port, interface, and zone 

nd to the Untrust security zone

ackup interface to the Untrust 

ce, which is bound to the Trust 

eir labels: Untrusted, Trusted1-4, 
 Each port can be bound to only one 

creen device, and requires a 

Trust Zone

Trust Interface
�������������� �!�"����#"$%�
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ScreenOS 4.0.0-DIAL provides four port modes that automatically set different port, i
the NetScreen-5XT. You can configure the NetScreen-5XT for one of the following p

• Trust-Untrust mode is the default port mode. This mode provides the followi
bindings:

– Binds the Untrusted Ethernet port to the Untrust interface, which is bou

– Binds the Modem port to the serial interface, which you can bind as a b
security zone

– Binds the Trusted1 through Trusted4 Ethernet ports to the Trust interfa
security zone

1.  In this document, port refers to a physical interface on the back of the NetScreen-5XT. The ports are referenced by th
Console, or Modem. The term interface refers to a logical interface that can be configured through the WebUI or CLI.
interface, but multiple ports can be bound to an interface.

Warning: Changing the port mode removes any existing configurations on the NetS
system reset.

Note: The Initial Configuration Wizard only runs in Trust-Untrust port mode.

Untrust Zone

Trust-Untrust

The Untrust interface 
is the primary 
interface to the 
Untrust zone. You can 
bind the serial 
interface (shown in 
gray) as a backup 
interface to the 
Untrust zone.
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• Home-Work mode binds interfaces to the Untrust security zone and to new H
The Work and Home zones allow you to segregate users and resources in e
policies allow traffic flow and connections from the Work zone to the Home z
from the Home zone to the Work zone. By default, there are no restrictions fo
the Untrust zone. This mode provides the following port, interface, and zone

– Binds the Trusted1 and Trusted2 Ethernet ports to the ethernet1 interfa
security zone

– Binds the Trusted3 and Trusted4 Ethernet ports to the ethernet2 interfa
security zone 

– Binds the Untrusted Ethernet port to the ethernet3 interface, which is b
zone

– Binds the Modem port to the serial interface, which you can bind as a b
security zone

See “Home Zone/Work Zone” on page 8 for more information about configu
mode.

Untrust Zone Home Zone

Home-Work

eth2 Int

The eth3 interface is 
the primary interface 
to the Untrust zone. 
You can bind the 
serial interface 
(shown in gray) as a 
backup interface to 
the Untrust zone.
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• Dual Untrust mode binds two interfaces, a primary and a backup, to the Unt
interface is used to pass traffic to and from the Untrust zone, while the back
there is a failure on the primary interface. This mode provides the following 
bindings:

– Binds the Untrusted Ethernet port to the ethernet3 interface, which is b
zone

– Binds the Trusted4 Ethernet port to the ethernet2 interface, which is bo
the Untrust security zone (the ethernet3 interface is the primary interfa

– Binds the Trusted1, Trusted2, and Trusted3 Ethernet ports to the ethe
to the Trust security zone

See “Dual Untrust Interfaces” on page 11 for more information about configu
mode.

Note: The serial interface is not available in Dual Untrust port mode.

Untrust Zone Trust Zone

Dual Untrust

eth

The eth3 interface is 
the primary interface 
to the Untrust zone. 
The eth2 interface 
(shown in gray) is a 
backup interface to 
the Untrust zone.
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• Combined mode allows both primary and backup interfaces to the Internet a
resources in Work and Home zones.

This mode provides the following port, interface, and zone bindings:

– Binds the Untrusted Ethernet port to the ethernet4 interface, which is b

– Binds the Trusted4 Ethernet port to the ethernet3 interface, which is bo
the Untrust zone (the ethernet4 interface is the primary interface to the

– Binds the Trusted3 and Trusted2 ports to the ethernet2 interface, whic

– Binds the Trusted1 port to the ethernet1 interface, which is bound to th

See “Dual Untrust Interfaces” on page 11 and “Home Zone/Work Zone” on p
about configuring and using the Combined mode.

Note: The Combined port mode is supported only on the NetScreen-5XT El

Note: The serial interface is not available in Combined port mode.

Untrust Zone Home Zone

Combined

eth2 Inter

The eth4 interface is 
the primary interface 
to the Untrust zone.
The eth3 interface 
(shown in gray) is the 
backup interface to 
the Untrust zone.
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trust ethernet4 Untrust

st ethernet1 Work

st ethernet2 Home

st ethernet2 Home

trust ethernet3 Untrust

N/A N/A
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The following table summarizes the port, interface, and zone bindings provided by th

You change the port mode setting on the NetScreen device through either the WebU
port mode, note the following:

• Changing the port mode removes  any existing configurations on the NetScr
system reset.

• Issuing the unset all CLI command does not affect the port mode setting on
example, if you want to change the port mode setting from the Combined m
Trust-Untrust mode, issuing the unset all command removes the existing co
device to the Trust-Untrust mode.

Port*

* As labeled on the NetScreen-5XT chassis.

Trust-Untrust Mode†

† Default port mode.

Home-Work Mode Dual Untrust M

 Interface Zone  Interface Zone  Interface Zo

Untrusted Untrust Untrust ethernet3 Untrust ethernet3 Un

Trusted1 Trust Trust ethernet1 Work ethernet1 Tru

Trusted2 Trust Trust ethernet1 Work ethernet1 Tru

Trusted3 Trust Trust ethernet2 Home ethernet1 Tru

Trusted4 Trust Trust ethernet2 Home ethernet2 Un

Modem serial Null serial Null N/A N/A
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In this example, you set the port mode on the NetScreen-5XT to the Home-Work mo

�����

1. Configuration > Operational Mode > Port Mode: Select Work-Home from the
Apply .

2. At the following prompt, click OK :

Operational mode change will erase current configuration and reset the dev

���

1. exec port-mode home-work

2. At the following prompt, enter y (for yes):

Change port mode from <trust-untrust> to <home-work> will erase system c

Are you sure y/[n] ?

To see the current port mode setting on the NetScreen device:

�����

Configuration > Operational Mode 

���

get system

Warning: Changing the port mode removes any existing configurations on the NetS
system reset.
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Security conflicts can arise as both employee telecommuting and home networks be
network used by both telecommuters and family members can become a dangerous
network, carrying threats such as worms and allowing access to corporate resources
by non-employees.

The Home-Work and Combined port modes bind NetScreen-5XT interfaces to spec
allows segregation of business and home users and resources, while allowing users
access to the Untrust zone.

Untrust Zone Home Zone Wor

Home-Work

Untrust Zone Home Zone

Combined
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The Home-Work port mode also binds the Modem port to a serial interface, which yo
interface to the Untrust security zone. For more information about using the serial in
the Untrust security zone, see “Dial Backup” on page 19.

The Combined port mode also binds the Trusted4 Ethernet port as a backup interfac
security zone. The backup interface is used only when there is a failure on the prima
For more information about using the ethernet3 interface as a backup interface to th
“Dual Untrust Interfaces” on page 11.

By default, the NetScreen-5XT acts as a Dynamic Host Configuration Protocol (DHC
addresses to DHCP clients in the Work zone. (See “DHCP Server Enhancement” on
about the DHCP server on the NetScreen device.)

You can configure the NetScreen device using a Telnet connection or the WebUI fro
cannot configure the NetScreen device from the Home zone. The default IP address
ethernet1, is 192.168.1.1/24.

The default policies in the Home-Work and Combined port modes provide the follow
zones:

• Allow all traffic from the Work zone to the Untrust zone

• Allow all traffic from the Home zone to the Untrust zone

• Allow all traffic from the Work zone to the Home zone

• Block all traffic from the Home zone to the Work zone (you cannot remove t

You can create new policies for traffic from the Work zone to the Untrust zone, from
zone, and from the Work zone to the Home zone. You can also remove the default p
the Work zone to the Untrust zone, from the Home zone to the Untrust zone, and fro
zone. Note, however, that you cannot create a policy to allow traffic from the Home 
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In this example, you configure a policy to allow only FTP traffic from the Home zone 
the default policy that allows all traffic from the Home zone to the Untrust zone. In th
which allows traffic from any source address to any destination address for any serv

�����
1. Configuration > Operational Mode > Port Mode: Select Work-Home from the

Apply .

2. At the following prompt, click OK :

Operational mode change will erase current configuration and reset the dev

3. Policies > (From: Home, To: Untrust) > New: Enter the following, and then c

Source Address: Any

Destination Address: Any

Service: FTP

Action: Permit

4. Policies: In the “From Home to Untrust” policy list, click Remove  in the Conf
ID 0.

���
1. exec port-mode home-work

2. At the following prompt, enter y (for yes):

Change port mode from <trust-untrust> to <home-work> will erase system c

Are you sure y/[n] ?

3. set policy from home to untrust any any ftp permit

4. unset policy 0

Warning: Changing the port mode removes any existing configurations on the NetS
system reset.
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In the default Trust-Untrust port mode, the NetScreen-5XT device allows only a sing
Untrust security zone. The Dual-Untrust and Combined port modes bind a second, b
zone. (See “Port Modes” on page 2.) In these modes, the backup interface is used on
connection through the primary interface or when you manually switch traffic from th
backup.

Warning: Changing the port mode removes any existing configurations on the NetS
system reset.

Untrust Zone Trust Zone

Dual Untrust

Untrust Zone Home Zone

Combined
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When there are both primary and backup interfaces bound to the Untrust zone, you 
the primary interface to the backup interface through the WebUI or the CLI.

To force traffic to switch from the primary interface to the backup interface:

�����

Network > Untrust Failover: Click Force to Failover .

���

exec failover force

When the primary interface is again available, you need to use the WebUI or the CL
backup to the primary interface. 

To force traffic to switch from the backup interface to the primary interface:

�����

Network > Untrust Failover: Click Force to Revert.

���

exec failover revert

You can also configure the NetScreen device to automatically switch to the backup 
failure on the primary interface connection. By default, there is a 30-second interval b
automatic interface failover mode, when the connection through the primary interfac
automatically switches traffic from the backup interface to the primary.
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To configure ScreenOS for automatic interface failover:

�����

Network > Untrust Failover > Automatic Failover (select) > Apply.

���

set failover auto


��8�!�:$�*
An interface failover can occur when ScreenOS detects a physical link problem on th
such as an unplugged cable. You can also specify an interface failover when certain
unreachable through a given interface, even if the physical link is still active. ScreenO
or IP tracking, similar to that used for NSRP, to monitor the connection through the pr
an interface connects directly to a router, you can track the next-hop address on the
router is still reachable. Note that you can configure IP tracking without configuring a

You can configure up to four IP addresses for ScreenOS to track. For each IP addres
following:

• Interval, in seconds, at which the pings are sent to the specified IP address.

• Number of consecutive unsuccessful ping attempts before the connection to
failed.

• Weight of the failed IP connection (once the sum of the weights of all failed 
specified threshold, ScreenOS initiates a switchover to the backup link).

• (Optional) IP address of the next-hop (gateway) to be used to reach the trac
specify a gateway address, ScreenOS uses the default route for the interfac
address.

Note that when you configure an IP address for ScreenOS to track, a host route for 
routing table for the appropriate virtual router.
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There are two types of configurable thresholds in tracking IP addresses:

• Track IP address failure threshold — The number of consecutive failures to 
specific IP address that constitutes a failure. Not exceeding the threshold in
connectivity with the address; exceeding the threshold indicates an unaccep
threshold for each IP address at any value between 1 and 200. The default 

• Interface failover threshold — The total weight of the cumulative failed attem
the interface that constitutes an interface failure. You can set this threshold a
The default value is 1.

By applying a weight, or a value, to a tracked IP address, you can adjust the importa
address in relation to reaching other tracked addresses. You can assign comparativ
more important addresses, and less weights to relatively less important addresses. 
only come into play when a tracked IP address failure threshold is reached. For exa
address with a weight of 10 brings the interface closer to a failover than would the fa
with a weight of 1. You can assign weights from 1 to 255. The default weight is 1. 

+,!-./�0����&$*"�$�*��"��-!�$�� !$/������$�4�
��8�!�:$�*
In this example, you first configure the NetScreen-5XT for Dual Untrust mode. You t
automatic failover. If automatic failover from the primary interface to the backup inte
interface carries all traffic to and from the Untrust zone until the primary interface is 
interface, ScreenOS monitors three IP addresses to determine when failover occurs
the following weight:

• 100.100.100.100 6

• 200.200.200.200 4

• 210.210.210.210 3

For each of the above tracked IP addresses, the failure threshold is the default value 
is unable to obtain a ping response from 100.100.100.100 three or more consecutiv
address unreachable through the primary interface. For the primary interface, failove
failover threshold reaches 10. This means that if both IP addresses 100.100.100.100
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Trust Zone

eth1 Interface
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unreachable through the primary interface, the cumulative weights of the failures wo
an automatic failover to the backup interface. Note that if IP addresses 200.200.200
become unreachable through the primary interface, the cumulative weights of the fa
failover would occur.

�����

1. Configuration > Operational Mode > Port Mode: Select Dual-Untrust from th
Apply .

2. At the following prompt, click OK :

Operational mode change will erase current configuration and reset the dev

3. Network > Untrust Failover > Automatic Failover (select) > Apply.

4. Network > Redundancy > Track IP > Edit > Enable Track IP (select) > Apply

5. Network > Interface (ethernet3) > Edit > Track IP: Enter the following, and th

Track IP: 100.100.100.100

Weight: 6

Untrust Zone

eth3 Interface eth2 Interface

IP Address 100.100.100.100
(weight 6)

IP Address 200.200.200.200
(weight 4)

IP Address 210.210.
(weight 3)
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configuration and reboot box
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Enter the following, and then click Apply :

Track IP: 200.200.200.200

Weight: 4

Enter the following, and then click Apply :

Track IP: 210.210.210.210

Weight: 3

6. Network > Interface (ethernet3) > Edit > Track IP Options: Enter the followin

Enable Track IP: (select)

Failover Threshold: 10

���
1. exec port-mode dual-untrust

2. At the following prompt, enter y (for yes):

Change port mode from <trust-untrust> to <dual-untrust> will erase system 

Are you sure y/[n] ?

3. set interface failover auto

4. set interface ethernet3 track-ip

5. set interface ethernet3 track-ip threshold 10

6. set interface ethernet3 track-ip ip 100.100.100.100 weight 6

7. set interface ethernet3 track-ip ip 200.200.200.200 weight 4

8. set interface ethernet3 track-ip ip 210.210.210.210 weight 3
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PPP-over-Ethernet (PPPoE) merges the Point-to-Point Protocol (PPP), which is usua
with the Ethernet protocol, which can connect multiple users at a site to the same cu
While many users can share the same physical connection, access control, billing, a
on a per-user basis. 

When there are two Ethernet interfaces (a primary and a backup) in the Untrust zone
interfaces for PPPoE. For example, in Dual Untrust port mode, you can configure th
for DHCP and the backup interface (ethernet2) for PPPoE. Or, you can configure PP
backup interfaces. In ScreenOS, you configure a specific instance of PPPoE with a 
other parameters, and bind the instance to an interface.

+,!-./�0����&$*"�$�*�����+������$-!�3�!�%��!�:".�)���"���
�
For this example, the NetScreen-5XT is in Dual Untrust mode, and configured for au
for the primary (ethernet3) interface, as shown in “Example: Configuring Automatic F
page 14. In the following example, you configure PPPoE for both the primary (ethern
interfaces to the Untrust zone, with Challenge-Handshake Authentication Protocol (C

�����

����+����&$*"�!�$���&�����4�������
����&!��

1. Network > PPPoE > New: Enter the following, and then click OK:

PPPoE instance: eth3-pppoe

Bound to interface: ethernet3 (select)

Username: user1

Password: 123456

Authentication: CHAP (select)

Access Concentrator: ac-11



�4!.���������� �!�"����!�%�+�4!���-���� �"!/�)���"���
����&!���

�=���
�������������� �!�"����#"$%�

����+����&$*"�!�$���&�����4�����6�
����&!��

2. Network > PPPoE > New: Enter the following, and then click OK:

PPPoE instance: eth2-pppoe

Bound to interface: ethernet2 (select)

Username: user2

Password: 654321

Authentication: CHAP (select)

Access Concentrator: ac-22

���
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����&!��

1. set pppoe name eth3-pppoe username user1 password 123456

2. set pppoe name eth3-pppoe ac ac-11

3. set pppoe name eth3-pppoe authentication chap

4. set pppoe name eth3-pppoe interface ethernet3

����+����&$*"�!�$���&�����4�����6�
����&!��

5. set pppoe name eth2-pppoe username user2 password 654321

6. set pppoe name eth2-pppoe ac ac-22

7. set pppoe name eth2-pppoe authentication chap

8. set pppoe name eth2-pppoe interface ethernet2
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You can connect an external modem to the RS-232 serial port on the NetScreen-5XT
a PPP connection to an ISP. This provides a dial-up backup interface for traffic to the
on the connection through the primary interface. The dial backup feature is enabled 
4.0.0-DIAL for the Trust-Untrust and Home-Work port modes (see “Port Modes” on p

The dial backup feature allows two interfaces to the Untrust zone: 

• The primary physical interface is the Untrusted Ethernet port. In ScreenOS, 
the Untrust interface in Trust-Untrust port mode and the ethernet3 interface 

• The backup physical interface is the modem port. In ScreenOS, the backup i
either Trust-Untrust or Home-Work port modes. By default, the serial interfac
you need to bind it to the Untrust zone to use it as the backup interface.

You configure ScreenOS to dial through the modem to an existing ISP account whe
interface. When a switch to the serial interface occurs, the modem does not dial unle
ScreenOS can queue up to 64 packets while the dial-up link is brought up, so there i
is switched to the serial interface.

By default, interface failover on the NetScreen device is manual. With manual failove
to switch traffic from one interface to the other using the CLI or WebUI. When the pr
available, you need to use the CLI or WebUI to direct ScreenOS to switch traffic from
interface.
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The NetScreen device can automatically fail over to the serial interface, including dia
pre-existing ISP account. When the connection through the primary interface is resto
automatically switch traffic from the serial interface back to the primary interface.

Untrust Zone

Modem

Primary Interface:
Untrust or ethernet3

Backup Interface:
serial 
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The modem you use for the dial-up connection must support the following features:

• Hardware flow control

• Provide clear to send (CTS) signals

• Able to respond to request to send (RTS) signals

• Asynchronous only

• Support AT command set

You can configure the following modem parameters in ScreenOS:

• The maximum amount of time that the modem can be idle before ScreenOS
modem (the default is 10 minutes)

• The number of times ScreenOS retries the dial-up connection if the line is bu
default is 3 times)

• The interval, in seconds, between dial-up retries (the default is 60 seconds)

• The baud rate for the dial-up connection (the default rate is 115200 bps)

ScreenOS uses a default modem initialization string. You can configure up to four m
you can activate only one of the configured initialization strings at a time. The modem
the following requirements:

• Hardware flow control is recommended, but not required (you can specify no

• Software flow control is not used

• Result code must be displayed in verbal mode
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e a modem initialization string 

click OK:

er to the serial interface occurs. 
ber (1 is the highest priority). 

up connection; ScreenOS dials 
ount with the highest priority, it 
ore ISP configurations.

e times (see “Modem Settings” 
nect to any configured ISP 
ailable again.
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In this example, you configure the modem idle time to be 20 minutes. You also defin
for a new modem setting, mod1, and activate it.

�����

Network > Interfaces (serial) > Edit > Modem: Enter the following, and then 

Modem Name: mod1

Init String: AT&FS7=255S32=6

Inactivity Timeout: 20

���

1. set modem idle-time 20

2. set modem settings mod1 init-strings AT&FS7=255S32=6

3. set modem settings mod1 active


������&$*"�!�$��
You configure the NetScreen device to automatically dial to an ISP account if a failov
You can configure up to four ISP connections, assigning each a different priority num
The priority number determines the order that ScreenOS uses in attempting the dial-
up the ISP with the highest priority first. If ScreenOS is unable to log in to the ISP acc
will dial the ISP with the next highest priority number, and so on, until there are no m

Note: By default, ScreenOS attempts to dial to a configured ISP account up to thre
on page 21 for information on modem parameters). If ScreenOS is not able to con
account, it sends a connect fail message and waits until the primary interface is av
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dem uses pulse dial by default 

count has a priority value of 1, 
ys dial up the isp1 account first 

 OK:
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For each ISP configuration, you specify the following:

• Account login and password.

• Primary phone number and, optionally, an alternate phone number. If the mo
but you want to use tone dial, precede the phone number with a T.

• Priority for this connection, relative to other configured ISP connections.

+,!-./�0����&$*"�$�*�
���
�&��-!�$��
In this example, you configure information for two different ISP accounts: the isp1 ac
while the isp2 account has a priority value of 2. This means that ScreenOS will alwa
if failover to the serial interface occurs.

�����
1. Network > Interfaces (serial) > Edit > ISP: Enter the following, and then click

ISP Name: isp1

Primary Number: 4085551111

Alternative Number: 4085552222

Login Name: kgreen

Login Password: 98765432

Priority: 1

2. Network > Dialup Backup > ISP: Enter the following, and then click OK :

ISP Name: isp2

Primary Number: 4085551212

Alternative Number: 

Login Name: kgreen

Login Password: 12345678

Priority: 2
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1. set modem isp isp1 account login kgreen password 98765432

2. set modem isp isp1 primary-number 4085551111 alternative-number 40855

3. set modem isp isp1 priority 1

4. set modem isp isp2 account login kgreen password 12345678

5. set modem isp isp2 primary-number 4085551212

6. set modem isp isp2 priority 2

���$!/�
����&!��� !$/����
By default, you must use the WebUI or CLI to force ScreenOS to switch over to the s
interface (Untrust or ethernet3 interface) connection fails and to switch back to the p
primary is again available. You can configure the interface failover to be automatic. 
tracking to monitor failure on the Untrust or ethernet3 interfaces. See “Interface Failo
information.

By default, policies that are enabled for traffic from the Trust zone to the Untrust zone
Trust zone are still active after a failover to the serial interface. When you define a po
not the policy should be active if ScreenOS switches to the serial interface. See “Ex
Inactive for Serial Interface Failover” on page 29 for information on how to configure

The serial interface is bound by default to the Null zone and you need to explicitly bin
as a backup interface. If you bind the serial interface to the Untrust zone using the W
adds a default route for the serial interface. If you bind the serial interface to the Unt
ScreenOS does not add a default route to the serial interface and you must explicitly
serial interface if traffic is to be routed through the serial interface. See “Example: Ad
Route for the Serial Interface” on page 28 for information on how to configure this in
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click OK:
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In this example, you first bind the serial interface to the Untrust zone. The serial inte
interface to the primary (the Untrust interface). You then configure ScreenOS to auto
interface when the primary interface connection fails. 

You configure IP tracking to determine failure of the primary interface—if IP address
200.200.200.200 become unreachable through the primary interface, ScreenOS aut
backup interface.

�����

1. Network > Interfaces (serial) > Edit: Enter the following, and then click OK:

Zone Name: (select) Untrust

2. Network > Interfaces (serial) > Edit > Modem: Enter the following, and then 

Modem Name: mod1

Untrust Zone

Modem

Primary Interface:
Untrust or ethernet3

Backup Interface:
serial 

IP Address 100.100.100.100 IP Address 200.200.200.200
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 OK:

ply .

en click Apply .

en click Apply .

en click Apply:
�������������� �!�"����#"$%�

Init String: AT&FS7=255S32=6

Inactivity Timeout: 20

3. Network > Interfaces (serial) > Edit > ISP: Enter the following, and then click

ISP Name: isp1

Primary Number: 4085551111

Alternative Number: 4085552222

Login Name: kgreen

Login Password: 98765432

Priority: 1

4. Network > Dialup Backup > ISP: Enter the following, and then click OK :

ISP Name: isp2

Primary Number: 4085551212

Alternative Number: 

Login Name: kgreen

Login Password: 12345678

Priority: 2

5. Network > Untrust Failover > Automatic Failover: (select), and then click Ap

6. Network > Redundancy > Track IP > Edit > Enable Track IP (select), and th

7. Network > Redundancy > Track IP > Edit > Enable Track IP (select), and th

8. Network > Interface (ethernet3) > Edit > Track IP: Enter the following, and th

Track IP: 100.100.100.100

Weight: 6
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g, and then click OK :
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Enter the following, and then click Apply :

Track IP: 200.200.200.200

Weight: 4

Enter the following, and then click Apply :

Track IP: 210.210.210.210

Weight: 3

9. Network > Interface (ethernet3) > Edit > Track IP Options: Enter the followin

Enable Track IP: (select)

Failover Threshold: 10

���

1. set interface serial zone untrust

2. set failover auto

3. set modem idle-time 20

4. set modem settings mod1 init-strings AT&FS7=255S32=6

5. set modem settings mod1 active

6. set modem isp isp1 account login kgreen password 98765432

7. set modem isp isp1 primary-number 4085551111 alternative-number 40855

8. set modem isp isp1 priority 1

9. set modem isp isp2 account login kgreen password 12345678

10. set modem isp isp2 primary-number 4085551212

11. set modem isp isp2 priority 2

12. set interface ethernet3 track-ip

13. set interface ethernet3 track-ip threshold 10
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 the Untrust zone. You then 

 for the default route to 

 add a default route to the serial 
 to be routed through the serial 
zone. You then add a default 
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14. set interface ethernet3 track-ip ip 100.100.100.100 weight 6

15. set interface ethernet3 track-ip ip 200.200.200.200 weight 4

16. set interface ethernet3 track-ip ip 210.210.210.210 weight 3

+,!-./�0��%%$�*������/��$�*�!���&!"/����"���&����4�����$!/�
��
If you bind the serial interface to the Untrust zone using the WebUI, ScreenOS autom
the serial interface. In this example, you use the WebUI to bind the serial interface to
delete the default route that has been automatically created for the serial interface.

�����

1. Network > Interfaces (serial) > Edit: Enter the following, and then click OK:

Zone Name: (select) Untrust

2. Network > Routing > Routing Table: In the Configure column, click Remove
0.0.0.0/0 through the serial interface.

If you bind the serial interface to the Untrust zone using the CLI, ScreenOS does not
interface and you must explicitly add a default route for the serial interface if traffic is
interface. In this example, you use the CLI to bind the serial interface to the Untrust 
route for the serial interface, which is bound to the Untrust zone.

���

1. set interface serial zone untrust

2. set route 0.0.0.0/0 interface serial
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In this example, normal traffic through the primary interface (ethernet3) to the Untrus
transferred via FTP from host22 in the Trust zone to ftp_srv in the Untrust zone. If a 
occurs, this particular FTP traffic cannot be handled by the dialup link and the policy 
be active.

�����

Policies > (From: Trust, To: Untrust) > New: Enter the following, and then cl

Source Address: 

Address Book: (select), host22

Destination Address: 

Address Book: (select), ftp_srv

Service: FTP

Action: Permit 

> Advanced: Clear Valid for Serial, and then
advanced options and return to the basic c

���

set policy from trust to untrust host22 ftp_srv ftp permit no-session-backup
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Mapped IP (MIP) is a one-to-one mapping of an IP address in an IP packet header t
floating interface allows a MIP to be accessed by a group of interfaces. The primary
interface is to allow a node to reach a MIP host through one of several VPN tunnels u
MIP host can also reach a node through the appropriate tunnel.

You can think of the floating interface as a resource holder that contains the MIP add
floating interface with the name share.n (where n is an index number that uniquely i
interface), and assign an IP address to the floating interface. To allow interfaces to u
then add the interfaces as members of the floating interface group.

Shared MIP 
Interface

MIP Add

MIP Host

Interfaces
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not configure management 
lways “Down” so that no traffic 
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ckup tunnel interface when the 
 can also configure IP tracking 
iled (see “Interface Failover” on 
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e IP address 3.3.3.3. Members 
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The maximum number of members in a floating interface group is 2. The floating inte
must be in different IP subnets in the same zone. Any type of interface can be a mem
as long as the interface has an IP address. If you configure a MIP on both a floating i
interfaces, the floating interface configuration takes precedence.

A floating interface cannot be a member of another floating interface group. You can
functions for the floating interface’s IP address. The link for the floating interface is a
can be directly routed to the floating interface.

 /�!�$�*�
����&!��� !$/����
Multiple tunnels to the same VPN destination must run in active-backup mode only; 
the same time. By default, you must use the WebUI or the CLI to switch over the ba
active interface connection fails. You can configure automatic interface failover. You
to monitor the status of the tunnel interfaces and determine when an interface has fa
page 12).

+,!-./�0����&$*"�$�*�!��$�*/��5
��&����$&&������8"���/�
����&!�
In this example, you configure a floating interface, share.3 , in the Trust zone, with th
of the floating interface group are tunnel.1  and tunnel.2. The floating interface holds
the host 5.5.5.5. When a packet destined for 3.3.3.5 arrives at tunnel.1, ScreenOS f
tunnel.1, then at the floating interface share.3. When it finds a match at share.3, it tra
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ote that traffic destined for 
at the floating interface share.3. 
3.3.3.5 to the host IP address 

S performs a routing table 
est metric is chosen. Note that 
essage to the MIP host. For 
e tunnel.1 interface, but replies 

ddress:
- 5.5.5.5
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IP (3.3.3.5) to the host IP address 5.5.5.5 and the packet is routed to the MIP host. N
3.3.3.5 can also arrive at tunnel.2. ScreenOS searches for the MIP at tunnel.2, then 
Again, ScreenOS finds a match at share.3 and translates the original destination IP 
5.5.5.5 and the packet is routed to the MIP host.

For replies that are returned from the MIP host back to the original sender, ScreenO
lookup to determine on which interface to route the reply. The route that has the low
the reply from the MIP host can be routed on a different interface than the original m
example, packets for the MIP host from a sender in the Untrust zone can arrive at th
from the MIP host to the sender can be routed back through the tunnel.2 interface.

Shared MIP 
Interface 
3.3.3.3

MIP A
3.3.3.5 

MIP Host 
5.5.5.5

Untrust Zone

Trust Zone

tunnel.1 
1.1.1.1

tunnel.2 
2.2.2.2
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en click Apply :
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el.1, and then click OK:

el.2, and then click OK:
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1. Network > Interfaces > Shared IF (select) > New: Enter the following, and th

Interface Name: Shared.3

Zone: Trust (select)

IP Address/Netmask: 3.3.3.3./24

> MIP: Enter the following, and then click OK

Mapped IP: 3.3.3.5

Netmask: 255.255.255.255

Host IP Address: 5.5.5.5

Host Virtual Router Name: trust

 /�!�$�*�
����&!���5�-(���

2. Network > Interfaces > Tunnel IF (select) > New: Enter the following for tunn

Member of Share Group: shared.3 (trust)

Zone: Trust (select)

Fixed IP:

IP Address/Netmask: 1.1.1.1/24

3. Network > Interfaces > Tunnel IF (select) > New: Enter the following for tunn

Member of Share Group: shared.3 (trust)

Zone: Trust (select)

Fixed IP:

IP Address/Netmask: 2.2.2.2/24
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1. set interface share.3 zone trust

2. set interface share.3 ip 3.3.3.3/24

 /�!�$�*�
����&!���5�-(���

3. set interface tunnel.1 zone trust

4. set interface tunnel.2 zone trust

5. set interface tunnel.1 ip 1.1.1.1/24

6. set interface tunnel.2 ip 2.2.2.2/24

7. set interface tunnel.1 shared-group share.3

8. set interface tunnel.2 shared-group share.3

5
�

9. set interface share.3 mip 3.3.3.5 host 5.5.5.5
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An XAuth client is a remote user or device that connects to an XAuth server via an A
Whereas the authentication of IKE users is actually the authentication of individual d
XAuth users is the authentication of the users themselves. ScreenOS can act as an
authentication requests from a remote XAuth server.

NetScreen supports XAuth version 6 (v6). To confirm that both parties in Phase 1 IK
v6, they each send the vendor ID 0x09002689DFD6B712 to each other in the first tw
vendor ID number is specified in the XAuth Internet draft, draft-beaulieu-ike-xauth-0

After the completion of Phase 1 negotiations, the remote XAuth server sends a login
device. If ScreenOS successfully logs in with the correct user name and password, S
continue with Phase 2 negotiations. ScreenOS initiates Phase 2 negotiations only a
completed and blocks any Phase 2 negotiation requests from the XAuth server befo
completed.

To configure an XAuth client on the NetScreen device, you specify the following:

• IKE gateway name

• Xauth user name and password 

You can configure the following types of XAuth authentication for the ScreenOS clie

• any — allows any authentication type

• chap — allows Challenge Handshake Authentication Protocol (CHAP) only
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In this example, you first configure a remote IKE gateway gw1 with IP address 220.
security level and use the preshared key netscreen1. You then configure an XAuth 
the username beluga9  and the password 1234567 . You also specify CHAP authen

�����

VPN > AutoKey Advanced > Gateway > New: Enter the following, and then 

Gateway Name: gw1

Security Level: Standard (select)

Static IP address (select)

IP Address: 220.2.2.2.21

Preshared Key: netscreen1

Enter the following, and then click Return:

XAuth Client (select)

User Name: beluga9

Password: 1234567

Allowed Authentication Type (select) CHAP O

Click OK

���

1. set ike gateway "gw1" ip 220.2.2.21 Main outgoing-interface "untrust" presh
standard

2. set ike gateway "gw1" xauth client chap username beluga1 password 12345
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NetScreen devices can monitor network connectivity between VPN gateways by sen
through the tunnel to the remote gateway. On some devices, however, the remote g
responding to ping requests. In this case, you can specify a different remote IP addr
device sends the ping requests. The remote IP address does not have to be on the 
address.

For more information about VPN monitoring, see Chapter 2, “Monitoring NetScreen 
“Administration,” in the NetScreen Concepts and Examples ScreenOS Reference G

+,!-./�0��.��$&3$�*�!�����$�!�$���
��&���>���5��$���$�*
In this example, you configure the VPN monitor on the NetScreen device to send pin
100.10.10.10.

�����

1. VPNs > AutoKey IKE > New: Configure the VPN, and then click Advanced

Enter the following, and then click Return to go back to the basic VPN conf

VPN Monitor: (select)

Source Interface: (select)

Destination IP: 100.10.10.10

2. Click OK .

���

1. set vpn name_str gateway name_str

2. set vpn name_str monitor source-interface interface destination-ip 100.10.10
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By default, the NetScreen-5XT acts as a Dynamic Host Configuration Protocol (DHC
addresses to DHCP clients. When the NetScreen device boots ScreenOS 4.0.0-DIA
stops the local DHCP server process from starting if another DHCP server is detecte
another DHCP server, ScreenOS sends out DHCP boot requests at two-second inte
does not receive any response to its boot requests, it then starts its local DHCP serv

If the NetScreen device receives a response from another DHCP server, the system
indicating that the DHCP service is enabled on the NetScreen device but not started
is present on the network. The log message includes the IP address of the existing D

The default Auto mode causes the Netscreen device to always check for an existing
can configure ScreenOS to not attempt to detect another DHCP server on an interfa
DHCP server to Enable or Disable mode. In Enable mode, the DHCP server is alwa
check if there is an existing DHCP server on the network. In Disable mode, the DHC

+,!-./�0�8"��$�*��&&��9����������������$��
In this example, you set the DHCP server on the ethernet1 interface to start up witho
existing DHCP server on the network.

�����

Network > Interfaces > Edit (for ethernet1) > DHCP: Enter the following, and

DHCP Server: (select)

Enable: (select)

���

set interface ethernet1 dhcp server enable
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Note: Issuing the CLI command set interface  interface dhcp server service com
server in its default mode, which is to automatically check first to see if there is an 
network. The DHCP server on the NetScreen device starts only if it does not find an
Issuing the unset interface interface dhcp server service command disables the
NetScreen device and also deletes any existing DHCP configuration.
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Routing information protocol (RIP) is a distance vector protocol used as an Interior G
moderate-sized autonomous systems (ASs). ScreenOS supports RIP version 2 (RIP
While RIPv2 supports only simple password (plain text) authentication, NetScreen’s
supports MD5 authentication extensions, as defined by RFC 2082.

As mentioned previously, RIP is intended for moderate-sized networks. It can also b
information within a small, homogeneous, network such as a corporate LAN. The lon
network is 15 hops. A metric value of 16 indicates an invalid or unreachable destinati
as “infinity” since it is larger than the 15-hop maximum allowed in RIP networks). 

RIP is not intended for large networks or networks where routes are chosen based o
measured delay, reliability, or load. RIP supports both point-to-point networks (used
broadcast/multicast Ethernet networks. RIP does not support point-to-multipoint inte

RIP sends out messages that contain the complete routing table to every neighborin
These messages are normally sent as multicasts to address 224.0.0.9 from the RIP

The RIP routing database contains one entry for every destination that is reachable 
instance. The RIP routing database includes the following information:

• IPv4 address of a destination. Note that RIP does not distinguish between n

• IP address of the first router along the route to the destination (the next hop

• Network interface used to reach the first router.

• Metric that indicates the distance, or cost, of getting to the destination. Most
metric of 1 for each network.

• A timer that indicates the time that has elapsed since the database entry wa
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device. If you have multiple 
ance for each VR. 

vice:

BGP, or statically configured 

e WebUI.

t the VR level for the RIP 

-interface basis for the RIP 

r-interface basis (see “Security 

r on a NetScreen device. 
ns for all interfaces that are in 
 NetScreen devices, see 

creen Concepts and Examples 
�������������� �!�"����#"$%�
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Like OSPF and BGP, you create RIP on a per-Virtual Router basis on a NetScreen 
virtual routers (VRs) in a system, you can enable multiple instances of RIP, one inst

This section describes the following basic steps to configure RIP on a NetScreen de

1. Create the RIP routing instance in a Virtual Router.

2. Enable the RIP instance.

3. Redistribute routes learned from different routing protocols (such as OSPF, 
routes) into the RIP instance.

This section describes how to perform each of these tasks using either the CLI or th

You can also optionally configure other RIP parameters such as the following:

• Global parameters, such as timers and trusted RIP neighbors, that are set a
protocol (see “Global Parameters” on page 47)

• Interface parameters, such as neighbor authentication, that are set on a per
protocol (see “Interface Parameters” on page 48)

• Security-related RIP parameters, that are set at either the VR level or on a pe
Configuration” on page 50)

���!�$�*�!��
����"�$�*�
���!����$��!�>$��"!/���"���
As described previously, you create a RIP routing instance on a specific virtual route
Deleting a RIP routing instance in a VR removes the corresponding RIP configuratio
the VR. For more information about virtual routers and configuring a virtual router on
Chapter 3, “Routing and Virtual Routers,” in Volume 2, “Fundamentals,” in the NetS
ScreenOS Reference Guide.
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nce, and then click OK .

R. When you enable RIP at the 
bled interfaces in the VR. When 
packets on all RIP-enabled 

erface. By default, RIP is 
terface. When you disable RIP 
ied interface. Interface 
ce.
�������������� �!�"����#"$%�
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In this example, you create a RIP routing instance on the virtual router trust-vr.

�����

Network > Routing > Virtual Router (trust-vr) > Edit: Select Create RIP Insta

���

1. ns-> set vrouter trust-vr

2. ns(trust-vr)-> set protocol rip

+�!(/$�*��4���
��
���!���
You enable (and disable) RIP functions at two different levels:

• Enabling and disabling RIP at the VR level affects the RIP instance in the V
VR level, RIP can transmit and process RIP packets received on all RIP-ena
you disable RIP at the VR level, RIP stops transmitting and processing RIP 
interfaces in the VR.

• Enabling and disabling RIP on an interface affects RIP on only a specific int
disabled on all interfaces in the VR and you must explicitly enable it on an in
at the interface level, RIP does not transmit or receive packets on the specif
configuration parameters are preserved when you disable RIP on an interfa
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 enable RIP on the trust 

ect RIP, and then click OK .

k Apply.
�������������� �!�"����#"$%�
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In this example, you enable the RIP routing instance on the virtual router trust-vr and
interface.

�����

�
����"�$�*�
���!���

1. Network > Routing > Virtual Router (trust-vr) > Edit > Edit RIP Instance: Sel

�
��
����&!��

2. Network > Interface (for Trust interface) > RIP: Select Enable , and then clic

���

�
����"�$�*�
���!���

1. ns-> set vrouter trust-vr protocol rip enable

�
��
����&!��

2. ns-> set interface trust protocol rip enable
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n this example, you disable the 
ce.

nce, and then click OK at the 

 Apply .
�������������� �!�"����#"$%�
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As mentioned previously, you can disable RIP for the VR or for a specific interface. I
RIP routing instance on the virtual router trust-vr and disable RIP on the trust interfa

�����

�
����"�$�*�
���!���

1. Network > Routing > Virtual Router (trust-vr) > Edit: Select Delete RIP Insta
confirmation prompt.

�
��
����&!��

2. Network > Interface (for Trust interface) > RIP: Clear Enable, and then click

���

�
����"�$�*�
���!���

1. ns-> unset vrouter trust-vr protocol rip enable

�
��
����&!��

2. ns-> unset interface trust protocol rip enable
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 For example, you can 
rtual router:

e information about creating 
olume 2, “Fundamentals,” of 

hange the default metric (see 

 to RIP neighbors in the trust-vr 
.1.0.0/16 subnetwork. Then, 
red. Use the route map to 

 following, and then click OK :
�������������� �!�"����#"$%�

��%$���$("�$�*���"���
Route redistribution is the exchange of route information between routing protocols.
redistribute the following types of routes into the RIP routing instance in the same vi

• Routes learned from BGP

• Routes learned from OSPF

• Directly connected routes

• Imported routes

• Statically configured routes

You need to configure a route map to filter the routes that are redistributed. For mor
route maps for route redistribution, see Chapter 3, “Routing and Virtual Routers” in V
the NetScreen Concepts and Examples ScreenOS Reference Guide.

Routes imported into RIP from other protocols have a default metric of 1. You can c
“Global Parameters” on page 47).

+,!-./�0���%$���$("�$�*���"����$�����
�
In this example, you redistribute static routes that are in the subnetwork 20.1.0.0/16
virtual router. To do this, you first create an access list to permit addresses in the 20
configure a route map that permits addresses that match the access list you configu
specify the redistribution of static routes into the RIP routing instance.

�����
1. Network > Routing > Virtual Router (trust-vr) > Access List > New: Enter the

Access List ID: 20

Sequence No.: 1

IP/Netmask: 20.1.0.0/16

Action: Permit (select)
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 following, and then click OK:

distributable Rules: Enter the 
�������������� �!�"����#"$%�

2. Network > Routing > Virtual Router (trust-vr) > Route Map > New: Enter the

Map Name: rtmap1

Action: Permit (select)

Sequence No.: 1

Match Properties:

Access List: 20 (select)

3. Network > Routing > Virtual Router (trust-vr) > Edit > Edit RIP Instance > Re
following, and then click Add:

Route Map: rtmap1 (select)

Protocol: Static (select)

���

1. set vrouter trust-vr acc-list 20 permit ip 20.1.0.0/16 1

2. set vrouter trust-vr route-map name rtmap1 permit 1

3. set vrouter trust-vr route-map rtmap1 1 match ip 20

4. set vrouter trust-vr protocol rip redistribute route-map rtmap1 protocol static
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. When you configure a RIP 
ed interfaces. You can modify 
sing the WebUI. 

Default Value

 protocols, 10

to neighbors. 30 seconds

ate. No maximum

e time a 180 seconds

e the route is 120 seconds

16

ighbors are 
ighbors on an 

No neighbors are 
configured

llowed. Disabled

Disabled

nother Disabled

None

None
�������������� �!�"����#"$%�
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This section describes RIP global parameters that you can configure at the VR level
parameter at the VR level, the parameter setting affects operations on all RIP-enabl
global parameter settings through the RIP routing protocol context in the CLI or by u

The following table describes the RIP global parameters and their default values.

RIP Global Parameter Description

Default metric Default metric value for routes imported into RIP from other
such as OSPF and BGP.

Update timer Specifies, in seconds, when to issue updates of RIP routes 

Maximum packets per 
update

Specifies the maximum number of packets received per upd

Invalid timer Specifies, in seconds, when a route becomes invalid from th
neighbor stops advertising the route.

Flush timer Specifies, in seconds, when a route is removed from the tim
invalidated.

Maximum neighbors The maximum number of RIP neighbors allowed.

Trusted neighbors Specifies an access list that defines RIP neighbors. If no ne
specified, RIP uses multicasting or broadcasting to detect ne
interface.

Same subnet neighbors Specifies that only RIP neighbors on the same subnet are a

Advertise default route Specifies whether the default route (0.0.0.0/0) is advertised.

Reject default route Specifies whether RIP rejects a default route learned from a
protocol.

Incoming route map Specifies the filter for routes to be learned by RIP.

Outgoing route map Specifies the filter for routes to be advertised by RIP.
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ing command advertises the 
ist in the routing table. 

ct Advertising Default Route , 

 about global parameters that 

n you configure a RIP 
 on the specific interface. You 
sing the WebUI.

Default Value

es 
abled, 

the 

Disabled

1

No authentication used.

ckets. No
�������������� �!�"����#"$%�
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By default, the default route (0.0.0.0/0) is not advertised to RIP neighbors. The follow
default route to RIP neighbors in the trust-vr virtual router. The default route must ex

�����

Network > Routing > Virtual Router (trust-vr) > Edit > Edit RIP Instance: Sele
and then click OK.

���

set vrouter trust-vr protocol rip adv-default-route always metric number 5

See Chapter 2 “New and Modified CLI Commands” on page 57 for more information
you can configure in the RIP routing protocol context.


����&!����!�!-�����
This section describes RIP parameters that you configure at the interface level. Whe
parameter at the interface level, the parameter setting affects the RIP operation only
can modify interface parameter settings with interface commands in the CLI or by u

The following table describes the RIP interface parameters and their default values.

RIP Interface Parameter Description

Split-horizon Specifies whether to enable split-horizon (do not advertise rout
learned from a neighbor back to the same neighbor). If this is dis
routes that are learned from a neighbor are advertised back to 
same neighbor with a metric of 16.

RIP metric Specifies the RIP metric for the interface.

Authentication Specifies either clear text password or MD5 authentication.

Passive mode Specifies that the interface is to receive but not transmit RIP pa
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rface level. A route map filter 
e VR level. For example, if you 

he interface level, the incoming 

5.

d 215

None

None

Default Value
�������������� �!�"����#"$%�

You can define incoming and outgoing route map filters at the VR level or at the inte
you define at the interface level takes precedence over a route map filter defined at th
define an incoming route map at the VR level and a different incoming route map at t
route map defined at the interface level takes precedence. 

+,!-./�0�����$�*��
��
����&!����!�!-�����
In this example, you configure the following RIP parameters for the trust interface:

• Set MD5 authentication, with the key 1234567898765432 and the key ID 21

• Enable split horizon for the interface.

�����

Network > Interfaces(Edit) > RIP: Enter the following, and then click OK:

Authentication: MD5 (select)

Key: 1234567898765432

Key ID: 215

Split Horizon: (select)

���

1. set interface trust protocol rip authentication md5 1234567898765432 key -i

2. set interface trust protocol rip split-horizon

Incoming route map Specifies the filter for routes to be learned by RIP.

Outgoing route map Specifies the filter for routes to be advertised by RIP.

RIP Interface Parameter Description
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thods of preventing attacks. 

rotocol analyzers provide 
off these types of attacks.

 received from neighbors. All 
fault, there is no authentication 

and the key ID 215, for the trust 

d 215

in to be at the same security 
 domain.
�������������� �!�"����#"$%�
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This section describes possible security problems in the RIP routing domain and me

�"�4���$�!�$�*���$*4(���
A RIP router can be easily spoofed, since RIP packets are not encrypted and most p
decapsulation of RIP packets. Authenticating RIP neighbors is the best way to fend 

RIP provides both simple password and MD5 authentication to validate RIP packets
RIP packets received on the interface that are not authenticated are discarded. By de
enabled on any RIP interface. 

+,!-./�0����&$*"�$�*���$*4(����"�4���$�!�$��
In this example, you configure MD5 authentication, with the key 1234567898765432 
interface.

�����

Network > Interfaces (Edit) > RIP: Enter the following, and then click OK:

Authentication: MD5 (select)

Key: 1234567898765432

Key ID: 215

���

set interface trust protocol rip authentication md5 1234567898765432 key -i

Note: To make RIP more secure, you should configure all routers in the RIP doma
level. Otherwise, a compromised RIP router can bring down the entire RIP routing
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o a network relatively easily. 
. To prevent this problem, you 
. You can also limit RIP 

tance running in the trust-vr 

st.

 following, and then click OK :

er the following, and then click 
�������������� �!�"����#"$%�

 $/���$�*��
����$*4(���
Multi-access environments can allow devices, including routers, to be connected int
This can cause stability or performance issues if the connected device is not reliable
can use an access list to filter the devices that are allowed to become RIP neighbors
neighbors to devices that are on the same subnet as the NetScreen virtual router.

+,!-./�0����&$*"�$�*�8�"���%���$*4(���
In this example, you configure the following global parameters for the RIP routing ins
virtual router:

• Maximum number of RIP neighbors is 1.

• The IP address of the trusted neighbor, 10.1.1.1, is specified in an access-li

• Only RIP neighbors on the same subnet are allowed.

�����

1. Network > Routing > Virtual Router (trust-vr) > Access List > New: Enter the

Access List ID: 10

Sequence No.: 1

IP/Netmask: 10.1.1.1/32

2. Network > Routing > Virtual Router (trust-vr) > Edit > Edit RIP Instance: Ent
OK:

Maximum Neighbors: 1

Trusted Neighbors: 10

Allow Only Same Subnet Neighbors: (select)
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omain in order to detour 
tion, or it can obtain sensitive 
fault accepts any default routes 

 router to reject any default 

er the following, and then click 
�������������� �!�"����#"$%�

���

1. ns-> set vrouter trust-vr

2. ns(trust-vr)-> set access-list 10 permit ip 10.1.1.1/32 1

3. ns(trust-vr)-> set protocol rip

4. ns(trust-vr/rip)-> set max-neighbor-count 1

5. ns(trust-vr/rip)-> set trusted-neighbors 10

6. ns(trust-vr/rip)-> set validate-source

��1���$�*���&!"/����"���
In a Route Detour Attack, a router injects a default route (0.0.0.0/0) into the routing d
packets to itself. The router can then either drop the packets, causing service disrup
information in the packets before forwarding them. On NetScreen devices, RIP by de
that are learned in RIP and adds the default route to the routing table.

+,!-./�0���1���$�*���&!"/����"���
In this example, you configure the RIP routing instance running in the trust-vr virtual
routes that are learned in RIP.

�����

Network > Routing > Virtual Router (trust-vr) > Edit > Edit RIP Instance: Ent
OK:

Reject Default Route Learnt by RIP: (select)
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ate packets. On NetScreen 
e received on a RIP interface 

exceed the configured update 
 accepted.

ve large routing tables, as the 
 updates. Update packets that 

n receive on an interface to 4.

er the following, and then click 

 4
�������������� �!�"����#"$%�
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1. ns-> set vrouter trust-vr

2. ns(trust-vr) -> set protocol rip

3. ns(trust-vr)-> set reject-default-route

�������$�*��*!$���� /��%$�*
A malfunctioning or compromised router can flood its neighbors with RIP routing upd
virtual routers, you can configure the maximum number of update packets that can b
within a certain interval to avoid flooding of update packets. All update packets that 
threshold are dropped. If you do not set an update threshold, all update packets are

You need to exercise care when configuring an update threshold when neighbors ha
number of routing updates can be quite high within a given duration because of flash
exceed the threshold are dropped and valid routes may not be learned.

+,!-./�0����&$*"�$�*�!��).%!���84���4�/%
In this example, you set the maximum number of routing update packets that RIP ca

�����

Network > Routing > Virtual Router (trust-vr) > Edit > Edit RIP Instance: Ent
OK:

Maximum Number Packets per Update Time:

���

1. ns-> set vrouter trust-vr

2. ns(trust-vr)-> set protocol rip

3. ns(trust-vr/rip)-> set threshold-update 4
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work (in the Trust-VR virtual 

t network are automatically 
in the Trust-VR with the 
/16 are advertised to RIP 
s addresses in the subnet 
cess list. The matching routes 

. Routes learned from the Trust 

nce: Select Enable RIP, and 

 the following, and then click 

he following, and then click OK:
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The following example creates and enables two RIP instances, one for the Trust net
router) and the other for the Untrust network (in the Untrust-VR virtual router).

Packets that originate in the Trust network that are not destined for hosts in the Trus
routed to the Untrust network. This is done by advertising a default route (0.0.0.0/0) 
Untrust-VR as the next hop. Only redistributed routes that are in the subnet 20.1.0.0
neighbors in the Trust-VR. This is done by first configuring an access list that permit
20.1.0.0/16, then specifying a route map abcd  that permits routes that match the ac
are redistributed into RIP.

Only mapped, virtual and public IP addresses are advertised into the Untrust network
network are not advertised into the Untrust network.

�����
1. Network > Routing > Virtual Router > Edit (for untrust-vr) > Create RIP Insta

then click OK.

2. Network > Routing > Virtual Router > Access List (for trust-vr) > New: Enter
OK:

Access List ID: 10

Sequence No.: 10

IP/Netmask: 20.1.0.0/16

Action: Permit

3. Network > Routing > Virtual Router > Route Map (for trust-vr) > New: Enter t

Map Name: abcd

Sequence No.: 10

Action: Permit

Match Properties:

Access List: (select), 10
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nd then click Apply :

g, and then click OK :

t)

nd then click Add :

 click Apply :

ick Apply :
�������������� �!�"����#"$%�

4. Network > Routing > Virtual Router > Edit (for trust-vr): Enter the following, a

Use default route: (select), untrust-vr

Select Create RIP Instance: Enter the followin

Enable RIP (select)

Advertising Default Route (selec

Metric: 5

5. Network > Routing > Virtual Router > Edit (for trust-vr): Enter the following, a

Route Map: abcd

Protocol: static

6. Network > Interfaces > Edit (for untrust) > RIP: Enter the following, and then

Enable RIP: (select)

7. Network > Interfaces > Edit (for trust) > RIP: Enter the following, and then cl

Enable RIP: (select)

���

1. set vrouter untrust-vr protocol rip

2. set vrouter trust-vr protocol rip

3. set vrouter untrust-vr protocol rip enable

4. set vrouter trust-vr protocol rip enable

5. set interface untrust protocol rip enable 

6. set interface trust protocol rip enable

7. set vrouter trust-vr protocol rip adv-default-route always metric 5

8. set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

9. set vrouter trust-vr acc-list 10 permit ip 20.1.0.0/16 10
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10. set vrouter trust-vr route-map name abcd permit 10

11. set vrouter trust-vr route-map abcd 10 match ip 10

12. set vrouter trust-vr protocol rip redistribute route-map abcd protocol static
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This chapter introduces the following new commands:

• failover on page 59

• modem on page 70

• port-mode on page 78

• RIP Context Commands on page 83

In addition, it presents changes to the following commands:

• bgp on page 58

• ike on page 61

• interface on page 63

• policy on page 77

• pppoe on page 81

• vpn on page 109

• vrouter on page 110

New command elements in the Syntax sections appear in red. For example, in the f
number is new in this release:

set vrouter vrouter protocol bgp retry-time number

The following command descriptions focus only on the new elements added in this r
about other command elements, refer to the NetScreen CLI Reference Guide.
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ocol (BGP) on a virtual router in 

he Trust-VR:

ds. For more information on 
ference Guide.

blish a TCP connection to a BGP 
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Description: Use the bgp  context commands to configure the Border Gateway Prot
a NetScreen device.

�3��!,


��

set vrouter vrouter protocol bgp retry-time number

A�3���%��!�%�>!�$!(/��

����������

set vrouter vrouter protocol bgp retry-time number

Example: The following command sets a retry interval of 20 seconds for BGP in t

set vrouter trust-vr protocol bgp retry-time 20

Note: This section only describes the new retry-time keyword for the bgp comman
other keywords and variables for the bgp commands, refer to the NetScreen CLI Re

retry-time Specifies the interval, in seconds, at which ScreenOS tries to re-esta
peer. The default is 10 seconds. 
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creen device.

ary interface to the backup and 
l (the administrator must use the 

from the backup interface to the 
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Description: Use the failover commands to configure failover settings on the NetS

�3��!,


��

set failover { auto | holddown number }

��
��

unset failover { auto | holddown }

����

exec failover { force | revert }

A�3���%��!�%�>!�$!(/��

����

set failover auto

unset failover auto

auto Instructs the NetScreen device to automatically fail over from the prim
from the backup interface to the primary. By default, failover is manua
CLI or WebUI to switch from the primary interface to the backup and 
primary).
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exec failover force

������	�

set failover holddown number

unset failover holddown

Example: The following command sets a failover delay of 45 seconds:

set failover holddown 45

������

exec failover revert

force Forces traffic to be switched to the backup interface.

holddown Specifies the time interval (number), in seconds, for the following con

• The NetScreen device switches traffic to the backup interface.

• The NetScreen device switches traffic from the backup interface to

The default is 30 seconds.

revert Forces traffic to be switched from the backup interface to the primary
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 device.
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ands. For more information on 
rence Guide.

ify the following authentication 

ation Protocol (CHAP) only.

r.

er.
�������������� �!�"����#"$%�

Description: Use the ike commands to configure an XAuth client on the NetScreen

�3��!,


��

#!���!3

set ike gateway name_str xauth client { any | chap | securid
username name_str password name_str

A�3���%��!�%�>!�$!(/��

Note: This section only describes the new keywords and variables for the ike  comm
other keyword and variables for the ike  commands, refer to the NetScreen CLI Refe

xauth client Specifies that the NetScreen device is an XAuth client. You can spec
types:

• any  Instructs the device to allow any authentication type.

• chap  Instructs the device to allow Challenge Handshake Authentic

• securid  Instructs the device to allow SecurID only.

password Specifies the password for the XAuth client to use on the XAuth serve

username Specifies the username for the XAuth client to use on the XAuth serv
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Example: The following example:

• Configures an XAuth client for the gateway kg1

• Allows any authentication type

• Configures the username kgreen and the password pubs123

set ike gateway kg1 xauth client any username kgreen passwor
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rip }

mands. For more information 
n CLI Reference Guide.
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Description: Use the interface commands to configure:

• IP tracking

• Floating interface and members of the floating interface

• DHCP server enhancement

• RIP interface parameters

�3��!,

 ��

get interface interface { track-ip | dhcp server | protocol 


���!�"�#���$�� %

set interface interface track-ip
[
dynamic |
threshold number |
ip ip_addr

[
gateway ip_addr |
interval number |
threshold number |
weight number
]

]

Note: This section only describes new keywords and variables for the interface com
on other keywords and variables for the interface  commands, refer to the NetScree
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set interface interface shared-group interface


���!&'�"�������%

set interface interface dhcp server { enable | auto | disabl


���!(�"%

set interface interface protocol rip
[
authentication { password pswd_str | md5 key_str key-id i
enable |
metric number |
passive-mode |
route-map name_str |
split-horizon
]

��
���!�"�#���$�� %

unset interface interface track-ip
[
dynamic |

threshold |
ip ip_addr [ gateway | interval | threshold | weight ]
]

��
���!
������ ����������%

unset interface interface shared-group interface
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d.n specifies a floating interface. 
�������������� �!�"����#"$%�

��
���!(�"%

unset interface interface protocol rip
[
authentication |
enable |
metric |
passive-mode |
route-map name_str |
split-horizon
]

A�3���%��!�%�>!�$!(/��
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get interface interface [ ... ]

set interface interface { ... } [ ... ]

unset interface interface { ... } [ ... ]

Examples: The following command enables IP tracking on the ethernet3 interface

set interface ethernet3 track-ip

interface The interface on which IP tracking or RIP is enabled. By default, IP tr
This release supports a new interface type, floating interfaces. share
Use this interface to allow a MIP to be accessed by other interfaces.
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rnet1 to always be off:

d_num }

 device. The default DHCP server 

er on the NetScreen device always 

HCP server already running on the 
en device is disabled. If there is no 
tScreen device is enabled. This is 
�������������� �!�"����#"$%�

���*�
�����

get interface interface dhcp server

set interface interface dhcp server { enable | auto | disabl

Example: The following command causes the DHCP server on the interface ethe

set interface ethernet1 dhcp server disable

*�������

get interface interface protocol rip

set interface interface protocol rip
[
authentication { password pswd_str | md5 key_str key-id i
enable |
metric number number |
passive-mode |
route-map name_str { in | out } |
split-horizon
]

dhcp server Specifies the operating mode for the DHCP server on the NetScreen
mode is Auto. You can specify the following operating modes:

• enable causes the DHCP server to always be on. The DHCP serv
starts when the device is powered on.

• auto instructs the NetScreen device to check to see if there is a D
network. If there is such a server, the DHCP server on the NetScre
DHCP server running on the network, the DHCP server on the Ne
the default mode.

• disable causes the DCHP server to always be off.
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interface.

oming routes (routes learned by 

 } Specifies the authentication 

. If you specify password 

ersion 5 (MD5) authentication 
 must also specify a 16-byte key 

e. The default metric is 1.

nsmit RIP packets.

terface. If split-horizon is enabled, 
 same neighbor. If split-horizon is 
e same neighbor with a metric of 
�������������� �!�"����#"$%�

unset interface interface protocol rip
[
authentication |
enable |
metric |
passive-mode |
route-map name_str { in | out } |
split-horizon
]

protocol rip Sets, unsets, or displays the current routing protocol settings for the 

• route-map name_str Specifies the route-map on which to filter inc
RIP) or outgoing routes (routes advertised by RIP).

- in Specifies the route map is to be used for incoming routes.

- out Specifies the route map is to be used for outgoing routes.

• authentication { password pswd_str | md5 key_str key-id id_num
method used to verify RIP neighbors. 

- password specifies a clear-text password used for verification
authentication, you must also specify an 8-byte password.

- md5 directs the Netscreen device to use the Message Digest v
algorithm for verification. If you specify MD5 authentication, you
and key identifier.

• enable Enables RIP on the specified interface.

• metric number Configures the RIP metric for the specified interfac

• passive-mode Specifies that the interface is to receive but not tra

• split-horizon Enables the split-horizon function on the specified in
RIP does not advertise routes learned from a neighbor back to the
disabled, RIP advertises routes learned from a neighbor back to th
16. By default, split-horizon is disabled.
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set interface interface shared-group interface

unset interface interface shared-group interface 

Example: The following command adds the interface ethernet3 to the shared.3 flo

set interface ethernet3 shared-group shared.3

����$��*

get interface interface track-ip

set interface interface track-ip
[
dynamic |
threshold number |
ip ip_addr

[
gateway ip_addr |
interval number |
threshold number |
weight number
]

]

unset interface interface track-ip
[
dynamic |

threshold |
ip ip_addr [ gateway | interval | threshold | weight ]
]

shared-group Specifies the floating interface group into which the member interface
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d interface.

ay for the interface.

 If the weighted sum of all tracked 
, the interface is considered down 
ld on the interface sets the 

n specify the following options:

cked IP address. If you are 
anges the gateway to the default 

quests are sent to the tracked IP 
ess, the interval is changed to the 

d IP address. If the number of 
r greater than the threshold, the 
 threshold for the tracked IP 
(3). 

 of the tracked IP address. If a 
hted sum of all tracked IP failures 

IP address, the weight is changed 
�������������� �!�"����#"$%�

Examples: The following command:

• Defines IP tracking for the IP address 1.1.1.1 on the ethernet3 interface

• Assigns a ping interval of 10 seconds

• Assigns a tracked IP address failure threshold of 5

set interface ethernet3 track-ip ip 1.1.1.1 interval 10 thre

The following command sets the tracking threshold for the ethernet3 interface to 3
set interface ethernet3 track-ip threshold 3

track-ip Sets, unsets, or displays the tracking of IP addresses for the specifie

• dynamic Configures tracking of the IP address of the default gatew

• threshold number Specifies the failure threshold for the interface.
IP failures on the interface is equal to or greater than the threshold
and failover to the backup occurs. Unsetting the tracked IP thresho
threshold to the default value of 1.

 • ip ip_addr Configures tracking for the specified IP address. You ca

- gateway ip_addr Specifies the static routing gateway for the tra
unsetting the gateway for the tracked IP address, the device ch
0.0.0.0 (uses the interface’s default gateway).

- interval number Specifies the interval, in seconds, that ping re
address. If you are unsetting the interval for the tracked IP addr
default value of 1.

- threshold number Specifies the failure threshold for the tracke
consecutive ping failures to the tracked IP address is equal to o
tracked IP address is considered failed. If you are unsetting the
address, the device changes the threshold to the default value 

- weight number Specifies the weight associated with the failure
tracked IP address fails, its weight is used to calculated the weig
on the interface. If you are unsetting the weight for the tracked 
to the default value of 1.
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Description: Use the modem commands to configure modem and dial-up settings

�3��!,

 ��

get modem
[
config |
settings |
state |
stats
]


��

set modem
{
idle-time number |
interval number |
isp name_str 

{
account login string password pswd_str |
primary-number string [ alternative-number string ] |
priority number

}
retry number |

settings name_str { active | init-strings string } |
speed num 
}
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bodie45 for the ISP account 
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��
��

unset modem
{
idle-time number |
interval number |
isp name_str |
retry number |

settings name_str |
speed
}

����

exec modem command string

A�3���%��!�%�>!�$!(/��

�������

set modem isp name_str account login string password pswd_st

Example: The following command configures the login kgreen and the password 
isp1:

set modem isp isp1 account login kgreen password bodie45

account Specifies the user login and password for the ISP account.
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nfigured settings.
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set modem settings name_str active

unset modem settings name_str active

Example: The following command activates settings for the modem usr14400:

set modem settings usr14400 active

������������������

set modem isp name_str primary-number string alternative-num

Example: The following command configures primary and alternate phone numbe

set modem isp isp1 primary-number 4085551212 alternative-num

�������

exec modem command string

����� 

get modem config

active Activates the specified modem settings and deactivates any other co

alternative-number Specifies an alternate phone number to access the ISP.

command Sends Hayes AT commands to the modem.

config Displays HDLC/PPP configuration.
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4400:

I0&K1&M4&R2S7=60

l-up connection before the 
. A value of 0 means the modem 
.

t is 60 seconds.
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set modem idle-time number

unset modem idle-time number

Example: The following command sets an idle time of 12 minutes:

set modem idle-time 12

�����
���� 


set modem settings name_str init-strings string

unset modem settings name_str init-strings string

Example: The following command sets an initialization string for the modem usr1

set modem settings usr14400 init-strings AT&FX4&A3&B1&D2&H1&

��������

set modem interval number

unset modem interval number

Example: The following command sets a dial-up interval of 45 seconds:

set modem interval 45

idle-time Specifies the number of minutes that elapse with no traffic on the dia
Netscreen device disconnects the modem. The default is 10 minutes
never disconnects, even if there is no traffic on the dial-up connection

init-strings Specifies the initialization string for the specified modem.

interval Specifies the number of seconds between dial-up retries. The defaul
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bodie45 for the ISP isp1:

s the ISP isp1 and specifies 

for dial-up backup:

 uses tone dial by default, but you 
odem uses pulse dial by default, 

Ps that may be configured. A 
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set modem isp name_str { ... }

unset modem isp name_str

Example: The following command configures the login kgreen and the password 

set modem isp isp1 account login kgreen password bodie45

*�������������

set modem isp name_str primary-number string

unset modem isp name_str primary-number string

Example:  The following command configures the primary phone number to acces
tone dial:

set modem isp isp1 primary-number T4085551212

*�������

set modem isp name_str priority number

unset modem isp name_str priority number

Example: The following command configures the ISP isp1 as the highest priority 
set modem isp isp1 priority 1

isp Specifies the ISP .

primary-number Specifies the primary phone number to access the ISP. If your modem
want to use pulse dial, precede the phone number with a P . If your m
but you want to use tone dial, precede the phone number with a T .

priority Specifies the priority of this ISP for dial-up backup, relative to other IS
value of 1 is the highest priority.
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set modem retry number

unset modem retry number

Example: The following command sets the number of dial-up retries to 4:

set modem retry 4


����� 


set modem settings name_str active | init-strings string

unset modem settings name_str

get modem settings

Example: The following command activates settings for the modem usr14400:

set modem settings usr14400 active

retry Specifies the number of times ScreenOS dials the primary number, a
the line is busy or there is no answer from the ISP. The default is 3 ti

settings Configures settings for the specified modem.
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 rate can be 9600, 19200, 38400, 
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set modem speed number

unset modem speed

Example: The following command sets a baud rate of 56Kbps for the modem:

set modem speed 57600


����

get modem state


���


get modem stats

speed Specifies the baud rate for the dial-up connection to the ISP. The baud
57600, or 115200 bps. The default is 115200 bps.

state Shows modem state information.

stats Shows modem status.
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icy  command. For more 
NetScreen CLI Reference 

nistrator or ScreenOS switches 
e.
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Description: Use the policy commands to define access policies that control netw

�3��!,


��

set policy name name_str { ... } no-session-backup

A�3���%��!�%�>!�$!(/��
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Note: This section only describes the new keyword no-session-backup for the pol
information on other keywords and variables for the policy commands, refer to the 
Guide.

no-session-backup Specifies that the access policy is to be inactive if either the admi
traffic from the primary Untrust zone interface to the serial interfac
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dings for the NetScreen-5XT 

combined }

e and requires a system reset.
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Description: Use the port-mode  commands to set the port, interface, and zone bin
device. (Use the get system  command to see the current port mode setting.)

�3��!,

����

exec port-mode { trust-untrust | home-work | dual-untrust | 

Warning:  Setting the port mode removes any existing configurations on the devic
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t1 interface, which is bound to the 

d as a backup interface to the 
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trust-untrust Defines the following port, interface, and zone bindings:

• Binds the Untrusted Ethernet port to the untrust interface, whic

• Binds the Trusted1 through Trusted4 Ethernet ports to the trus
Trust zone

• Binds the Modem port to the serial interface, which you can bin
Untrust zone.

This is the default port mode.

home-work Defines the following port, interface, and zone bindings:

• Binds the Untrusted Ethernet port to the ethernet3 interface, w

• Binds the Trusted4 and Trusted3 Ethernet ports to the etherne
Home security zone

• Binds the Trusted2 and Trusted1 Ethernet ports to the etherne
Work security zone

• Binds the Modem port to the serial interface, which you can bin
Untrust zone
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ich is bound as a backup interface 

rnet1 interface, which is bound to 

hich is bound to the Untrust zone

ich is bound as a backup interface 

t2 interface, which is bound to the 

ich is bound to the Work zone

T Elite (unrestricted users) 

e and requires a system reset.
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dual-untrust Defines the following port, interface, and zone bindings:

• Binds the Untrusted port to the ethernet3 interface, which is bo

• Binds the Trusted4 Ethernet port to the ethernet2 interface, wh
to the Untrust zone

• Binds the Trusted1 through Trusted3 Ethernet ports to the ethe
the Trust zone

combined Defines the following port, interface, and zone bindings:

• Binds the Untrusted Ethernet port to the ethernet4 interface, w

• Binds the Trusted4 Ethernet port to the ethernet3 interface, wh
to the Untrust zone

• Binds the Trusted3 and Trusted2 Ethernet ports to the etherne
Home zone

• Binds the Trusted1 Ethernet port to the ethernet1 interface, wh

The combined port mode is supported only on the NetScreen-5X
platform.

Warning:  Setting the port mode removes any existing configurations on the devic
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Description: Use the pppoe commands to configure a specific instance of PPPoE.

�3��!,

 ��

get pppoe [ name name_str | all ]


��

set pppoe [ name name_str ] ...

��
��

unset pppoe [ name name_str ]

A�3���%��!�%�>!�$!(/��
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get pppoe [ name name_str | all ]

set pppoe [ name name_str ] ...

unset pppoe [ name name_str ]

Note: This section only describes the new name keyword for the pppoe  commands
keywords and variables for the pppoe  commands, refer to the NetScreen CLI Refer
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Example: The following commands:

• Configure the user name and password for the PPPoE instance pppoe-user

• Bind the PPPoE instance pppoe-user-1 to the ethernet2 interface

set pppoe name pppoe-user-1 username user1 password 123456

set pppoe name pppoe-user-1 interface ethernet2

name Defines the name for a specific PPPoE instance. You can assign
interface, and other PPP/PPPoE parameters to the instance. 
If you do not specify name , ScreenOS automatically configures t
interface bound to the Untrust zone.
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 rip context commands to 
evice. You issue these 

route (0.0.0.0/0) of the current 

y destination. (Any entry with a 

onfigure the RIP routing instance.

tributed routes. The default value 

 router.
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The commands described in the following pages are rip context commands. Use the
configure the Routing Information Protocol (RIP) on a virtual router in a NetScreen d
commands within the context of a specific virtual router and the RIP protocol.

Initiating the rip  context requires two steps:

1. Enter the virtual router context by executing the set vrouter command.

ns-> set vrouter trust-vr

2. Enter the RIP context by executing the set protocol rip command.

ns(trust-vr)-> set protocol rip

The following commands are executable in the rip  context.

advertise-def-route Use the advertise-def-route commands to advertise the default 
virtual router in all areas.
Every virtual router has a default route entry, which matches ever
more specific prefix overrides the default route entry.)
Command options: get, set, unset

config Use the config command to display all commands executed to c
Command options: get

default-metric Use the default-metric commands to set the RIP metric for redis
is 10.
Command options: set, unset

enable Use the enable commands to enable or disable RIP in the virtual
Command options: set, unset

flush-timer Use the flush-timer commands to configure the number of secon
automatically removes an invalidated route. The default is 120 se
Command options: set, unset
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 with an assigned IP address

default route learned from another 
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interface Use the interface command to display all RIP interfaces in the vi
Command options: get

invalid-timer Use the invalid-timer commands to configure the number of sec
stops advertising a route before the route becomes invalid. The d
Command options: set, unset

max-neighbor-count Use the max-neighbor-count  commands to set the maximum nu
The default is 16.
Command options: set, unset

neighbors Use the neighbors command to display the status of RIP neighb
Command options: get

no-source-validation Use the no-source-validation commands to accept responses fro
or to reject such responses.
Command options: set, unset

redistribute Use the redistribute commands to import known routes from a ro
into the current routing instance.
You can import the following types of routes:

• Manually created routes

• BGP routes

• OSPF routes

• Routes sent by an external router that has at least one interface

• Routes that have already been imported

Command options: set, unset

reject-default-route Use the reject-default-route  commands to cause RIP to reject a 
protocol.
Command options: get, set, unset

route-map Use the route-map commands to filter and offset metric routes.
Command options: get, set, unset
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routes-redistribute Use the routes-redistribute  command to display redistributed ro
Command options: get

rules-redistribute Use the rules-redistribute  command to display redistribution rule
Command options: get

threshold-update Use the threshold-update  commands to set the maximum numb
update interval.
Command options: set, unset

timer Use the timer  command to display RIP timers.
Command options: get

trusted-neighbors Use the trusted-neighbors commands to set an access list that 
Command options: get, set, unset

update-timer Use the update-timer  commands to set the interval, in seconds, 
RIP neighbors.
Command options: set, unset

update-threshold Use the update-threshold command to display the number of rou
Command options: get
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 (0.0.0.0/0) of the current virtual 

with a more specific prefix 

p context. (See “RIP Context 
�������������� �!�"����#"$%�

�!
Description: Use the advertise-def-route commands to advertise the default route
router.

Every router has a default route entry, which matches every destination. (Any entry 
overrides the default route entry.)

Before you can execute the advertise-def-route commands, you must initiate the ri
Commands” on page 83.)

�3��!,

 ��

get advertise-def-route


��

set advertise-def-route [ always ] [ metric number ]

��
��

unset advertise-def-route
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nditions, even if there is no default 

with the default route.
�������������� �!�"����#"$%�

A�3���%��!�%�>!�$!(/��

��	��


set advertise-def-route always [ ... ]

������

set advertise-def-route [always ] [ metric number ]

always Directs the routing instance to advertise the default route under all co
route in the routing table.

metric Specifies the metric (cost), which indicates the overhead associated 
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���/��
ure the RIP local virtual router.

 “RIP Context Commands” on 
�������������� �!�"����#"$%�

Description: Use the config command to display all commands executed to config

Before you can execute the config command, you must initiate the rip context. (See
page 83.)

�3��!,

 ��

get config

A�3���%��!�%�>!�$!(/��

None.



�4!.����6�����!�%�5�%$&$�%���
���--!�%� �
�������,����--!�%�

=����

!
/� �	3�
	���
ed routes.

text. (See “RIP Context 

n 1-16.
�������������� �!�"����#"$%�

Description: Use the default-metric commands to set the RIP metric for redistribut

Before you can execute the default-metric commands, you must initiate the rip con
Commands” on page 83.)

�3��!,


��

set default-metric number

��
��

unset default-metric

A�3���%��!�%�>!�$!(/��

)��������"��������

set default-metric number

number The metric for the routes redistributed into RIP. Enter a value betwee
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irtual router.

e “RIP Context Commands” on 
�������������� �!�"����#"$%�

Description: Use the enable commands to enable or disable RIP from the current v

Before you can execute the enable commands, you must initiate the rip context. (Se
page 83.)

�3��!,


��

set enable

��
��

unset enable

A�3���%��!�%�>!�$!(/��

None.
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�
ore an invalid route is removed.

t. (See “RIP Context 

ed. The default value is 120.
�������������� �!�"����#"$%�

Description: Use the flush-timer commands to configure the time that elapses bef

Before you can execute the flush-timer commands, you must initiate the rip contex
Commands” on page 83.)

�3��!,


��

set flush-timer number

��
��

unset flush-timer

A�3���%��!�%�>!�$!(/��

)��������"��������

set flush-timer number

number The number of seconds that elapses before an invalid route is remov
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t virtual router.

ee “RIP Context Commands” 
�������������� �!�"����#"$%�

Description: Use the interface command to display all RIP interfaces on the curren

Before you can execute the interface command, you must initiate the rip context. (S
on page 83.)

�3��!,

 ��

get interface

A�3���%��!�%�>!�$!(/��

None.
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�
ter a neighbor stops advertising 

xt. (See “RIP Context 

t the route becomes invalid. The 
�������������� �!�"����#"$%�

Description: Use the invalid-timer commands to configure the time that elapses af
a route before the route becomes invalid.

Before you can execute the invalid-timer commands, you must initiate the rip conte
Commands” on page 83.)

�3��!,


��

set invalid-timer number

��
��

unset invalid-timer

A�3���%��!�%�>!�$!(/��

)��������"��������

set invalid-timer number

number The number of seconds after a neighbor stops advertising a route tha
default value is 180.
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r of RIP neighbors allowed.

rip context. (See “RIP Context 
�������������� �!�"����#"$%�

��4
Description: Use the max-neighbor-count commands to set the maximum numbe

Before you can execute the max-neighbor-count commands, you must initiate the 
Commands” on page 83.)

�3��!,


��

set max-neighbor-count number

��
��

unset max-neighbor-count

A�3���%��!�%�>!�$!(/��

)��������"��������

set max-neighbor-count number

number The maximum number of RIP neighbors allowed. The default is 16.
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(See “RIP Context Commands” 
�������������� �!�"����#"$%�

Description: Use the neighbors command to display the status of all RIP neighbor

Before you can execute the neighbors command, you must initiate the rip context. 
on page 83.)

�3��!,

 ��

get neighbors

A�3���%��!�%�>!�$!(/��

None.
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 rip context. (See “RIP Context 
�������������� �!�"����#"$%�

��3�
Description: Use the no-source-validation commands to accept or reject respons
different subnets.

Before you can execute the no-source-validation commands, you must initiate the
Commands” on page 83.)

�3��!,


��

set no-source-validation

��
��

unset no-source-validation

A�3���%��!�%�>!�$!(/��

None.
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running a different protocol into 

xt. (See “RIP Context 
�������������� �!�"����#"$%�

Description: Use the redistribute commands to import known routes from a router 
the current RIP routing instance.

You can import the following types of routes:

• Manually-created routes (static)

• BGP routes (bgp)

• OSPF routes (ospf)

• Directly-connected interface with an IP address assigned to it (connected)

• Routes that have already been imported (imported)

Before you can execute the redistribute commands, you must initiate the rip conte
Commands” on page 83.)

�3��!,

 ��

get routes-redistribute

get rules-redistribute


��

set redistribute route-map name_str protocol 
{ bgp | connected | imported | ospf | static }

��
��

unset redistribute route-map name_str protocol 
{ bgp | connected | imported | ospf | static }
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 routing domain into the current 

bgp

e to determine whether to forward 

routes in the subnetwork.

 routes sent from an external 
o it.

imported routes in the subnetwork.

F routes in the subnetwork.

ic routes in the subnetwork.
�������������� �!�"����#"$%�

A�3���%��!�%�>!�$!(/��

*�������

set redistribute route-map name_str protocol { ... }

��������*

set redistribute route-map name_str protocol { ... }

Example: The following command redistributes a route that originated from a BGP
RIP routing instance:

ns(trust-vr/rip)-> set redistribute route-map map1 protocol 

protocol Specifies the routing protocol. The route map can use the protocol typ
or deny an incoming packet.

• bgp specifies that the route map performs an action only on BGP 

• connected specifies that the route map performs an action only on
router that has at least one interface with an IP address assigned t

• imported specifies that the route map performs an action only on 

• ospf specifies that the route map performs an action only on OSP

• static specifies that the route map performs an action only on stat

route-map Identifies the route map that specifies the routes to be imported.
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t routes learned from another 

ip context. (See “RIP Context 
�������������� �!�"����#"$%�

�
5

Description: Use the reject-default-route commands to cause RIP to reject defaul
protocol.

Before you can execute the reject-default-route commands, you must initiate the r
Commands” on page 83.)

�3��!,

 ��

get reject-default-route


��

set reject-default-route

��
��

unset reject-default-route

A�3���%��!�%�>!�$!(/��

None.
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(See “RIP Context Commands” 
�������������� �!�"����#"$%�

Description: Use the route-map commands to filter incoming or outgoing routes.

Before you can execute the route-map commands, you must initiate the rip context. 
on page 83.)

�3��!,

 ��

get route-map


��

set route-map name_str { in | out }

��
��

set route-map name_str { in | out }

A�3���%��!�%�>!�$!(/��

)��������"��������

set route-map name_str

name_str The name of the route map to filter routes.
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��

set route-map name_str in

���

set route-map name_str out

Example: The following command applies the route map map1 to routes to be ad

ns(trust-vr/rip)-> set route-map map1 out

in Specifies the route map is applied to routes to be learned by RIP.

out Specifies the route map is applied to routes to be advertised by RIP.
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 imported from a protocol other 

 context. (See “RIP Context 
�������������� �!�"����#"$%�

��
Description: Use the routes-redistribute command to display details about routes
than RIP.

Before you can execute the routes-redistribute command, you must initiate the rip
Commands” on page 83.)

�3��!,

 ��

get routes-redistribute

A�3���%��!�%�>!�$!(/��

None.
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es imported from a protocol 

ontext. (See “RIP Context 
�������������� �!�"����#"$%�

Description: Use the rules-redistribute command to display conditions set for rout
other than RIP.

Before you can execute the rules-redistribute command, you must initiate the rip c
Commands” on page 83.)

�3��!,

 ��

get rules-redistribute

A�3���%��!�%�>!�$!(/��

None.
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 routing packets allowed per 

context. (See “RIP Context 

.

�������������� �!�"����#"$%�

	
Description: Use the threshold-update commands to set the maximum number of
update interval.

Before you can execute the threshold-update commands, you must initiate the rip 
Commands” on page 83.)

�3��!,


��

set threshold-update number

��
��

unset threshold-update

A�3���%��!�%�>!�$!(/��

)��������"��������

set threshold-update number

number The maximum number of routing packets allowed per update interval
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“RIP Context Commands” on 
�������������� �!�"����#"$%�

Description: Use the timer command to display information about various RIP time

Before you can execute the timer command, you must initiate the rip context. (See 
page 83.)

�3��!,

 ��

get timer

A�3���%��!�%�>!�$!(/��

None.
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 context. (See “RIP Context 

.
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Description: Use the trusted-neighbors commands to specify an access list that d

Before you can execute the trusted-neighbors commands, you must initiate the rip
Commands” on page 83.)

�3��!,

 ��

get trusted-neighbors


��

set trusted-neighbors id_num

��
��

set trusted-neighbors id_num

A�3���%��!�%�>!�$!(/��

)��������"��������

set trusted-neighbors id_num

id_num The number of the access list that defines the allowed RIP neighbors
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�
ute updates to neighbors.

ext. (See “RIP Context 

The default is 30.
�������������� �!�"����#"$%�

Description: Use the update-timer commands to set the interval that RIP sends ro

Before you can execute the update-timer commands, you must initiate the rip cont
Commands” on page 83.)

�3��!,


��

set update-timer number

��
��

unset update-timer

A�3���%��!�%�>!�$!(/��

)��������"��������

set update-timer number

number The interval, in seconds, that RIP sends route updates to neighbors. 
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 packets per update interval.

ontext. (See “RIP Context 
�������������� �!�"����#"$%�

 
Description: Use the update-threshold command to display the number of routing

Before you can execute the update-threshold command, you must initiate the rip c
Commands” on page 83.)

�3��!,

 ��

get update-threshold

A�3���%��!�%�>!�$!(/��

None.
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 NetScreen device sends VPN 

ion-ip ip_addr

ommand. For more information 
I Reference Guide.

ends VPN monitor pings.
�������������� �!�"����#"$%�

Description: Use the vpn commands to specify the remote IP address to which the
monitor pings.

�3��!,


��

set vpn name_str monitor source-interface interface destinat

A�3���%��!�%�>!�$!(/��

��
����������*

Note: This section only describes the new destination-ip  keyword for the set vpn c
on other keywords and variables for the vpn  commands, refer to the NetScreen CL

destination-ip Specifies the remote IP address to which the NetScreen device s
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�
creen device.

ces the CLI in the virtual router 
uter context:

he specified local virtual router 
�������������� �!�"����#"$%�

Description: Use the vrouter commands to configure the virtual router on the NetS

Executing the set vrouter name_str  command without specifying further options pla
context. For example, the following command places the CLI in the trust-vr virtual ro

ns-> set vrouter trust-vr

Once you initiate the routing context, all subsequent command executions apply to t
(trust-vr  in this example). You can then initiate the rip protocol context.

To enter the rip context, execute the set protocol rip command.

ns(trust-vr)-> set protocol rip

In the rip protocol context, all command executions apply to the protocol.

��--!�%�

 ��

get vrouter name_str protocol rip1


��

set vrouter name_str protocol rip1

��
��

unset vrouter name_str protocol rip1

1.  For more information on the protocol rip options, refer to the rip command descriptions.
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 on this context, refer to “RIP 
�������������� �!�"����#"$%�

��*"-����

protocol rip Places the NetScreen device in the RIP context. (For information
Context Commands” on page 83.)
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 presents each message and 
trative action. The messages 
ost severe to the least.

eference Guide.

page 121

 page 123
�������������� �!�"����#"$%�

�
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This chapter introduces the new NetScreen messages for this release. This chapter
explains its meaning, and—where appropriate—provides the recommended adminis
are grouped by message type, and then within that type by severity level, from the m

For a complete list of NetScreen messages, refer to the NetScreen Message Log R

• “DHCP” on page 114 • “PPP” on page 119 • “RIP” on 

• “Failover” on page 116 • “PPPoE” on page 120 • “VPN” on

• “Interface” on page 118
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The following messages relate to the Dynamic Host Configuration Protocol (DHCP) s
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Message DHCP client has been disabled on interface <interface>

Meaning An admin has disabled the DHCP client on the specified interface.

Action No recommended action.

Message DHCP server has been enabled | disabled

Meaning An admin has enabled or disabled the DHCP server.

Action No recommended action.
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addr>)

HCP service has not been started 
 server already running on the 

isplayed.
�������������� �!�"����#"$%�
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�6;@

Message DHCP server option have been changed | removed

Meaning An admin has changed or removed the DHCP server option settings.

Action No recommended action.

Message DHCP relay agent settings have been changed

Meaning An admin has changed the configuration of the DHCP relay agent.

Action No recommended action.

Message DHCP server set to OFF on <interface> (another server found on <ip_

Meaning Although the DHCP server is enabled on the NetScreen device, the D
on the specified interface because ScreenOS detected another DHCP
network. The IP address of the DHCP server found by ScreenOS is d

Action No recommended action.
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 backup interface. Either the 
r ScreenOS is configured to 
terface.

to the primary interface. Either the 
r ScreenOS is configured to 

red.
�������������� �!�"����#"$%�
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The following messages relate to failovers.

��$�$�!/�?


�6@

Message Failover to Secondary untrust interface

Meaning Traffic to the Untrust zone is switched from the primary interface to the
administrator has manually forced the switch to the backup interface o
automatically switch to the backup if there is a failure on the primary in

Action No recommended action.

Message Recover to Primary untrust interface.

Meaning Traffic to the Untrust zone is switched from the backup interface back 
administrator has manually forced the switch to the primary interface o
automatically revert to the primary when the primary interface is resto

Action No recommended action.
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e failover from the serial interface 

 name: <string2>, Status 

th the specified login and status.
�������������� �!�"����#"$%�
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Message Modem <name_str> has been disconnected.

Meaning The specified modem has been disconnected as a result of an interfac
to the primary Untrust zone interface.

Action No recommended action.

Message Modem <name_str> is connected. Phone number: <string1>, Account
<string3>.

Meaning The specified modem is connected to the indicated phone number, wi

Action No recommended action.
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red interface <interface2>.

terface <interface2>.

red interface <interface2>.
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The following messages relate to interface configurations.
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Message Delete interface <interface1> from <interface2>.

Meaning An administrator has removed the interface <interface1> from the sha

Action No recommended action.

Message Interface <interface1> was added into <interface2>.

Meaning An administrator has added the interface <interface1> to the shared in

Action No recommended action.

Message Interface <interface1> was removed from <interface2>.

Meaning An administrator has removed the interface <interface1> from the sha

Action No recommended action.
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These messages relate to the Point-to-Point protocol (PPP) on the NetScreen devic
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Message PPP Settings changed.

Meaning An administrator has changed the PPP configuration.

Action No recommended action.

Message Dialup HDLC PPP session has successfully established.

Meaning The NetScreen device has successfully connected over the dialup link

Action No recommended action.
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The following messages related to the Point-to-Point Protocol over Ethernet (PPPoE
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Message PPPoE session shuts down for instance <name_str>: System reset

Meaning The NetScreen device closed the specified PPPoE session because t
session is closed, the PPPoE peer is notified of the termination.

Action No recommended action.
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rface> has dropped a packet

 the specified RIP neighbor 
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or.
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The following messages relate to the Routing Information Protocol (RIP) used for dy
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Message <vrouter> update packet flood on by neighbor <id_num> inteface <inte

Meaning The NetScreen device detected a flood of update packets coming from
arriving at the specified interface. The NetScreen device is dropping up
neighbor.

Action Remove the connection between the virtual router and the RIP neighb

Message RIP instance in vrouter <vrouter> created

Meaning An admin has configured a RIP instance in the specified virtual router

Action No recommended action.

Message rip instance in vrouter <vrouter> deleted

Meaning An admin has removed a RIP instance in the specified virtual router.

Action No recommended action.
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Message RIP neighbor <id_num> in vrouter <vrouter> is added

Meaning The specified device was added as a RIP neighbor to the virtual route

Action No recommended action.

Message RIP neighbor <id_num> in vrouter <vrouter> is removed

Meaning The specified device was removed as a RIP neighbor to the virtual rou

Action No recommended action.
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VPN-related technologies.

ddr>

gs to the specified remote 
n IP address can be a different IP 

 VPN gateway cannot respond to 
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The following messages related to IPSec virtual private network (VPN) tunnels, and 
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Message VPN <name_str> monitor enabled source I/F <interface> dst IP <ip_a

Meaning An admin has configured VPN monitoring so that ScreenOS sends pin
destination IP address from the source interface. The remote destinatio
address than the remote VPN gateway being monitored, if the remote
ping requests.

Action No recommended action.
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