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ABOUT THIS GUIDE

The STRM Adaptive Log Exporter Users Guide provides you with information for
integrating Device Support Modules (DSMs) with STRM or STRMLM using the
Adaptive Log Exporter.

Conventions

Table 1 lists conventions that are used throughout this guide.

Table 1 Icons

Icon Type Description
Information note Information that describes important features or
instructions.
' Caution Information that alerts you to potential loss of
f 05 data or potential damage to an application,
system, device, or network.
le\A Warning Information that alerts you to potential personal
injury.

Documentation
Feedback

We encourage you to provide feedback, comments, and suggestions so that we
can improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://lwww.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to
include the following information with your comments:

« Document or topic name
« URL or page number
« Software release version (if applicable)

Adaptive Log Exporter Users Guide



6 ABOUT THIS GUIDE

Requesting Technical product support is available through the Juniper Networks Technical

Technical Support Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC
support contract, or are covered under warranty, and need postsales technical
support, you can access our tools and resources online or open a case with JTAC:

» JTAC policies—For a complete understanding of our JTAC procedures and
policies, review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

» Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

» JTAC Hours of Operation —The JTAC centers have resources available 24
hours a day, 7 days a week, 365 days a year.
Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you
with the following features:

» Find CSC offerings: http://www.juniper.net/customers/support/
» Search for known bugs: http://www2.juniper.net/kb/
+ Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base:
http://kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

+ Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

+ Open a case online in the CSC Case Management tool:
http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number
Entitlement (SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/
Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

+ Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

« Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and
Mexico).

For international or direct-dial options in countries without toll-free numbers, visit
us at http://www.juniper.net/support/requesting-support.html.

Adaptive Log Exporter Users Guide



OVERVIEW

The Adaptive Log Exporter is a stand-alone application that allows you to integrate
devices/applications with STRM or STRM Log Manager. This chapter includes:

¢ Integrating Device Support Modules (DSMs) with STRM
e Using the Adaptive Log Exporter
« Deploying Changes

I> Unless otherwise noted, all references to STRM refer to both STRM and STRM
Log Manager.

Integrating Device STRM can log and correlate events received from external sources such as
Support Modules security equipment and network equipment. The Adaptive Log Exporter enables
(DSMs) with STRM you to forward data from Windows-based devices and applications to STRM for
processing. Using the Adaptive Log Exporter, you can easily integrate
Windows-based devices with STRM.
To integrate devices/applications with STRM:
1 Install available device types.
For more information, see Chapter 3 Managing Devices, Installing Device Types.
2 Add and configure the required devices.
For more information, see Chapter 3 Managing Devices, Configuring Devices.
I? Each instance of Adaptive Log Exporter can support a maximum of 20 devices.
- Add and configure the required device destinations.

For more information, see Chapter 4 Managing Destinations, Configuring
Destinations.

4 Map the device to the desired destination, such as syslog or a log file.

For more information, see Chapter 4 Managing Destinations, Mapping to a
Destination.

5 Deploy all changes.

Adaptive Log Exporter Users Guide



8 OVERVIEW

Using the Adaptive
Log Exporter

+ Using the Menu

» Using the Toolbar

Using the Menu

The menu options include:

The Adaptive Log Exporter provides menu and tool bar options. This section
provides information on the available options including:

Table 1 Adaptive Log Exporter Menu Options

Menu Sub-Menu Description
File Save Allows you to save current changes.
Save All Allows you to save all changes made during the
current session.
Deploy Allows you to deploy all changes made during
the current session.
Preferences Allows you to configure Adaptive Log Exporter
preferences. For more information, see.
Chapter 2 Setting Up the Adaptive Log
Exporter.
Exit Allows you to exit the application.
Edit Edit Device Allows you to edit the settings for a currently
saved device. For more information, see
Chapter 3 Managing Devices.
Edit Destination Allows you to edit the mapping destination for a
device. For more information, see Chapter 3
Managing Devices.
Window Show Views Allows you to view the Destination or Devices
tabs.
Help Software Allows you to check for software updates. For
Updates more information, see Chapter 3 Managing
Devices.
About Allows you to access information about the

version of Adaptive Log Exporter you are using.

Using the Toolbar

The toolbar options include:

Table 2 Toolbar Options

Icon

Description

&l
Save

Allows you to save current changes.

Save All

Allows you to save all changes made during the current session.
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Deploying Changes 9

Table 2 Toolbar Options (continued)

Icon Description
@ Allows you to edit the settings for a currently saved device.

Edit Device

ull Allows you to edit the mapping destination for a device.

B
Edit Destination

9 Allows you to deploy all changes made during the current session.

Deplay

i Allows you to install all available devices.
add Plugins. ..

Deploying Changes Once you configure your devices using the Adaptive Log Exporter, you must save
your changes to the staging area using the Save or Save All option. Then, you
must either manually deploy all changes using the Deploy menu option or, upon
exit, a window appears prompting you to deploy changes before you exit. All
deployed changes are then enforced.

Adaptive Log Exporter Users Guide






INSTALLING THE ADAPTIVE LOG
EXPORTER

This chapter provides information on installing and uninstalling your Adaptive Log
Exporter including:

« Before You Begin
« Installing the Adaptive Log Exporter
¢ Un-installing the Adaptive Log Exporter

Before You Begin

Before you install the Adaptive Log Exporter, make sure you have the following:

* Windows 2000, Windows 2003, or Windows 2008 server software installed.
The Adaptive Log Exporter supports 32 or 64-bit systems.

* Your system includes at least 200 MB of disk space available.

e Appropriate access to STRM. For more information regarding STRM, see the
STRM Users Guide.

e Appropriate access to all devices and servers you want to configure. For more
information, see your vendor documentation.

Installing the
Adaptive Log
Exporter

Step 1

Step 2
Step 3

To install the Adaptive Log Exporter:

From the Juniper customer support web site
(http://www. juniper.net/support/), download the Adaptive Log Exporter by
selecting Software > Adaptive Log Exporter.

Close all other active applications before installing the Adaptive Log Exporter.
Double-click the Adaptive Log Exporter executable.
The Welcome window appeatrs.

Adaptive Log Exporter Users Guide



12 INSTALLING THE ADAPTIVE LOG EXPORTER

e, Setup - Adaptive Log Exporter, g|§|@

Welcome to the Adaptive Log
Exporter Setup Wizard
Thig will inztall Adaptive Log Exporter 1.0 on pour computer.

It iz recommended that you cloze all other applications befare
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mewst ]l Cancel

Step 4 Click Next.
The Select Destination Location window appears.

e, Setup - Adaptive Log Exporter

Select Destination Location
‘where should Adaptive Log Exporter be installed?
J Setup will install Adaptive Log Exporter into the following folder.

To continue, click Mexst. If you would like to select a different folder, click Browse.

Browese...

At leazt 100.0 MB of free disk space is required.

[ < Back ” Mext > ][ Cancel ]

Step 5 Specify the location you want to install the Adaptive Log Exporter. To browse your
system for a particular location, click Browse. Click Next.

The Select Components window appears.

Adaptive Log Exporter Users Guide
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i Setup - Adaptive Log Exporter

Select Components
Which components should be installed?

Selectthe components you wantto install: clear the components you do notwant o install.
Click Mext when you are ready to continue

|IFull installation

|[¥] ALE Configuration User Interface 86.8 MB
| g

Current selection requires at least 104.6 MB of disk space.

[ < Back ” Text > } [ Cancel ]

Step 6 Using the drop-down list box, select the type of installation. The options are:

« Full Installation - Installs all components including the user interface and the
Adaptive Log Exporter server.

« Custom - This option is automatically selected when any of the default check
boxes are manually selected or cleared.

Step 7 Using the check boxes, select the desired options:

+ ALE Windows Service - Mandatory. This option is not configurable and
ensures the appropriate Adaptive Log Exporter options are installed.

« ALE Configuration user Interface - Installs the Java-based configuration user
interface options for the Adaptive Log Exporter. Clearing this check box installs
the Adaptive Log Exporter without the user interface and requires configuration
using the text based configuration files.

D Note: We recommend that you install and configure the Adaptive Log Exporter

using the user interface. Installing without the user interface is for advanced users
only. For additional information, see Appendix B Installing and Configuring Without
the Wizard.

Step 8 Click Next.
The Start Menu Folder window appears.

Adaptive Log Exporter Users Guide



14 INSTALLING THE ADAPTIVE LOG EXPORTER

e, Setup - Adaptive Log Exporter

Select Start Menu Folder
‘Where should Setup place the program's shortcuts?
Setup will create the program's shortcuts in the following Start Mernu folder.

To continue, click Mexst. If you would like to select a different folder, click Browse.

Browse...

[ Don't create a Start Menu folder

[ < Back ” Mext > ][ Cancel ]

Step 9 Specify the name of the menu option in your Start menu. If you do not want to
include a menu option in your Start menu, select the Don’t create a Start Menu
folder check box. Click Next.

The Select Additional Tasks window appears.

e, Setup - Adaptive Log Exporter

Select Additional Tasks
‘wihich additional tasks should be performed?

Select the additional tazks you would like Setup to perform while instaling Adaptive Log
E=parter, then click Mext.

Additional icons:
Create a desktop icon

(&) For all users

() For the curent uzser only
[ Create a Quick Launch icon
Other Tasks

Flun zervice now

[ < Back ” Mext ][ Cancel

Step 10 Configure the available options:

« Create adesktop icon — Select the check box if you want to create an icon on
your desktop for the Adaptive Log Exporter. You can also select one of the
following options:

- For all users
- For the current user only

e Create a Quick Launch icon — Select the check box if you want to create an
icon on your Quick Launch toolbar.

Adaptive Log Exporter Users Guide
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* Run service now — If you want to run the Adaptive Log Exporter immediately
after installation, select the Run service now check box.

Step 11 Click Next.
The Ready to Install window appears.

e, Setup - Adaptive Log Exporter,

Ready to Install
Setup iz now ready to begin installing Adaptive Log Exporter on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:%Program Files\Adaptive Log Exporter

Start Menu folder:
Adaptive Log Exporter

Additional tasks:
Additional icons:
Create a desklop icon
For all users
Other Tasks
Run service now

< Back " Inztall ][ Cancel

Step 12 Click Install.
The Competing the Setup Wizard appears when the installation is complete.

e, Setup - Adaptive Log Exporter, E]|§||X|

Completing the Adaptive Log
Exporter Setup Wizard

Setup has finished inztaling Adaptive Log Exporter on wour
computer. The application may be launched by selecting the
inztalled icons.

Click Finizh to exit Setup.

Step 13 Click Finish.
The installation process is complete.

When the installation process completes, you must configure the location that the
Adaptive Log Exporter uses for updates. For more information, see Configuring the
Update Site.

Adaptive Log Exporter Users Guide



16 INSTALLING THE ADAPTIVE LOG EXPORTER

Un-installing the To un-install the Adaptive Log Exporter:
Adaptive Log
Exporter

Step 1 From your desktop, select Start > Programs > AdaptiveLogExporter > Utility >
Uninstall AdapterLogExporter.

A confirmation messages appears.

Adaptive Log Exporter Uninstall

\_?\/ Are ¥oU sure you wank ko completely remove Adaptive Log Exporter and all of iks components?

Step 2 Click Yes to continue.
Once the process is complete, a message appears when the uninstall is complete.

Adaptive Log Exporter Uninstall

-
1 ,) Adaptive Log Exporter was successfully removed From your computer,

Step 3 Click Ok.

Adaptive Log Exporter Users Guide



2 SETTING UP THE ADAPTIVE LOG

EXPORTER

This chapter provides information on setting up your Adaptive Log Exporter

including:
e Using the Preferences Window
« Managing Updates

Using the The Preferences window provides the following options:
Preferences .
Window Table 3-1 Preference Options
Menu Sub-Menu Description
Help We recommend that you use the default

values for the Help options.

Install/Update

Allows you to configure your update options.
For more information, see Configuring
Adaptive Log Exporter Updates.

Automatic Updates

Allows you to schedule updates to your
Adaptive Log Exporter. For more information,
see Scheduling Automatic Updates.

Update Site

Allows you to configure the location that the
Adaptive Log Exporter uses for updates. For
more information, see Configuring the
Update Site.

|> Note: If you deviate from the default values of the Adaptive Log Exporter and you
want to restore default values, click Restore Defaults in the Preferences window.

Adaptive Log Exporter Users Guide



18 SETTING UP THE ADAPTIVE LOG EXPORTER

Managing Updates This section provides information on managing updates for your Adaptive Log
Exporter including:

« Configuring Adaptive Log Exporter Updates
e Scheduling Automatic Updates
e Configuring the Update Site

Configuring Adaptive  To configure the preferences for updates:
Log Exporter
Updates

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appeatrs.

RED|

Add Plugins...
g Destinations =g =0

Step 2 From the menu, select File > Preferences.
The Preferences window appears.
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B Preferences

Help

+Help
+|- Install{Update

[ Use external browser

Open window context help

Open dialog conkext help

Specify how help information is displaved.

™ in & dynamic help view { in an infopop

{* in a dynamic help window " in an infopop

Managing Updates

- BX)

Restore Defalts ‘ Apply ‘
oK | Cancel |

Step 3 Click Install/Update.
The Install/Update parameters appear.

Install/Update (=10

Mazximum number of ‘History' configurations: | 100

Iv Check digital signatures of downloaded archives

Walid updates
+ equivalent {1.0.1 -3 1.0.2 - only service increments)

(" compatible {1.0,9 -> 1.1.0 - service and minor increments)

Update Palicy
Palicy URL: |

Proxy setkings
I” Enable HTTP proxy connection

Restore Defaults | Apply |
oK | Cancel |

Step 4 In the Maximum number of History configurations field, enter the number of
configuration changes you want the system to maintain. The default is 100.

Step 5 To ensure greater security for your downloaded archives, select the Check digital
signatures of downloaded archives check box. By default, the check box is

selected.

19

Step 6 To determine the updates you want your system to perform, choose one of the

following options:

Adaptive Log Exporter Users Guide
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SETTING UP THE ADAPTIVE LOG EXPORTER

Step 7

Step 8

Step 9
Step 10

« equivalent — Includes updates that are equivalent with the other currently
running version of the Adaptive Log Exporter. Typically, this includes plug-ins
and updates.

« compatible — Includes updates that are available and include a new version of
the application. Typically, this includes a new release of the Adaptive Log
Exporter.

To specify a specific update policy, specify a URL in the Policy URL field.

This update policy is useful if your deployment includes many Adaptive Log
Exporters. If this is the case, you may need to schedule event uploads to minimize
the potential high load on the network. For assistance creating a custom update
policy, contact Juniper Networks Customer Support.

To specify specific proxy settings for your updates:
a Select the Enable HTTP Proxy connection check box.
Additional fields are activated.

b Inthe HTTP proxy host address field, enter the IP address of the desired proxy
host.

¢ Inthe HTTP proxy host port field, enter the port number of the proxy host.
Click Apply.
Click OK.

Adaptive Log Exporter Users Guide
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Scheduling  You can configure the Adaptive Log Exporter to automatically search for updates.
Automatic Updates To schedule updates:

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.

fdd Plugns. .

U Destinations =0 =0

Step 2 From the menu, select File > Preferences.

The Preferences window appears.

B Preferences

Help

+-Help
4. InstalljUpdate Specify how help information is displayed.

[™ Use external browser

Open window context help
{* in a dynamic help view " in an infopop

Open dialog context help
{* in a dynamic help window " in an infopop

Restore Defaults | Apply |
QK | Cancel |

Step 3 In the left navigation pane, click the + sign next to Install/Update.
Additional menu options appear.
Step 4 Click Automatic Updates.

Adaptive Log Exporter Users Guide



22 SETTING UP THE ADAPTIVE LOG EXPORTER

Step 5

Step 6

Step 7

Step 8
Step 9

The Automatic Updates parameters appear.

Automatic Updates (=

I Automatically find new updates and notify me

-
[

e |

5

Restore Defaults Apply

Select the Automatically find new updates and notify me check box.

Additional options become active. When updates are available, a message
appears indicating the available updates.

Select one of the following options to schedule automatic updates:

Look for updates each time platform is started — Enables the system to
search for updates each time you start your Adaptive Log Exporter. This is the
default.

Look for updates on the following schedule: — Allows you to use the
drop-down list boxes to schedule a specific time for searching for updates.

Select one of the following options for downloading updates:

Search for updates and notify me when they are available — Enables the
system to search for updates and provide notification when the updates are
available before downloading.

Download new updates automatically and notify me when ready to install
them — Enables the system to search for new updates automatically and
notifies you when they are ready to install.

Click Apply.
Click OK.

Adaptive Log Exporter Users Guide
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Configuring the  To specify a specific location for the Adaptive Log Exporter to search for updates:
Update Site

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.

Add Plugins...

P Destinations =0 =0

Step 2 From the menu, select File > Preferences.

The Preferences window appears.

B Preferences

Help

+-Help
4. InstalljUpdate Specify how help information is displayed.

[™ Use external browser

Open window context help
{* in a dynamic help view " in an infopop

Open dialog context help
{* in a dynamic help window " in an infopop

Restore Defaults | Apply |
QK | Cancel |

Step 3 In the left navigation pane, click the + sign next to Install/Update.
Additional menu options appear.
Step 4 Click Update Site.
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24 SETTING UP THE ADAPTIVE LOG EXPORTER

Update Site parameters appear.

.Preferences [0}

bype filer text Update Site (Il

- Help
= InstaljLpdate UUpdate Site LRL i fittp: ffdownloads. q1labs, comfwindowsagent

futomatic Updates

B Lpdate Site

RestoreDefauItsl Apply |

Cancel |

Step 5 Click Apply.
Step 6 Click OK.

Configuring Updates  To configure updates for a site that has no Internet connection:
for Off-line Sites

Step 1 From a system with Internet connectivity, access the following web site.
http://downloads.qllabs.com/windowsagent/

Step 2 Download the following file:
windowsagent.zip

Step 3 Copy the file to your system without Internet connectivity on which you want to
configure updates.

Step 4 Extract the file to your desired update site, for example:
c:\updatesite

Step 5 In the Update Site URL field, enter the location you want the Adaptive Log
Exporter to use for searching for updates.

DNote: Adaptive Log Exporter supports both http and file protocols. For example,
the following are valid locations:
http://<update.server.com>/UpdateSite
On a Windows server:
Tile:\\<SOMEWINDOWSSERVER>\ALE\UpdateSite
A local file:
file:///e:/UpdateSite

Step 6 Click Apply.
Step 7 Click OK.
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3 MANAGING DEVICES

This chapter provides information on adding and managing devices using your
Adaptive Log Exporter including:

 Installing Device Types
e Updating Devices
« Configuring Devices

Installing Device To install device types, such as a Cisco ACS, on your Adaptive Log Exporter:
Types

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appeatrs.

B AEE

Add Plugins....
® Destinations =0 =0

Step 2 From the menu, select Help > Software Updates > Add Plugins.
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26 MANAGING DEVICES

= B

Search Results

Select features tainstall from the search result list,

[
Seleck the features to install
+-[] 4| ALE Update Site Desslect All
Seleck Required

0 of 10 selected.
¥ Show the latest wersion of & feature only

I Filter features included in other Features on the list

‘ ‘ Cancel

Step 3 Click the + sign to expand the menu tree.
The available devices appear.

Search Results

Select Features to install From the search result list,

S

.

Select the features to install:

[m] A Deselect al
=-[J 000 Adaptive Log Exporter Devices
15 File Forwarder Adaptive Log Exparter Device 1.0.0

55+ Trend Micro InkerScan Wirustall Adaptive Log Exporter Device 1.0.0

% windows IAS Log Adaptive Log Exporter Device 1.0.0

% Juniper SER Adaptive Log Exporter Device 1,01 Select Required
55 Cisco ACS Adaptive Log Exporter Device 1.0.1

% Cisco €5a Adaptive Log Exporter Device 1.0.2

05+ windaws Event Log Adsptive Log Exporter Device 1.0.5
[ 53- Microsoft Exchange Log Adaptive Log Exporter Devics 1.0.5
1L Atiindams FHCE | nn ddantive | nn Fynorker Revice 10 d i)

0 o 10 selected,
¥ Shows the latest version of a feature only

I Filter Features included in other Features on the list

| | Cancel

Step 4 Choose one of the following options:

a If you want to install all available devices, select the check box of the top level
menu option.

For example, in the above window, select the Adaptive Log Exporter Devices
check box.

b If you want to install specific devices, select the check box(es) for all devices
you want to add to your Adaptive Log Exporter.

I? Note: The Show the latest version of a feature only and the Filter features
included in other features on the list check boxes are for future development

purposes only. We recommend that you use the default values for these check
boxes.

Step 5 To ensure that a selected plug-in installs any dependent plug-ins (if not already
installed), click Select Required.
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Step 6

Step 7

Step 8

i

Step 9

Step 10

Installing Device Types 27

Note: If you have selected device plug-ins that have required features but those

required features have not been selected, click Error Details for additional
information.

Click Next.

The Feature License window appears.

Read the license associated with the selected device. To continue, you must
select the | accept the terms of the license agreement option.

Click Next.

The Installation Window appeatrs.

B Install =
I i -
nstallation =
e
&/

The following Features wil be installed, You can select a Feature and change the location where the
feature will be installed,

Features ko install:

(gL File Forwarder Adaptive Log Exporter Device 1,0,0

L Trend Micro InterScan Yiruswal Adaptive Log Exporter Device 1,0,0
(gt windows TAS Log Adaptive Log Exporter Device 1.0.0

% Juniper SBR Adaptive Log Exporter Device 10,1

(§t Cisco ACS Adaptive Log Exporter Device 1.0,1

[k Cisco CSA Adaptive Log Exporter Device 1.0.2

G windaws Event Log Adaptive Log Exparter Device 1.0.5

L Microsaft Exchange Log Adaptive Log Exporter Device 1,05

(g windows DHCP Log Adaptive Log Exporter Device 1.0.4

(G Micrasaft 50 Server Adaptive Log Exparter Device 1.0.1

Install Location  c:iProgram Files\Adaptive Log Exporter|AdaptiveLogExporter 1.0 Change Location ...
Required space: 3100KE
Freespace:  Unknown

< Back | emsn | cancel |

Note: You must install your devices to the default location. Therefore, do not
change the Install Location for your devices.

Click Finish.
The Feature Verification window appears.
Click Install All to install all chosen devices.
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Updating Devices To update your device configuration in the Adaptive Log Exporter:

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.

B Adaptive Log Exporter,
File Edit - ‘Window Help

J

Add Flugins. ..

&) Cisco ACS
(58 Cisco C5A
(58] File Forwarder

(581 Juniper SER

(58] Microsoft SOL Server

(581 Trend Micro InterScan Viruswal

(58] Windows DHCP

(58] Microsoft Exchange Server SMTP Logs
(58] Microsaft Exchange Server OW/AA Logs
(58] Windows 145

Windows Event Log

Step 2 From the menu, select Help > Software Updates > Update Agent.

If any updates are available, the Updates window appears. If no updates are
available, a message appears.

Search Results -
@l
Select Features ta instal from the search result list, e

Select the features to install

+-[] 4| ALE Update Site Desslect All
Seleck Required

0 of 10 selected.
¥ Show the latest wersion of & feature only

I Filter features included in other Features on the list

‘ ‘ Cancel

Step 3 Click the + sign to expand the menu tree. .
The available devices appear.
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. Updates
Search Results

Select features ta install from the search result list.

Select the features to install:

Updating Devices 29

x)

@,
&)

= 000 Adaptive Log Exporter Devices
% File Forwarder Adaptive Log Exporter Device 1,0.0
O % Trend Micro InkerScan viruswall Adaptive Log Exparter Device 1.0.0
&+ Windows 185 Lag Adaptive Log Exparter Device 1.0.0
[0 5 Juniper SBR Adaptive Log Exporter Device 1.0.1
[0 & Ciseo ACS Adaptive Log Exporker Device 1.0.1
[0 4* Cisco CSA Adaptive Log Exporter Device 1.0.2
[0 4% Windows Event Log Adaptive Log Exporter Device 1.0.5
[0 &* Microsoft Exchiange Log Adaptive Log Exporter Device 1,0.5

P10 Wlindews RHED | nn Adankve | on Fvnarker Pewice 104

0 of 10 selected
¥ Show the latest wersion of & Feature only

I Filter features included in other Features on the list

) Deselect All

| |

Select Required

Cancel

Step 4 Choose one of the following options:
a

menu option.

For example, in the above window,
check box.

If you want to install all available devices, select the check box of the top level

select the Adaptive Log Exporter Devices

If you want to install specific devices, select the check box(es) for all devices

you want to add to your Adaptive Log Exporter.

Step 5 Click Next.

The Feature License window appears.
Step 6

Read the license associated with the selected devices. To continue, you must

select the | accept the terms of the license agreement option.

Step 7 Click Next.

The Installation Window appeatrs.

B Install
Installation

The Following Features will be installed, Vou can select a Feature and change the location where the
Feature will be installed.

Features ko install

X
B )=

L File: Forwarder Adaptive Log Exporter Devics 1,0.0
(g Trend Micra InterScan Wirusiall Adaptive Log Exporter Device 1.0.0
L Windows A5 Log Adaptive Log Exporter Device 1.0.0
L Juniper SBR Adaptive Log Exporter Device 1.0.1
Cisco ACS Adaptive Log Exporter Device 1.0.1
[k Cisco C5A Adaptive Log Exporter Device 1.0.2
L Windows Event Log Adaptive Log Exporter Device 1.0.5
L Microsoft Exchange Log Adaptive Log Exporter Device 1.0.5
L Windows DHCFP Log Adaptive Log Exporter Device 10,4
(- Microsoft SQL Server Adaptive Log Exporter Device 1.0.1

Install Location  c:\Program Files\Adaptive Log ExportertAdaptivelogExporter 1,0

Required space: 3100KE
Free space: Urkngwin

<EBark |

Finish

Change Lacation ..

| conce |

Step 8 If you want to change the location to which the devices will be installed:

a Click Change Location.
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b Click Add Location.
¢ Using the menu tree, select the location you want to install the devices.
d Click OK.
e Click OK.
Step 9 Click Finish.
The Feature Verification window appears.
Step 10 Click Install All to install all chosen devices.

Configuring Once you have installed the device types, such as Cisco ACS, to your Devices tab,
Devices you can add multiple devices to integrate with STRM. Each device you add to the
device type must be configured and then mapped to a destination. For more
information on configuring the destination, see Chapter 4 Managing Destinations.
Using the Adaptive Log Exporter, you can,
« Adding a Device
« Editing a Device
» Deleting a Device

Adding a Device To add a device:

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appeatrs.

| Adaptive Log Exporter g@g‘
File Edit - Window Help

Add Plugins. ..
wstinations =8 =B

(59 File Forwarder

t':f Juniper SBR.

(5 Microsoft SCL Server

(58 Trend Micro InterScan Virusiall

() Windows DHCP

(59 Micrnsoft Exchange Server SMTP Lags
(58 Microsoft Exchange Server QWA Logs
(5 Windows 145

(58 Windows Event Log

Step 2 Click the Devices tab.
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Step 3 For the device type to which you want to add a device, use the right-mouse button
(right-click) on the device name and select Add Device.

A new device appears below the main device name and configuration options
appear. For example, if you add a new device to the Cisco ACS device, the
following window appears:

| Adaptive Log Exporter Q@@
File Edit - Window Help

= @
Save Save all Add Plugins. .
D Devices . Destinations

=P %ﬁﬁ:ﬁm = ‘New Cisco ACS' Properties

Cisco C5A ¥ Basic Configuration » Advanced Configuration

File Forwarder This is the section that describes the mandatory
Juniper SER. properties of the new device,

Microsaft SGL Server Marme: |New Cisco ACS

Trend Micro InkerScan Virusiall

windows DHCP Destription: [

Microsoft Exchange Server SMTP Logs Device Address: |

Microsoft Exchange Server QWA Logs

Windows IS ~ Cisco ACS Configuration

‘windows Event Log This is the section that describes the Cisco ACS-specific

properties of the new device.

Root Log Directory: lzl

Properties

Step 4 In the Basic Configuration area, enter values for the parameters:

+ Name — Specify the name you want to assign this device. The name can be up
to 50 characters in length, composed only of alphanumeric characters and the
underscore ().

» Description — Specify a description for this device. The description can be up
to 100 characters in length.

» Device Address — Specify the IP address or hostname for this device. This is
the IP address this DSM uses to communicate with STRM.

Step 5 Click the arrow next to Advanced Configuration to reveal the configuration
parameters.

Step 6 For the Throttle Timeout parameter, specify the delay between polling events, in
milliseconds, for a specific device. The higher the value, the less you want the
Adaptive Log Exporter to check for device changes. The default is 500 and this
value must be greater than 10 milliseconds.

Step 7 Configure the device specific parameters.

For more information, see the appropriate section for the device specific
configuration.

Step 8 From the menu, select File > Save.

Step 9 Repeat for each device you want to configure.
Step 10 From the menu, select File > Save All.
Step 11 From the menu, select File > Deploy.
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Editing a Device
Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

To edit a device;

From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.

' Adaptive Log Exporter Q@@
File Edit Window Help

Add Plugins. ..
WStinatiuns =0 =0

(59 Cisco C54
58} File Forwarder

\"’ Juniper SBR

58 Microsoft SQL Server

(5 Trend Micro InterScan Yiruswal

() windows DHCP

(5§ Microsoft Exchange Server SMTP Logs
(58 Microsoft Exchange Server OW Logs
() Windows 145

(3 Windows Event Log

Click the Devices tab.

For the device type that includes the device you want to edit, click + to expand the
menu tree.

For the device you want to edit, use right-mouse button (right-click) on the device
name and select Edit Device.

The configuration parameters for that device appears.
Update the Basic Configuration, as necessary:

« Name — Specify the name you want to assign this device. The name can be up
to 50 characters in length, composed only of alphanumeric characters and the
underscore ().

» Description — Specify a description for this device. The description can be up to
100 characters in length.

« Device Address — Specify the IP address or hostname for this device. This is
the IP address with which you would like your device associated in STRM.

Click the arrow next to Advanced Configuration to reveal the configuration
parameters.

For the Throttle Timeout parameter, specify the delay between polling events, in
milliseconds, for a specific device. The higher the value, the less you want the
Adaptive Log Exporter to check for device changes. The default is 500 and this
value must be greater than 10 milliseconds.

Configure the device specific parameters.
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Step 9
Step 10
Step 11
Step 12

Deleting a Device
Step 1

Step 2
Step 3

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Configuring Devices 33

For more information, see the appropriate section for the device specific
configuration.

From the menu, select File > Save.
Repeat for each device you want to edit.
From the menu, select File > Save All.
From the menu, select File > Deploy.

To delete a device:

From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.

B Adaptive Log Exporter Q@El

File Edit = Window Help

Add Plugins...

MSt\nat\nns =4 =g
ﬁ‘,‘ﬂ Cisco C5A
58 File Forwarder

ﬁ‘,‘i Juniper SER.

) Microsoft SQL Server

£6) Trend Micro InterScan Yirustal

59 Windows DHCP

£§) Microsoft Exchange Server SMTP Logs
58 Microsoft Exchange Server OWA Logs
0 Windows 1435

£%) Windows Event Log

Click the Devices tab.

For the device type that includes the device you want to delete, click + to expand
the menu tree.

For the device you want to delete, use right-mouse button (right-click) on the
device name and select Delete Device.

A confirmation window appears.

Click Ok.

From the menu, select File > Save.
Repeat for each device you want to delete.
From the menu, select File > Save All.
From the menu, select File > Deploy.
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4 MANAGING DESTINATIONS

This chapter provides information on adding and managing your device
destinations using your Adaptive Log Exporter including:

e Configuring Destinations
¢ Mapping to a Destination

Configuring Using the Adaptive Log Exporter, you can,
Destinations e Adding a Destination
« Editing a Destination

e Deleting a Destination

Adding a Destination To add a destination:

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appeatrs.

@ - [5]x]|

Help Contents
l;] Destinations =0 =0

Cisco ACS
File Forwarder
Juriper SBR

Step 2 Click the Destination tab.
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Step 3 For the destination type to which you want to add a new device, use the
right-mouse button (right-click) on the destination name and select Add
Destination.

A new destination appears below the main destination name and configuration
options appear. For example, if you add a new destination to the Syslog UDP
destination, the following window appears:

Adaptive Log Exporter Q@@
Fle Edit - Window Help
B @ d
Save Save All Add Plugins. .,
Devices [_JDestmat\ons =8 m =8
T Syslog LDP

- ‘New Logger' Properties
= gt
W Hew Logger ¥ Basic Configuration b Advanced Configuration
This is the section that describes the mandatory

properties of the new destination.

Mamg: Mew Logger
Diescription:

 Logger Configuration

This is the section that describes the praperties of
events sent to alog file.

Logger Prefix: Device.Events

Prepend syslog header

Properties

Step 4 In the Basic Configuration area, enter values for the parameters:

« Name — Specify the name you want to assign this destination, composed only
of alphanumeric characters and the underscore ().

« Description — Specify a description for this device.

Step 5 Click the arrow next to Advanced Configuration to reveal the configuration
parameters.

Step 6 For the Number of Threads parameter, specify the number of concurrent
processing threads you want run in this destination. The default is 1.

Step 7 Choose one of the following options:
a If you are configuring a Syslog UDP or Syslog TCP destination:
- Syslog Server Address — Specify the IP address of your STRM system.
- Syslog Server Port — Specify the syslog port on your STRM system.
b If you are configuring a Logger destination:

- Logger Prefix — Specify the heading you want to assign to the logs. The
Logger Prefix entry must start with Device.Events and may contain letters,
numbers and periods.

- Prepend Syslog Header — Select the check box if you want the syslog
header to be attached to the message in the logs.

Step 8 From the menu, select File > Save.
Step 9 Repeat for each destination you want to configure.
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Step 10 From the menu, select File > Save All.
Step 11 From the menu, select File > Deploy.

Editing a Destination  To edit a destination:

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.

B Adaptive Log Exporter,
File Edit ‘window Help

Add Plugins...

&%) Cisco ACS
() Cisco C54
(5] File Farwarder

(56 Juniper SBR

(5] Microsoft SQL Server

(59 Trend Micro InterScan Viruswal

(59 windows DHCP

(5% Micrasoft Exchange Server SMTP Logs
(52 Microsoft Exchange Server OWA Logs
g windows IAS

58 Windows Event Lag

Step 2 Click the Destination tab.

Step 3 For the destination type that includes the destination that you want to edit, click the
+ sign to expand the menu tree.

Step 4 For the destination you want to edit, use the right-mouse button (right-click) on the
destination name and select Edit Destination.

Adaptive Log Exporter Users Guide



38

MANAGING DESTINATIONS

Step 5

Step 6

Step 7

Step 8

Step 9
Step 10
Step 11
Step 12

EEX

B Adaptive Log Exporter
File Edit - Window Help

Edit Destination Add Plugins. ..

Devices D Destinations

gfvs\ug o ‘New Logger' Properties
= 0gger
QJ Mew Logger ¥ Basic Configuration b Advanced Configuration

This is the section that describes the mandatary
properties of the new destination.

Mame: | Mew Logger

Description: |

~ Logger Configuration
This is the section that describes the properties of

events sent to a log file,
Device Events

Logger Prefix:
Prepend syslag header

Propetties

In the Basic Configuration area, update the values, as necessary:

« Name — Specify the name you want to assign this destination, composed only
of alphanumeric characters and the underscore ().

« Description — Specify a description for this device.

Click the arrow next to Advanced Configuration to reveal the configuration
parameters.

For the Number of Threads parameter, update the number of concurrent
processing threads you want run in this destination.

Choose one of the following options:

a If you are configuring a Syslog UDP or Syslog TCP destination:
- Syslog Server Address — Specify the IP address of your STRM system.
- Syslog Server Port — Specify the syslog port on your STRM system.

b If you are configuring a Logger destination:

- Logger Prefix — Specify the heading you want to assign to the logs. The
Logger Prefix entry must start with Device.Events and may contain letters,
numbers and periods.

- Prepend Syslog Header — Select the check box if you want the syslog
header to be attached to the message in the logs.

From the menu, select File > Save.

Repeat for each destination you want to edit.
From the menu, select File > Save All.
From the menu, select File > Deploy.

Adaptive Log Exporter Users Guide



Deleting a
Destination

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9
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To delete a destination:

From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.
B Adaptive Log Exporter Qﬁlgl
File Edit ‘Window Help

Add Plugins. ..

] Cisco ACS

8 Microsoft SOL Server

£ Trend Micro InterScan Viruswall

£ windows DHCP

58 Microsoft Exchange Server SMTF Logs
56 Microsoft Exchange Server OWA Logs
£ windows 145

5 windows Event Log

Click the Destination tab.

For the destination type that includes the destination that you want to delete, click
+ to expand the menu tree.

On the destination you want to delete, use the right-mouse button (right-click) on
the destination name and select Delete Destination.

A confirmation window appears.

Click Ok.

From the menu, select File > Save.
Repeat for each device you want to delete.
From the menu, select File > Save All.
From the menu, select File > Deploy.
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Mapping to a Once you have configured your devices and destinations, you must map your
Destination device to a destination. This section provides information on mapping a destination
to a device including:

e Creating a Mapping
« Removing a Mapping

Creating a Mapping  To map a device to a destination:

Step 1 From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appeatrs.
Step 2 Click the Destination tab.

Step 3 For the destination type that includes the destination that you map to a device,
click + to expand the menu tree.

Step 4 For the destination you want to map to a device, use the right-mouse button
(right-click) on the destination name and select Add Device Mapping.

The mapping is created. A new + sign appears next to the mapped destination.

B Adaptive Lop Fxparter r-__|@g|
Fle EBdt Windws Halo
™ o @
Edit Destination  Deploy | Help Contents

Devices = 0| Qs = =0
T Sysiog LD 'Logs' Properties
=% Logper

™ Add Device Mappng * = Basic Configuration ¥ Advanced Configuration
This is tha section that desoribes the mandatory
Edit Destination praperties of the rew destingtion.
Beleta Bastination Hame: [tegs
Drerscriphion: |L|:qusr
= Logger Confiqurakion

This iz the section that desonbes the propertics of
ewents sant bo a e Fils,

nogger Prafis: r—Dc‘\-'l:t.EVW

B Prepend syshog headar

Propestes

Step 5 To view the mapping, click + to view the mapped device name.
Step 6 From the menu, select File > Save.

Step 7 Repeat for each destination you want to map to a device.

Step 8 From the menu, select File > Save All.

Step 9 From the menu, select File > Deploy.
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6
Step 7
Step 8
Step 9
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To delete a mapping between a device and a destination:

From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.
Click the Destination tab.

For the destination type that includes the mapping you want to remove, click + to
expand the menu tree.

For the destination that includes the mapping you want to remove, click + to
expand the menu tree.

For the mapping you want to remove, use the right-mouse button (right-click) on
the device name and select Delete Device Mapping.

The mapping is removed.

From the menu, select File > Save.

Repeat for each mapping you want to remove.
From the menu, select File > Save All.

From the menu, select File > Deploy.
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CONFIGURING THE Cisco ACS
DEVICE

This chapter provides information on configuring your Cisco ACS device.

I> Note: Do not use the Cisco ACS device to monitor files that can only be accessed
over the network (for example, a file share). Monitoring remote files is not
supported.

For information on adding or managing a device, see Chapter 3 Managing
Devices.

New Cisco ACS' Properties

~+ Basic Configuration ¥ Advanced Configuration

This is the section that describes the mandatory properties of
the new device.

Marme: | Mew Cisco ACS

Description: |

Device Address: |

+ Cisco ACS Configuration

This is the section that describes the Cisco ACS-specific
properties of the new device.,

Root Log Direckary: | D

Properties

Configure the Cisco ACS device parameter to specify the Root Log Directory,
which is the location Cisco ACS stores the logs files.
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6 CONFIGURING THE Cisco CSA
DEVICE

Cisco Security Agents (CSA) provides security to your deployment to defend
against the spread of attacks across networks and systems. These CSA devices
enforce a set of policies provided by the Management Center (MC) for CSA
devices and selectively applied to system nodes by the network administrator.

I? Note: Do not use the Cisco CSA device to monitor files that can only be accessed
over the network (for example, a file share). Monitoring remote files is not
supported.

This chapter provides information on configuring your CSA device using the
Adaptive Log Exporter. For information on adding or managing a device, see
Chapter 3 Managing Devices.

M\_ =5

"New Cisco CSA' Properties

& Basic Configuration b Advanced Configuration

Thisz is the section that desciibes the mandatory properties of the
new device

Name: |Naw Cigco C54

Drescription I

Device Address: |

~ Cisco CSA Configuration

This is the section that describes the Cisco CSA-specific
properties of the new device.

Root Log Directory: | E|

Log Filenare: |Iogf\|a.txl

F‘mperlias]

Enter values for the following parameters:

« Root Log Directory — Specify the location of the CSA MC alert log files. By
default, the CSA alert log files are located in the C:\alerts\ directory

« Log Filename — Specify the name of the active alert log file. The CSA MC can
generate a flat logging file to which events are written with a name of your
choosing.
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comma. Event entries are separated by a carriage return/line feed (ASCII Hex 0D
0A). Once a log file exceeds 1 MB, the file is closed and the file name is suffixed
with a time stamp. A new file, using the same file name entered in the CSA MC
Alerts Log file field, is then created. Events continue to be written to this new file
until it reaches 1 MB.

I? Note: This file data is encoded in UTF-8 format. Entry fields are separated by a
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CONFIGURING THE FILE
FORWARDER DEVICE

This chapter provides information on configuring your File Forwarder device.

For information on adding or managing a device, see Chapter 3 Managing
Devices.

‘Mew File Forwarder' Properties

! Basic Configuration ¥ Adwanced Configuration
This = the s=ction that describes the mandatory properties of the new devics,

T | Baes Fillx Forvsandar

Descripbion: |
Device Address |

= File Forwarder Configuration

This is the saction that describes the Fila Forwarder-spacfic properties of the
e davice

Rk Log Directory: Ii |._|
[ starts with: |
[ Erets with: |
[ crite Moritor Files Crested Today Continously Monkor Files

Properties

Enter values for the following parameters:

« Root Log Directory - Specify the location from which the File Forwarder device
reads the logs files.

« Starts With - If you want the device to monitor files that start with a specific
character combination, select the check box and enter the desired characters.
The entered string can be up to 255 characters in length.

« Ends With - If you want the device to monitor files that ends with a specific
character combination, select the check box and enter the desired characters.
The entered string can be up to 255 characters in length.

For example, to monitor all files ending in .log, specify .log as the value for the
Ends With parameter.
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Only Monitor Files Created Today - When a change to the root log directory
occurs (for example, new files are created or deleted), all file monitors are
reset. Select the check box if you only want to monitor files with a creation date
matching the current date.

Continuously Monitor Files - If the check box is selected, changes to the files
are continually processed, as they are saved to disk. If the check box is clear,
all new files are processed in their entirety upon creation and then will be closed
and ignored.
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8 CONFIGURING THE XML FILE
FORWARDER DEVICE

This chapter provides information on configuring your XML File Forwarder device.

I> Note: Do not use the XML File Forwarder device to monitor files that can only be
accessed over the network (for example, a file share). Monitoring remote files is
not supported.

For information on adding or managing a device, see Chapter 3 Managing
Devices.

'New XML File Forwarder' Properties

= Basic Configuration ¢+ Advanced Configuration
This s the section that describes the mandatory properties of the new device,
Mame; Mew ¥ File Forwarder
Descrptice: [
Cevice Address:
= Flle Selection Conflguration = Flile Contents Conflguration
This 5 the section that describes fles that should be processedfmonitored by this This ks the saction thst describes contents of the XML documents and
plugin, how to process them,
Reat Log Drectory: | |: Main Blement Tag
[ starts with: | |
Translate Element. Tags:
[ ends with: [ r =

[ orty Menitor Fles Created Today

[ tancre Empty Bements
O Contriuoushy Monmor Fikes

Enter values the following parameters:

« Root Log Directory - Specify the location the XML File Forwarder device
stores the logs files.

« Starts With - If you want the device to monitor files that start with a specific
character combination, select the check box and enter the desired characters.
The entered string can be up to 255 characters in length.

« Ends With - If you want the device to monitor files that ends with a specific
character combination, select the check box and enter the desired characters.
The entered string can be up to 255 characters in length.

For example, to monitor all files ending in .log, specify .log as the value for the
Ends With parameter.
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Only Monitor Files Created Today - When a change to the root log directory
occurs (for example, new files are created or deleted), all file monitors are
reset. Select the check box if you only want to monitor files with a creation date
matching the current date.

Main Element Tab - The XML element that is considered an event. This
element and all of the associated child elements are processed.

Translate Element Tags - Specify using the following format:
<dot-separated XML element path> = <replacement text>

All elements containing this path are replaced with the corresponding text. This
can be used to shorten the payload length. For example:

LogEntry.MessageHeader = Hdr
This results in Hdr replacing occurrences of LogEntry.MessageHeader.

All fields are matched using the longest algorithm first and then shorter
algorithms are attempted after a match is found.

Ignore Empty Elements - If the check box is selected, elements that have no
associated value are not inserted into the payload. For example, elements that
resemble x.y.z = with no data will not be inserted into the payload.

Continuously Monitor Files - If the check box is selected, changes to the files
are continually processed, as they are saved to disk. If the check box is clear,
all new files are processed in their entirety upon creation and then will be closed
and ignored.
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CONFIGURING THE JUNIPER SBR
DEVICE

This chapter provides information on configuring your Juniper SBR device.

I> Note: Do not use the Juniper SBR device to monitor files that can only be
accessed over the network (for example, a file share). Monitoring remote files is
not supported.

For information on adding or managing a device, see Chapter 3 Managing
Devices.

‘New Juniper SBR' Properties

#: Basic Configuration } Advanced Configuration

This is the section that describes the mandatory properties of
the new device,

Mame: | Mew Juniper SBR

Description: |

Device Address: |

= Juniper SBR Configuration

This is the section that describes the Juniper SBR-specific
properties of the new device.

Root Log Ditectary: | Iz‘

Propetties

Configure the Juniper SBR parameter to specify the Root Log Directory, which is
the location Juniper SBR stores the logs files.
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CONFIGURING THE WINDOWS EVENT
LOG DEVICE

In Microsoft Windows, an event is any significant occurrence in the system, a
program that requires users to be notified, or an entry added to a log. The event
log device records application, security, and system events in the STRM Events
interface. Using the Events interface, you view hardware, software, and system
component information. You can also monitor security events on a local or remote
computer. Event logs enable you to identify and diagnose the source of current
system problems or help you predict potential system problems.

This chapter provides information on configuring your Windows Event Log device
using the Adaptive Log Exporter. For information on adding or managing a device,
see Chapter 3 Managing Devices.

Note: We recommend that you configure a maximum of 20 Windows Event Log
Devices.

New Windows Event Log' Properties

#: Basic Configuration ¢ Advanced Configuration

This iz the section that describes the mandatory
properties of the new device.

MHame: |New YWindows Event Log

D ezcription: |

Device Address: |

+ Windows Event Log Configuration - Windows Event Log Remote System Configuration
Thiz iz the gechion that describes the Windows Thig iz the zection that descnbes the [optional] remote machine
Event Log-zpecific properties of the new device. properties.

O &pplication Log O Remote Machine: |

O Securiy Log Pal intervat | EE

O 5ystem Log

Enter values for the following parameters:

« Application Log — Select the check box if you want the device to monitor the
application log. The application log contains events logged by programs, for
example, a database program may record a file error in the application log. The
specific events recorded by the application log are determined by the software
program.
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CONFIGURING THE WINDOWS EVENT LOG DEVICE

Security Log — Select the check box if you want the device to monitor the
security log. The security log records events (for example, valid and invalid
logon attempts) and events related to resource use (for example, creating,
opening, or deleting files). You must be logged in with administrator privileges
or as a member of the administrators group to enable, use, and specify which
events you want to record in the security log.

System Log — Select the check box if you want the device to monitor the
system log. The system log contains events logged by Windows XP system
components. For example, if a driver fails to load during startup, an event is
recorded in the system log. Windows XP predetermines the events that are
logged by system components.

Remote Machine— Select the check box if you want the device to retrieve the
logs from a remote machine. Enter the desired Universal Naming Convention
(UNC) name. The entered string can be up to 255 characters in length. For
example, \tango123 or \172.16.20.98.

I> Note: When accessing remote logs, make sure that you configure the Adaptive

Log Exporter service to run as a user with Administrative privileges on the remote
system. For more information, see the Configure how a service is started technical
note on www.microsoft.com.

Poll Interval — Specify the remote poll interval enter a value, in milliseconds.
The default is 5000 milliseconds.
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DHCP DEVICE

In the Microsoft Windows Server family, DHCP server log files use audit logging to
permit log files to remain enabled without additional monitoring or administration.
This allows you to manage log file growth or conserve disk resources.

I? Note: Do not use the Microsoft DHCP device to monitor files that can only be
accessed over the network (for example, a file share). Monitoring remote files is

not supported.

This chapter provides information on configuring your Microsoft DHCP device
using the Adaptive Log Exporter. For information on adding or managing a device,

see Chapter 3 Managing Devices.

M\

New Windows DHCP' Properties

+ Basic Configuration

This iz the section that describes the mandatory properties of the new
device.

Marne: |Naw ‘windows DHCP

Description, I

Device Address: |

- Windows DHCP Configuration

This iz the section that describes the Windows DHCP-specific properties of
the new device.

Rioot Log Directory: [CwINDOWS S petermazsdhen =]

! Advanced Configuration
This i the section that describes the
optional/tuning properties of the new
device.

Thirottle Hmeout: IEEIEI

Prnperlies]

Configure the Root Log Directory parameter, which is the location of the DHCP
server log files. By default, the DHCP audit log files are located at
%WINDIR%\system32\dhcp\DhcpSrvLog-xxx.log.

Once you configure your Microsoft DHCP device, make sure you restart the DHCP
service to allow the Adaptive Log Exporter to communicate with your DHCP

device.
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12 CONFIGURING THE TREND MICRO
INTERSCAN VIRUSWALL DEVICE

InterScan VirusWall (ISVW) 6 for Windows provides an all-in-one gateway,
antivirus, anti-spam, and content management solution for your network.
VirusWall’'s real-time scanning services for SMTP VirusWall, POP3, VirusWall,
FTP VirusWall, and HTTP VirusWall monitors for security threats in e-mail, the
Internet, and in file transfers to and from the local area network (LAN).

I? Note: Do not use the Trend Micro InterScan VirsusWall device to monitor files that
can only be accessed over the network (for example, a file share). Monitoring
remote files is not supported.

This chapter provides information on configuring your Trend Micro InterScan
VirusWall device. For information on adding or managing a device, see Chapter 3
Managing Devices.

m\ =0

New Trend Micro InterScan VirusWall' Properties

~ Basic Configuration #! Advanced Configuration

Thiz iz the section that desciibes the mandatory properties of the new Thiz iz the section that describes the
device, optional/tuning properties of the new device,

Name: |New Trend Micra InterS can Vs all Throttle timesout: 500
Dezcription: |

Device Addiess: |

~ InterScan YirusWall Configuration

Thiz iz the zection that desciibes the InterScan Vinuswall-zpecific
properties of the new device.

Root Log Directory: E|

F‘lopelties]

Configure the Root Log Directory parameter, which is the location of the
InterScan VirusWall log files. By default, the VirusWall log files are located in the
<installation folder>\Log directory. The <installation folder> is the
folder in which you installed your InterScan VirusWall device.
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EXCHANGE SERVER DEVICE

The Microsoft Exchange Server provides you with electronic mail, calendaring,
contacts and tasks, and support for the mobile and web-based access to
information, as well as supporting data storage. The Microsoft Exchange Server
device allows you to forward Outlook Web Access (OWA) or SMTP logs to the
Adaptive Log Exporter.

I? Note: Do not use the Microsoft Exchange Server device to monitor files that can
only be accessed over the network (for example, a file share). Monitoring remote
files is not supported.

This chapter provides information on forwarding OWA or SMTP logs from your
Microsoft Exchange Server using the Adaptive Log Exporter including:

e Forwarding OWA Logs

e Forwarding SMTP Logs

Forwarding OWA To forward OWA logs to the Adaptive Log Exporter, select the Microsoft Exchange
Logs Server OWA device. For information on adding or managing a device, see Chapter
3 Managing Devices.

I> Note: OWA logs are supported for Microsoft Exchange 2003 and Microsoft
Exchange 2007.
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w =5

™New Microsoft Exchange Server OWA Logs' Properties

i Basic Configuration » Advanced Configuration
Thig iz the section that desciibes the mandatory properties of the new device.

M ame; |Naw ticrozoft Exchange Server 0w/, Logs

Description: |

Device Address: |

- M ft Exch Conf
Thiz is the section that describes the Microsoft Exchange-specific properties
of the new device.

Root Log Directory: I Ij

F‘ronert\es]

Configure the Root Log Directory parameter, which is the location of the
Microsoft Exchange Server OWA log files. By default, the Exchange log files are
located in the %windir%\System32\LogFiles\W3SVC1\ directory.

Forwarding SMTP To forward SMTP logs to the Adaptive Log Exporter, select the Microsoft
Logs Exchange Server SMTP device. For information on adding or managing a device,
see Chapter 3 Managing Devices.

I> Note: SMTP logs are supported for Microsoft Exchange 2003.
[ “New iciaof Evchange server SMTP Logs % 0 =0

‘New Microsoft Exchange Server SMTP Logs' Properties

! Basic Configuration » Advanced Configuration
Thisz iz the zection that describes the mandaton properties of the new device.
Mame: INew ticrozoft Exchange Server SMTF Logs

Drescription; |

Device Address: |

- Mi ft Exch C
Thisz iz the ection that describes the Miciozoft Exchange-specific properties
of the new device.

Fioot Log Directony: |:|

Prnparties]
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Configure the Root Log Directory parameter, which is the location of the
Microsoft Exchange Server SMTP log files. By default, the Exchange log files are
located in the %windir%\System32\LogFiles\SMTPSVCI1\ directory.
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14 CONFIGURING THE MICROSOFT SQL
SERVER DEVICE

Microsoft SQL Server is a comprehensive, integrated, end-to-end data solution
that provides a platform for enterprise data and Bl applications.

I? Note: Do not use the Microsoft SQL Server device to monitor files that can only be
accessed over the network (for example, a file share). Monitoring remote files is
not supported.

This chapter provides information on configuring your Microsoft SQL Server device
using the Adaptive Log Exporter. For information on adding or managing a device,
see Chapter 3 Managing Devices.

m\ =g

New Microsoft SQL Server' Properties

#! Basic Configuration » Advanced Configuration

This iz the section that describes the mandatory properties of the
hiew device.

Narne: |New Microsaft SOL Server

Description, I

Device Address |

« Microsoft SBL Configuration
This iz the section that describes the Miciosoft S0L-specific
properties of the new device,

Root Log Directary: I |:|

Lag Flename: [ERRORLOG

Prnpellies]

Enter values for the following parameters:

+ Root Log Directory — Specify the location of the Microsoft SQL Server log
files. By default, the SQL log files are located in the C:\Program
Files\Microsoft SQL Server\MSSQL\LOG\ directory.

« Log Filename — Specify the name of the active log file. By default, the name is
ERRORLOG. If this field is empty, the filename defaults to ERRORLOG.
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The error log is a standard text file that contains SQL Server information and
error messages. The error log can provide meaningful information to assist you
in troubleshooting issues or alerting you to potential or existing problems. The
error log output includes the time and date the message was logged, the source
of the message, and the description of the message. If an error occurs, the log
contains the error message number and description. Typically, SQL Server
retains backups of the previous six logs and provides each backup with an
accrued number appended to the end of the name. For example, the most
recent log backup is saved with the extension .1 and the second most recent
with the extension .2.
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DEVICE

Microsoft Internet Information Services (IIS) includes a broad range of
administrative features for managing web sites. You can monitor attempts to
access your sites, virtual folders, or files and determine whether attempts were
made to read or write to your files. IIS log file formats allow you to record events
independently for any site, virtual folder, or file. For more information regarding
your Microsoft IS device, see your vendor documentation.

> Note: Do not use the Microsoft IIS device to monitor files that can only be
accessed over the network (for example, a file share). Monitoring remote files is
not supported.

> Note: You can configure Microsoft IS to host multiple web sites. The maximum
number of Microsoft [IS web sites that a single Adaptive Log Exporter instance can
monitor is 25.

This chapter provides information on configuring your Microsoft 1S server using
the Adaptive Log Exporter. For information on adding or managing a device, see
Chapter 3 Managing Devices.

|> Note: You must enable UTF-8 logging in the Microsoft IIS service for this device to
function properly. For more information on enabling logging, see your Microsoft IS
documentation.
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‘New Microsoft IIS' Properties

« Basic Configuration + Advanced Configuration
Thes I the secton that describes the mandatony proprtes of the new divice,

hame: [hew Mcrosofc s

Descrphon I

Device Address: | 1.2.34

= Microsoft 115 Configuration

Thes fs the secton that describes the Mcrosoft DS-specific proparties of the rew device,
Root Log Directory: | C:\WINDOWS\systemn 32\ ogFies

[ web Logs

= FTF Logs

[ 115 SMTP Logs

O WP Logs

Froperties

Enter values for the following parameters:

* Root Log Directory - Specifies the location of the Microsoft IIS log files. By
default, the IS log files are located in the %windir%\System32\LogFiles\
directory.

« Specify the types of logs you want to monitor:
- Web Logs - Logs for the 1IS Web service.
- FTP Logs - Logs for the File Transfer Protocol (FTP) service.
- 1IS SMTP Logs - Logs for the IS mail service.
- NNTP Logs - Logs for the Network News Transfer Protocol (NNTP) service.
I? Note: You can choose a format and enable logging for individual web sites and

FTP sites. After you enable logging on a Web or FTP site, all traffic to the site
(including virtual directories) is written to the corresponding file for each site.
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16 CONFIGURING THE MICROSOFT
WINDOWS IAS DEVICE

The Microsoft Windows Internet Authentication Service (IAS) devices provides a
Remote Authentication Dial-in User Service (RADIUS) server and proxy. As a
RADIUS server, IAS performs centralized connection authentication, authorization,
and accounting for many types of network access, including wireless and virtual
private network (VPN) connections. As a RADIUS proxy, IAS forwards
authentication and accounting messages to other RADIUS servers. The Microsoft
Windows IAS device supports log file formats for Microsoft Windows IAS and
Microsoft Windows Network Policy Server (NPS). The Microsoft Windows IAS
device supports NPS through IAS-formatted and database-compatible log files.

|> Note: Do not use the Microsoft Windows IAS device to monitor files that can only
be accessed over the network (for example, a file share). Monitoring remote files is
not supported.

This chapter provides information on configuring your Windows IAS device using
the Adaptive Log Exporter. For information on adding or managing a device, see
Chapter 3 Managing Devices.

® “Newwindows 25 X 0 =r=

™New Windows IAS' Properties

+ Basic Configuration ! Advanced Configuration

This iz the section that describes the mandatory properties of the This iz the section that describes the optional/tuning
new device, properties of the new device.

Mz |New “findows A5 Throttle tmeout: ISUD
Description: |

Device Address: I

= Windows |AS Configuration

Thiz iz the section that describes the Windows 145 -specific
properties of the new device,

Root Log Directory: I D

F'mperlias]
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Configure the Root Log Directory parameter, which is the location of the IAS
server log files. By default, the IAS log files are located in the
Y%windir®%\System32\LogFi les directory.



Adaptive Log Exporter Users Guide

69



70 CONFIGURING THE MICROSOFT WINDOWS IAS DEVICE

Adaptive Log Exporter Users Guide



17 CONFIGURING THE MICROSOFT ISA
DEVICE

The Microsoft Internet Security and Acceleration (ISA) Server provides you with
network proxy and firewall services. The Microsoft ISA server device allows you to
forward ISA logs to the Adaptive Log Exporter.

I? Note: Do not use the Microsoft ISA Server device to monitor files that can only be
accessed over the network (for example, a file share). Monitoring remote files is
not supported.

To forward ISA logs to the Adaptive Log Exporter, select the Microsoft ISA device.
For information on adding or managing a device, see Chapter 3 Managing
Devices.

W ke 5 W

'Windows ISA' Properties

- Basic Configuration » Arheanced Configuration
This i the section that describes the mandstony properties of the new device

Hams i«'.'r-.'-.-'. BSA

Cesaripmon

Device Address: | 1000004

= Wirnbires 54 Conliquration

THEE & the sachion that deteribes the Windows IS8-speclic properBes of the new device

Rl Lo DnssCiory . | CoiWINDOWS edyshem 32 o0k

Configure the Root Log Directory parameter, which is the location of the
Microsoft ISA Server ISA log files. By default, the ISA log files are located in the
%ProgramFiles%\MicrosoftlSAServer\ISALogs\ directory for ISA 2004 and
in the %Ywindir%\System32\LogFi les\ for ISA 2006.
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COLLECTING WINDOWS EVENT
LOGS

This appendix provides information about monitoring event logs from
Windows-based servers and hosts. Typically, you can monitor your event logs with
or without an agent. The Adaptive Log Exporter is an independent application that
runs on a Windows host, commonly referred to as an agent. The Adaptive Log
Exporter collects local and remote Windows logs supporting each method of
monitoring event logs.

If you choose to use an agent, you must physically install software on the host to
be monitored. The host collects and exports the log information to the desired
destination. An agent distributes log collection and processing across multiple
systems, which reduces the performance impact on each host. If a server or
network outage occurs, logging activity is only affected on the server or area of the
network affected by the outage. However, maintaining an agent-based deployment
may require additional maintenance. For example, if configuration changes are
required, you must replicate the configuration changes across all monitored hosts.

If you choose not to use an agent, the log information must be exported or
collected from the Windows system without software being installed on the
individual monitored hosts. However, you must communicate with remote
Windows systems using NETBIOS, which is a relatively slow method of
communication. Therefore, monitoring several Windows hosts remotely may cause
a significant performance impact for the host server. Communicating remotely also
requires that the appropriate domain credentials are supplied to the host server,
which may be considered a security risk.

This appendix includes:

« Collecting Logs Without an Agent
e Collecting Logs With an Agent

e Configuring STRM To Accept Logs
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Collecting Logs To collect logs without an agent, you must install the Adaptive Log Exporter in your
Without an Agent network. The Adaptive Log Exporter allows you to connect to remote Windows
systems to return logs to STRM.

I? Note: For more information on the Adaptive Log Exporter, see the Adaptive Log
Exporter Users Guide.

The Adaptive Log Exporter collects logs from individual hosts and forwards data to
your STRM appliance using a UDP syslog connection. Collecting logs without an
agent simplifies maintenance and does not require you to install software on
individual Windows hosts.

When collecting logs without an agent, the Adaptive Log Exporter monitors the
network and if a network outage occurs, any missed events are automatically
collected and processed by STRM when network connectivity is restored. When
the network connection is lost, records are archived on individual hosts.

Figure A-1 shows an example of a network collecting logs without using an agent.

Figure A-1 Collecting Logs Without an Agent

Adaptive Log Exporter Users Guide



Collecting Logs Without an Agent 75

Configuring the  To configure the Adaptive Log Exporter to support a network without an agent:
Adaptive Log

Exporter

Step 1 Download and install the Adaptive Log Exporter on the system you want to host
the Adaptive Log Exporter.

For detailed information on the Adaptive Log Exporter, see the STRM Adaptive
Log Exporter Users Guide.

Step 2 Download and install the Windows Event Log plug-in:

a From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appears.

B Adaptive Log Exporter
File Edit - Window Help

] d

Edit Device Edit Destination. Deploy | Add Plugins...

MDestmatmns ‘ =0 =0

J Saye Save Al

b From the menu, select Help > Software Updates > Add Extensions/Devices.

B Updates g‘

search Results (_{\/l I
Select features to install from the search result list.

(!
&)
B
Select the Features to install:

[ il ALE Update Site Deselect Al
Pore Info
Froperties

Select Required

Error Detalls...

0 of 10 selected.
¥ Show the latest version of a Feature only

I Filter Faatures included in other Faatures on the list

<Back pewt = [ Fnen | caneel |
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c Click the + sign to expand the menu tree.
The available devices appear.

d Select the Windows Event Log plug-in.

e Click Next.
The Feature License window appears.

f Read the license associated with the selected device. To continue, you must
select the | accept the terms of the license agreement option.

g Click Next.
The Installation Window appears.

I> Note: You must install your devices to the default location. Therefore, do not
change the Install Location for your devices.

h Click Finish.
The Feature Verification window appears.
i Click Install All to install all chosen devices.
Step 3 In the Adaptive Log Exporter, click the Devices tab.

Step 4 Using your right mouse button (right-click) the Windows Event Log and select Add
Device.

A new instance of the device is created and the Properties panel appears.

- “Remate Windows Server X

'Remote Windows Server' Properties

 Basic Configuration b Advanced Configuration

Thiz is the section that describes the mandatory
properties of the new device.

Mame: Remote Windows Server
Description: HR. Windows Server|
Device Address: | 10,100.100.118

 Wind Event Log Confi ion  Wind Event Log System Config ion
This is the section that describes the Windows This is the section that describes the {optional) remote machine
Event Log-specific properties of the new device. properties.

Application Log Remote Machine: | \lwindowsHost2k3

Ry Poll interval: | 5000

System Log

Properties |

Step 5 In the Basic Configuration area, enter values for the parameters:

« Name — Specify the name you want to assign this device, composed only of
alphanumeric characters and the underscore ().

« Description — Specify a description for this device.

« Device Address — Specify the IP address or the hostname of the Windows
system you want to monitor.
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Step 6 In the Windows Event Log Configuration area, enter values for the parameters:

L]

Application Log — Select the check box if you want the device to monitor the
application log.

Security Log — Select the check box if you want the device to monitor the
security log.

System Log — Select the check box if you want the device to monitor the
system log.

Step 7 In the Windows Event Log Remote System Configuration, enter values for the
parameters:

L]

Remote Machine— Select the check box for the device to retrieve the logs
from a remote machine. Enter the desired Universal Naming Convention (UNC)
name. The entered string can be up to 255 characters in length. For example,
\\tango123 or \172.16.20.98.

Poll Interval — Specify the remote poll interval enter a value, in milliseconds.
The default is 5000 milliseconds.
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Collecting Logs To collect logs with an agent, you must install the Adaptive Log Exporter on each

With an Agent monitored host in your network. The Adaptive Log Exporter then reports, using
syslog, to your STRM system. The agent reads the individual Windows event logs
and passes information to STRM using syslog.

I? Note: For more information on the Adaptive Log Exporter, see the STRM Adaptive
Log Exporter Users Guide.

Figure A-2 shows an example of a network collecting logs using an agent.

Figure A-2 Collecting Logs With an Agent

Configuring the  To configure the Adaptive Log Exporter to support a network with an agent:
Adaptive Log
Exporter

Step 1 Download and install the Adaptive Log Exporter on the system you want to host
the Adaptive Log Exporter.

For more information on the Adaptive Log Exporter, see the STRM Adaptive Log
Exporter Users Guide.

Step 2 Download and install the Windows Event Log plug-in:

a From the Start menu, select Start > Programs > AdaptiveLogExporter >
Configure Adapter Log Exporter.

The Adaptive Log Exporter appeatrs.
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E: Adaptive Log Exporter
File Edit - Window Help

=3

JSave Save Al | EdtDevice Edit Destination Deploy | Add Plugins...

mesmamns| =0 =1

b From the menu, select Help > Software Updates > Add Extensions/Devices.

B Updates [x]

Search Results e
Select Features to install From the search result list. @

Select the Features to install:

O <l ALE Update Site Deselect Al
Pore Info
Properties

Select Required

Error Detalls,

0 of 10 selected,
¥ show the latest version of a feature only

I Filter Features included in other Features on the list

coack | mews [ Fmsn | ceneel |

¢ Click the + sign to expand the menu tree.
The available devices appear.

d Select the Windows Event Log plug-in.

e Click Next.
The Feature License window appears.

f Read the license associated with the selected device. To continue, you must
select the | accept the terms of the license agreement option.

g Click Next.
The Installation Window appeatrs.
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change the Install Location for your devices.
h Click Finish.
The Feature Verification window appears.

I? Note: You must install your devices to the default location. Therefore, do not

i Click Install All to install all chosen devices.
Step 3 In the Adaptive Log Exporter, click the Devices tab.

Step 4 Using your right mouse button (right-click) the Windows Event Log and select Add
Device.

A new instance of the device is created and the Properties panel appears.

™ Remote Windows Server X mm|

'Remote Windows Server' Properties

~ Basic Configuration » Advanced Configuration

This is the section that describes the mandatory
properties of the new device.

Mame: Remote Windows Server
Description: HR Windows Servar\
Device Address: | 10.100.100.118

+ Windows Event Log Configuration + Windows Event Log Remote System Configuration
This is the section that describes the Windows This is the section that describes the (optional) remote machine
Event Log-specific properties of the new device. properties.

Application Log Remate Machine: | \iwindowsHost2k3

Security Log Pallinterval: [S000

System Log

Properties

Step 5 In the Basic Configuration area, enter values for the parameters:

« Name — Specify the name you want to assign this device, composed only of
alphanumeric characters and the underscore ().

« Description — Specify a description for this device.

« Device Address — Specify the IP address or the hostname of the Windows
system you want to monitor.

Step 6 In the Windows Event Log Configuration area, enter values for the parameters:

« Application Log — Select the check box if you want the device to monitor the
application log.

« Security Log — Select the check box if you want the device to monitor the
security log.

« System Log — Select the check box if you want the device to monitor the
system log.

Step 7 In the Windows Event Log Remote System Configuration, clear the Remote
Machine check box so the device does not retrieve the logs from a remote system.

Step 8 Repeat Step 4 to Step 7 for each remote host you want to monitor.
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Configuring STRM
To Accept Logs

Both methods of collecting logs (with or without an agent) results in information
being transmitted to STRM using syslog. By default, STRM collects information
forwarded using syslog through the device discovery function. STRM automatically
recognizes and normalizes Windows event logs.

Once the system begins normalizing event data, STRM can analyze, report, and
store the information. To verify that your Windows logs are being processed by
STRM, use the Filter/Search function in the Events interface to filter on Windows
Authorization devices. For more information on filtering using the Events interface,
see the STRM Users Guide. The below window shows an example of data that
results from a search.

Wit dvi il Sadn 2007 298 154727 12 HOTO218 160000 (Vi Real Tars Bty
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B ADAPTIVE LOG EXPORTER QUICK
START

This appendix provides a quick start for installing and setting up the Adaptive Log
Exporter.

I? Note: Before you install the Adaptive Log Exporter, see Before You Begin.

To install and set up the Adaptive Log Exporter:

Step 1 From the Juniper customer support web site
(http://www. juniper.net/support/), download the Adaptive Log Exporter by
selecting Products > STRM 2008.1> DSMs > Juniper Networks Adaptive Log
Exporter.

Step 2 Install the Adaptive Log Exporter.

For information about the full installation procedure, see Chapter 1 Installing the
Adaptive Log Exporter.

Step 3 From the Start menu, select Software > Configure Adapter Log Exporter.
The Adaptive Log Exporter appeatrs.
Step 4 Configure the location that the Adaptive Log Exporter uses for updates:
a From the menu, select File > Preferences.
The Preferences window appears.
b Click Install/Update.
The Install/lUpdate parameters appeatr.
¢ Click Update Site.
d Enter the following as the Update Site URL:
http://downloads.gllabs.com/windowsagent
e Click Apply.
f Click OK to return to the main configuration screen.
Step 5 To install device types:
a Click the Add Plugins icon.
b Click the + sign to expand the menu tree.
The available devices appear.
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ADAPTIVE LOG EXPORTER QUICK START

f
g

Select the check box for the Adaptive Log Exporter Devices option and click
Next.

Select the | accept the terms of the license agreement option and click Next.
Click Finish.

Click Install All.

When prompted, click Yes to restart the service.

ALE restarts.
I? Note: This restarts the process, not the server.

Step 6 To add a device:

a Click the Devices tab.

b

Cc

d

Using the right mouse button (right-click) on the Windows Event Log device,
select Add Device.

Configure the following parameters:

- Name - Specify the name of the server, followed by -Event, for example,
ADO1-Event.

- Device Address - Specify the IP address of the server on which the
Adaptive Log Exporter has been installed, for example, 192.168.100.100.

- Under the Windows Event Log configuration section, select the check boxes
for the following options: Application Log, Security Log, System Log.

Click the Save icon.

Step 7 To add a destination:

a Click the Destinations tab.

b

Cc

d

Using the right mouse button (right-click) on Syslog UDP destination, select
Add Destination.

Configure the following parameters:
- Name - Specify the name of the STRM device, for example, STRM.

- Syslog Server Address - Specify the IP address of STRM, for example,
192.168.100.20.

Click the Save icon.

Step 8 Map the destination to the device:

a

b

c

Click the Destinations tab.

Using the right mouse button (right-click) on the destination that you created in
Step 7 and select Add Device Mapping.

Select the device that you created in Step 6

Step 9 Click the Deploy icon.
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