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ABOUT THIS GUIDE

The STRM Log Manager Administration Guide provides you with information for
managing STRM Log Manager functionality requiring administrative access.

Audience

This guide is intended for the system administrator responsible for setting up
STRM Log Manager in your network. This guide assumes that you have STRM
Log Manager administrative access and a knowledge of your corporate network
and networking technologies.

Conventions

Table 1 lists conventions that are used throughout this guide.

Table 1 Icons

Icon Type Description

Information note Information that describes important features or
instructions.

data or potential damage to an application,
system, device, or network.

Warning Information that alerts you to potential personal
injury.

,' Caution Information that alerts you to potential loss of
[_]

Technical
Documentation

You can access technical documentation, technical notes, and release notes
directly from the Juniper customer support web site at
https://www.juniper.net/support/. Once you access the Juniper customer support
web site, locate the product and software release for which you require
documentation.

Your comments are important to us. Please send your e-mail comments about this

guide or any of the Juniper Networks documentation to:
techpubs-comments@juniper.net.

STRM Log Manager Administration Guide



2 ABOUT THIS GUIDE

Include the following information with your comments:
« Document title
» Page number

Contacting To help you resolve any issues that you may encounter when installing or
Customer Support maintaining STRM, you can contact customer support as follows:

« Open a support case using the Case Management link at
http://www.juniper.net/support/.

« Call 1-888-314-JTAC (from the United States,Canada, or Mexico) or
1-408-745-9500 (from elsewhere).

STRM Log Manager Administration Guide



OVERVIEW

This chapter provides an overview of the STRM Log Manager administrative
functionality including:

About the Interface
Using the Interface
Deploying Changes
About High Availability

About the Interface

You must have administrative privileges to access the administrative functions. To
access administrative functions, click the Admin tab in the STRM Log Manager
interface. The Admin tab provides access to the following functions.

Manage users. See Chapter 2 Managing Users.
Manage your network settings. See Chapter 3 Managing the System.

Manage STRM Log Manager settings. See Chapter 5 Setting Up STRM Log
Manager.

Backup and recover your data. See Chapter 6 Managing Backup and
Recovery.

Manage your deployment views. See Chapter 7 Using the Deployment Editor.
Configure syslog forwarding. See Chapter 8 Forwarding Syslog Data.
Manage log sources. For more information, see the Log Sources Users Guide.

All configuration updates using the Admin tab are saved to a staging area. Once all
changes are complete, you can deploy the configuration changes or all
configuration settings to the remainder of your deployment.

STRM Log Manager Administration Guide



4 OVERVIEW

Using the Interface

The Admin tab provides several tab and menu options that allow you to configure
STRM Log Manager including:

« System Configuration - Provides access to administrative functionality, such
as user management, automatic updates, license key, network hierarchy;,
system settings, system notifications, backup and recovery, and Console
configuration.

- Data Sources - Provides access to log source management, syslog
forwarding, and custom event properties.

The Admin Tab also includes several menu options including:

Table 2-1 Admin Tab Menu Options

Menu Option Sub-Menu Description

Deployment Editor Opens the deployment editor
interface.

Deploy Changes Deploys any configuration changes
from the current session to your
deployment.

Advanced Deploy Full Deploys all changes.

Configuration

Deploying Changes

Once you update your configuration settings using the Admin tab, you must save
those changes to the staging area. You must either manually deploy all changes
using the Deploy Changes button or, upon exit, a window appears prompting you
to deploy changes before you exit. All deployed changes are then applied
throughout your deployment.

Using the Admin tab menu, you can deploy changes as follows:

e Advanced > Deploy Full Configuration - Deploys all configuration settings to
your deployment.

« Deploy Changes - Deploys any configuration changes from the current
session to your deployment.

About High
Availability

The High Availability (HA) feature ensures availability of STRM Log Manager data
in the event of a hardware or network failure. Each HA cluster consists of a primary
host and a standby secondary host. The secondary host maintains the same data
as the primary host by either replicating the data on the primary host or accessing
a shared external storage. At regular intervals, every 10 seconds by default, the
secondary host sends a heartbeat ping to the primary host to detect hardware or
network failure. If the secondary host detects a failure, the secondary host
automatically assumes all responsibilities of the primary host.
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About High Availability 5

E Note: HA is not supported in an IPv6 environment.

For more information about managing HA clusters, see Chapter 4 Managing High
Availability.
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MANAGING USERS

You can add or remove user accounts for all users that you want to access STRM
Log Manager. Each user is associated with a role, which determines the privileges
the user has to functionality and information within STRM Log Manager. You can
also restrict or allow access to areas of the network.

This chapter provides information on managing STRM Log Manager users
including:

« Managing Roles

e Managing User Accounts

e Authenticating Users

Managing Roles

Viewing Roles
Step 1
Step 2

Step 3

You must create a role before you can create user accounts. By default, STRM
Log Manager provides a default administrative role, which provides access to all
areas of STRM Log Manager. A user that is assigned administrative privileges
(including the default administrative role) cannot edit their own account. Another
administrative user must make any desired changes.

Using the Admin tab, you can:

« View roles. See Viewing Roles.

« Create arole. See Creating a Role.

- Editarole. See Editing a Role.

« Delete a user role. See Deleting a Role.

To view roles:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the User Roles icon.

The Manage Roles window appears.

STRM Log Manager Administration Guide
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Mamage Rolas
Role Log Sources Assoclated Users Action
Adliin Al acdimin
Al Hone Hone =]
Create Role

The Manage Roles window provides the following information:

Table 3-1 Manage Roles Parameters

Parameter

Description

Role

Specifies the defined user role.

Log Sources

Specifies the log sources you want this role to access. This
allows you to restrict or grant access for users assigned to
the role to view log and event data received from assigned
security and network log sources or log source groups.

For non-administrative users, this column indicates a link
that allows an administrative user to edit the permissions for
the role. For more information on editing a user role, see
Editing a Role.

To view the list of log sources that have been assigned to
this role, move your mouse over the text in the Log Sources
column.

Associated Users

Specifies the users associated with this role.

Action

Allows you to edit or delete the user role.

Creating a Role  To create a role:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.

The System Configuration panel appears.

Step 3 Click the User Roles icon.

The Manage User Roles window appears.

Step 4 Click Create Role.

The Manage Role Permissions window appears.

STRM Log Manager Administration Guide
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Manage Role Penmissions

Fole Mame |

Salect the penmissions 10 Be associabed with this ke,

™ Admin I pvems
™ administrator Manager I Customized Rule Creation
™ gystem Administratar ™ Usger Defined Evant Properies
™ Event Search Reslrictions Cverride

™ Repots ™ P Right Click Meni Extensions
™ Maintain Templates
[ Distribute Repors via Email

el | N |

Step 5 Enter values for the parameters. You must select at least one permission to

proceed.

Create Roles Parameters

Parameter Description

Role Name Specify the name of the role. The name can be up to 15
characters in length and must only contain integers and
letters.

Admin Select the check box if you want to grant this user

administrative access to the STRM Log Manager interface.
Within the administrator role, you can grant additional access
to the following:

« Administrator Manager - Select this check box if you
want to allow users the ability to create and edit other
administrative user accounts. If you select this check box,
the System Administrator check box is automatically
selected.

» System Administrator - Select this check box if you want
to allow users access to all areas of STRM Log Manager.
Users with this access are not able to edit other
administrator accounts.

STRM Log Manager Administration Guide



10 MANAGING USERS

Create Roles Parameters (continued)

Parameter

Description

Events

Select the check box if you want this user to have access to
the Events interface. Within the Events role, you can also
grant users additional access to the following:

« Customized Rule Creation - Select the check box if you
want to allow users to create rules using the Events
interface.

« User Defined Event Properties - Select the check box if
you want to allow users the ability to create user-defined
event properties.

« Event Search Restrictions Override - Select the check
box if you want to allow users the ability to override event
search restrictions.

For more information on the Events interface, see the STRM
Log Manager Users Guide.

Reports

Select the check box if you want to grant this user access to
Reporting functionality. Within the Reporting functionality,
you can grant users additional access to the following:

« Maintain Templates - Select the check box if you want to
allow users to maintain reporting templates.

« Distribute Reports via Email - Select the check box if
you want to allow users to distribute reports through
e-mail.

For more information, see the STRM Log Manager Users
Guide.

IP Right Click Menu
Extensions

Select the check box if you want to grant this user access to
options added to the right mouse button (right-click) menu.

Step 6 Click Next.

Step 7 Choose one of the following options:

a If you selected a role that includes the Events permissions role, go to Step 8.

b If you selected a role that does not include the Event permissions, go to Step

11.

The Add Log Sources to User Role window appears.
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Step 8

Step 9
Step 10
Step 11
Step 12
Step 13

Editing a Role
Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Managing Roles 11

o] i Log Eource Groups |

= L3 Other Selected Log Source Objects
B Generic Log DSM-T - stin
B Custom Rule Enging-g ;| |41 Log Source Groups i‘
B Flow Classification Engin =
B system Audit-2 - stingray
B System Motification-2 - st
B8 snort @wolwerne
B P @ apophis
& LinusServer @ gatedora

From the menu tree, locate and select a log source that you want user assigned to
this role to have access.

The selected device moves to the Selected Log Source Objects field.
Repeat for all log sources.

Click Next.

Click Return.

Close the Manage Roles window.

From the Admin tab menu, click Deploy Changes.

To edit a role:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the User Roles icon.

The Manage Roles window appears.

The Manage Role Permissions window appears.
Update the permissions (see Table 3-2), as necessary.
Click Next.

Choose one of the following options:

a If you selected a role that includes the Events permissions role, go to Step 8.

b If you selected a role that does not include the Event permissions, go to Step
11.

The Add Log Sources to User Role window appears.

STRM Log Manager Administration Guide



12 MANAGING USERS

Step 8

Step 9
Step 10
Step 11
Step 12
Step 13

Step 14

Deleting a Role
Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

SRl Al Log Source Groups
= 3 Other Selected Log Source Ohjects

B Generic Log DE-7 - stin
‘i Custom Rule Enwne.ﬂ E Al Ll'.l; Source .?m--l:"-\.'- ﬂ
B8 Fiow Classification Engin i
B8 System Audit-2 - stingray
B system Notification-2 ;- st
&8 snort @ wolverine
B Px @ apophis
B LinsServer @ qafedora

Update log source permissions, as desired:

a Toremove a log source permission, select the log source(s) in the Selected Log
Source Obijects field that you want to remove. Click Remove Selected
Devices.

b To add a log source permission, select an object you want to add from the left
panel.

Repeat for all log sources you want to edit for this role.
Click Next.

Click Return.

Click Save.

Close the Manage User Roles window.

The Admin tab appears.

From the Admin tab menu, click Deploy Changes.

To delete a role:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the User Roles icon.

The Manage Role window appears.

For the role you want to delete, click the delete icon.
A confirmation window appears.

Click Ok.

From the Admin tab menu, click Deploy Changes.

STRM Log Manager Administration Guide
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Managing User
Accounts

Creating a User
Account

Step 1
Step 2

Step 3

Step 4

Step 5

You can create a STRM Log Manager user account, which allows a user access to
selected network components using the STRM Log Manager interface. You can
also create multiple accounts for your system that include administrative privileges.
Only the main administrative account can create accounts that have administrative
privileges.

You can create and edit user accounts to access STRM Log Manager including:

« Creating a User Account

« Editing a User Account

« Disabling a User Account
To create an account for a STRM Log Manager user:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the Users icon.

The Manage Users window appears.

In the Manage Users area, click Add.

The User Details window appears.

User Details
U manme: |
Password: |
Confirm passwori: [
Email Address: |
Select Role [4gmin =]
Cancel M

Enter values for the following parameters:

Table 3-2 User Details Parameters

Parameter Description

Username Specify a username for the new user. The username must not
include spaces or special characters.

Password Specify a password for the user to gain access. The password
must be at least five characters in length.

Confirm Password Re-enter the password for confirmation.

Email Address Specify the user’s e-mail address.

STRM Log Manager Administration Guide



14 MANAGING USERS

Step 6
Step 7

Step 8

Step 9
Step 10

Editing a User
Account

Step 1
Step 2

Step 3

Step 4

Table 3-2 User Details Parameters (continued)

Parameter Description

Role Using the drop-down list box, select the role you want this user to
assume. For information on roles, see Managing Roles. If you
select Admin, this process is complete.

Click Next.

Choose one of the following options:

a If you selected Admin as the user role, go to Step 10.

b If you selected a non-administrative user role, go to Step 8.
The Selected Network Objects window appears.

= 3 all

* I Net-10-172-182 Selected Network Olypecis

- _‘l '|J'I'

# ) VPN_Addresses_Space j
£ Proxy_Servers -
# L MAT_Ranpes

# | Geographic_Location

# 1) Senver_Metwork

+ I Mai

=2 MTP

* 10 DNS

# 1 VolP_Networks

# | Regulatory_Complisnce_Sar

= ) Drarlonet

-
Available Mebworks Hetworks selected for 1est j
2

cancel | _Remove Selected Networks | _Finkh |

From the menu tree, select the network objects you want this user to be able to
monitor.

The selected network objects appear in the Selected Network Object panel.
Click Finish.

Close the Manage Users window.

The Admin interface appears.

To edit a user account:

Click the Admin tab.

In the navigation menu, click System Configuration.

The System Configuration panel appears.

Click the Users icon.

The Manage Users window appears.

In the Manage Users area, click the user account you want to edit.

STRM Log Manager Administration Guide



Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

Disabling a User
Account

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Managing User Accounts 15

The User Details window appears.
Update values (see Table 3-2), as necessary.
Click Next.

If you are editing a non-administrative user account, the Selected Network Objects
window appears. If you are editing an administrative user account, go to Step 10.

From the menu tree, select the network objects you want this user to access.
The selected network objects appear in the Selected Network Object panel.

For all network objects you want to remove access, select the object from the
Selected Network Objects panel. Click Remove.

Click Finish.
Close the Manage Users window.
The Admin interface appears.

To disable a user account:

Click the Admin tab.

In the navigation menu, click System Configuration.

The System Configuration panel appears.

Click the Users icon.

The Manage Users window appears.

In the Manage Users area, click the user account you want to disable.
The User Details window appears.

In the Role drop-down list box, select Disabled.

Click Next.

Close the Manage Users window.

The Admin tab appears. This user no longer has access to the STRM Log
Manager interface. If this user attempts to log in to STRM Log Manager, the
following message appears: This account has been disabled.

After you delete a user, items such as saved searches, reports, sentries, and
assigned offenses, will remain associated with the deleted user.

STRM Log Manager Administration Guide



16 MANAGING USERS

Authenticating
Users

You can configure authentication to validate STRM Log Manager users and
passwords. STRM Log Manager supports the following user authentication types:

e System Authentication - Users are authenticated locally by STRM Log
Manager. This is the default authentication type.

« RADIUS Authentication - Users are authenticated by a Remote Authentication
Dial-in User Service (RADIUS) server. When a user attempts to log in, STRM
Log Manager encrypts the password only, and forwards the username and
password to the RADIUS server for authentication.

« TACACS Authentication - Users are authenticated by a Terminal Access
Controller Access Control System (TACACS) server. When a user attempts to
log in, STRM Log Manager encrypts the username and password, and forwards
this information to the TACACS server for authentication.

« LDAP/ Active Directory - Users are authenticated by a Lightweight Directory
access Protocol) server using Kerberos.

If you want to configure RADIUS, TACACS, or LDAP/Active Directory as the
authentication type, you must:

« Configure the authentication server before you configure authentication in
STRM Log Manager.

« Make sure the server has the appropriate user accounts and privilege levels to
communicate with STRM Log Manager. See your server documentation for
more information.

« Make sure the time of the authentication server is synchronized with the time of
the STRM Log Manager server. For more information on setting STRM Log
Manager time, see Chapter 5 Setting Up STRM Log Manager.

« Make sure all users have appropriate user accounts and roles in STRM Log
Manager to allow authentication with the third-party servers.

Once authentication is configured and a user enters an invalid username and
password combination, a message appears indicating the login was invalid. If the
user attempts to access the system multiple times using invalid information, the
user must wait the configured amount of time before attempting to access the
system again. For more information on configuring system settings for
authentication, see Chapter 5 Setting Up STRM Log Manager - Configuring the
Console Settings. An administrative user can always access STRM Log Manager
through a third-party authentication module or by using the local STRM Log
Manager Admin password.

An administrative user can access STRM Log Manager through third-party
authentication or the STRM Admin password. The STRM Log Manager Admin
password will still function if you have setup and activated a third-party
authentication module, however, you can not change the STRM Log Manager
Admin password while the authentication module is active. If you want to change
the STRM Log Manager admin password, you need to temporarily disable the

STRM Log Manager Administration Guide



Step 1
Step 2

Step 3

Step 4

Step 5

Authenticating Users 17

third-party authentication module, reset the password, and then reconfigure the
third-party authentication module.

To configure authentication:

Click the Admin tab.

In the navigation menu, click System Configuration.

The System Configuration panel appears.

Click the Authentication icon.

The Authentication window appears.

Authentication Configuration (7]

Avitbentic ation Maduls | Syztern Autherdication j

Save

From the Authentication Module drop-down list box, select the authentication type
you want to configure.

Configure the selected authentication type:
a If you selected System Authentication, goto Step 6

b If you selected RADIUS Authentication, enter values for the following
parameters:

Table 3-3 RADIUS Parameters

Parameter Description

RADIUS Server Specify the hostname or IP address of the RADIUS server.
RADIUS Port Specify the port of the RADIUS server.

Authentication Specify the type of authentication you want to perform. The
Type options are:

« CHAP (Challenge Handshake Authentication Protocol) -
Establishes a Point-to-Point Protocol (PPP) connection
between the user and the server.

- MSCHAP (Microsoft Challenge Handshake Authentication
Protocol) - Authenticates remote Windows workstations.

« ARAP (Apple Remote Access Protocol) - Establishes
authentication for AppleTalk network traffic.

« PAP (Password Authentication Protocol) - Sends clear text
between the user and the server.

Shared Secret Specify the shared secret that STRM Log Manager uses to
encrypt RADIUS passwords for transmission to the RADIUS
server.

¢ If you selected TACACS Authentication, enter values for the following
parameters:

STRM Log Manager Administration Guide



18 MANAGING USERS

Table 3-4 TACACS Parameters

Parameter

Description

TACACS Server

Specify the hostname or IP address of the TACACS server.

TACACS Port

Specify the port of the TACACS server.

Authentication
Type

Specify the type of authentication you want to perform. The
options are:

+ ASCII

« PAP (Password Authentication Protocol) - Sends clear text
between the user and the server.

« CHAP (Challenge Handshake Authentication Protocol) -
Establishes a PPP connection between the user and the
server.

« MSCHAP (Microsoft Challenge Handshake Authentication
Protocol) - Authenticates remote Windows workstations.

» MSCHAP?2 - (Microsoft Challenge Handshake Authentication
Protocol version 2)- Authenticates remote Windows
workstations using mutual authentication.

« EAPMDS5 (Extensible Authentication Protocol using MD5
Protocol) - Uses MD5 to establish a PPP connection.

Shared Secret

Specify the shared secret that STRM Log Manager uses to
encrypt TACACS passwords for transmission to the TACACS
server.

d If you selected LDAP/ Active Directory, enter values for the following

parameters:

Table 3-5 LDAP/ Active Directory Parameters

Parameter

Description

Server URL

Specify the URL used to connect to the LDAP server. For
example, ldap://<host>:<port>

LDAP Context

Specify the LDAP context you want to use, for example,
DC=Q1LABS,DC=INC.

LDAP Domain

Specify the domain you want to use, for example gllabs.inc

Step 6 Click Save.

STRM Log Manager Administration Guide



3 MANAGING THE SYSTEM

This chapter provides information for managing your system including:
¢ Managing Your License Keys

+ Restarting a System

» Shutting Down a System

« Configuring Access Settings

Managing Your For your STRM Log Manager Console, a default license key provides you access

License Keys to the interface for 5 weeks. You must manage your license key using the System
and License Management window, which you can access using the Admin tab.
This window provides the status of the license key for each system (host) in your
deployment including:

« Valid - The license key is valid.

e Expired - The license key has expired. To update your license key, see
Updating your License Key.

e Override Console License - This host is using the Console license key. You
can use the Console key or apply a license key for this system. If you want to
use the Console license for any system in your deployment, click Default
License in the Manage License window. The license for that system will default
to the Console license key.

A license key allows a certain number of log sources to be configured in your
system. If you exceed the limit of configured logs sources, as established by the
license key, an error message appears. To extend the number of log sources
allowed, contact your sales representative.

This section provides information on managing your license keys including:

« Updating your License Key

» Exporting Your License Key Information
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Updating your
License Key

Step 1
Step 2

Step 3

Step 4
Step 5

For your STRM Log Manager Console, a default license key provides you access
to the interface for 5 weeks. Choose one of the following options for assistance
with your license key:

« For a new or updated license key, contact your local sales representative.
« For all other technical issues, please contact Juniper Networks customer
support.

If you log in to STRM Log Manager and your Console license key has expired, you
are automatically directed to the System and License Management window. You
must update the license key before you can continue. However, if one of your
non-Console systems includes an expired license key, a message appears when
you log in indicating a system requires a new license key. You must navigate to the
System and License Management window to update that license key.

To update your license key:

Click the Admin tab.

In the navigation menu, click System Configuration.

The System Configuration panel appears.

Click the System and License Management icon.

The System and License Management window appears providing a list of all hosts
in your deployment.

Select the host for which you want to view the license key.
From the Actions menu, select Manage License.

The Current License Details window appears providing the current license key
limits. If you want to obtain additional licensing capabilities, please contact your
sales representative.
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Click Browse beside the New License Key File and locate the license key.

(e ]

Once you locate and select the license key, click Open.

The Current License Details window appears.

Click Save.

Note: If you want to revert back to the previous license key, click Revert to
Deployed. If you revert to the license key used by the STRM Log Manager
Console system, click Revert to Console.

In the System and License Management window, click Deploy License Key.

The license key information is updated in your deployment.

To export your license key information for all systems in your deployment:

Click the Admin tab.

In the navigation menu, click System Configuration.

The System Configuration panel appears.

Click the System and License Management icon.
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Step 4

Step 5

Step 6

The System and License Management window appears providing a list of all hosts
in your deployment.

Click Export Licenses.

The export window appears.

Select one of the following options:

« Open - Opens the license key data in an Excel spreadsheet.
e Save - Allows you to save the file to your desktop.

Click OK.

Restarting a
System

Step 1
Step 2

Step 3

Step 4
Step 5

To restart a STRM Log Manager system:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the System and License Management icon.

The System and License Management window appears.
Select the system you want to restart.

From the Actions menu, select Restart System.

Shutting Down a

System

Step 1
Step 2

Step 3

Step 4
Step 5

To shutdown a STRM Log Manager system:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the System and License Management icon.

The System and License Management window appears.
Select the system you want to shut down.

From the Actions menu, select Shutdown.

Configuring
Access Settings

The System and License Management window provides access to the web-based
system administration interface, which allows you to configure firewall rules,
interface roles, passwords, and system time. This section includes:

e Firewall access. See Configuring Firewall Access.
e Update your host set-up. See Updating Your Host Set-up.
« Configure the interface roles for a host. See Configuring Interface Roles.
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+ Change password to a host. See Changing Passwords.
+ Update the system time. See Updating System Time.

Configuring Firewall  You can configure local firewall access to enable communications between
Access devices and STRM Log Manager. Also, you can define access to the web-based
system administration interface.

To enable STRM Log Manager managed hosts to access specific devices or
interfaces:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the System and License Management icon.
The System and License Management window appears.
Step 4 Select the host for which you want to configure firewall access settings.
Step 5 From the Actions menu, select Manage System.
Step 6 Log-in to the System Administration interface. The default is:
Username: root
Password: <your root password>
D Note: The username and password are case sensitive.
Step 7 From the menu, select Managed Host Config > Local Firewall.
The Local Firewall window appeatrs.
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Step 8 In the Device Access box, you must include any STRM Log Manager systems you
want to have access to this managed host. Only managed hosts listed will have
access. For example, if you enter one IP address, only that one IP address will be
granted access to the managed host. All other managed hosts are blocked.

Step 9

i

To configure access:

a

(o}

d

In the IP Address field, enter the IP address of the managed host you want to
have access.

From the Protocol list box, select the protocol you want to enable access for the
specified IP address and port:

- UDP - Allows UDP traffic.

- TCP - Allows TCP traffic.

- Any - Allows any traffic.

In the Port field, enter the port on which you want to enable communications.
Click Allow.

In the System Administration Web Control box, enter the IP address(es) of
managed host(s) that you want to allow access to the web-based system
administration interface in the IP Address field. Only IP addresses listed will have
access to the interface. If you leave the field blank, all IP addresses will have
access. Click Allow.

Note: Make sure you include the IP address of your client desktop you want to use
to access the interface. Failing to do so may affect connectivity.
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Step 10 Click Apply Access Controls.
Step 11 Wait for the interface to refresh before continuing.

Updating Your Host  You can use the web-based system administration interface to configure the mail
Set-up server you want STRM Log Manager to use and the global password for STRM

Log Manager configuration:
To configure your host set-up:

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 Click the System and License Management icon.
The System and License Management window appears.

Step 4 Select the host for which you want to update your host set-up.

Step 5 From the Actions menu, select Manage System.

Step 6 Log in to the System Administration interface. The default is:
Username: root
Password: <your root password>

D Note: The username and password are case sensitive.

Step 7 From the menu, select Managed Host Config > STRM Log Manager Setup.

The STRM Log Manager Setup window appears.

Enter the address of the mail server QRadar Log Manager should use.

Wil server: |localhost

Global QRadar Log Manager Configuration Password

Entiet the glabial conifigon ation passwor i

Confirm the global configuration passwornd:

Agophy Configuration |

Step 8 In the Mail Server field, specify the address for the mail server you want STRM
Log Manager to use. STRM Log Manager uses this mail server to distribute alerts
and event messages. To use the mail server provided with STRM Log Manager,
enter localhost.

Step 9 Inthe Enter the global configuration password, enter the password you want to
use to access the host. Confirm the entered password.
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Note: The global configuration password must be the same throughout your
deployment. If you edit this password, you must also edit the global configuration
password on all systems in your deployment.

Step 10 Click Apply Configuration.

Configuring Interface
Roles

You can assign specific roles to the network interfaces on each managed host.

To assign roles:

Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.

The System Configuration panel appears.

Step 3 Click the System and License Management icon.

The System and License Management window appears.

Step 4 Select the host for which you want to configure interface roles.

Step 5 From the Actions menu, select Manage System.

Step 6 Log-in to the System Administration interface. The default is:

i

Username: root
Password: <your root password>
Note: The username and password are case sensitive.

Step 7 From the menu, select Managed Host Config > Network Interfaces.

The Network Interfaces window appears with a list of each interface on your
managed host.

Note: For assistance with determining the appropriate role for each interface,
please contact Juniper Networks customer support.
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Step 8 For each interface listed, select the role you want to assign to the interface using

the Role list box.
Step 9 Click Save Configuration.
Step 10 Wait for the interface to refresh before continuing.

Changing Passwords  To change the passwords:

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 Click the System and License Management icon.
The System and License Management window appears.

Step 4 Select the host for which you want to change passwords.

Step 5 From the Actions menu, select Manage System.

Step 6 Log-in to the System Administration interface. The default is:
Username: root
Password: <your root password>

D Note: The username and password are case sensitive.

Step 7 From the menu, select Managed Host Config > Root Password.

The Root Passwords window appears.
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Enter new root password below:

New Root Passwor: |

Cormfirm Mew Root Passwornd: [

Lipdata Password

Step 8 Update the passwords and confirm:
D Note: Make sure you record the entered values.

 New Root Password - Specify the root password necessary to access the
web-based system administration interface.

« Confirm New Root Password - Re-enter the password for confirmation.
step 9 Click Update Password.

Updating System  You are able to change the time for the following options:
Time System time

» Hardware time

» Time Zone

« Time Server

D Note: All system time changes must be made within the System Time window. You
must change the system time information on the host operating the Console only.
The change is then distributed to all managed hosts in your deployment.
You can configure time for your system using one of the following methods:
» Configuring Your Time Server Using RDATE

» Configuring Time Settings For Your System

Configuring Your Time Server Using RDATE
To update the time settings using RDATE:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the System and License Management icon.
The System and License Management window appears.
Step 4 Select the host for which you want to update system time.
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Step 5 From the Actions menu, select Manage System.

Step 6 Log-in to the System Administration interface. The default is:

i

Username: root

Password: <your root password>

Note: The username and password are case sensitive.

Step 7 From the menu, select Managed Host Config > System Time.

The System Time window appears.

Caution: The time settings window is divided into four sections. You must save
o\ each setting before continuing. For example, when you configure System Time,
you must click Apply within the System Time section before continuing.

Step 8 In the Time Zone box, select the time zone in which this managed host is located
using the Change timezone to list box. Click Save.

Time Zone

| Change timezone lo | AmericaHalifax (Atantic Time - Nowva Scotia (most places). PED j

Save

Step 9

In the Time Server box, you must specify the following options:

Timeserver hostnames or addresses - Specify the time server hostname or
IP address.

Set hardware time too - Select the check box if you want to set the hardware
time as well.

Synchronize on schedule? - Specify one of the following options:

- No - Select the option if you do not want to synchronize the time specified in
the Run at selected time below options. Go to Step 10.

- Yes - Select the option if you want to synchronize the time. See options
below.

Simple Schedule - Specify if you want the time update to occur at a specific
time. If not, select the Run at times selected below option.

Times and dates are selected below - Specify the time you want the time
update to occur.
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Step 10 Click Sync and Apply.

Configuring Time Settings For Your System
To update the time settings for your system:

Step 1 From the System View, use the right mouse button (right-click) on the managed
host you want to update the time settings and select Config Management.

The web-based system administration interface login appears.
Step 2 Log-in to the System Administration interface. The default is:
Username: root
Password: <your root password>
D Note: The username and password are case sensitive.
Step 3 From the menu, select Managed Host Config > System Time.
The System Time window appears.
' Caution: The time settings window is divided into four sections. You must save

e \each setting before continuing. For example, when you configure System Time,
you must click Apply within the System Time section before continuing.

Step 4 In the System Time box, you must specify the current date and time you want to
assign to the managed host. Click Apply.

If you want to set the System Time to the same as the Hardware time, click Set
system time to hardware time.

System Time
.D.'r_.r h}d‘te [H-I:ll'th |"|’e.‘l IH-ull
Friday | | ey | | 2008 = 16 =103 =}z =]

Apphy | Set syetam lima 10 hardwara time J
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Step 5 In the Hardware Time box, you must specify the current date and time you want to
assign to the managed host. Click Save.

If you want to set the System Time to the same as the Hardware time, click Set
hardware time to system time.

ka Diale Manth hha Haum
Friday |

Sene | St hardwans fifme 10 syetamm fime |
Step 6 In the Time Zone box, select the time zone in which this managed host is located
using the Change timezone to list box. Click Save.

Change time zons Lo | AmericaHalifax (Afantic Tirme - Mova Scotia (most places). FEN) j

Save
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MANAGING HIGH AVAILABILITY

The High Availability (HA) feature ensures availability of STRM Log Manager data
in the event of a hardware or network failure. Each HA cluster consists of a primary
host and a secondary host that acts as a standby for the primary. The secondary
host maintains the same data as the primary host by one of two methods: data
replication or shared external storage. At regular intervals, every 10 seconds by
default, the secondary host sends a heartbeat ping to the primary host to detect
hardware and network failure. If the secondary host detects a failure, the
secondary host automatically assumes all responsibilities of the primary host.

For more information about Primary and Secondary HA, see Installation
Procedures in the STRM Log Manager Installation Guide.
An HA cluster consists of the following:

e Primary host - The primary host is the host for which you want to configure HA.
You can configure HA for any system (Console or non-Console) in your
deployment. When you configure HA, the IP address of the primary host
becomes the virtual cluster IP address; therefore, you must configure a new IP
address for the primary host.

« Secondary host - The secondary host is the standby for the primary host. If the
primary host fails, the secondary host automatically assumes all responsibilities
of the primary host.

« Virtual Cluster IP address - When you configure HA, the IP address of the
primary host becomes the Virtual Cluster IP address. In the event that the
primary host fails, the Virtual Cluster IP address will be assumed by the
secondary host.

This section includes:

e Adding an HA Cluster

» Editing an HA Cluster

+ Setting an HA Host Offline

« Setting an HA Host Online

» Restoring a Failed Host
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Adding an HA
Cluster

Step 1
Step 2

Step 3

Step 4
Step 5

i

The System and License Management window allows you to manage your HA
clusters.

Before adding an HA cluster, confirm the following:
e The secondary host you want to add must have a valid HA activation key.

e The secondary host you want to add must not already be a component in
another HA cluster.

e The primary and secondary host must have the same STRM Log Manager
software version installed.

e The primary and secondary host must be the same type: Console or
non-Console. For example, if the primary host is a Console, the secondary host
must also be a Console.

e The secondary host is located on the same subnet as the primary host.
e The new primary host IP address is set up on the same subnet.

e The secondary host must be configured with the same external iISCSI devices
(if any) as the primary host.

e The /store partition on the secondary host must be larger than the /store
partition on the primary host.

e The secondary host must use the same management interface specified as the
primary host. For example, if the primary host uses ETHO as the management
interface, the secondary host must also use ETHO.

« If you plan to enable disk replication, we recommend that there is at least a 1
GB connection between the primary host and secondary host.

To add an HA cluster:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the System and License Management icon.

The System and License Management window appears.
Select the host for which you want to configure HA.
From the Actions menu, select Add HA Host.

Note: If the primary host is a Console, a warning message appears to indicate that
user interface will restart after you add an HA host. Click OK to proceed.

The HA Wizard appears.
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Hll WAzand AL
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2 Entering Advanced High Availsbilty infosmation

Click Meat to conlinge, or Cancel 1o exit the wizard

[ Skip 1kes pags whven running the High Avalablity wizand

D Note: If you do not want to view the Welcome to the High Availability window

again, select the Skip this page when running the High Availability wizard check
box.

Step 6 Read the introductory text. Click Next.

The Select the High Availability Wizard Options window appears, automatically
displaying the IP address of the primary host (Host IP).
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FR Whrard
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Step 7 To configure the HA host information, configure the following parameters:

Table 5-1 HA Host Information Parameters

Parameter

Description

New Primary Host IP

Specify a new primary host IP address. The new
primary host IP is assigned to the primary host.
The previous IP address of the primary host
becomes the Cluster Virtual IP address. If the
primary host fails and the secondary host
becomes active, the Cluster Virtual IP address is
assigned to the secondary host.

Note: The new primary host IP address must be on
the same subnet as the Host IP.

Secondary Host IP

Specify the IP address of the secondary host you
want to add. The secondary host must be in the
same subnet as the primary host.

Enter the root password of the  Specify the root password for the secondary host.

host

Confirm the root password of Confirm the root password for the secondary host.

the host

Step 8 Optional. To configure advanced parameters:
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a To display the advanced option parameters, click the arrow beside Show

Advanced Options.

The advanced option parameters appear.

O Hide Advanced Opians
Heartheat Intervals {seconds):
10

Heartheat timeout (seconds):
20 -

Hetwork Connectivity Test

List peer IP addiesses (comina delimited):

Disk Synchronization Rate (MB/s):
100

b Configure the following parameters:

Table 5-2 Advanced Options Parameters

Parameter

Description

Heartbeat Intervals (seconds)

Specify the time, in seconds, you want to elapse
between heartbeat messages. The default is 10
seconds.

Heartbeat Timeout (seconds)

Specify the time, in seconds, you want to elapse
before the primary host is considered unavailable if
there is no heartbeat detected. The default is 30
seconds.

Network Connectivity Test
List peer IP addresses (comma
delimited)

Specify the IP address(es) of the host(s) you want to
ping to test the secondary host’s network
connection. The default is all other hosts in your
deployment.

Disk Synchronization Rate
(MB/s)

Specify or select the disk synchronization rate. The
default is 100 MB/s.

Disable Disk Replication

Select this option if you want to disable disk
replication.

Note: This option is only visible for non-Console
hosts.

¢ Click Next.

The Confirm the High Availability Wizard Options window appears.
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Confirm the High Availability Wizard options
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' Caution: If the primary host is configured with external storage, you must
s Aconfigure the secondary host with the same external storage before continuing.

Step 9 Review the information. Click Finish.

D Note: If Disk Synchronization is enabled, it can take 4 to 6 hours for the data to
initially synchronize.

D Note: If required, click Back to return to the Confirm the High Availability Wizard
options window to edit the information.

The System and License Management window displays the HA cluster you added.
Use the Arrow icon to display or hide the secondary host.

System and License Management asss ¥ gk fesisddy T et Baren- 0000 (1 @ |
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O wiwep ay 1o ol i) [ SFSELFA Bt
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The System and License Management window provides the status of your HA
clusters including:
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Table 5-3 HA Status Descriptions

Status

Description

Active

Specifies that the host is acting as the active system
with all services running. Either the primary or
secondary host can display the Active status. If the
secondary host is displaying the Active status,
failover has occurred.

Standby

Specifies that the host is acting as the standby
system. This status will only display for a secondary
host. The standby system has no services running. If
disk replication is enabled, the standby system is
replicating data from the primary host. If the primary
host fails, the standby system automatically
assumes the active role.

Failed

Specifies that the host is in a failed state. Both the
primary or secondary host can display the Failed
status:

- If the primary host displays the Failed status, the
secondary host takes over the services and
should now display the Active status.

+ If the secondary host displays the Failed status,
the primary host remains active, but is not
protected by HA.

A system in the failed state must be manually
repaired (or replaced), and then restored. See
Restoring a Failed Host.

Note: You may not be able to access a failed system
from the Console.

Synchronizing

Specifies that host is synchronizing data on the local
disk of the host to match the currently active system.

Note: This status only appears if disk replication is
enabled.

Online

Specifies that the host is online.

Offline

Specifies that the host is offline. All processes are
stopped and the host is not monitoring the heartbeat
from the active system. Both the primary or the
secondary can display the Offline status. While in the
Offline state, disk replication continues if it is
enabled.

Restoring

Once you select High Availability > Restore
System to restore a failed host (see Restoring a
Failed Host), this status specifies that system is in
the process of restoring.

Needs License

Specifies that a license key is required. See
Updating your License Key. In the Needs License
state, no processes are running.
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Editing an HA
Cluster

Using the Edit HA Host feature, you can edit the advanced options for your HA
cluster.
To edit an HA cluster:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the System and License Management icon.
The System and License Management window appears.
Step 4 Select the row for the HA cluster you want to edit.
Step 5 From the High Availability menu, select Edit HA Host.
The HA Wizard appears, displaying the Select the High Availability Wizard Options
window.

HA& Wiz d s

Select the High Availabilrty Wizard options

Host IP; 109000100210

High Availability Host Information O Fice Achemsd Oplore

Hew Primary Host iP: Heartheat intervals secondsi;
10100100 6 10

Secondary Host IP:

Hearilieat thsoul s conilsi:
0100 900 20 10 s

Metwaork Camnecthaty Test
List pien IP adddissmes (comma delimitedi:

Disk Synclionization Rate [MB s
108 =

Step 6 Edit the parameters in the advanced options section. See Table 5-2.
Step 7 Click Next.

The Confirm the High Availability Wizard Options window appears.
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Cenfirm the High Availability Wizard options
Hest WP 101001000210

High Availakility Host Imfarmatisn 0 e Adearced Opbors

Primany Hest IP: Heammhean Inperdal decemvis):
10,900, 100 216 o

Secondary Host WP Heambean Timesin jseconds):
10,900 10020 3

Henwoik Conpectieiry Test
List peer IP addvesses icomma delimited):

[visk Synchronization Rate {MB =:
100

¥ ihé primary ho#! o configured with exbémal Slocage thin (he Same exbémal Slemgs mus! be configured manuily
on the secondary systam bafoes Comtinuirg

<< Bk § nesi>> [ rniot | conen)

Step 8 Review the information. Click Finish.
The secondary host restarts and your HA cluster continues functioning.

Setting an HA Host  To set an HA host offline:
Offline

Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the System and License Management icon.
The System and License Management window appears.
Step 4 Select the HA host you want to set to offline.
Step 5 From the High Availability menu, select Set System Offline.

The status for the host changes to Offline. If you set the active system to offline,
the standby system becomes the active system. If you set the standby system to
offline, the standby system no longer monitors the heartbeat of the active system,
however, continues to synchronize data from the active system.
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Setting an HA Host  To set an HA host online:

Online

Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the System and License Management icon.
The System and License Management window appears.
Step 4 Select the offline HA host you want to set to online.
Step 5 From the High Availability menu, select Set System Online.

The status for the host changes to Online. When you set the secondary host to
online, the secondary host becomes the standby system. If you set the primary
host to online while the secondary system is currently the active system, the
primary host becomes the active system and the secondary host automatically
becomes the standby system.

Restoring a Failed If a host displays a status of Failed, a hardware or network failure occurred for that

Host

host.

D Note: Before you can restore the host using the user interface, you must manually
repair the host. For more information, see your network administrator.

To restore a failed system:
Step 1 Recover the failed host.

D Note: Recovering a failed host involves re-installing STRM Log Manager. For

more information about recovering a failed host, see the STRM Log Manager
Installation Guide. If you are recovering a primary host and your HA cluster uses
shared storage, you must manually configure iSCSI. For more information about
configuring iISCSI, see the Configuring iSCSI technical note.

Step 2 Click the Admin tab.
Step 3 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 4 Click the System and License Management icon.
The System and License Management window appears.
Step 5 Select the failed HA host you want to restore.
Step 6 From the High Availability menu, select Restore System.

The system restores the HA configuration on the failed host. The status of the host
changes through the following sequence:

a Restoring
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b Synchronizing (if disk synchronization is enabled)
¢ Standby (secondary host) or Offline (primary host)

If the restored host is the primary system, you must set the primary system to the
Online state. See Setting an HA Host Online.
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SETTING UP STRM LoG MANAGER

This chapter provides information on setting up STRM Log Manager including:
e Creating Your Network Hierarchy

e Scheduling Automatic Updates

« Configuring System Settings

« Configuring System Notifications

« Configuring the Console Settings

Creating Your
Network Hierarchy

Considerations

STRM Log Manager uses the network hierarchy to understand your network and
provide you with the ability to view network information for your entire deployment.

When you develop your network hierarchy, you should consider the most effective
method for viewing network activity. Note that the network you configure in STRM
Log Manager does not have to resemble the physical deployment of your network.
STRM Log Manager supports any network hierarchy that can be defined by a
range of IP addresses. You can create your network based on many different
variables, including geographical or business units.

Consider the following when defining your network hierarchy:

« Group together systems and user groups that have similar behavior. This
provides you with a clear view of your network.

« Do not group together servers that have unique behavior with other servers on
your network. For example, placing a unique server alone provides the server
greater visibility in STRM Log Manager allowing you to enact specific policies.

¢ Combine multiple Classless Inter-Domain Routings (CIDRS) or subnets into a
single network/group to conserve disk space. For example:

Group Description IP Address
1 Marketing 10.10.5.0/24
2 Sales 10.10.8.0/21
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Defining Your
Network Hierarchy

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Group Description IP Address
3 Database Cluster 10.10.1.3/32
10.10.1.4/32
10.10.1.5/32

Note: We recommend that you do not configure a network group with more than 15
objects. This may cause you difficulty in viewing detailed information for each

group.

You may also want to define an all-encompassing group so when you define new
networks, the appropriate policies and behavioral monitors are applied. For
example:

Group Subgroup IP Address
Cleveland Cleveland misc 10.10.0.0/16
Cleveland Cleveland Sales 10.10.8.0/21
Cleveland Cleveland Marketing 10.10.1.0/24

To define your network hierarchy:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the Network Hierarchy icon.

The Network Views window appears.

From the menu tree, select the areas of the network you want to add a network
component.

The Manage Group window appears for the selected network component.
Click Add.

The Add Network Object window appears.

Enter your network object values:

Table 6-1 Add New Object Parameters

Parameter Action

Group Specify the group for the new network object. Click Add Group
to specify the group.

Name Specify the name for the object.

Weight Specify the weight of the object. The range is 0 to 100 and

indicates the importance of the object in the system.

IP/CIDR(S) Specify the CIDR range(s) for this object. For more information
on CIDR values, see Accepted CIDR Values.
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Table 6-1 Add New Object Parameters (continued)

Parameter Action
Description Specify a description for this network object.
Color Specify a color for this object.

Database Length  Specify the database length.

Step 7 Click Save.
Step 8 Repeat for all network objects.
Step 9 Click Re-Order.
The Reorder Group window appears.
Step 10 Order the network objects in the desired order.
Step 11 Click Save.
|> Note: We recommend adding key servers as individual objects and grouping other
major but related servers into multi-CIDR objects.

Accepted CIDR Values

The following table provides a list of the CIDR values that STRM Log Manager
accepts:

Table 6-2 Accepted CIDR Values

CIDR Number of

Length Mask Networks Hosts

/1 128.0.0.0 128 A 2,147,483,392
2 192.0.0.0 64 A 1,073,741,696
13 224.0.0.0 32A 536,870,848
14 240.0.0.0 16 A 268,435,424
/5 248.0.0.0 8 A 134,217,712
/6 252.0.0.0 4A 67,108,856

17 254.0.0.0 2A 33,554,428

/8 255.0.0.0 1A 16,777,214

/9 255.128.0.0 128 B 8,388,352

/10 255.192.0.0 64 B 4,194,176

/11 255.224.0.0 32B 2,097,088

/12 255.240.0.0 16 B 1,048,544

/13 255.248.0.0 8B 524,272

114 255.252.0.0 4B 262,136

/15 255.254.0.0 2B 131,068

/16 255.255.0.0 1B 65,534

117 255.255.128.0 128 C 32,512
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Table 6-2 Accepted CIDR Values (continued)

CIDR Number of

Length Mask Networks Hosts
/18 255.255.192.0 64 C 16,256
/19 255.255.224.0 32C 8,128
120 255.255.240.0 16 C 4,064
121 255.255.248.0 8C 2,032
122 255.255.252.0 4C 1,016
123 255.255.254.0 2C 508
124 255.255.255.0 1C 254
125 255.255.255.128 2 subnets 124
126 255.255.255.192 4 subnets 62
127 255.255.255.224 8 subnets 30
128 255.255.255.240 16 subnets 14
129 255.255.255.248 32 subnets 6

/30 255.255.255.252 64 subnets 2

/31 255.255.255.254 none none
/132 255.255.255.255 1/256 C 1

For example, a network is called a supernet when the prefix boundary contains
fewer bits than the network's natural (such as, classful) mask. A network is called a
subnet when the prefix boundary contains more bits than the network's natural
mask:

» 209.60.128.0 is a class C network address with a mask of /24.
e 209.60.128.0 /22 is a supernet that yields:
209.60.128.0 /24
209.60.129.0 /24
209.60.130.0 /24
209.60.131.0 /24
« 192.0.0.0/25
Subnet Host Range
0192.0.0.1-192.0.0.126
1192.0.0.129-192.0.0.254
« 192.0.0.0 /26
Subnet Host Range
0192.0.0.1 - 192.0.0.62
1192.0.0.65 - 192.0.0.126
2192.0.0.129 - 192.0.0.190
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3192.0.0.193 - 192.0.0.254
« 192.0.0.0/27
Subnet Host Range
0192.0.0.1 - 192.0.0.30
1192.0.0.33 - 192.0.0.62
2192.0.0.65 - 192.0.0.94
3192.0.0.97 - 192.0.0.126
4192.0.0.129 - 192.0.0.158
5192.0.0.161 - 192.0.0.190
6192.0.0.193 - 192.0.0.222
7 192.0.0.225 - 192.0.0.254

Scheduling
Automatic Updates

i

STRM Log Manager uses system configuration files to provide useful
characterizations of network data flows. You can update your configuration files
automatically or manually using the STRM Log Manager interface to make sure
your configuration files contain the latest network security information. The
updates, located on the Juniper customer support web site, include threats,
vulnerabilities, and geographic information from various security related web sites.

Note: In an HA deployment, once you update your configuration files on the
primary host and deploy your changes, the updates are automatically performed
on the secondary host. If you do not deploy your changes, the updates are
performed on the secondary host through an automated process that runs hourly.

You can configure the automatic updates to include minor updates (such as on-line
Help or updated scripts), major updates (such as updated JAR files), or DSM
updates. You can configure the automatic updates function to download and install
minor updates. Major updates and DSM updates must be downloaded and
installed manually. The Console must be connected to the Internet to receive the
updates.

Note: We do not guarantee the accuracy of the third-party information contained
on the above-mentioned web sites.

STRM Log Manager allows you to either replace your existing configuration files or
integrate the updates with your existing files to maintain the integrity of your
current configuration and information.

You can also update the configuration files for all systems in your STRM Log
Manager deployment. However, the views must currently exist in your deployment
editor. For more information on using the deployment editor, see Chapter 7 Using
the Deployment Editor.
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' Caution: Failing to build your deployment map before you configure automatic or
I\ manual updates results in your remote systems not being updated.

This section includes:

» Scheduling Automatic Updates

e Updating Your Files On-Demand

Scheduling  To schedule automatic updates:
Automatic Updates

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 Click the Auto Update icon.
The Auto Update Configuration window appears.

Step 4 Configure the update method and types of updates you want to receive using the
Choose Updates box:

Choaose Updates
Ugsidats Mathiod (At Integrate =]
Weekly Updates [Enabled =]
Minor Updates [instal =
ajor pdates m
DSM Updates Download El
Dowmload Path lf‘ih:lr'EI'Ll:lﬂflgEE'rq'ILEEISI:EgIﬂg.I'LIFII

Table 6-3 Choose Updates Configuration Parameters

Parameter Description

Update Method Using the drop-down list box, select the method you want to use
for updating your system including:

« Auto Integrate - Integrates the new configuration files with
your existing files to maintain the integrity of your information.
This is the default.

« Auto Update - Replaces your existing configuration files with
the new configuration files.

Weekly Updates  Weekly updates include vulnerability, QID map updates, and
security threat information. Using the drop-down list box, select
one of the following:

« Enabled - Allows weekly updates for your system. This is the
default.

- Disabled - Disables the option for your system to receive
weekly updates.
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Table 6-3 Choose Updates Configuration Parameters (continued)

Parameter

Description

Minor Updates

Minor updates include such items as additional on-line Help
content or updated scripts. Using the drop-down list box, select
one of the following options for minor updates:

Disabled - Disables the option for your system to receive
minor updates.

Download - Downloads the minor updates to the designated
download path location. See the readme file in the download
files for installation instructions.

Install - Automatically installs minor updates on your system.
This is the default.

Major Updates

Major updates require service interruptions to install. Major
updates include such items as updated JAR files. Using the
drop-down list box, select one of the following options for major
updates:

Disabled - Disables the option for your system to receive
major updates. This is the default.

Download - Downloads the major updates to the designated
download path location. See the readme file in the download
files for installation instructions.

DSM Updates

Using the drop-down list box, select one of the following options
for DSM updates:

Disabled - Disables the option for your system to receive
DSM updates.

Download - Downloads the DSM updates to the designated
download path location. This is the default. See the readme
file in the download files for installation instructions.

Download Path

Specify the directory path location to which you want to store
DSM, minor, and major updates.

Step 5 Configure the server settings:

Webserer
Direciory

Proxy Server
Proxy Part
Prosy Username

Proocy Password

Server Configuration

hilps_fgrmmunity.q1labs.com/

auloupdates’
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Table 6-4 Server Configuration Parameters

Parameter

Description

Webserver

Specify the web server from which you want to obtain the
updates. The default web site is:

http://www.juniper.net/support/

Directory

Specify the directory location on which you want to store the
updates. The default is autoupdates/.

Proxy Server

Specify the URL for the proxy server.

Proxy Port

Specify the port for the proxy server.

Proxy Username

Specify the necessary username for the proxy server. A
username is only required if you are using an authenticated

proxy.

Proxy Password

Specify the necessary password for the proxy server. A
password is only required if you are using an authenticated

proxy.

Step 6 Configure the update settings:

[ Deploy changes I Sendfesdback

Uprdate Settings

Backuy Retention Period (days) | 30 »  Backup Location ||'5'|I:|r'F'_..'|.'|ﬂl'. kuprauioupds

Table 6-5 Update Settings Parameters

Parameter

Description

Deploy changes

Select the check box if you want to deploy update changes
automatically. If the check box is clear, a system notification
appears in the Dashboard indicating that you must deploy
changes. By default, the check box is clear.

Send feedback

Select the check box if you want to send feedback to Juniper
Networks regarding the update. Feedback is sent automatically
using a web form if any errors occur with the update. By default,
the check box is clear.

Backup Retention
Period (days)

Specify the length of time, in days, that you want to store files
that may be replaced during the update process. The files will be
stored in the location specified in the Backup Location
parameter.

Backup Location

Specify the location that you want to store backup files.

Step 7 Configure the schedule for updates:

Schedule Updates.

Schadulad Dpdate Faquancy Haiig Wik D Ml Dy
Weeakh bl T Ak ¥ bonday ""I d |
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Updating Your Files
On-Demand

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
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Table 6-6 Schedule Update Parameters

Parameter Description

Schedule Update Using the drop-down list box, select the frequency you want to
Frequency receive updates. The options are Disabled, Weekly, Monthly, or
Daily. The default is Weekly.

Hour Using the drop-down list box, select the time of day you want
your system to update. The default is 1 am.

Week Day This option is only available if you select Weekly as the update
frequency. Using the drop-down list box, select the day of the
week you want to receive updates. The default is Monday.

Month Day This option is only active when you select Monthly as the update
frequency. Using the drop-down list box, select the day of the
month you want to receive updates.

Click Save.

If you selected the Deploy Changes check box in Step 6, the updates are enforced
through your deployment. Once the automatic update process is complete, a
system notification appears in the Dashboard. For more information, see the
STRM Log Manager Users Guide.

You can update your files, whenever necessary, using the Auto Update window.

To update your files:

Click the Admin tab.

In the navigation menu, click System Configuration.
The System Configuration panel appears.

Click the Auto Update icon.

The Auto Update Configuration window appears.

In the Update Method drop-down list box, select the method you want to use for
updating your files:

» Auto Integrate - Integrates the new configuration files with your existing files to
maintain the integrity of your information.

+ Auto Update - Replaces your existing configuration files with the new
configuration files.

Click Save and Update Now.
From the Admin tab menu, click Deploy Changes.

If you selected the Deploy Changes check box in the Update Settings box, the
updates are enforced through your deployment. Once the automatic update
process is complete, a system notification appears in the Dashboard. For more
information, see the STRM Log Manager Users Guide.
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Configuring
System Settings

Step 1
Step 2

Step 3

Step 4

Using the Admin tab, you can configure the system, database, and sentry settings.

To configure system settings:

Click the Admin tab.

In the navigation menu, click System Configuration.

The System Configuration panel appears.

Click the System Settings icon.

The System Settings window appears.

Enter values for the parameters:

Table 6-7 System Settings Parameters

Parameter

Description

System Settings

Administrative Email
Address

Specify the e-mail address of the designated system
administrator. The default is root@localhost.

Alert Email From Address

Specify the e-mail address from which you want to
receive e-mail alerts.

Delete Root Mail

Root mail is the default location for host context
messages. Specify one of the following:

+ Yes - Delete the local administrator e-mail. This is the
default.

* No - Do not delete local administrator e-mail.

Temporary Files
Retention Period

Specify the time period the system stores temporary files.
The default is 6 hours.

Audit Log Enable

Enables or disables the ability to collect audit logs. You
can view audit log information using the Events interface.
The default is Yes.

Coalescing Events

Enables or disables the ability for a log source to coalesce
(bundle) events. This value applies to all log sources.
However, if you want to alter this value for a specific log
source, edit the Coalescing Event parameter in the log
source configuration. For more information, see the Log
Sources Users Guide.

The default is Yes.

Store Event Payload

Enables or disables the ability for a log source to store
event payload information. This value applies to all auto
detected log sources. However, if you want to alter this
value for a specific log source, edit the Event Payload
parameter in the log source configuration. For more
information, see the Log Sources Users Guide.

The default is Yes.

STRM Log Manager Administration Guide



Configuring System Settings 55

Table 6-7 System Settings Parameters (continued)

Parameter

Description

Global Iptables Access

Specify the IP address of a non-Console system that does
not have IP tables configuration to which you want to
enable direct access. To enter multiple systems, enter a
comma-separated list of IP addresses.

Syslog Event Timeout
(minutes)

Specify the amount of time, in minutes, that the status of a
syslog device is recorded as error if no events have been
received within the timeout period. The status appears in
the Log Sources window (for more information, see the
Log Sources Users Guide). The default is 720 minutes
(12 hours).

Database Settings

User Data Files

Specify the location of the user profiles. The default is
[/store/users.

Database Storage
Location

Specify the location of the database files. The default
location is /store/db.

Ariel Database Settings

Log Source Storage
Location

Specify the location that you want to store the log source
information. The default location is /store/ariel/events.

Log Source Data
Retention Period

Specify the amount of time that you want to store the log
source data. The default is 30 days.

Search Results Retention
Period

Using the drop-down list box, select the amount of time
you want to store event search results. The default is 1
day.

Maximum Real Time
Results

Specify the maximum number of results you want to view
in the Events interface. The default is 10,000.

Reporting Max Matched
Results

Specify the maximum number of results you want a report
to return. This value applies to the search results in the
Events interface. The default is 1,000,000.

Command Line Max
Matched Results

Specify the maximum number of results you want the
command line to return. The default is O.

Web Execution Time Limit

Specify the maximum amount of time, in seconds, you
want a query in the interface to process before a time-out
occurs. This value applies to the search results in the
Events interface. The default is 600 seconds.

Reporting Execution Time
Limit

Specify the maximum amount of time, in seconds, you
want a reporting query to process before a time-out
occurs. The default is 57,600 seconds.

Command Line Execution
Time Limit

Specify the maximum amount of time, in seconds, you
want a query in the command line to process before a
time-out occurs. The default is 0 seconds.

Event Log Hashing

Enables or disables the ability for STRM Log Manager to
store a hash file for every stored event log file. The default
is No.
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Table 6-7 System Settings Parameters (continued)

Parameter

Description

Hashing Algorithm

You can use a hashing algorithm for database storage
and encryption. You can use one of the following hashing
algorithms:

+ Message-Digest Hash Algorithm - Transforms digital
signatures into shorter values called Message-Digests
(MD).

« Secure Hash Algorithm (SHA) Hash Algorithm -
Standard algorithm that creates a larger (60 bit) MD.

Specify the log hashing algorithm you want to use for your
deployment. The options are:

« MD2 - Algorithm defined by RFC 1319.
« MDS5 - Algorithm defined by RFC 1321.

« SHA-1 - Default. Algorithm defined by Secure Hash
Standard (SHS), NIST FIPS 180-1.

« SHA-256 - Algorithm defined by the draft Federal
Information Processing Standard 180-2, SHS.
SHA-256 is a 256 bit hash algorithm intended for 128
bits of security against security attacks.

« SHA-384 - Algorithm defined by the draft Federal
Information Processing Standard 180-2, SHS.
SHA-384 is a bit hash algorithm is provided by
truncating the SHA-512 output.

« SHA-512 - Algorithm defined by the draft Federal
Information Processing Standard 180-2, SHS.
SHA-512 is a bit hash algorithm intended to provide
256 bits of security.

Transaction Sentry Settings

Transaction Max Time
Limit

A transaction sentry detects unresponsive applications
using transaction analysis. If an unresponsive application
is detected, the transaction sentry attempts to return the
application to a functional state.

Using the drop-down list box, select the length of time you
want the system to check for transactional issues in the
database. The default is 10 minutes.

Resolve Transaction on
Non-Encrypted Host

Using the drop-down list box, select whether you want the
transaction sentry to resolve all erroneous conditions
detected on the Console or non-encrypted managed
hosts.

If you select No, the conditions are detected and logged
but you must manually intervene and correct the error.
The default is Yes.
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Table 6-7 System Settings Parameters (continued)

Parameter

Description

Resolve Transaction on

Encrypted Host

Using the drop-down list box, select whether you want the
transaction sentry to resolve all erroneous conditions
detected on the encrypted managed host.

If you select No, the conditions are detected and logged
but you must manually intervene and correct the error.
The default is Yes.

SNMP Settings

SNMP Version

Using the drop-down list box, choose one of the following

options:

» Disabled - Specify if you do not want SNMP
responses in the STRM Log Manager custom rules
engine. Disabling SNMP indicates that you do not want
to accept events using SNMP.

+ SNMPv3 - Specify if you want to use SNMP version 3
in your deployment.

« SNMPv2c - Specify if you want to use SNMP version 2
in your deployment.

SNMPv2c Settings

Destination Host

Specify the IP address to which you want to send SNMP
notifications.

Destination Port

Specify the port to which you want to send SNMP
notifications. The default is 162.

Community

Specify the SNMP community, such as public.

SNMPv3 Settings

Destination Host

Specify the IP address to which you want to send SNMP
notifications.

Destination Port

Specify the port to which you want to send SNMP
notifications. The default is 162.

User Name

Specify the name of the user you want to access SNMP
related properties.

Security Level

Specify the security level for SNMP. The options are:

« NOAUTH_NOPRIV - Indicates no authorization and no
privacy. This the default.

» AUTH_NOPRIV - Indicates authorization is permitted
but no privacy.

« AUTH_PRIV - Allows authorization and privacy.

Authentication Protocol

Specify the algorithm you want to use to authenticate
SNMP traps.

Authentication Password

Specify the password you want to use to authenticate
SNMP.

Privacy Protocol

Specify the protocol you want to use to decrypt SNMP
traps.
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Table 6-7 System Settings Parameters (continued)

Parameter Description
Privacy Password Specify the password used to decrypt SNMP traps.
Step 5 Click Save.
The STRM Log Manager Admin tab appears.
Step 6 From the Admin tab menu, select Advanced > Deploy Full Configuration.
Configuring You can configure global system performance alerts for thresholds using the
System STRM Log Manager Admin tab. This section provides information for configuring
Notifications your global system thresholds.
To configure global system thresholds:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
step 3 Click the Global System Notifications icon.
The Global System Notifications window appears.
Step 4 Enter values for the parameters. For each parameter, you must select the following

options:
« Enabled - Select the check box to enable the option.
« Respond if value is - Specify one of the following options:

- Greater Than - An alert occurs if the parameter value exceeds the
configured value.

- Less Than - An alert occurs if the parameter value is less than the
configured value.

Table 6-8 Global System Notifications Parameters

Parameter Description

User CPU usage Specify the threshold percentage of user CPU usage.

Nice CPU usage Specify the threshold percentage of user CPU usage at
the nice priority.

System CPU usage Specify the threshold percentage of CPU usage while
operating at the system level.

Idle CPU usage Specify the threshold percentage of idle CPU time.

Percent idle time Specify the threshold percentage of idle time.

Run queue length Speqify the threshold number of processes waiting for
run time.

Number of processes in  Specify the threshold number of processes in the
the process list process list.
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Table 6-8 Global System Notifications Parameters (continued)

Parameter

Description

System load over 1
minute

Specify the threshold system load average over the last
minute.

System load over 5
minutes

Specify the threshold system load average over the last 5
minutes.

System load over 15
minutes

Specify the threshold system load average over the last
15 minutes.

Kilobytes of memory free

Specify the threshold amount, in kilobytes, of free
memory.

Kilobytes of memory used

Specify the threshold amount, in kilobytes, of used
memory. This does not consider memory used by the
kernel.

Percentage of memory
used

Specify the threshold percentage of used memory.

Kilobytes of cached swap
memory

Specify the threshold amount of memory, in kilobytes,
shared by the system.

Kilobytes of buffered
memory

Specify the threshold amount of memory, in kilobytes,
used as a buffer by the kernel.

Kilobytes of memory used
for disc cache

Specify the threshold amount of memory, in kilobytes,
used to cache data by the kernel.

Kilobytes of swap memory
free

Specify the threshold amount of free memory, in
kilobytes.

Kilobytes of swap memory
used

Specify the threshold amount of free swap memory, in
kilobytes.

Percentage of swap used

Specify the threshold percentage of used swap space.

Number of interrupts per
second

Specify the threshold number of received interrupts per
second.

Received packets per
second

Specify the threshold number of packets received per
second.

Transmitted packets per
second

Specify the threshold number of packets transmitted per
second.

Received bytes per
second

Specify the threshold number of bytes received per
second.

Transmitted bytes per
second

Specify the threshold number of bytes transmitted per
second.

Received compressed
packets

Specify the threshold number of compressed packets
received per second.

Transmitted compressed
packets

Specify the threshold number of compressed packets
transmitted per second.

Received multicast
packets

Specify the threshold number of received Multicast
packets per second.

Receive errors

Specify the threshold number of corrupt packets received
per second.
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Table 6-8 Global System Notifications Parameters (continued)

Parameter

Description

Transmit errors

Specify the threshold number of corrupt packets
transmitted per second.

Packet collisions

Specify the threshold number of collisions that occur per
second while transmitting packets.

Dropped receive packets

Specify the threshold number of received packets that
are dropped per second due to a lack of space in the
buffers.

Dropped Transmit
packets

Specify the threshold number of transmitted packets that
are dropped per second due to a lack of space in the
buffers.

Transmit carrier errors

Specify the threshold number of carrier errors that occur
per second while transmitting packets.

Receive frame errors

Specify the threshold number of frame alignment errors
that occur per second on received packets.

Receive fifo overruns

Specify the threshold number of First In First Out (FIFO)
overrun errors that occur per second on received
packets.

Transmit fifo overruns

Specify the threshold number of First In First Out (FIFO)
overrun errors that occur per second on transmitted
packets.

Transactions per second

Specify the threshold number of transfers per second
sent to the system.

Sectors written per
second

Specify the threshold number of sectors transferred to or
from the system

Step 5 Click Save.

Step 6

The STRM Log Manager Admin tab appears.

From the Admin tab menu, click Deploy Changes.

Configuring the
Console Settings

The STRM Log Manager Console provides the interface for STRM Log Manager.
This Console is also used to manage distributed STRM Log Manager
deployments.

The Console is accessed from a standard web browser. When you access the
system, a prompt appears for a user name and password, which must be
configured in advance by the STRM Log Manager administrator. STRM Log
Manager supports the following web browsers:

Internet Explorer 7.0
Mozilla Firefox 3.0

STRM Log Manager Administration Guide



Configuring the Console Settings 61

To configure STRM Log Manager Console settings:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
step 3 Click the Console icon.
The Console Settings window appears.

QRada Console Settings

Console Settings

Enable 30 qraphs in the user inteface Yoo [

Rests Par Page [0

Posistent Session TINGH (in days) T

Maxinmum Login Failwres. ’57:

Lagin Failure Attempt Window (in mimtes) lwi:

Logins Foilut & Block Tirme (it nines) o

Login Host Whiitelist |

nactivity Tameout (in minites) lnit

Login Message File |

Event Penmission Precedence Hone w

Enable DNS Laokups Tor Host kientiny True Bl

Report Retention Period 0

Inchule Header in C5W Exports Mo

Maxmmum Simultaneous Exports '17:
Save

Step 4 Enter values for the parameters:

Table 6-9 STRM Log Manager Console Management Parameters

Parameter Description

Console Settings

Enable 3D graphs inthe  Using the drop-down list box, select one of the following:

user interface « Yes - Displays Dashboard graphics in 3-dimensional

format.

» No - Displays Dashboard graphics in 2-dimensional
format.

Results Per Page Specify the maximum number of results you want to
display in the main STRM interface. This parameter
applies to the Events and Reports interfaces. For
example, if the Default Page Size parameter is configured
to 50, the Events interface displays a maximum of 50
events.

The default is 40.
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Table 6-9 STRM Log Manager Console Management Parameters (continued)

Parameter

Description

Authentication Settings

Persistent Session
Timeout (in days)

Specify the length of time, in days, that a user system will
be persisted, in days. The default is 0, which disables this
features and the remember me option upon login.

Maximum Login Failures

Specify the number of times a login attempt may fail. The
default is 5.

Login Failure Attempt
Window (in minutes)

Specify the length of time during which a maximum login
failures may occur before the system is locked. The
default is 10 minutes.

Login Failure Block Time
(in minutes)

Specify the length of time that the system is locked if the
the maximum login failures value is exceeded. The
default is 30 minutes.

Login Host Whitelist

Specify a list of hosts who are exempt from being locked
out of the system. Enter multiple entries using a
comma-separated list.

Inactivity Timeout (in
minutes)

Specify the amount of time that a user will be
automatically logged out of the system if no activity
occurs.

Login Message File

Specify the location and name of a file that includes
content you want to appear on the STRM Log Manager
log in window. This file may be in text or HTML format and
the contents of the file appear below the current log in
window.

Event Permission
Precedence

Using the drop-down list box, specify the level of network
permissions you want to assign to users. This affects the
events that appear in the Events interface. The options
include:

« Network Only - A user must have access to either the
source network or the destination network of the event
to have the event appear in the Events interface.

- Devices Only - A user must have access to either the
device or device group that created the event to have
the event appear in the Events interface.

« Networks and Devices - A user must have access to
both the source or the destination network and the
device or device group to have an event appear in the
Events interface.

« None - All events appear in the Events interface. Any
user with Events role permissions are able to view all
events.

Note: For more information on managing users, see
Chapter 2 Managing Users.

DNS Settings
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Table 6-9 STRM Log Manager Console Management Parameters (continued)

Parameter

Description

Enable DNS Lookups for
Host Identity

Enable or disable the ability for STRM Log Manager to
search for host identity information. When enabled, this
information is available using the right-mouse button
(right-click) on any IP address or asset name in the
interface. The default is True.

Reporting Settings

Report Retention Period

Specify the period of time, in days, that you want the
system to maintain reports. The default is 30 days.

Data Export Settings

Include Header in CSV
Exports

Specify whether you want to include a header in a CSV
export file.

Maximum Simultaneous
Exports

Specify the maximum number of exports you want to
occur at one time.

step 5 Click Save.

Step 6 From the Admin tab menu, click Deploy Changes.

STRM Log Manager Administration Guide






6 MANAGING BACKUP AND
RECOVERY

You can backup and recover configuration information and data for STRM Log
Manager.

Note: The restore process only restores your configuration information. For
D assistance in restoring your data, see the Restoring Your Data Technical Note.

This chapter provides information on managing backup and recovery of including:

¢ Managing Backup Archives

e Backing Up Your Information

» Restoring Your Configuration Information

Managing Backup Using the Admin tab, you can:
Archives « View your successful backup archives. See Viewing Back Up Archives.
e Import an archive file. See Importing an Archive.

« Delete an archive file. See Deleting a Backup Archive.

Viewing Back Up  To view all successful backups:
Archives

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 Click the Backup and Recovery icon.

The Backup Archives window appears providing the following information,
depending on the status of the backup processes:

« If there are no backup archives, a message appears indicating no backup
archives have been created.

« If a backup is in progress, a status window appears to indicate the duration of
the current backup, which user/process initiated the backup, and provides you
with the option to cancel the backup.
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« If there are existing backup archives, the list of the successful backup archives
that exists in the database appears. If a backup file is deleted, it is removed
from the disk and from the database. Also, the entry is removed from this list
and an audit event is generated to indicate the removal. Each archive file
includes the data from the previous day. The list of archive is sorted by the Time
Initiated column in descending order.

|B;||:|(|,|P Archives On Demand Badup g Aesdons i QA Configuis (7]
Existing Backups
Huost Nains Typa Size Time Initiated D ation Initialized By
| ZERhYY_3 nightty | confia | 233 WE | 2009-08-02 DOCO0:00 | 1m 308 grheduled_Intiation
zephyr_3 nightly |config | 233 MB 2009-08-01 00:00:00 1m 285 scheduled_iniliation

Upload Archive: Browsa.. I Upload I

The Backup Archives window provides the following information for each backup

archive.

Table 7-1 Backup Archive Window Parameters

Parameter

Description

Host

Specifies the host that initiated the backup process.

Name

Specifies the name of the backup archive. To view the backup
file, click the name of the backup. You can only download a
backup created on a Console.

Type

Specifies the type of backup. The options are:
» config (configuration data)
- data (events information)

Size

Specifies the size of the archive file.

Time Initiated

Specifies the time that the backup file was initiated.

Duration

Specifies the time to complete the backup process.

Initialized By

Specifies whether the backup file was created by a user or
through a scheduled process.
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Importing an Archive To import a STRM Log Manager backup archive file:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the Backup and Recovery icon.
The Backup Archives window appears.

|Bm:h:|,|p Archives On Demand Backup g™ Resdons o Qo Canfiguis (7]

Existing Backups

Huost Hains Type Size Time Initiated D altion Initialized By
[Zephwr_3 | niohtly  [config | 23.3MB | 2009-06-02 00:00:00 | 1m 308 stheduled_intiation
zephyr_3 nightly |confis | 23.3MB 2009-08-01 00:00:00 1m 28s scheduled_iniliation

Upload Archive: Browse.. I Uplaad I

Step 4 In the Upload Archive field, click Browse.

The File Upload window appears.

Step 5 Select the archive file you want to upload. The archive file must include a .tgz
extension. Click Open.

Step 6 Click Upload.

Deleting a Backup  To delete a backup archive:

Archive
D Note: To delete a backup archive file, the backup archive file and the Host Context

component must reside on the same system. The system must also be in
communication with the Console and no other backup can be in progress.

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 Click the Backup and Recovery icon.
The Backup Archives window appears.
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Step 4
Step 5
Step 6
Step 7

iBachup Archives On Demand Back

ip -'_I i G Configuis ﬂ

Existing Backups

Huost Nains Type Size Time Initiated

[zephwr_3  |piohy |confiy | 23.3MB | 2009-06-02 00:00:00 _
zephyr_3 nightly |config | 23.3MB 2009-08-01 00:00:00

Uptoad Archive Browiza.. I Upload I

Select the archive you want to delete.
Click Delete.

A confirmation window appears.
Click Ok.

D altion Initialized By

[ 1m 30s ' stheduled_Iniiation
1m 285 scheduled_iniliation

Backing Up Your
Information

Scheduling Your
Backup

Step 1
Step 2

Step 3

Step 4

You can backup your configuration information and data using the Backup
Recovery Configuration window. By default, STRM Log Manager creates a backup

archive of your configuration information every night
includes configuration and/or data from the previous

You can backup your information using one of the fol

at midnight and the backup
day.

lowing methods:

« Creating a configuration only backup. See Initiating a Backup.

« Scheduling a nightly backup. See Scheduling Your Backup.

« Copying a backup archive file to the system on which you want to restore the
archive. You can then restore the data. See Restoring Your Configuration

Information.

This section provides information on both methods of backing up your data

including:
» Scheduling Your Backup
+ Initiating a Backup

To schedule your backup process:

Click the Admin tab.

In the navigation menu, click System Configuration.

The System Configuration panel appears.
Click the Backup and Recovery icon.
The Backup Archives window appears.
Click Configure.
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The Backup Recovery Configuration window appears.

Backup Recovery Configuration [ 7]

Geineral Backugs Configuration

Backup Repasitory Path Isforefbackup
Backup Retertion Period (days) 2 =

Mighthy Backup Schadule
Mo Hightly Backups
2 Configur aticn Backup Only

" Configur ation and Data Backups
Coaifigun tion Only Backup

Backup Tiree Lianit {miny 180 -

HEH =]
Backup Priority Meadium and high prionties will have 3 greater impact
an systemn pedormance

'Data Backup

Backup Tiorwe Linnit {iming 1020 =

Backup Priority LiCiw bl

For changes to take effect, click Deploy Changes in the Admin tals mea.

_Savs |_Concal

Step 5 Enter values for the parameters:

Table 7-2 Backup Recovery Configuration Parameters

Parameter Description

General Backup Configuration

Backup Specifies the location you want to store your backup file. This

Repository Path path must exist before the backup process is initiated. If this path
does not exist, the backup process aborts. The default is
/store/backup.

Backup Retention Specify the length of time, in days, that you want to store backup
Period files. The default is 2 days.

Note: This period of time only affects backup files generated as a
result of a scheduled process. Manually initiated or imported
backup files are not affected by this value.
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Table 7-2 Backup Recovery Configuration Parameters (continued)

Parameter Description
Nightly Backup Select one of the following options:
Schedule

« No Nightly Backups - Disables the creation of a backup
archive on a daily basis.

« Configuration Backup Only - Enables the creation of a daily
backup at midnight that includes configuration information
only.

» Configuration and Data Backups - Enables the creation of a
daily backup at midnight that includes configuration
information and data. If you select the Configuration and Data
Backups option, you can select the hosts you want to backup.

Configuration backups includes the following components:
« Custom rules

« Event searches

« Log sources

« Groups

« Event categories

» Device Support Modules (DSMs)

« User and user roles information

« License key information

Data backups includes the following information:
- Event data

« Report data

« Audit log information

Configuration Only Backup

Backup Time Limit Specify the length of time, in minutes, that you want to allow the
backup to process. The default is 180 minutes. If the backup
process exceeds the configured time limit, the backup will
automatically be canceled.

Backup Priority Specify the level of importance (LOW, MEDIUM, HIGH) that you
want the system to place on the configuration information backup
process compared to other processes. A priority of medium or
high will have a greater impact on system performance.

Data Backup

Backup Time Limit Specify the length of time, in minutes, that you want to allow the

(min) backup to process. The default is 1020 minutes. If the backup
process exceeds the configured time limit, the backup will
automatically be canceled.

Backup Priority Specify the level of importance (LOW, MEDIUM, HIGH) you want
the system to place on the data backup process compared to
other processes. A priority of medium or high will have a greater
impact on system performance.
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Step 6 Click Save.
Step 7 From the Admin tab menu, click Deploy Changes.

Initiating a Backup  To manually initiate a backup of your configuration information:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the Backup and Recovery icon.
The Backup Archives window appears.

Backup Archives On Demand Bagup 2= Festors ) Detete O Conigue B

Existing Backups

| Host | M | Type Size I Time Initiated | Dvum aionn Initialized By
|Zephw_3  [neohiy | config | 23.3MB | 2003-08-02 D0:00:00 | 1m 30s | Scheduled_|nitiation
zephyr_3 nightly |config | 23.3MB 2009-08-01 00:00:00 1m 28s scheduled_iniliation

Upload Archive: Browese.. | Upload

Step 4 Click On Demand Backup.

The Create a Backup window appears.

iCruti a Backup a

4 WARNING
We recommend thal you Backup your system during penods of low 0ad, Dunng the Dackup process, svstem perommancs
may b afectad.

Marme
Dascriplion
Type [ canfig

Run Backup | Caneal

Step 5 Enter values for the following parameters:

» Name - Specify a unique name you want to assign to this backup file. The name
must be a maximum of 100 alphanumeric characters. Also, the name may
contain following characters: underscore (_), dash (-), or period (.).

« Description - Specify a description for this backup. The name can be up to 255
characters in length.

Step 6 Click Run Backup.
A confirmation window appears.
Step 7 Click OK.
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Restoring Your You can restore configuration information from existing backup archives using the
Configuration Restore a Backup window. You can only restore a backup archive created within
Information the same release of software. For example, if you are running STRM Log Manager

2009.2, the backup archive must of been created in STRM Log Manager 2009.2.

You can restore configuration information in the following scenarios:

« Restore backup archive on a system that has the same IP address as the
backup archive. See Restoring on a System with the Same IP Address.

« Restore backup archive on system with a different IP address than the backup
archive. See Restoring to a System with a Different IP Address.

Note: If the backup archive originated on a NATed Console system, you can only
restore that backup archive on a NATed system.

Restoring on a  To restore your configuration information on a system that has the same IP
System with the address as the backup archive:
Same IP Address

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 Click the Backup and Recovery icon.
The Backup Archives window appears.

Step 4 Select the archive you want to restore.

Step 5 Click Restore.
The Restore a Backup window appears.

Restore a Backup ﬂ
YOWARNING
Dwring the restore process all processes cease funclloning, you will not be able bo access your data, and no
data will be collected.

L1l ighthy

Descriptior nighil_backup

Type onfg

B2 i orme

Restore Cancel

Step 6 To restore specific items in the archive:
a Clear the All Items check box.
The list of archived items appears.
b Select the check box for each item you want to restore.
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step 7 Click Restore.

A confirmation window appears. Each backup archive includes IP address
information of the system from which the backup archive was created.

Step 8 Click Ok.

The restore process begins. This process may take an extended period of time.
When complete, a message appears.

Step 9 Click Ok.
Step 10 Choose one of the following options:

a Ifthe STRM Log Manager interface was closed during the restore process,
open a browser and log in to STRM Log Manager.

b If the STRM Log Manager interface was not closed, refresh your browser.

A window appears providing the status of the restore process. This window
provides any errors for each host. This window also provides instructions for
resolving errors that have occurred.

Step 11 Follow the instructions on the status window.

Note: The restore process only restores your configuration information. For
assistance in restoring your data, see the Restoring Your Data Technical Note.

DNote: If the backup archive originated on an HA cluster, you must click Deploy

Changes to restore the HA cluster configuration after the restore is complete. If
disk replication is enabled, the secondary host immediately synchronizes data
once the system is restored. If the secondary host was removed from the
deployment after backup was performed, the secondary host displays a Failed
status in the System and License Management window.

Restoring to a  To restore your configuration information on a system with a different IP address
System with a  than the backup archive:
Different IP Address

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 Click the Backup and Recovery icon.
The Backup Archives window appears.

Step 4 Select the archive you want to restore.

step 5 Click Restore.

The Restore a Backup window appears. Since the IP address of the system on
which you want to restore the information does not match the IP address of the
backup archive, a message appears indicating that you must stop iptables on each
managed host in your deployment
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Step 6 To restore specific items in the archive:
a Clear the All Items check box.
The list of archived items appears.
b Select the check box for each item you want to restore.
Step 7 Stop IP tables:
a Log into the managed host, as root.
b Enter the following command:
service iptables stop
¢ Repeat for all managed hosts in your deployment.
Step 8 In the Restore a Backup window, click Test Host Access.
The Restore a Backup (Managed Hosts Accessibility) window appears.

Restore a Backup (Managed Hosts Accessibility) [ 7]
Host Mame IP Adidiress . Access Status
nads 17216.40.45 Qe

Restore J Test Hosts Aocess ] Cancel |

Table 7-3 provides the following information:

Table 7-3 Restore a Backup (Managed Host Accessibility Parameters

Parameter Description
Host Name Specifies the managed host name.
IP Address Specifies the IP address of the managed host.
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Table 7-3 Restore a Backup (Managed Host Accessibility Parameters (continued)

Parameter Description
Access Status Specifies the access status to the managed host. The options
include:

« Testing Access - The test to determine access status is not
complete.

« No Access - The managed host can not be accessed.
« OK - The managed host is accessible.

Step 9 When the accessibility of all hosts is determined and the status in the Access
Status column indicates OK or No Access, click Restore.

The restore process begins.

Note: If the Access Status column indicates No Access for a host, stop iptables
(see Step 7) again and click Test Host Access to attempt a connection.

Step 10 Click Ok.

The restore process begins. This process may take an extended period of time.
Step 11 Click Ok.
Step 12 Choose one of the following options:

a Ifthe STRM Log Manager interface has been closed during the restore process,
open a browser and log in to STRM Log Manager.

b If the STRM Log Manager interface has not been closed, refresh your browser.

A window appears providing the status of the restore process. This window
provides any errors for each host. This window also provides instructions for
resolving errors that have occurred.

Step 13 Follow the instructions on the status window.

Note: The restore process only restores your configuration information. For
assistance in restoring your data, see the Restoring Your Data Technical Note.

DNote: If the backup archive originated on an HA cluster, you must click Deploy

Changes to restore the HA cluster configuration after the restore is complete. If
disk replication is enabled, the secondary host immediately synchronizes data
once the system is restored. If the secondary host was removed from the
deployment after backup was performed, the secondary host displays a Failed
status in the System and License Management window.
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7 USING THE DEPLOYMENT EDITOR

The deployment editor allows you to manage the individual components of your
STRM Log Manager deployment. Once you configure your Event, and System
Views, you can access and configure the individual components of each managed
host.

Note: The Deployment Editor requires Java Runtime Environment. Download
JRE5.0 at www.java.sun.com. Also, If you are using the Firefox browser, you must
configure your browser to accept Java Network Language Protocol (JNLP) files.

Caution: Many third-party web browsers that use the Internet Explorer engine,

o\ such as Maxthon or MylE, install components that may be incompatible with the
STRM Log Manager Admin tab. You must disable any third-party web browsers
installed on your system. For further assistance, please contact customer support.

If you want to access the deployment editor from behind a proxy server or firewall,
you must configure the appropriate proxy settings on your desktop. This allows the
software to automatically detect the proxy settings from your browser. To configure
the proxy settings, open the Java configuration located in your Control Panel and
configure the IP address of your proxy server. For more information on configuring
proxy settings, see your Microsoft documentation.

This chapter provides information on managing your views including:

» About the Deployment Editor

» Editing Deployment Editor Preferences

« Building Your Event View

« Managing Your System View

» Configuring STRM Log Manager Components
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About the
Deployment Editor

You can access the deployment editor using Admin tab. You can use the
deployment editor to create your deployment, assign connections, and configure
each component.

The deployment editor provides the following views of your deployment:

e System View - Allows you to assign software components to systems
(managed hosts) in your deployment. The System View includes all managed
hosts in your deployment. A managed host is a system in your deployment that
providing additional event processing. By default, the System View also
includes the Host Context component, which monitors all STRM Log Manager
components to ensure that each component is operating as expected.

« Event View - Allows you to create a view for your SIM components including
Event Processor, and Event Collector components.

Each view is divided into two panels.

File Edik Actions

VOO F-AAcC

Syabam Yiew | | Evert View

Managed Hosts

B:o.co 1032

hinsteondesd0 - 2aphy

eventcollectord
ZEpihyT

.y
S

eventprocessar
T

In the Event View, the left panel provides a list of SIM components you can add to
the view and the right panel provides an existing view of your SIM deployment.

In the System View, the left panel provides a list of managed hosts, which you can
view and configure. The deployment editor polls your deployment for updates to
managed hosts. If the deployment editor detects a change to a managed host in
your deployment, a message appears notifying you of the change. For example, if
you remove a managed host, a message appears indicating that the assigned
components to that host must be re-assigned to another host. Also, if you add a
managed host to your deployment, the deployment editor displays a message
indicating that the managed host has been added.
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Using the Editor

About the Deployment Editor 79

In the Admin tab, click Deployment Editor. The deployment editor appears. Once
you update your configuration settings using the deployment editor, you must save
those changes to the staging area. You must either manually deploy all changes
using the Admin tab menu options. All deployed changes are then enforced
throughout your deployment.

The deployment editor provides you with several menu and toolbar options when
configuring your views including:

« Menu Options
« Toolbar Options

Menu Options

The menu options that appear depend on the selected component in your view.
Table 8-1 provides a list of the menu options and the component for which they
appear.

Table 8-1 Deployment Editor Menu Options

Menu Option Sub Menu Option  Description

File Save to staging Saves deployment to the staging area.
Save and close Save deployment to the staging area and
closes the deployment editor.
Open staged Opens a deployment that was previously
deployment saved to the staging area.
Open production Opens a deployment that was previously
deployment saved.
Close current Closes the current deployment.
deployment
Revert Reverts current deployment to the
previously saved deployment.
Edit Preferences Opens the preferences window.
Close editor Closes the deployment editor.
Edit Delete Deletes a component, host, or connection.
Actions Add a managed host Opens the Add a Managed Host wizard.
Manage NATed Opens the Manage NATed Networks
Networks window, which allows you to manage the list

of NATed networks in your deployment.

Rename component Renames an existing component.

This option is only available when a
component is selected.

Configure Configure a STRM Log Manager
components.

This option is only available when Event
Collector or Event Processor is selected.

STRM Log Manager Administration Guide



80 USING THE DEPLOYMENT EDITOR

Table 8-1 Deployment Editor Menu Options (continued)

Menu Option Sub Menu Option  Description

Assign Assigns a component to a managed host.

This option is only available when Event
Collector or Event Processor is selected.

Unassign Unassigns a component from a managed
host.

This option is only available when the
selected component has a managed host
running a compatible version of STRM Log
Manager software.

This option is only available when Event
Collector or Event Processor is selected.

Toolbar Options
The toolbar options include:

Table 8-2 Toolbar Options

Button

Description

W

Saves deployment to the staging area and closes the deployment editor.

€

Opens current production deployment.

)

Opens a deployment that was previously saved to the staging area.

Discards recent changes and reloads last saved model.

© C

Deletes selected item from the deployment view.

This option is only available when the selected component has a managed
host running a compatible version of STRM Log Manager software.

Opens the Add a Managed Host wizard, which allows you to add a
managed host to your deployment.

Opens the Manage NATed Networks window, which allows you to manage
the list of NATed networks in your deployment.

Resets the zoom to the default.

Zooms in.
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Table 8-2 Toolbar Options (continued)

Button  Description

Zooms out.

To create your deployment, you must:

Build your System View. See Managing Your System View.
Configure added components. See Configuring STRM Log Manager Components.
Build your Event View. See Building Your Event View.

Stage the deployment. From the deployment editor menu, select File > Save to
Staging.

Deploy all configuration changes. From the Admin tab menu, select Advanced >
Deploy Full Configuration.

For more information on the Admin tab, see Chapter 1 Overview.

Before you begin, you must:
» Install all necessary hardware and STRM Log Manager software.

» Install Java Runtime Environment. You can download Java version 1.6.0_13 x
86 at the following web site: http://java.com/en/download/index.jsp

» If you are using the Firefox browser, you must configure your browser to accept
Java Network Language Protocol (JNLP) files.

» Plan your STRM Log Manager deployment including the IP addresses and
login information for all devices in your STRM Log Manager deployment.

Note: If you require assistance with the above, please contact Juniper Networks
customer support.
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Editing Deployment  To edit the deployment editor preferences:
Editor Preferences

Step 1 From the deployment editor main menu, select File > Edit Preferences.
The Deployment Editor Setting window appears.

P oeployment Editor

ok =N ]
¥ i

El Misc
Presence Poll Frequency 120
Zoam Incremert .1

Step 2 Enter values for the following parameters:

« Presence Poll Frequency - Specify how often, in milliseconds, that the
managed host monitors your deployment for updates, for example, a new or

updated managed host.

« Zoom Increment - Specify the increment value when the zoom option is

selected. For example. 0.1 indicates 10%.
Step 3 Close the window
The Deployment Editor appears.

Building Your The Event View allows you to create and manage the SIM components for your

Event View deployment including:

« Event Collector - Collects security events from various types of security
devices in your network. The Event Collector gathers events from local, remote,
and device sources. The Event Collector then normalizes the events and sends
the information to the Event Processor. The Event Collector also bundles all

virtually identical events to conserve system usage.

« Event Processor - An Event Processor processes events collected from one or
more Event Collector(s). The events are bundled once again to conserve
network usage. Once received, the Event Processor correlates the information
from STRM Log Manager and distributes to the appropriate area, depending on
the type of event. The Event Processor also includes information gathered by
STRM Log Manager to indicate any behavioral changes or policy violations for
that event. Rules are then applied to the events that allow the Event Processor

to process according to the configured rules.

To build your Event View, you must:
Step 1 Add SIM components to your view. See Adding Components.
Step 2 Connect the components. See Connecting Components.
Step 3 Forward normalized events. See Forwarding Normalized Events.

Step 4 Rename the components so each component has a uniqgue name. See Renaming

Components.
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Adding Components To add components to your Event View:
Step 1 In the deployment editor, click the Event View tab.
The Event View appears.
Step 2 In the Event Tools panel, select a component you want to add to your deployment.
The Adding a New Component Wizard appears.

ghdding anew component ]
| Name component
Shaps Enter a unique name For the component
1. Mame comonent |e-."l2|l|
2, Assgn campanent
3, Component raady bebe

added

I Mext = I | | Cancel I

Step 3 Enter a unique name for the component you want to add. The nhame can be up to
15 characters in length and may include underscores or hyphens. Click Next.

The Assign Component window appears.

Step 4 From the Select a host to assign to list box, select a managed host to which you
want to assign the new component. Click Next.

Step 5 Click Finish.
Step 6 Repeat for each component you want to add to your view.
Step 7 From the main menu, select File > Save to staging.

Connecting  Once you add all the necessary components in your Event View, you must connect
Components your Event Processor(s) and Event Collector(s).
To connect components:

Step 1 In the Event View, select the component for which you want to establish a
connection.

Step 2 From the menu, select Actions > Add Connection.
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i

Step 3

Step 4

Step 5

Step 6

Step 7
Step 8
Step 9
Step 10

i

Forwarding
Normalized Events

Note: You can also use the right mouse button (right-click) to access the Action
menu item.

An arrow appears in your map.

Drag the end of the arrow to the component on which you want to establish a
connection. You can only connect Event Collectors to Event Processors.

The arrow connects the two components.

Repeat for all remaining components that you want to establish a connection.

Specify a uniqgue name for the source or target. The name can be up to 15
characters in length and may include underscores or hyphens. Click Next.

The event source/target information window appears.
Enter values for the parameters:

« Enter a name for the off-site host - Specify the name of the off-site host. The
name can be up to 15 characters in length and may include underscores or
hyphens.

« Enter the IP address of the server - Specify the IP address of the managed
host to which you want to connect.

« Encrypt traffic from off-site source - Select the check box if you want to
encrypt traffic from an off-site source. To enable encryption, you must select
this check box on the associated off-site source and target.

Click Next.

Click Finish.

Repeat for all remaining off-site sources and targets.

From the main menu, select File > Save to staging.

Note: If you update your Event Collector configuration or the monitoring ports, you

must manually update your source and target configurations to maintain the
connection between deployments.

To forward normalized events, you must configure an off-site Event Collector
(target) in your current deployment and the associated off-site Event Collector in
the receiving deployment (source).

You can add the following components to your Event View:

» Off-site Source - Indicates an off-site Event Collector from which you want to
receive data. The source must be configured with appropriate permissions to
send events to the off-site target.

« Off-site Target - Indicates an off-site Event Collector to which you want to send
data.

For example, if you want to forward normalized events between two deployments
(A and B), where deployment B wants to receive events from deployment A you
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must configure deployment A with an off-site target to provide the IP address of the
managed host that includes Event Collector B. You must then connect Event
Collector A to the off-site target. In deployment B, you must configure an off-site
source with the IP address of the managed host that includes Event Collector A
and the port to which Event Collector A is monitoring.

If you want to disconnect the off-site source, you must remove the connections
from both deployments. From deployment A, you must remove the off-site target
and in deployment B, you must remove the off-site source.

If you want to enable encryption between deployments, you must enable
encryption on both off-site source and target. Also, you must ensure the SSH
public key for the off-site source (client) is available to the target (server) to ensure
appropriate access. For example, in the example below, if you want to enable
encryption between the off-site source and Event Collector B, you must copy the
public key (located at /root/.ssh/id_rsa.pub) from the off-site source to Event
Collector B (add the contents of the file to /root/.ssh/authorized_keys).

e

- " :
Givent Collector ,9 Off-site
Source
(Event ProcessoJ || |
Off-site
Target

\‘Gvent Collector @
-
”
”
T d - - -
V' vaent Processor

Figure 8-1 Example of Connecting Deployments

D Note: If the off-site source/target is an all-in-one system, the public key is not
automatically generated, therefore, you must manually generate the public key.
For more information on generating public keys, see your Linux documentation.

To forward normalized events:

Step 1 In the deployment editor, click the Event View tab.

The Event View appears.

Step 2 In the Components panel, select either Add Off-site Source or Add Off-site

Target.

The Adding a New Component Wizard appears.
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Step 3 Specify a unique name for the source or target. The name can be up to 15
characters in length and may include underscores or hyphens. Click Next.

The event source/target information window appears.

Step 4 Enter values for the parameters:
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+ Enter a name for the off-site host - Specify the name of the off-site host. The
name can be up to 15 characters in length and may include underscores or
hyphens.

+ Enter the IP address of the server - Specify the IP address of the managed
host to which you want to connect.

« Encrypt traffic from off-site source - Select the check box if you want to
encrypt traffic from an off-site source. To enable encryption, you must select
this check box on the associated off-site source and target.

Step 5 Click Next.
Step 6 Click Finish.
Step 7 Repeat for all remaining off-site sources and targets.
Step 8 From the main menu, select File > Save to staging.
D Note: If you update your Event Collector configuration or the monitoring ports, you

must manually update your source and target configurations to maintain the
connection between deployments.

Renaming You may want to rename a component in your view to uniquely identify
Components components through your deployment.
To rename a component:
Step 1 Select the component you want to rename.
Step 2 From the menu, select Actions > Rename Component.

D Note: You can also use the right mouse button (right-click) to access the Action
menu items.

The Rename component window appears.
Rename . x|

Enter new instance nams

[ ok | concel |

Step 3 Enter a new name for the component. The name must be alphanumeric with no
special characters.

Step 4 Click Ok.

Managing Your The System View allows you to manage all managed hosts in your network. A

System View managed host is a component in your network that includes STRM Log Manager
software. If you are using a STRM Log Manager appliance, the components for
that appliance model appear. If your STRM Log Manager software is installed on
your own hardware, the System View includes a Host Context component. The
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Setting Up Managed
Hosts

System View allows you to select which component(s) you want to run on each
managed host.

Using the System View, you can:
« Set up managed hosts in your deployment. See Setting Up Managed Hosts.

« Use STRM Log Manager with NATed networks in your deployment. See Using
NAT with STRM Log Manager.

« Update the managed host port configuration. See Configuring a Managed Host.

e Assign a component to a managed host. See Assigning a Component to a
Host.

« Configure Host Context. See Configuring Host Context.

Using the deployment editor, you can manage all hosts in your deployment
including:

« Add a managed host to your deployment. See Adding a Managed Host.
« Edit an existing managed host. See Editing a Managed Host.
 Remove a managed host. See Removing a Managed Host.

You also can not assign or configure components on a non-Console managed host
when the STRM Log Manager software version is incompatible with the software
version that the Console is running. If a managed host has previously assigned
components and is running an incompatible software version, you can still view the
components, however, you are not able to update or delete the components.

Encryption provides greater security for all STRM Log Manager traffic between
managed hosts. To provide enhanced security, STRM Log Manager also provides
integrated support for OpenSSH and attachmateWRQ® Reflection SSH software.
Reflection SSH software provides a FIPS 140-2 certified encryption solution. When
integrated with STRM Log Manager, Reflection SSH provides secure
communication between STRM Log Manager components. For information on
Reflection SSH, your product documentation.:

Note: You must have Reflection SSH installed on each managed host you want to
encrypt using Reflection SSH. Also, Reflection SSH is not compatible with other
SSH software, such as, OpenSSH.

Since encryption occurs between managed hosts in your deployment, your
deployment must consist of more than one managed host before encryption is
possible. Encryption is enabled using SSH tunnels (port forwarding) initiated from
the client. A client is the system that initiates a connection in a client/server
relationship. When encryption is enabled for a managed host, encryption tunnels
are created for all client applications on a managed host to provide protected
access to the respective servers. If you enable encryption on a non-Console
managed host, encryption tunnels are automatically created for databases and
other support service connections to the Console.
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I> Note: Enabling encryption reduces the performance of a managed host by at least
50%.

Adding a Managed Host
To add a managed host:

Step 1 From the menu, select Actions > Add a managed host.
The Add new host wizard appears.

Ackd new managed host o |

Adding a managed host to the deployment

Steps @mmrmwdmmmmh‘idudmh
camparent before adding st to
1. Adding a managed mm:n'-Fﬂmﬂﬂi.m Vo
host bo the i IH‘.‘Ium. £
deployment
2. Erker bhe host's TP Wit current deployment will be saved before the
managed hast is added.
3. Configura NAT settings
{optional)
4, Ready to add managed
sk ba deplayreent,
Click: Finish bo conbirue,
check  |[Cheds | Fiich Carcel

Step 2 Click Next.
The Enter the host’s IP window appears.
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Enter the host's 1P

Shaps

1. Adding a managad host
bo the deploymernt

Z. Enter the host's 1P

(=

. Configure NAT settings
(optianal)
4, Ready to sdd managed

harst: b deploymeant,
Click Finizh ko cortirnes.

Enker the 1P of the server or applance to add,

Erker the rook password of the host.

Confirm the roct password of the host,

[T Host s NaTed,
[ Enable encryption,

i

<Back | o | cawel |

Step 3 Enter values for the parameters:

D Note: If you want to enable NAT for a managed host, the NATed network must be
using static NAT translation. For more information on using NAT, see Using NAT

Enter the IP of the server or appliance to add - Specify the IP address of the

host you want to add to your System View.

Enter the root password of the host - Specify the root password for the host.
Confirm the root password of the host - Specify the password again, for

confirmation.

Host is NATed - Select the check box if you want to use an existing Network
Address Translation (NAT) on this managed host. For more information on NAT,

see Using NAT with STRM Log Manager.

with STRM Log Manager.

If you selected the Host is NATed check box, the Configure NAT settings window

Enable Encryption - Select the check box if you want to create an encryption
tunnel for the host.

appears. Go to Step 4. Otherwise, go to Step 5.

D Note: If you want to add a non-NATed managed host to your deployment when the
Console is NATed, you must change the Console to a NATed host (see Changing
the NAT Status for a Managed Host) before adding the managed host to your

deployment.

Step 4 To select a NATed network, enter values for the following parameters:

Enter public IP of the server or appliance to add - Specify the public IP
address of the managed host. The managed host uses this IP address to
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communicate with another managed host that belongs to a different network
using NAT.

+ Select NATed network - Using the drop-down list box, select the network you
want this managed host to use.

- If the managed host is on the same subnet as the Console, make sure you
select the Console of the NATed network.

- If the managed host is not on the same subnet as the Console, make sure
select managed host of the NATed network.

D Note: For information on managing your NATed networks, see Using NAT with
STRM Log Manager.

Step 5 Click Next.
Step 6 Click Finish.

D Note: If your deployment included undeployed changes, a window appears
enabling you to deploy all changes.

The System View appears with the host in the Managed Hosts panel.

Editing a Managed Host
To edit an existing managed host:
Step 1 Click the System View tab.

Step 2 Use the right mouse button (right-click) on the managed host you want to edit and
select Edit Managed Host.

The Edit a managed host wizard appears.

D Note: This option is only available when the selected component has a managed
host running a compatible version of STRM Log Manager software.
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x
Edit host information
Sheps (Ej The wizard provides capabilities to edt a managed
hisst’s attributes.

1. Edit host information

2, Change the hast's
mtworking and urneling
attributes

3, Configura NAT setbngs
cptional)

4, Ready bo change the
managed hast stbributes,
Click Finish ko continue

= Bt Firiish Cancel
Step 3 Click Next.

The attributes window appears.

Edit amanagedhost x|

Charge the host's networking and tunneling attributes

Skaps The private IF of the server or appliance,
1. Edt host infarmation

2. Change the host's
networking and
tunneling attribubes

3, Configura NAT setbngs
(optional)

4, Ready bo change the
menaged hast sttributes,
Click. Finish ko continus

|10.100.100.32

™ Host s MaTed,
™ Enable ancryption.

| Enable comoressian

T L e

Step 4 Edit the following values, as necessary:

» Host is NATed - Select the check box if you want to use existing Network
Address Translation (NAT) on this managed host. For more information on NAT,
see Using NAT with STRM Log Manager.
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Note: If you want to enable NAT for a managed host, the NATed network must be
D using static NAT translation. For more information on using NAT, see Using NAT
with STRM Log Manager.

+ Enable Encryption - Select the check box if you want to create an encryption
tunnel for the host.

If you selected the Host is NATed check box, the Configure NAT settings window
appears. Go to Step 5. Otherwise, go to Step 6.

Step 5 To select a NATed network, enter values for the following parameters:

» Enter public IP of the server or appliance to add - Specify the public IP
address of the managed host. The managed host uses this IP address to
communicate with another managed host that belongs to a different network
using NAT.

» Select NATed network - Using the drop-down list box, select the network you
want this managed host to use.

D Note: For information on managing your NATed networks, see Using NAT with
STRM Log Manager.

Step 6 Click Next.
Step 7 Click Finish.
The System View appears with the updated host in the Managed Hosts panel.

Removing a Managed Host
You can only remove non-Console managed hosts from your deployment. You can
not remove a managed host that is hosting the STRM Log Manager Console.
To remove a managed host:
Step 1 Click the System View tab.

Step 2 Use the right mouse button (right-click) on the managed host you want to delete
and select Remove host.

D Note: This option is only available when the selected component has a managed
host running a compatible version of STRM Log Manager software.

A confirmation window appears.
Step 3 Click Ok.
Step 4 From the Admin tab menu, select Advanced > Deploy Full Configuration.

Using NAT with  Network Address Translation (NAT) translates an IP address in one network to a
STRM Log Manager different IP address in another network. NAT provides increased security for your
deployment since requests are managed through the translation process and
essentially hides internal IP addresses.

Before you enable NAT for a STRM Log Manager managed host, you must set up

your NATed networks using static NAT translation. This ensures communications
between managed hosts that exist within different NATed networks.
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Note: Your static NATed networks must be setup and configured on your network
before you enable NAT using STRM Log Manager. For more information, see your
network administrator.

You can add a non-NATed managed host using inbound NAT for a public IP
address. You can also use a dynamic IP address for outbound NAT. However, both
must be located on the same switch as the Console or managed host. You must
configure the managed host to use the same IP address for the public and private
IP addresses.

When adding or editing a managed host, you can enable NAT for that managed
host. You can also use the deployment editor to manage your NATed networks
including:

e Adding a NATed Network to STRM Log Manager

» Editing a NATed Network

» Deleting a NATed Network From STRM Log Manager
» Changing the NAT Status for a Managed Host

Adding a NATed Network to STRM Log Manager
To add a NATed network to your STRM Log Manager deployment:
Step 1 In the deployment editor, click the ....* NATed networks button.

D Note: You can also use the Actions > Managed NATed Networks menu option to
access the Managed NATed Networks window.

The Manage NATed Networks window appears.

x

NATed Network Nane |

sd | e || o | concel

Step 2 Click Add.
The Add New NATed Network window appears.

%

Enter & name of & new NATed network

[
o | camca |

Step 3 Enter a name of a network you want to use for NAT.
Step 4 Click Ok.
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The Manage NATed Networks window appears.
Step 5 Click Ok.

A confirmation window appears.
step 6 Click Yes.

Editing a NATed Network
To edit a NATed network:

Step 1 In the deployment editor, click the _...* NATed networks icon.

D Note: You can also use the Actions > Managed NATed Networks menu option
to access the Managed NATed Networks window.

The Manage NATed Networks window appears.

N#T-l:d N:tm;'k-N:mn: I

MATI
MATZ

pekete | ok | camcel |

Step 2 Select the NATed network you want to edit. Click Edit.
The Edit NATed Network window appears.
Step 3 Update the name of the network you want to use for NAT.
Step 4 Click Ok.
The Manage NATed Networks window appears.
Step 5 Click Ok.
A confirmation window appears.
Step 6 Click Yes.

Deleting a NATed Network From STRM Log Manager
To delete a NATed network from your deployment:
Step 1 In the deployment editor, click the = ...* NATed networks icon.

D Note: You can also use the Actions > Managed NATed Networks menu option to
access the Managed NATed Networks window.

The Manage NATed Networks window appears.
Step 2 Select the NATed network you want to delete.
Step 3 Click Delete.

A confirmation window appears.
Step 4 Click Ok.
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Step 5

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

Step 9

Click Yes.

Changing the NAT Status for a Managed Host

To change your NAT status for a managed host, make sure you update the
managed host configuration within STRM Log Manager before you update the
device. This prevents the host from becoming unreachable and allows you to
deploy changes to that host.

To change the status of NAT (enable or disable) for an existing managed host:
In the deployment editor, click the System View tab.

Use the right mouse button (right-click) on the managed host you want to edit and
select Edit Managed Host.

The Edit a managed host wizard appears.

Click Next.

The networking and tunneling attributes window appears.
Choose one of the following:

a If you want to enable NAT for the managed host, select the check box. Go to
Step 5.

Note: If you want to enable NAT for a managed host, the NATed network must be
using static NAT translation.

b If you want to disable NAT for the managed host, clear the check box. Go to
Step 6.

To select a NATed network, enter values for the following parameters:

« Change public IP of the server or appliance to add - Specify the public IP
address of the managed host. The managed host uses this IP address to
communicate with another managed host that belongs to a different network
using NAT.

e Select NATed network - Using the drop-down list box, select network you want
this managed host to use.

¢ Manage NATs List - Update the NATed network configuration. For more
information, see Using NAT with STRM Log Manager.

Click Next.
Click Finish.
The System View appears with the updated host in the Managed Hosts panel.

Note: Once you change the NAT status for an existing managed host error
messages may appear. Ignore all error messages.

Update the configuration for the device (firewall) to which the managed host is
communicating.

From the Admin tab menu, select Advanced > Deploy Full Configuration.
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To configure a managed host:

From the System View, use the right mouse button (right-click) on the managed
host you want to configure and select Configure.

The Configure host window appears.

Advanced propartias area hidden

& ol
(2] 84 [[em] =3 2

= Server Port Resbrickions
Minimum port alowed 2000
Marcimum port alowed GE535
Paorts to exclhude #4380, 33960, 33981, 33962, 335983, ,,,
{Mame)
(Dascripkion)

save | Cancel |

Enter values for the parameters:

«  Minimum port allowed - Specify the minimum port for which you want to
establish communications.

« Maximum port allowed - Specify the maximum port for which you want to
establish communications.

« Ports to exclude - Specify the port you want to exclude from communications.
You can enter multiple ports you want to exclude. Separate multiple ports using
a comma.

Click Save.

You can assign the STRM Log Manager components added in the Event Views to
the managed hosts in your deployment. This section provides information on
assigning a component to a host using the System View, however, you can also
assign components to a host in the Event Views.

To assign a host:

Click the System View tab.

From the Managed Host list, select the managed host to which you want to assign
a STRM Log Manager component.

The System View of the host appears.
Select the component you want to assign to a managed host.
From the menu, select Actions > Assign.

Note: You can also use the right mouse button (right-click) to access the Actions
menu items.

The Assign component wizard appears.
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Step 5 From the Select a host to assign to drop-down list box, select the host that you
want to assign to this component. Click Next.

I> Note: The drop-down list box only displays managed hosts that are running a
compatible version of STRM Log Manager software.

Step 6 Click Finish.

Configuring Host  The Host Context component monitors all STRM Log Manager components to
Context make sure that each component is operating as expected.
To configure Host Context:
Step 1 In the Deployment Editor, click the System View tab.
The System View appears.
Step 2 Select the Managed Host that includes the Host Context you want to configure.
Step 3 Select the Host Context component.
Step 4 From the menu, select Actions > Configure.

D Note: You can also use the right mouse button (right-click) to access the Actions
menu item.

The Host Context Configuration window appears.

Svanced propesties arsa hiddan
4 "}
-] Dixk Usage Sentine| Setlings
Warning Threshold 0.7
Resconrery Threshold 0.8
Shutdovn Threshold 055
Inspecton Interval 60,000
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Inspecton Interval 300,000
Alert Interval 7.200,000
Time Resolution &0
=1 Log Monitor Sektings
Inspecton Interval 60,000
Morikored SvELOG File Name Jvariogigradar.errar
Alert Sze 1,000

Disk Usage Sentinel Settings

Sane I Cancel

Step 5 Enter values for the parameters:

Table 8-3 Host Context Parameters

Parameter Description

Disk Usage Sentinal Settings
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Table 8-3 Host Context Parameters (continued)

Parameter

Description

Warning Threshold

When the configured threshold of disk usage is exceeded,
an e-mail is sent to the administrator indicating the current
state of disk usage. The default is 0.75, therefore, when disk
usage exceeds 75%, an e-mail is sent indicating that disk
usage is exceeding 75%. If disk usage continues to increase
above the configured threshold, a new e-mail is sent after
every 5% increase in usage. By default, Host Context
monitors the below partitions for disk usage:

./

« [store

» /store/tmp

Specify the desired warning threshold for disk usage.

Note: Notification e-mails are send to the Administrative
Email Address and are sent from the Alert Email From
Address, which is configured in the System Settings. For
more information, see Chapter 5 Setting Up STRM Log
Manager.

Recovery Threshold

Once the system has exceeded the shutdown threshold,
disk usage must fall below the recovery threshold before
STRM Log Manager processes are restarted. The default is
0.90, therefore, processes will not be restarted until the disk
usage is below 90%.

Specify the recovery threshold.

Note: Notification e-mails are sent to the Administrative
Email Address and are sent from the Alert Email From
Address, which is configured in the System Settings. For
more information, see Chapter 5 Setting Up STRM Log
Manager.

Shutdown Threshold

When the system exceeds the shutdown threshold, all
STRM Log Manager processes are stopped. An e-mail is
sent to the administrator indicating the current state of the
system. The default is 0.95, therefore, when disk usage
exceeds 95%, all STRM Log Manager processes stop.

Specify the shutdown threshold.

Note: Notification e-mails are sent to the Administrative
Email Address and are sent from the Alert Email From
Address, which is configured in the System Settings. For
more information, see Chapter 5 Setting Up STRM Log
Manager.

Inspection Interval

Specify the frequency, in milliseconds, that you want to
determine disk usage.

SAR Sentinel Settings

Inspection Interval

Specify the frequency, in milliseconds, that you want to
inspect SAR output. The default is 300,000 ms.
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Step 6

Table 8-3 Host Context Parameters (continued)

Parameter Description

Alert Interval Specify the frequency, in milliseconds, that you want to be
notified that the thresholds have been exceeded. The default
is 7,200,000 ms.

Time Resolution Specify the time, in seconds, that you want the SAR
inspection to be engaged. The default is 60 seconds.

Log Monitor Settings

Inspection Interval Specify the frequency, in milliseconds, that you want to
monitor the log files. The default is 60,000 ms.

Monitored SYSLOG Specify a filename for the SYSLOG file. The default is
File Name Ivar/log/qradar.error.

Alert Size Specify the maximum number of lines you want to monitor
from the log file. The default is 1000.

Click Save.
The System View appears.

Configuring STRM
Log Manager
Components

Configuring an Event
Collector

Step 1

Step 2

i

This section provides information on configuring STRM Log Manager components
and includes:

e Configuring an Event Collector
« Configuring an Event Processor

The Event Collector collects security events from various types of security devices
in your network.
To configure an Event Collector:

From either the Event View or System View, select the Event Collector you want to
configure.

From the menu, select Actions > Configure.

Note: You can also use the right mouse button (right-click) to access the Action
menu items.

The Event Collector Configuration window appeatrs.
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Ei]4i [[m] =3 21 acven..

= Server Connection
Event Colector Server Listen Port -1
= dient Conmections
Destination Event Processor
= Mormalized Event Forwarding
Liten Port -1
Ewvent Targets
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Step 3 Enter values for the parameters:

Table 8-4 Event Collector Parameters

Parameter

Description

Event Collector Server

The Event Collector monitors at least one device per

Listen Port instance of the component.

Destination Event Specify the destination Event Processor for
Processor communications.

Listen Port Specifies the listening port for event forwarding.

Event Targets

If the Event Collector includes an off-site target, this
parameter specifies the normalized event forwarding
device, separated by commas, using the following
format:

<device>:<type>

This parameter is for informational purposes only and is

not amendable.

Step 4 In the toolbar, click Advanced to display the advanced parameters.

The advanced configuration parameter appear.

# w4 1| Advan...
= Server Connection
Event Colector Server Li,,, -1
Reoeives Flow Conbendt

Autodetechion Enabled Trus

= Client Conmneckions
[Dwestination Event Proce. ..

= Mormalized Event Forwarding
Listen Port -1
Event Targets
{Manne)
{Pescription)
Sawe Carcel
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Step 5 Enter values for the parameters:

Table 8-5 Event Collector Advanced Parameters

Parameter Description

Receives Flow Context Specifies the first Event Collector installed in your
deployment. This parameter is for informational purposes
only and is not amendable.

Auto Detection Specify if you want the Event Collector to auto analyze and

Enabled accept traffic from previously unknown log sources. The
default is true, which means that the Event Collector detects
log sources in your network. Also, when set to True, the
appropriate firewall ports are opened to enable auto
detection to receive events. For more information on
configuring log sources, see the Managing Log Sources
Guide.

Step 6 Click Save.
The deployment editor appears.
Step 7 Repeat for all Event Collectors in your deployment you want to configure.

Configuring an Event  The Event Processor processes events collected from one or more Event
Processor Collector(s).
To configure an Event Processor:

Step 1 From either the Event View or System View, select the Event Processor you want
to configure.

Step 2 From the menu, select Actions > Configure.

D Note: You can also use the right mouse button (right-click) to access the Action
menu items.

The Event Processor Configuration window appears.

Sdvanoed propertes area hidden

E%# BE 21 Advan..,

-] Server Conneckior
Event Processor Server Listen Part 32,005

Server Connection

Sawe | Cancel |

Step 3 Enter values for the parameters:
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Table 8-6 Event Processor Parameters

Parameter Description

Event Processor Server Specify the port that the Event Processor monitors for

Listen Port incoming connections. The default range is from 32,000 to
65,535.

Step 4 In the toolbar, click Advanced to display the advanced parameters.
The advanced configuration parameters appear.

E+ IEI 4 2f| Advan,.,

= Server Connection
Event Processor Server Listen Part 32,005

3 Client Connections

Creerflaw Rauting Threshold 5,000

3 Aried Settings
Events datshase path eharefarallavants
Payloads database path [starefarel/payloads

Server Connection

Sawe I Cancel |

Step 5 Enter values for the parameters, as necessary:

Table 8-7 Event Processor Parameters

Parameter Description
Overflow Routing Specify the events per second threshold that the Event
Threshold Processor can manage events. Events over this

threshold are placed in the cache.

Events database path Specify the location you want to store events. The
default is /store/ariel/events.

Payloads database path Specify the location you want to store payload
information. The default is /store/ariel/payloads.

Step 6 Click Save.
The deployment editor appears.
Step 7 Repeat for all Event Processors in your deployment you want to configure.
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FORWARDING SYSLOG DATA

STRM Log Manager allows you to forward received log data to other products. You
can forward syslog data (raw log data) received from devices as well as STRM Log
Manager normalized event data. You can forward data on a per Event Collector/
Event Processor basis and you can configure multiple forwarding destinations.
Also, STRM Log Manager ensures that all data that is forwarded is unaltered.
This chapter includes:

e Adding a Syslog Destination

« Editing a Syslog Destination

e Delete a Syslog Destination

Adding a Syslog To add a syslog forwarding destination:

Destination

Step 1 Click the Admin tab.

Step 2 In the navigation menu, click Data Sources.
The Data Sources panel appears.

step 3 Click the Syslog Forwarding Destinations icon.
The Syslog Forwarding Destinations window appears.

add B ﬂ P D

Forwarding Event Collecton P Port

Mo results wers relumed.

Step 4 Click Add.
The Syslog Forwarding Destinations window appears.
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Sysleg Forwarding Destinations a
Forwarding Event Collector | eventeollector - zephyr ¥]
iP
Port Ir:
Save Cancel

Step 5 Enter values for the parameters:

e Forwarding Event Collector - Using the drop-down list box, select the
deployed Event Collector from which you want to forward log data.

e |IP - Enter the IP address of the system to which you want to forward log data.

e Port - Enter the port number on the system to which you want to forward log
data.

Step 6 Click Save.

Editing a Syslog To edit a syslog forwarding destination:
Destination

Step 1 Click the Admin tab.
Step 2 In the navigation menu, click Data Sources.
The Data Sources panel appears.
Step 3 Click the Syslog Forwarding Destinations icon.
The Syslog Forwarding Destinations window appeatrs.
Step 4 Select the entry you want to edit.
Step 5 Click Edit.
The Syslog Forwarding Destinations window appears.

Syslog Forwarding Destinations a
Forwvarding Evert Collector | eventcollectord - zephyr ¥
P
Point Ir:
Save | Cancel

Step 6 Update values, as necessary:

« Forwarding Event Collector - Using the drop-down list box, select the
deployed Event Collector from which you want to forward log data.

« |IP - Enter the IP address of the system to which you want to forward log data.

e Port - Enter the port number on the system to which you want to forward log
data.
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Step 7

Delete a Syslog Destination

Click Save.

107

Delete a Syslog
Destination

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

To delete a syslog forwarding destination:

Click the Admin tab.

In the navigation menu, click Data Sources.

The Data Sources panel appears.

Click the Syslog Forwarding Destinations icon.
The Syslog Forwarding Destinations window appears.
Select the entry you want to delete.

Click Delete.

A confirmation window appears.

Click Ok.
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JUNIPER NETWORKS MIB

This appendix provides information on the Juniper Networks Management
Information Base (MIB). The Juniper Networks MIB allows you to send SNMP
traps to other network management systems. The Juniper Networks OID is
1.3.6.1.4.1.20212.

Note: STRM does not support outbound SNMP traps.
For assistance with the Juniper Networks MIB, please contact Juniper Networks
customer support.

-— Juniper Enterprise Specific MIB: Security Threat Response
Manager (STRM) trap MIB.

-— Copyright (c) 2002-2006, Juniper Networks, Inc.
-- All rights reserved.

-- The contents of this document are subject to change without
notice.

JUNIPER-STRM-TRAPS DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, OBJECT-TYPE, NOTIFICATION-TYPE,
IpAddress
FROM SNMPv2-SMI
JnxStrm
FROM JUNIPER-SMI

DisplayString, DateAndTime, TruthValue,
TEXTUAL-CONVENTION

FROM SNMPv2-TC;
strmTrapInfo MODULE-IDENTITY
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LAST-UPDATED ''200811101100Z"
ORGANIZATION "Juniper Networks, Inc"
CONTACT-INFO
" Juniper Technical Assistance Center
Juniper Networks, Inc.
1194 N. Mathilda Avenue
Sunnyvale, CA 94089
E-mail: support@juniper._net"

DESCRIPTION ™"Security Threat Response Manger trap
definitions for STRM"

2= { JnxStrm 1 }

strmTrap OBJECT IDENTIFIER ::= { jJnxStrm 0 }

-—- Variables within the STRM Trap Info
--— .2636.7.1.%*

strmLocalHostAddress OBJECT-TYPE
SYNTAX IpAddress
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "IP address of the local machine where the
notification originated"”

= { strmTraplnfo 1 }

strmTimeString OBJECT-TYPE

SYNTAX DisplayString (S1ZE(0..64))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Time offense was created or time the event rule
fired. Example "Mon Apr 28 10:14:49 GMT 2008*""

::= { strmTraplnfo 2 }

strmTimelnMillis OBJECT-TYPE
SYNTAX Counter64
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MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Time offense was created or time the event rule
fired in milliseconds"

::= { strmTrapinfo 3 }

--- Offense Properties
strmOffenselD OBJECT-TYPE

SYNTAX Counter64

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Offense 1D

= { strmTrapinfo 4 }

strmOffenseDescription OBJECT-TYPE
SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Description of the Offense"
= { strmTraplnfo 6 }

strmOffenseLink OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "HTTP link to the offense"
::= { strmTrapinfo 7 }

strmMagnitude OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Offense magnitude™
= { strmTrapinfo 8 }

strmSeverity OBJECT-TYPE

STRM Log Manager Administration Guide



112

JUNIPER NETWORKS MIB

SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Offense severity"
::= { strmTraplnfo 9 }

strmCreditibility OBJECT-TYPE
SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "'Offense creditibility"
= { strmTrapilnfo 10 }

strmRelevance OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "'Offense relevance"
2= { strmTrapinfo 11 }

-—- Attacker Properties
strmAttackerP OBJECT-TYPE
SYNTAX IpAddress
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION "Attacker IP"
::= { strmTraplnfo 12 }

strmAttackerUserName OBJECT-TYPE
SYNTAX DisplayString (S1ZE(0..1024))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Attacker®s User Name"
= { strmTrapilnfo 13 }

strmAttackerCount OBJECT-TYPE
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SYNTAX Counter64

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Total Number of Attackers"
= { strmTrapinfo 14 }

strmTop5AttackerPs OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(0..1024))

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Top 5 Attackers by Magnitude(comma separated)"
= { strmTrapIlnfo 15 }

strmTopAttackerIP OBJECT-TYPE
SYNTAX IpAddress

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Top Attacker IPs"
::= { strmTrapIlnfo 16 }

strmTop5AttackerUsernames OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(0..1024))

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Top 5 Attackers by Magnitude(comma separated)’
= { strmTrapinfo 48 }

strmTopAttackerUsername OBJECT-TYPE
SYNTAX DisplayString (S1ZE(0..32))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Top Attacker IPs"

= { strmTrapIlnfo 49 }

strmAttackerNetworks OBJECT-TYPE
SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify
STATUS current
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DESCRIPTION "Attacker Networks(comma separated)™
::= { strmTrapilnfo 17 }

-—- Target Properties
strmTargetlP OBJECT-TYPE
SYNTAX IpAddress
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION "Target IP"
= { strmTrapilnfo 18 }

strmTargetUserName OBJECT-TYPE
SYNTAX DisplayString (S1ZE(0..64))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "'Target®s User Name"
2= { strmTrapinfo 19 }

strmTargetCount OBJECT-TYPE

SYNTAX Counter64

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Total Number of Targets"
::= { strmTrapIlnfo 20 }

strmTop5TargetlPs OBJECT-TYPE

SYNTAX DisplayString (S1ZE(0..1024))
MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Top 5 Target IPs by Magnitude"
2= { strmTraplnfo 21 }

strmTopTargetlP OBJECT-TYPE
SYNTAX IpAddress

MAX-ACCESS accessible-for-notify
STATUS current
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DESCRIPTION "Top Target™
= { strmTraplnfo 22 }

strmTop5TargetUsernames OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(0..1024))

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Top 5 Target Usernames by Magnitude"
2= { strmTrapIlnfo 50 }

strmTopTargetUsername OBJECT-TYPE
SYNTAX DisplayString (S1ZE(0..32))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Top Target"

::= { strmTrapIlnfo 51 }

strmTargetNetworks OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Target Networks(comma separated)™
= { strmTrapilnfo 23 }

--- Category properties
strmCategoryCount OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Total Number of Categories"
= { strmTraplnfo 24 }

strmTop5Categories OBJECT-TYPE
SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify
STATUS current
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DESCRIPTION "Top 5 Categories(comma separated)™
::= { strmTraplnfo 25 }

strmTopCategory OBJECT-TYPE
SYNTAX DisplayString (S1ZE(0..64))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Top Category™

= { strmTraplnfo 26 }

strmCategorylD OBJECT-TYPE
SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "'Category ID of Event that triggered the Event CRE
Rule"

= { strmTrapilnfo 27 }

strmCategory OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(0..64))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION 'Category of the Event that triggered the Event CRE
Rule™

::= { strmTraplnfo 28 }

-—- Annontation Properties
strmAnnotationCount OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Total Number of Annotations"
= { strmTrapilnfo 29 }

strmTopAnnotation OBJECT-TYPE
SYNTAX DisplayString (S1ZE(0..1024))

STRM Log Manager Administration Guide



MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Top Annotation"

::= { strmTrapilnfo 30 }

--- Rule Properties
strmRuleCount OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

117

DESCRIPTION "Total Number of Rules contained in the Offense"

= { strmTrapilnfo 31 }

strmRuleNames OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION ""Names of the Rules that contributed to the
Offense(comma separated)"

= { strmTraplnfo 32 }

strmRulelD OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "ID of the Rule that was triggered in the CRE"
::= { strmTrapIlnfo 33 }

strmRuleName OBJECT-TYPE

SYNTAX DisplayString (SI1ZE(O..256))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Name of the Rules that was triggered in the CRE™

= { strmTraplnfo 34 }

strmRuleDescription OBJECT-TYPE
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SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Description/Notes of the Rules that was triggered
in the CRE"™

::= { strmTrapIlnfo 35 }

-—- Event Properties

strmEventCount OBJECT-TYPE

SYNTAX Counter64

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "Total Number of Events contained in the Offense"
= { strmTrapIlnfo 36 }

strmEventlD OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "I1D of the Event that triggered the Event CRE Rule"
= { strmTraplnfo 37 }

strmQid OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION "QID of the Event that triggered the Event CRE Rule"
::= { strmTraplnfo 38 }

strmEventName OBJECT-TYPE

SYNTAX DisplayString (S1ZE(0..256))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "'Name of the Event that triggered the Event CRE
Rule™

= { strmTrapilnfo 39 }
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strmEventDescription OBJECT-TYPE
SYNTAX DisplayString (SI1ZE(0..1024))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Description/Notes of the Event that triggered the
Event CRE Rule™

::= { strmTrapInfo 40 }

-—— IP Properties
strmSourcelP OBJECT-TYPE

SYNTAX IpAddress

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Source 1P of the Event that triggered the Event CRE
Rule™

= { strmTraplnfo 41 }

strmSourcePort OBJECT-TYPE
SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Source Port of the Event that triggered the Event
CRE Rule"

= { strmTraplnfo 42 }

strmDestinationlP OBJECT-TYPE
SYNTAX IpAddress
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Destination IP of the Event that triggered the
Event CRE Rule™

::= { strmTrapinfo 43 }
strmDestinationPort OBJECT-TYPE
SYNTAX Integer32

MAX-ACCESS accessible-for-notify
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STATUS current

DESCRIPTION "Destination Port of the Event that triggered the
Event CRE Rule"

= { strmTrapilnfo 44 }

strmProtocol OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "Protocol of the Event that triggered the Event CRE
Rule™

::= { strmTrapIlnfo 45 }

strmAttackerPort OBJECT-TYPE
SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "'Source Port of the Event that triggered the Event
CRE Rule"

= { strmTrapIlnfo 46 }

strmTargetPort OBJECT-TYPE
SYNTAX Integer32

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION "'Destination Port of the Event that triggered the
Event CRE Rule"

= { strmTrapilnfo 47 }

-——- STRM Trap Notifications

--- .2636.7.0.%*

strmEventCRENotification NOTIFICATION-TYPE
OBJECTS {

strmLocalHostAddress,

strmTimeString,

strmRuleName,

strmRuleDescription,
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strmAttackerlP,
strmAttackerPort,
strmAttackerUserName,
strmAttackerNetworks,
strmTargetlP,
strmTargetPort,
strmTargetUserName,
strmTargetNetworks,
strmProtocol,
strmQid,
strmEventName,
strmEventDescription,
strmCategory

}

STATUS current
DESCRIPTION "Event CRE Notification"
ti= { strmTrap 1 }

strmOffenseCRENotification NOTIFICATION-TYPE
OBJECTS {
strmLocalHostAddress,
strmTimeString,
strmRuleName,
strmRuleDescription,
strmOffenselD,
strmOffenseDescription,
strmOffenselLink,
strmMagnitude,
strmSeverity,
strmCreditibility,
strmRelevance,
strmeEventCount,
strmCategoryCount,
strmTop5Categories,
strmAttackerlP,
strmAttackerUserName,
strmAttackerNetworks,
strmAttackerCount,
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strmTop5AttackerlPs,
strmTargetlP,
strmTargetUserName,
strmTargetNetworks,
strmTargetCount,
strmTopSTargetiPs,
strmRuleCount,
strmRuleNames,
strmAnnotationCount,
strmTopAnnotation.1,
strmTopAnnotation.2,
strmTopAnnotation.3,
strmTopAnnotation.4,
strmTopAnnotation.5,
}

STATUS current
DESCRIPTION "Offense CRE Notification"
2= { strmTrap 2 }

END

STRM Log Manager Administration Guide



VIEWING AUDIT LOGS

Changes made by STRM Log Manager users are recorded in the audit logs. You
can view the audit logs to monitor changes to STRM Log Manager and the users
performing those changes.

All audit logs are stored in plain text and are archived and compressed once the
audit log file reaches a size of 200 MB. The current log file is named audit. log.
Once the file reaches a size of 200 MB, the file is compressed and renamed as
follows: audit.1.gz, audit.2.gz, etc with the file number incrementing each
time a log file is archived. STRM Log Manager stores up to 50 archived log files.

This appendix provides information on using the audit logs including:
e Logged Actions
« Viewing the Log File

Logged Actions

STRM Log Manager logs the following categories of actions in the audit log file:

Table 2-1 Logged Actions

Category Action

User Authentication Log in to STRM Log Manager.

Log out of STRM Log Manager.

Administrator Authentication Log in to the STRM Log Manager Admin tab.

Log out of the STRM Log Manager Admin tab.

System Management Shutdown a system.

Restart a system.

Session Authentication Create a new administration session.

Terminate an administration session.

Deny an invalid authentication session.

Expire a session authentication.

Create an authentication session.

Terminate an authentication session.
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Table 2-1 Logged Actions (continued)

Category

Action

User Authentication Ariel

Deny a login attempt.

Add an Ariel property.

Delete an Ariel property.

Edit an Ariel property.

Add an Ariel property extension.

Delete an Ariel property extension.

Edit an Ariel property extension.

Root Login

Log in to STRM Log Manager, as root.

Log out of STRM Log Manager, as root.

Rules

Add a rule.

Delete a rule.

Edit a rule.

User Accounts

Add an account.

Edit an account.

Delete an account.

User Roles

Add a role.

Edit a role.

Delete a role.

Log Sources

Add a log source.

Edit a log source.

Delete a log source.

Add a log source group.

Edit a log source group.

Delete a log source group.

Edit the DSM parsing order.

Log Source Extension

Add an log source extension.

Edit the log source extension.

Delete a log source extension.

Upload a log source extension.

Upload a log source extension successfully.

Upload an invalid log source extension.

Download a log source extension.

Report a log source extension.

Modify a log sources association to a log source or
log source type.
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Table 2-1 Logged Actions (continued)

Category

Action

Log Source Extension

Add an log source extension.

Edit the log source extension.

Delete a log source extension.

Upload a log source extension.

Upload a log source extension successfully.

Upload an invalid log source extension.

Download a log source extension.

Report a log source extension.

Modify a log sources association to a log source or
log source type.

Protocol Configuration

Add a protocol configuration.

Delete a protocol configuration.

Edit a protocol configuration.

Reports

Add a template.

Delete a template.

Edit a template.

Execute a template.

Delete a report.

Groups

Add a group.

Delete a group.

Edit a group.

Backup and Recovery

Edit the configuration.

Initiate the backup.

Complete the backup.

Fail the backup.

Delete the backup.

Synchronize the backup.

Cancel the backup.

Initiate the restore.

Upload a backup.

Upload an invalid backup.

Delete the backup.

Purge the backup.

Asset

Delete all assets.
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Table 2-1 Logged Actions (continued)

Category Action

High Availability Add an HA host.

Remove an HA host.

Set an HA system offline.

Set an HA system online.

Restore an HA system.

QIDmap Add a QID map entry.

Edit a QID map entry.

Ariel Properties Add a custom event property.

Edit a custom event property.

Delete a custom property.

Ariel Property Extensions Add a custom event property expression.

Edit a custom event property expression.

Delete a custom event property expression.

Installation Install a .rpm package, such as a DSM update.

License Add a license key.

Edit a license key.

Viewing the Log To view the audit logs:
File
Step 1 Log into STRM Log Manager as root.
Step 2 Go to the following directory:
/var/log/audit
Step 3 Open the desired audit log file.
Each entry in the log file displays using the following format:

DNote: The maximum size of any audit message (not including date, time, and host
name) is 1024 characters.

<date_time> <host name> <user>@<IP address> (thread ID)
[<category>] [<sub-category>] [<action>] <payload>

Where:

<date_time> is the date and time of the activity in the format: Month Date
HH:MM:SS.

<host name> is the host name of the Console where this activity was logged.
<user> is the name of the user that performed the action.

<IP address> is the IP address of the user that performed the action.
(thread ID) is the identifier of the Java thread that logged this activity.
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<category> is the high-level category of this activity.
<sub-category> is the low-level category of this activity.
<action> is the activity that occurred.

<payload> is the complete record that has changed, if any. This may include a
user record or an event rule.

For example:

Nov 6 12:22:31 localhost.localdomain admin@10.100.100.15
(Session) [Authentication] [User] [Login]

Nov 6 12:22:31 localhost.localdomain jsam@10.100.100.15 (0)
[Configuration] [User Account] [Account Modified]
username=james, password=/0JDuXP7YXUYQ, networks=ALL,

emai l=sam@qgllabs.com, userrole=Admin

Nov 13 10:14:44 localhost.localdomain admin@10.100.45.61 (0)
[Configuration] [FlowSource] [FlowSourceModified] Flowsource(
name=""tim", enabled="true", deployed=""false",
asymmetrical="false", targetQflow=DeployedComponent(id=3),
flowsourceType=FlowsourceType(id=6),
flowsourceConfig=FlowsourceConfig(id=1))
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