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ABOUT THIS GUIDE

The Juniper Networks NSM Plug-In Users Guide provides you with information for
installing and configuring the Juniper Networks NSM Plug-In.

Conventions Table 1 lists conventions that are used throughout this guide.

Table 1 Icons

Icon Type Description
Information note Information that describes important features or
instructions.
' Caution Information that alerts you to potential loss of
f of data or potential damage to an application,
system, device, or network.
Warning Information that alerts you to potential personal
II\A injury.
Technical You can access technical documentation, technical notes, and release notes
Documentation directly from the Juniper Customer Support web site at

https://www.juniper.net/suport/. Once you access the Technical support web site,
locate the product and software release for which you require documentation.

Your comments are important to us. Please send your e-mail comments about this
guide or any of the Juniper Networks documentation to:

techpubs-comments@juniper.net.

Include the following information with your comments:
« Document title
e Page number

Juniper Networks NSM Plug-In Users Guide



2 ABOUT THIS GUIDE

Contacting To help you resolve any issues that you may encounter when installing or
Customer Support maintaining STRM, you can contact Customer Support as follows:

L]

Open a support case using the Case Management link at
http://www.juniper.net/support.

Call 1-888-314-JTAC (from the United States, Canada, or Mexico)
or1-408-745-9500 (from elsewhere).

Juniper Networks NSM Plug-In Users Guide
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

INSTALLING THE NSM PLUG-IN

Juniper Networks Network and Security Manager (NSM) is a software application
that centralizes control and management of your Juniper Networks devices.
Juniper Networks NSM delivers integrated, policy-based security and network
management for all devices.

You can use the Juniper Networks NSM Plug-In to view policy details from the
Juniper Networks NSM server for an event.

Note: Installing the Juniper Networks NSM Plug-In results in the Tomcat process
automatically restarting. This causes a service disruption while the process
restarts.

To install the Juniper Networks NSM Plug-In:

Copy the 2009.1 iso file to /tmp.

Navigate to /tmp,

cd/tmp

Enter the following command:

mount -t is09660 -0 loop <I1SO Filename> /media/cdrom

Enter the following command

rpm -Uvh/media/cdrom/post/qradar/
nsm_plugin-6.3.0-<build>.1386.rpm:

Where <build> is the related STRM build number.

Log in to the STRM interface:

http://<IP address>

Where <IP address> is the IP address of the STRM system.
Click the Admin tab.

The Admin interface appears.

In the navigation pane, click System Configuration.

The NSM Plug-in Settings icon appears. You are now ready to setup your plug-in.
See Chapter 2 Setting Up the Plug-In.
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2 SETTING UP THE PLUG-IN

Before viewing Juniper Networks NSM policy information, you must setup the
plug-in settings in the STRM interface. This chapter includes setup information
including:

e Configuring the Server Settings
e Setting User Permissions
e Setting User Preferences

Configuring the To configure the Juniper Networks NSM Plug-In settings:

Server Settings
Note: You must have administrative privileges to configure the Juniper Networks

NSM server settings. For more information regarding privileges, see the STRM
Administration Guide.

Step 1 Click the Admin tab.
The Admin interface appears.

Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.

Step 3 In the Plug-In Configuration section, click the NSM Plug-in Settings icon.
The NSM Server Settings window appears.

NSM Server Settings L7
This p me COntaIns the sefings 1] |'l'l"1|l'_| ire the system o connact o MNEM 1
alloew USErs bo login to retrieve policy & rule information

I SROIT ks [hps 4172.16.76 1 0:8443

Exanpla: (hibps1092. 168 2 .1:84493)

Save Changes

Step 4 In the NSM Server URL, specify IP address or hostname of the Juniper Networks
NSM server to which you want to connect.

Step 5 Click Save Changes.
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6 SETTING UP THE PLUG-IN

Note:
Setting User You must ensure each user that must access plug-in information has the
Permissions appropriate user role permissions.

|> Note: You must have administrative privileges to configure the Juniper Networks
NSM server settings. For more information, see the STRM Administration Guide.
To set the appropriate user permissions for the Juniper Networks NSM Plug-In:
Step 1 Click the Admin tab.
Step 2 In the navigation menu, click System Configuration.
The System Configuration panel appears.
Step 3 Click the User Roles icon.
The Manage User Roles window appears.
Step 4 Choose one of the following options:
a If you want to create a new role, click Create Role.

b If you want to edit an existing role to include the NSM Plug-in Settings
permissions, click the edit icon of the desired role.

The Manage Role Permissions window appears.

Juniper Networks NSM Plug-In Users Guide



Setting User Preferences

Manage Role Penmissions

Fole Hame I

Salect the permissions to be associated with this role

™ Admin
[T Adminisirator W anager
™ systam Adminisirator
™ “iews Adminisirator

™ Events
™ Event Search Restrictions Cverride
[T Custornized Rule Creation
O Uger Dafined Event Propaties

™ Resolution

I Offenses
N Customzed Rule Creabon
C Bgsign Oensas 10 Users

T Assets
I Sener Discovery
I wiewva Data
™ Perform VA Scans

™ Metwork Surveilance

™ ‘iewr Floow Conterl

C Sentry Modification

I Wigw Flows

C Wienas Flosws Resiriclions Oserride

I Reports I Right Click Menu Extenslons
™ Maintain Templates
I Distribute Reparts via Email

[ HSM Plug-in Settings
™ Launch MSM Client
[ Wi NSM Policy Detalls from Events InTemace

Cancel Maxt

Step 5 Select the desired permissions for the NSM Plug-in Settings:

« Launch NSM Client - Select this check box if you want to allow users the ability
to Launch the NSM Client from the main interface. By default, the check box is
clear.

« View NSM Policy Details from Events interface - Select this check box if you
want to allow users the ability to view policy details for the Juniper Networks
NSM server from the Events interface. By default, the check box is clear.

Step 6 Select the remaining permissions.
For more information on role permissions, see the STRM Administration Guide.
D Note: Make sure you have Events permissions to access the policy details.

Step 7 Complete the wizard.
Step 8 From the Admin tab menu, click Deploy Changes.

Setting User
Preferences

All users with the View NSM Policy Details from Events interface role
permission must enter their user settings to authenticate their user account with
the Juniper Networks NSM server. This ensure the appropriate users are able to
view policy details for an event.
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SETTING UP THE PLUG-IN

To configure user detalils:
Step 1 In the STRM interface, click NSM Preferences.
The NSM User Settings window appears.

MEM User Settings e
This page contains the sethngs which allow you to retnieve information
frorm WSk, &l felds ang requinad
MEM Login; |
MEM Passward |
MNEM Domain [qlcka
Save Changes I

I> Note: If your administrator has not completed the configuration of the plug-in, a
message appears. Contact your system administrator to complete the
configuration before continuing. See Configuring the Server Settings.

Step 2 Enter values for the parameters:

« NSM Login - Specify your username, as defined in the Juniper Networks NSM
server.

« NSM Password - Specify your password, as defined in the Juniper Networks
NSM server.

« NSM Domain - Specify your domain, as defined in the Juniper Networks NSM
server. The default is global.

Step 3 Click Save Changes.
D Note: NSM cannot be contacted from the STRM dashboard or the Event page.

If you set NSM as the preference in the STRM dashboard, or view the NSM Policy
details from the STRM Event page, an error meassage appears:

NSM cannot be contacted at https://10.205.75.2:8443. Please
verify the URL.

Since the SSH certificate connects NSM to STRM, the error could appear either
because the SSH certificate on the NSM box has expired or is invalid. Accept the
invalid SSH key and continue with the SSH connection.

To do this:

Step 1 Copy the following file from the NSM box:
/usr/netscreen/GuiSvr/lib/webproxy/conf/client.truststore

Step 2 Go the the following file on the STRM box:
/opt/qradar/conf/webplugins/117/client.truststore

Step 3 Replace this file on the STRM box with the file from the NSM box.
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Setting User Preferences 9

Step 4 Restart tomcat using the following command:
# service tomcat restart

D Note: If your credentials are rejected by the Juniper Networks NSM server but you

have verified your access information, your IP address may be blocked by the
Juniper Networks NSM server as a result of too many failed login attempts.
Contact your Juniper Networks NSM server administrator to unblock the following
IP address: 127.0.0.1 using the Tools > Manage Blocked Hosts option in the
Juniper Networks NSM client.
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USING THE PLUG-IN

Once you have the plug-in configured and setup, you can view policy event
information. This chapter provides information on launching and viewing policy
details including:

e Launching NSM
« Viewing Policy Details

Launching NSM

Launching NSM
Step 1
Step 2

Step 3

Step 4

This section provides information about launching NSM.

To launch NSM:
In the STRM interface, click Launch NSM.
Choose one of the following options:

« If you are using FireFox 3.0 and this is the first time you are launching NSM, go
to Step 3.

 If you are using Microsoft Internet Explorer 6.0/7.0 and this is the first time you
are launching NSM, go to Step 4

« If you have previously launched NSM, go to Step 5.
To launch NSM for the first time using FireFox 3.0:

a In the Opening window, select the Open with option.
b Click Browse.

¢ Select the downloaded plug-in file in the appropriate directory. Typically, this file
is located in the c:\\\Program Files\NetScreen-Security Manager\ directory.

d Click Ok.

e Select the Do this automatically for files like this from now on check box.
Click Ok.

The Juniper Networks - NSM Login appears.

g Goto Stepb5.

To launch NSM for the first time using Internet Explorer 6.0/7.0:

—

a From your desktop, select Start > Control Panel.
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12 USING THE PLUG-IN

Step 5
Step 6

The Control Panel appears.
b Double-click the Folder Options icon.
¢ Click the File Types tab.

d Create a new association for the .nsm extension and change the extension to
access the NSM.exe file.

e Click Ok.
f Inthe STRM interface, click Launch NSM.

g Inthe File Download window, clear the Always ask before opening this type
of file check box.

h Click Open.
The Juniper Networks - NSM Client login appears.
i Goto Step 5.
Enter the necessary log in credentials for the Juniper Networks Client.
Click Ok.

The Juniper Networks client appears. For more information, see your Juniper
documentation.

Viewing Policy
Details

Adding the Policy
Column

Step 1

Step 2

Step 3

Once the Juniper Networks NSM Plug-In is installed and configured, you can view
policy details using the Events interface. However, before you can view policy
details, you must add the Policy column to the Events interface display. This
section includes information about adding the Policy column and viewing policy
details including:

» Adding the Policy Column
e Viewing Policy Details

To add the NSM Policy column to the Events interface display:

Click the Events tab.

The Events interface appears.

Using the Search drop-down list box, select New Event Search.

The new event search window appears.

Using the Available Columns list, select the NSM Policy (custom) item.
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Viewing Policy Details 13

Colmnn Definition

Display: | Default (Normalized) =]

O advanced View Definition

I'ype Calumn or Select fram List

Arailable Columng Group By

AccountDormain (customn) :.I

AccaunlD {custom) # ﬂ
BeeauntPMame (eustom) c L

Eyes (custom)

BytesRecaived (cushorm)

BytezSent (custom)

Char gl:'dn'-'l.'l'lrih wle s (euham)

Diate_Time {custam) Calumns

Duration_Hours (custorn) Event Hamea o
Daration_kinutes {custom) i 9

Duration_Seconds {custom) Log Source

EvertlD {eustam) > Event Count

EE

= £ Starl Time
ObjeciType (custam) Calagory
Palicy (custorm) Source iP

Healm {custom)

Resource (custom) Source Por ﬂ
Role {custom)

Scope {custom) S

URL {custam) St

WirusMarne (custom) ﬂ I Sitan Time j I Deze :I

Step 4 Select the arrow to move the item to the Column list.

DNote: For information regarding additional search parameters, see the STRM
Users Guide.

Step 5 Click Filter/Search

The Events interface appears with the Policy (custom) column.

Viewing Policy  To view policy details:
Details

Step 1 Click the Events tab.
The Events interface appears.
Step 2 Navigate to the event on which you want to view policy details.
For more information navigating the Events interface, see the STRM Users Guide.

Step 3 In the Policy (custom) column of the event you selected in Step 2, use the right
mouse button (right-click) to access additional menu options.

Step 4 From the menu, select More options > View NSM Policy Details.
The NSM Policy details window appears.
DNote: The More options menu item is not available in the Streaming mode.
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14 USING THE PLUG-IN

HNSM Policy ISGI000-02 i Lk, FERA
Tootee e Fin el Wit s P Emampt Backdoor EYN Probecior Trafic &nomalss
Fuds e, | WD Fiasiy [y T E Ta Doive Wi tipuabion SEde Actiom | bwitall On | Rale Opblens © ojwarsans
frusl ay uribust BTy T STy arry Count, Surth by
wef any unruss Iy Ty reject Ay ALET By Sereer
1| | ¥

Each Juniper Networks NSM policy includes groups of rule base(s) and rules. This
window provides details of the selected NSM policy and the details of the
associated rules for this policy. This window may require several minute to
populate depending on the amount of data.

For more information regarding the Juniper Networks NSM policy, see your
Juniper Networks NSM documentation.
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