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ABOUT THIS GUIDE

The STRM Log Management Users Guide provides information on managing
STRM Log Management including the Dashboard, Reports, and Event Viewer
interfaces.

Conventions

Table 1 lists conventions that are used throughout this guide.

Table 1 Icons

Icon Type Description
Information note Information that describes important features or
instructions.
' Caution Information that alerts you to potential loss of
/ o\ data or potential damage to an application,
system, device, or network.
le\A Warning Information that alerts you to potential personal
injury.

Technical
Documentation

You can access technical documentation, technical notes, and release notes
directly from the Juniper Networks support web site at https://juniper.net/support.
Once you access the Juniper Networks support web site, locate the product and
software release for which you require documentation.

Your comments are important to us. Please send your e-mail comments about this
guide or any of the Juniper Networks documentation to:

documentation@)juniper.com.

Include the following information with your comments:
+ Document title
+ Page number

STRM Log Management Users Guide



2 ABOUT THIS GUIDE

Contacting
Customer Support

To help you resolve any issues that you may encounter when installing or
maintaining STRM Log Management, you can contact Customer Support as
follows:

« Log a support request 24/7: https://juniper.net/support

For access to the Juniper Networks support web site, please contact Customer
Support.

+ Access Juniper Networks support and Self-Service support using e-mail:
support@juniper.net

« Telephone assistance: 1-800-638-8296.

STRM Log Management Users Guide



1 ABOUT STRM LoG MANAGEMENT

STRM Log Management is a network security management platform that provides
situational awareness and compliance support through security event correlation,
analysis, and reporting. This chapter provides an overview of the STRM Log
Management interface including:

« Logging In to STRM Log Management
« Dashboard
+ Event Viewer
* Reports
+ Using STRM Log Management
+ STRM Log Management Administration Console
|> Note: When navigating STRM Log Management, do not use the browser Back

button. Use the navigation options available with STRM Log Management to
navigate the interface.

LoggingInto STRM  To login to STRM Log Management:
Log Management

Step 1 Open your web browser.
Step 2 Log in to STRM Log Management:
https://<IP Address>

Where <1P Address> is the IP address of the STRM Log Management system.
The default values are:

Username: admin
Password: <root password>

Where <root password> is the password assigned to STRM Log Management
during the installation process. For more information, see the STRM Log
Management Installation Guide.

step 3 Click Login To STRM Log Management.

For your STRM Log Management Console, a default license key provides you
access to the interface for 5 weeks. A window appears providing the date that the

STRM Log Management Users Guide



4 ABOUT STRM LOG MANAGEMENT

temporary license key will expire. For information on installing a permanent license
key, see the STRM Log Management Administration Guide.

Dashboard

i

The Dashboard tab is the default interface that appears when you log in to STRM
Log Management. The Dashboard tab provides summary and detailed information
on events occurring on your network. The Dashboard is customizable on a per

user basis to focus on individual user’s security or network operations
responsibilities.

I Dashboard I Event Viewer I Reports

System Time: 16:12 | CONFIG | HELF | LOGOUT |

| Add ltem... ¥

NextReresh:0000:a0 B @ ‘

41,024

158,242

m Severity 1

W Snort @ wolverine
o Custom Rule Engine-8 :: ..
O LinuxServer @ gafedora<is
@ Pix @ apophis

408,962

System Summary DB Events By Severity [:]B Top Devices [:]B
Current Events Per 35 238
Second K | Severity 10
New Events (Past 24 549 100,135 Severity 9
Hours} hl 9,796 a ;sver;y : 79,260
52 @ Severity
Most Recent Reports 5] x| N/ —16488  m Severity & 1452
182,782 F 10 o Saver?tyﬁ 20,213
| Severity 4
Mo results were returned for 1,120 0 Severity 3
this itern = Severity 2

~

Note: For more information on using the Dashboard, see Chapter 2 Using the

Dashboard.
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Event Viewer

The Event Viewer allows you to view event logs being sent to STRM Log
Management in real-time, or through searches. The Event Viewer is a powerful
tool for performing in-depth investigations on event data.

[ pasnboara | event viewer [ Reports
- System Time: 16:17 | CONFIG | HELF | LOGOUT |
search.. ¥ Bl save seach ClRules Actions ¥ Display[ None v Hext Refresh: onooso B @ |
-~
Viewing events from the most recent interval
Current Filters:
Event Is Unparsed is "false”  (Clear Filter)
The maximum number of collected results has been reached for this query.
= Event | Low Level Source _— Destination =
Evert Name Device ooy | Tame | Lo Ll Source IP s Destination IP a2t | Username Magnitude
Custom Rule
ggEE“”‘D“'EVE"( Engine-a : 1 16116 | Misc Exploit 172.16.60.21 27932 17216.210.240 | 635 ST
gradar
Custom Rule
ggEE“”‘D“'EVE"( Engine-a : 1 16116 | Misc Exploit 1721660240 | 30163 17216.210.214 | 518 ST
gradar
Custom Rule
ggEE“”‘D“'EVE"( Engine-a : 1 16116 | Misc Exploit 1721660301 | 29270 17216.210.145 | 123 ST
gradar
Custom Rule
ggEE“”‘D“'EVE"( Engine-a : 1 16116 | Misc Exploit 1721660193 | 36412 17216.210.241 | 518 ST -
< |3
Paoc | CYIE 1121211200 B

D Note: For more information, see Chapter 3 Using the Event Viewer.

Reports

Reports is a flexible and robust reporting package that allows you to create,
distribute, and manage reports for any data within STRM Log Management.

Reports allows you to create customized reports for operational and executive use
by combining any combination of information into a single report. You can also use

the many pre-installed report templates included with STRM Log Management.

The Reports tab also allows you to brand your reports with your customized logos
enabling you to support various unique logos for each report. This is beneficial for

distributing reporting to different audiences.

I Dashboard I Event Viewer I Reports

Systam Time: 15:20 | GONFIG | HELP | LOGOUT |
[ 5o setect 2 grous =] Clorups aions ¥ o
e i e
-5 ; T Next Run —— _
(Rt emplate Name Group Schedute | MextR Last Modification | Owner | Author | Output
:a”“la‘ Weekly Yirus Summary Executive Weekly Inactive 2008-06-02 12:00 admin adrmin FDF
ourly
Daily Manthly Palicy Vialation | g0 e Monthly | Inastive 2008-06-0212:00 | admin | admin | PDF
I Sumrmary B
Dally Juniper S5LYPHN .
monthly oy Security Daily Inactive | 2008-06-021200 | admin | admin | PDF
* Branding gj;'ﬂ“r:,’“;is SCCSES Executive Daily Inactive 2008-06-0212:00 | admin | admin | FDF
Ianthly Category Executive Monthly | Inastive 2008-06-0212:00 | admin | admin | FDF
Distribution
DIy RIEE- I EERIEE Executive Daily Inactive 2008-06-0212:00 | admin | admin | FDF
Summary
Ianthly ek Access Executive Monthly | Inastive 2008-06-0212:00 | admin | admin | FDF
Summary
IS IPERAGHD Security Monthly | Inastive 2008-06-0212:00 | admin | admin | FDF
Devices
Daily Systern Admin Security Daily Inactive 2008-06-0212:00 | admin | admin | PDF,XLS
Lagins and Logouts
WG LEan AEIRUTD Executive Weakly | Inactive 2008-06-0212:00 | admin | admin | FDF
Activity Summary ~

D Note: For more information on Reports, see Chapter 5 Managing Reports.
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6 ABOUT STRM LOG MANAGEMENT

Using STRM Log Using STRM Log Management, you can:
Management

« Sort the results. See Sorting Results.

» Refresh the interface. See Refreshing the Interface.

« Pause the current display. See Pausing the Interface.

» Further investigate an IP address. See Investigating IP Addresses.

+ View the time of the STRM Log Management Console. See STRM Log
Management Time.

+ View the STRM Log Management on-line Help. See Accessing On-line Help

Sorting Results In the Event Viewer tab you can sort the resulting tables by clicking on a column
heading. A single click of the desired column sorts the results in descending order
and a second click on the heading sorts the results in ascending order. An arrow at
the top of the column indicates the direction of the sort.

For example, if you wish to sort the events by Name, click the Name heading. An
arrow appears in the column heading to indicate the results are sorted in
descending order.

Event Name Device Event Time v | Low Level Category Source IP Source Destination IP Destination Username |Magnitude
Count Port Port
User Login System Audit2 104 OMUser 10005071 | 0 1010010025 | 0 admin
s mustang Authentication
Lnknown System Audit-2 | 1046 SMConfguraion o gpgpap7y g 1040010025 0 admin
Audit Event s mustang Change
System Audit-2 Sin Uszer

1 10:46 10.100.50.71 0 10.100.100.25 0 admin .

User Login mustang Authentication

Click the Name column heading again if you wish to sort the information in
ascending order.

Refreshing the The Event Viewer and the Dashboard allow you to refresh the interface. This
Interface refresh option is located in the right corner of the interface. The timer indicates the
amount of time since the interface was refreshed. To refresh the interface, click the
refresh = icon.

Pausing the Interface  You can use the refresh timer, located on the right, to pause the current display. To
pause the interface, click the pause icon lll. The timer flashes red to indicate the
current display is paused. Click the icon again to restart the timer.

Investigating IP  You can use the right-mouse button (right-click) on any IP address to access
Addresses additional menus, which allow you to further investigate that IP address. The menu
options include:

Note: For information on customizing the right-click menu, see the Customizing
the Right-Click Menu Technical Note.

STRM Log Management Users Guide



STRM Log
Management Time

Accessing On-line
Help

Using STRM Log Management 7

Table 1-1 Additional Options

Menu Sub-Menu Description
Information DNS Lookup Searches for DNS entries based on the IP
address.

WHOIS Lookup  Searches for the registered owner of a
remote IP address (Default system server:
whois.crsnic.net.)

Port Scan Performs a NMAP scan of the selected IP
address. This option is only available if
NMAP is installed on your system. For more
information on installing NMAP, see your
vendor documentation.

The right corner of the STRM Log Management interface displays STRM Log
Management time, which is the time of the STRM Log Management Console. The
STRM Log Management Console time synchronizes all STRM Log Management
appliances within the STRM Log Management deployment, and is used to
determine the time events were received from other devices for proper time sync
correlation.

You can access the STRM Log Management on-line Help through the main STRM
Log Management interface. To access the on-line Help, click Help > Help
Contents. The Help interface appears.

STRM Log Management Users Guide



8 ABOUT STRM LOG MANAGEMENT

STRM Log
Management
Administration
Console

The STRM Log Management Administration Console is a client-based application
that provides administrative users access to administrative functionality including:

« System Configuration - Allows you configure system wide STRM Log
Management settings including, users, thresholds, system settings, backup and
recovery, license keys, network hierarchy, authentication, or automatic
updates.

+ Access the deployment editor - Allows you to manage the individual
components of your STRM Log Management deployment.

« Configure sensor devices - Allows you to configure sensor devices, which
provide events to your deployment through DSMs.

All configuration updates using the Administration Console are saved to a staging
area. Once all changes are complete, you can deploy the configuration changes or
all configuration settings to the remainder of your deployment.

For more information regarding the STRM Log Management Administration
Console, see the STRM Log Management Administration Guide.

STRM Log Management Users Guide



USING THE DASHBOARD

The Dashboard allows you to create a customized portal to monitor any data
STRM Log Management collects, to which you have access. The Dashboard is the
default view when you log in to STRM Log Management and allows you to monitor
several areas of your network at the same time. Normal activity and suspicious
behaviors can be investigated directly from the Dashboard. Also, you can detach
an item and monitor the item directly from your desktop.

This chapter includes:

» About the Dashboard

+ Event Viewer

* Reports

+  System Summary

+ Adding Items

About the
Dashboard

The Dashboard allows you to monitor your security event behavior. By default, for
non-administrative users, the Dashboard is empty. For administrative users, the
Dashboard displays the following:

« System Summary

« Events - Average Events Per Second
+ Events By Severity

+ Most Recent Reports

+ Top Devices

Note: The items that appear on your Dashboard depends on the access you have
been granted. For more information on user roles, see the STRM Log
Management Administration Guide.

The content that appears on the Dashboard is user-specific. You can design the
Dashboard as you wish, as the changes made within a STRM Log Management
session affect only your system. The next time you log in, STRM Log Management
reflects your last Dashboard configuration.

STRM Log Management Users Guide



10 USING THE DASHBOARD

Using the Dashboard

i

You can move and position items to meet your requirements. You can stack items
in one panel or distribute them evenly within the three panels. When positioning
items, each item automatically resizes in proportion to the panel. The Dashboard
interface refreshes regularly to display the most recent information.

You can add, remove, or detach items on the Dashboard. Once added, each item
appears with a titlebar. Using the Dashboard, you can:

+ Adding Items - Provides the list of items that you can add to your Dashboard.
You can monitor the following items:

- Event Viewer
- Reports
- System Summary

* Removing an Item - To remove an item from the Dashboard, click the red icon
located in the upper right corner of the item.

A confirmation window appears before an item is removed. Removing an item
does not remove the item from STRM Log Management. Removing an item
clears the item from the Dashboard. You can add the item again at any time.

+ Detaching an Item - To detach an item from the Dashboard, click the green
icon located in the upper right of the item. Detaching an item does not remove
the item from STRM Log Management; detaching an item duplicates the data in
a new window.

Detaching an item allows you to temporarily monitor one or more particular
items on your desktop. You can detach the item then remove the item from the
Dashboard - the detached window remains open and refreshes during
scheduled intervals. If you close the STRM Log Management application, the
detached window remains open for monitoring and continues to refresh until
you manually close the window or shut down your computer system.

Note: STRM Log Management does not save the status of a detached Dashboard
item when you end your STRM Log Management session.

Event Viewer

Events Over Time

You can add several Event Viewer items to your Dashboard. The Event Viewer
allows you to monitor and investigate events in real-time. Event Viewer options
include:

« Events Over Time
« Events By Severity
+ Top Devices

The Events Over Time option displays events received over the last 8 hours in 15
minute intervals, categorized by the event category.

STRM Log Management Users Guide



Events - Average Events Per Second DB
BHows | ™®  LineChart Pie Chart
Seties

69.5
38.8
746.0

12.9

¥ Legend
M cther O rolicy
W Unknown E suspicious
O Host_Discovery M Tirme_Series
W Access M Flow
M Recon Eoos

E Patential_Exploit

Event Viewer 1

I> Note: You must have the required permissions to access Event Viewer items.

Events By Severity

Top Devices

To customize your display:

« Period of Time - Using the drop-down list box, select the period of time you
wish the Dashboard graph to display.

« Chart Type - You can display the data using a Time Series (default), Line
Chart, or Pie Chart. To change the chart type, click Time Series, Line Chart or

Pie Chart at the top of the graph.

The Events By Severity item displays a pie chart that specifies the number of
active events grouped by severity. This item allows you to see the number of
events that are being received by the level of severity that has been assigned.
Severity indicates the amount of threat an attacker poses in relation to how
prepared the target is for the attack. The range of severity is 0 (low) to 10 (high).

Events By Severity DEB
B Severity 9
20,118 @ Severtty 8
390 10 O Sewverity 6
151 O Severity 5
740 W Severity 4
17,632 O Severity 3
4 Severity 2
27,176 N, W Severity
54,384 O Severity 10
@ Sewverity O

The Top Devices item displays a pie chart that specifies the top 10 devices that
sent events to STRM Log Management within the last 15 minutes. The number of
events sent from the specified device is indicated in the pie chart. This item allows

STRM Log Management Users Guide



12 USING THE DASHBOARD

you to view potential changes in behavior, for example, if a firewall device that is
typically not in the top 10 list is now contributing to a large percentage of the
overall message count, you should investigate this occurrence.

Top Devices D 8

373

5,243 s 17,03

B Flow Classification Engine...

@ Custom Rule Engine-8 :: ve...

O Contivityv2 @ contivity_h...

@ Cyberguard @ cyberguard_h...
MW Enterasys @ enterasys_hos...
O FWSM @ FWSM_host

B IntruShield @ intrushield...

O JuniperSA @ juniper_host=/...
B CheckPoint @ checkpeint_h. ..
B NetScreenFirewall @ netsc...

Reports

The Reports option allows you to display the top recently generated reports. The
display provides the report title, the time and date the report was generated, and
the format of the report.

Most Recent Reports DE
Report Title Generated Format
Executive
Topk 2007-08-2801:03
Securi...

S 2007-08-28 01:03
Distribution )
Diaily Tap

Targeted 2007-08-28 0102
AS.

Daily Tap

Targeted 2007-08-28 01:02
AS.

Diaily Tap

Security 2007-08-2801:02

an..

System Summary

The Summary item provides a high-level summary of activity within the past 24
hours. Within the summary item, you can view the following information:

« Current Events Per Second - Specifies the number of current events per
second.

+ New Events (Past 24 Hours) - Specifies the total number of new events
received within the last 24 hours.

Network Security Manager

Summary D 8
Current Events Per Second a
Mew Events (Past 24 Hours) 3
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Adding Items

Step 1

Step 2

Step 3

You can add multiple displays to the Dashboard interface. To add an item to the
Dashboard:

Click the Dashboard tab.

The Dashboard interface appears.

From the toolbar, click Add Item.

A list of menu items appears.

Navigate through the categories, options include:
+ Event Viewer

+ Reports

« System Summary

Each panel highlights as you pass an item over the panel signalling an item can be
dropped into that panel. If the item titlebar is above the titlebar of an existing item,
the new item assumes position above the existing item.

STRM Log Management Users Guide






USING THE EVENT VIEWER

An event is an action that occurs on a network or a host. The Event Viewer allows
you to monitor and investigate events in real-time or perform advanced searches.
You must have permission to view the Event Viewer interface. For more
information on assigning roles, see the STRM Log Management Administration
Guide.

This chapter provides information on using the Event Viewer including:

« Using the Event Viewer Interface

* Viewing Events

+ Using the Search

* Modifying Event Mapping

+ Exporting Events

Note: When STRM Log Management normalizes events, the system normalizes

names as well. Therefore, the name that appears in the Event Viewer may not
match the name that appears in the event.

STRM Log Management Users Guide



16 USING THE EVENT VIEWER

Using the Event This section provides information on using the Event Viewer interface including:
Viewer Interface + Using the Toolbar

+ Using the Right-Click Menu Options

Using the Toolbar  Using the toolbar, you can access the following options:

Table 3-1 Toolbar Options

Option Description

— Allows you to perform advanced searches on events including:

- Edit Search - Allows you to perform a search.

* Quick Searches - Allows you to perform previously saved
searches. This option only appears when you have saved
search criteria.

For more information, see Using the Search.

= Allows you to save the current search criteria.
=1 Sawve Search

Allows you to configure custom event rules to detect a single event
(within certain properties) or event sequences. For information on
rules, see Chapter 4 Configuring Rules.

Fules

S— Allows you to perform the following actions:

- Show All - Removes all filters on search criteria and presents
all events.

« Print - Allows you to print the events displayed in the window.

- Export to XML - Allows you to export events in XML format.
See Exporting Events.

« Export to CSV - Allows you to export events in CSV format.
See Exporting Events.

Allows you to display events grouped by criteria specified in the

Dizpla
s drop-down list box.

Using the Right-Click  Using the right mouse button (right-click), you can access the Filter menu options,
Menu Options  which allows you to filter on the selected event, depending on the selected item in
the event. For example, if you right-click on a Category of IP Protocol Anomaly, the

following filter options appear:

Filter on Category is IP Protocol Anomaly

Filter on Category is not IP Protocol Anomaly

STRM Log Management Users Guide
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Viewing Events

By default, the Event Viewer interface displays normalized events. Initially, the

Event Viewer displays events that occurred during the previous minute and the
interface refreshes each minute.

You can sort the resulting tables by clicking on a column heading. A single click of

the desired column sorts the results in descending order and a second click on the

heading sorts the results in ascending order. An arrow at the top of the column
indicates the direction of the sort.

You can also view events using the following options:

« Viewing Normalized Events

« Viewing Raw Events

« Viewing Aggregate Normalized Events

Viewing Normalized To view normalized events:
Events

Step 1 Click the Event Viewer tab.

The Event Viewer window appears.

R - v IR

System Time: 16:17 | CONFIG | HELP | LOGOUT |

Search... T H&we Search Ru\es Actions ¥ Disp\ay| Nake

=]

Hext Refiesh: 00:00:50 1l 2 °|

Viewing events from the most recent interval
Current Filters:
Event Is Unparsed is “false”  (Clear Filter)
The maximum number of collected results has been reached for this query.
. Event - Low Level Sowrce S Destination _
Event Name Device o Time = Category Source IP Port Destination IP Port Username | Magnitude
. Custom Rule
Mise Bxploit- Bvent | Ep e g - 1 1616 | Misc Exploit 172166021 | 27832 | 17216210240 | G35 SN
gradar
. Custom Rule
Mise Bxploit- Bvent | Ep e g - 1 1616 | Misc Exploit 17216.60.240 | 30163 | 17216210214 | &% SN
gradar
. Custom Rule
Mise Bxploit- Bvent | Ep e g - 1 1616 | Misc Exploit 1721660201 | 20270 | 17216210145 | 123 SN
gradar
. Custom Rule
Mise Bxploit- Bvent | Ep e g - 1 1616 | Misc Exploit 1721660103 | 36412 | 17216210241 | &g SN
omein
<
Displaying 110 40 of 10000 items (Elzpsed time: 0:00:03.103) Page.m- 112(3]...1250 u

~

Step 2 From the Display drop-down list box, select None.

Table 3-2 Event Viewer

Parameter Description

Current Filters The top of the table displays the details of the filter applied to the

search results. To clear these filter values, click Clear Filter.

Event Name Specifies the normalized name of the event.
Device Specifies the device that sent the event to STRM Log
Management.

STRM Log Management Users Guide




18

USING THE EVENT VIEWER

Table 3-2 Event Viewer (continued)

Parameter

Description

Event Count

Specifies the total number of bundled events that constitute this
normalized event. Events are bundled when many of the same
type of event for the same source and destination IP address are
seen within a short period of time.

Time Specifies the date and time that STRM Log Management
received the event.

Low Level Specifies the low-level category associated to this event. For

Category more information on event categories, see the Event Category
Correlation Reference Guide.

Source IP Specifies the source IP address of the event.

Source Port

Specifies the source port of the event.

Destination IP

Specifies the destination IP address of the event.

Destination Port

Specifies the destination port of the event.

Username

Specifies the username associated with this event. Usernames
are often available in authentication related events. For all other
types of events where the username is not available, this field is
empty.

Magnitude

Specifies the magnitude of this event. Variables include
credibility, relevance, and severity. Point your mouse to the
magnitude bar to display values and the calculated magnitude.

Step 3 Double-click the event you wish to view in greater detail.

The event details window appears.

Dashboard I Event Viewer IRepnrls
System Time: 16:31 | CONFIG | HELP | LOGOUT |
== —

[1Z] Return to Event List @) Map Event ¢ Print

Event Name: Misc Exploit- Event CRE

Low Level Category: Misc Exploit

Event Description:

Severity: 7 Credibility: | T | Relevance:
Magnitude: I

Source IP: 1721660228 Source Port: 57075
Destination IP: 17216210108 Destination Port: B35
Pre NAT Source IP: Pre NAT Source Port: i}

Pre NAT Destination IP: Pre NAT Destination Port: 0

Post NAT Source IP: Post NAT Source Port: o

Post NAT Destination IP: Post NAT Destination Port: i}
Source MAC: 00:00:00:00:00:00 Protocol: udp_ip
Destination MAC: 00:00:00:00:00:00 Username: A
Qlp: 1010275

Device: Custom Rule Engine-8 : gradar ‘ Event Count: | 1

Start Time: 2008-06-02 16:23:53

The details results provides the following information:
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Table 3-3 Event Details

Parameter Description

Event Name Specifies the normalized name of the event.
Low Level Specifies the low-level category of this event.
Category

For more information on categories, see the Event Category
Correlation Reference Guide.

Event Description

Specifies a description of the event, if available.

Severity Specifies the severity of this event.
Credibility Specifies the credibility of this event.
Relevance Specifies the relevance of this event.
Magnitude Specifies the magnitude for this event.
Source IP Specifies the source IP address of the event.
Source Port Specifies the source port of this event.

Destination IP

Specifies the destination IP address of the event.

Destination Port

Specifies the destination port of this event.

Pre NAT Source
IP

Network Address Translation (NAT) translates an IP address in
one network to a different IP address in another network. For a
firewall or another device capable of NAT, this parameter
indicates the source IP address before the NAT values were
applied.

Pre NAT Source
Port

For a firewall or another device capable of NAT, this parameter
indicates the source port before the NAT values were applied.

Pre NAT
Destination IP

For a firewall or another device capable of NAT, this parameter
indicates the destination IP address before the NAT values were
applied.

Pre NAT
Destination Port

For a firewall or another device capable of NAT, this parameter
indicates the destination port before the NAT values were
applied.

Post NAT Source
IP

For a firewall or another device capable of NAT, this parameter
indicates the source IP address after the NAT values were
applied.

Post NAT Source
Port

For a firewall or another device capable of NAT, this parameter
indicates the source port after the NAT values were applied.

Post NAT
Destination IP

For a firewall or another device capable of NAT, this parameter
indicates the destination IP address after the NAT values were
applied.

Post NAT
Destination Port

For a firewall or another device capable of NAT, this parameter
indicates the destination port after the NAT values were applied.

Protocol Specifies the protocol associated with this event.
Username Specifies the username associated with this event, if available.
QID Specifies the STRM Log Management identifier for this event.

Each event has a unique QID. For information on mapping a QID,
see Modifying Event Mapping.
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Table 3-3 Event Details (continued)

Parameter Description

Device Specifies the device that sent the event to STRM Log
Management.

Event Count Specifies the total number of bundled events that constitute this

normalized event. Events are bundled when many of the same
type of event for the same source and destination IP address are
seen within a short period of time.

Start Time Specifies the time of the first event, as reported to STRM Log
Management by the device.

End Time Specifies the end time of the last event, as reported to STRM Log
Management by the device.

Device Time Specifies the system time of the device.

Payload Specifies payload content from the event. To view the payload in

Hex, click Hex. To view the payload in UTF, click UTF. To view in
Base64, click Base64.

Matched Custom  Specifies custom rules that have matched to this event. For more
Rules information on rules, see the STRM Log Management
Administration Guide.

Annotations Specifies the annotation or notes for this event.

The event details provides the following functions:

Table 3-4 Event Details Toolbar

Icon Function
Return to Event List Allows you to return to the list of events.
& 1ap Event Allows you to edit the event mapping. For more information,

see Modifying Event Mapping.

4 Print Allows you to print the event details.

Viewing Raw Events To view raw event data:
step 1 Click the Event Viewer tab.
The Event Viewer window appears.
Step 2 From the Display drop-down list box, select Raw Events.
Raw event data appears
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l Dashboard | Event Viewer | Reports

System Time: 16:28 | CONFIG | HELP | LOGOUT |

Search. ¥ b save Search Rules mctions ¥ Display | Faw Events v Next Refresh:0000:50 [l @

~

Viewing events from the most recent interval

Current Filters:
Event 15 Unparsed is “false”  (Clear Filter

The maximum number of collected results has been reached for this query.

Viewing Aggregate
Normalized Events

Displaying 1 1o 40 of 10000 items (Elaps:

Start -
Time v Device Payload
Custom
1627 | Rule ExploitMalware Events Across Multiple Targets Detected source IP address generating rultiple (3t least 8) exploits or malicious software (makware) event:
) Engine-8 hosts that are valnerable and may indicate false positives generating frorm a device.
gradar
Custom
1y | RUE Exploitialware Events Across Multiple Targets Detected source IP address generating rnultiple (st least 5) exploits o malicious sofware (malware) evert:
Engine-g hosts that are valnerable and may indicate false positives generating frorm a device.
sgradar
Custom
1837 Rule Exploitvalware Events Across Multiple Targets Detected source IP address generating multiple (3t least 5) exploits or malicious software (makware) event:
: Enpine-& hosts that are valnerable and may indicate false positives generating from a device
= gradar
1626 Pix @ =182=Jun 02 16:26:58 apophis [1]: Aug 20 16:14:44 apophis ECS: Aug 30 2005 15:02:11: %PI¥-5-204001: 10.100.50.42 Accessed URL
: mrtein AR A A o £ P TRl bt Pl b P+ Pl s b A Bl s T T Vb A ol bbun s s | et AT LTV T P o
¢

o1 I 21 120 [

The raw events window results provides the following information:

Table 3-5 Raw Events Parameters

Parameter Description

Current Filters The top of the table displays the details of the filter applied to the
search results. To clear these filter values, click Clear Filter.

Start Time Specifies the time of the first event, as reported to STRM Log
Management by the device.

Device Specifies the device that originated the event.

Payload Specifies the original event payload information in UTF-8 format.

Using the Event Viewer, you can view events aggregated (grouped) by various
options.

Table 3-6 Aggregate Normalized Events

Aggregate Option Description

Event Name Displays a summarized list of events grouped by the
normalized name of the event.

Source IP Displays a summarized list of events grouped by the source
IP address of the event.

Destination IP Displays a summarized list of events grouped by the
destination IP address of the event.

Source Port Displays a summarized list of events grouped by the source
port address of the event.

Destination Port Displays a summarized list of events grouped by the
destination port address of the event.
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Table 3-6 Aggregate Normalized Events (continued)

Aggregate Option

Description

High Level Category

Displays a summarized list of events grouped by the
high-level category of the event.

For more information on categories, see the Event Category
Correlation Reference Guide.

Low Level Category

Displays a summarized list of events grouped by the
low-level category of the event.

For more information on categories, see the Event Category
Correlation Reference Guide.

Magnitude

Displays a summarized list of events grouped by the
magnitude for this event. The variables used to calculate
magnitude include credibility, relevance, and severity.

Credibility

Credibility indicates the integrity of an event as determined
by the credibility rating from source devices. Credibility
increases as the multiple sources results grouped by the
credibility of the event. This aggregate option displays a
summarized list of events grouped by the credibility of the
event.

Severity

Severity indicates the amount of threat an attacker poses in
relation to how prepared the target is for the attack. This
value is mapped to an event category that is correlated to
the offense. This aggregate option displays a summarized
list of events grouped by the severity of the event.

Relevance

Relevance indicates the significance of an event. This option
displays a summarized list of events grouped by the
relevance of the event.

Username

Displays a summarized list of events grouped by the
username associated with the events.

Device

Displays a summarized list of events grouped by the devices
that sent the event to STRM Log Management.

Device Type

Device Type indicates the type of device that originated the
event. This aggregate option displays a summarized list of
events grouped by device type.

Device Group

Displays a summarized list of events grouped by device
group.

Network

Displays a summarized list of events grouped by the network
associated with the event.

Src IP/ Dst IP / Dst
Port/ User

Displays a summarized list of events grouped by the source
IP address, destination IP address, destination port, and the
user.

Src IP/ Dst IP / Dst
Port/ Event Name

Displays a summarized list of events grouped by the source
IP address, destination IP address, destination port, and the
name of the event.

Src IP/ Event Name/
User

Displays a summarized list of events grouped by the source
IP address, event name, and user.
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Table 3-6 Aggregate Normalized Events (continued)

Aggregate Option

Description

Src IP/ Dst IP/ Event
Name/ User

Displays a summarized list of events grouped by the source
IP address, destination IP address, event name, and user.

Src IP/ Dst IP/ User

Displays a summarized list of events grouped by the source
IP address, destination IP address , and the username
associated with the event.

Src IP / Dst IP

Displays a summarized list of events grouped by traffic from
the source IP address to destination IP address.

Dst IP/ Port

Displays a summarized list of events grouped by destination
IP address and port.

Event Name/ Device

Displays a summarized list of events grouped by the event
name and the device that sent the event to STRM Log
Management.

Device/ High Level Cat

Displays a summarized list of events grouped by the device
that sent the event to STRM Log Management and the
high-level category.

For more information on categories, see the Event Category
Correlation Reference Guide.

Device/ High Level
Cat./ Low Level Cat.

Displays a summarized list of events grouped by the device
that sent the event to STRM Log Management and the high
and low-level categories.

Matched Custom Rule

Displays a summarized list of events grouped by the
associated custom rule.

Event Name/ Device
Group

Displays a summarized list of events grouped by the event
name and the device group.

Device Group/ High
Level Cat

Displays a summarized list of events grouped by the device
group and the high-level category.

For more information on categories, see the Event Category
Correlation Reference Guide.

Device Group/ High
Level Cat/ Low Level
Cat

Displays a summarized list of events grouped by the device
group and the low-level category.

For more information on categories, see the Event Category
Correlation Reference Guide.

Src IP/ MAC

Displays a summarized list of events grouped by the source
IP address and the source MAC address.

Src NAT/ Dst NAT

Network Address Translation (NAT) translates an IP address
in one network to a different IP address in another network.
The list of events that appears includes a summarized list of
events grouped by the source and destination information
(IP address and port) before and after NAT was applied.

Src IP/ High Level Cat

Displays a summarized list of events grouped by the source
IP address and the high-level category. The aggregate
results provides a list of source IP addresses.

For more information on categories, see the Event Category
Correlation Reference Guide.

STRM Log Management Users Guide



24

USING THE EVENT VIEWER

Table 3-6 Aggregate Normalized Events (continued)

Aggregate Option

Description

Src IP/ Low Level Cat

Displays a summarized list of events grouped by the source
IP address and the low-level category.

For more information on categories, see the Event Category
Correlation Reference Guide.

Dst IP/ High Level Cat

Displays a summarized list of events grouped by the
destination IP address and the high-level category.

For more information on categories, see the Event Category
Correlation Reference Guide.

Dst IP/ Low Level Cat

Displays a summarized list of events grouped by the
destination IP address and the low-level category.

For more information on categories, see the Event Category
Correlation Reference Guide.

Src IP / Dst IP/ High
Level Cat

Displays a summarized list of events grouped by the source
IP address to destination IP addresses and the high-level
category.

For more information on categories, see the Event Category
Correlation Reference Guide.

Src IP / Dst IP/ Low
Level Cat

Displays a summarized list of events grouped by the source
IP address to destination IP addresses and the low-level
category.

For more information on categories, see the Event Category
Correlation Reference Guide.

To view aggregate normalized events:
step 1 Click the Event Viewer tab.

The Event Viewer window appears.

Step 2 From the Display drop-down list box, select the desired option. For more
information, see Table 3-6 Aggregate Normalized Events.

The event information appears.

Note: The column layout of the data depends on the chosen display option.
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IDashhnard I Event Viewer I Reports
System Time: 16:35 | CONFIG | HELP | LOGOUT |

search... ¥ [l save seach ElRules actions ¥ Display | Destination IP ~| Mexdt Refresh: 00.00:50 [l @ |

~

Viewing events from the most recent interval

Current Filters:
Event |s Unparsed is "false”  (Clear Filter)

205.174:165.41 15
172166018 539
172.16.60 83 538
172166014 538
172.16.60.99 536
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534
532

1721660115
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1010010018

172.16.60.249 I 379

S0 100 150 200 250 300 350 400 450 SO0 S50 600 650 700 7S0 65

483

(Hide Charts)

Displaying 110 4

Shnrt hicr
o T 20212

Destination I Source I Destioation Event Name Device Lomlevsl Protocol Username M:!x. Count
Port Category il
W | 057218541 m‘;""e :"‘#"‘p'e Multinle (4) E«gmme Wultiple (£) | Multiple (3) 8 915
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W 72168014 ?’;Lé'g)'"e zvgmme Wultinle (2) Snon@ | wutiple (| Multile 5 538

The events window results provides the following information:

Table 3-7 Event Name Parameters

Parameter Description

Current Filters The top of the table displays the details of the filter applied to the
search results. To clear these filter values, click Clear Filter.

Graphs Displays a bar chart representing the top 10 aggregates,
depending on the chosen aggregate option. Click Hide Chart if

you wish to remove the graph from your display.

Legend Reference A colored box in this field associated this event to the graph.

Event Name Specifies the normalized name of the event.

Source IP Specifies the source IP address associated with this event. If
there are multiple IP addresses associated with this event, this

field indicates Multiple and the number.

Destination IP Specifies the destination IP address associated with this event. If
there are multiple IP addresses associated with this event, this

field indicates Multiple and the number.

Destination Port  Specifies the destination ports associated with this event. If there
are multiple ports associated with this event, this field indicates

Multiple and the number.

Device Specifies the device that sent the event to STRM Log

Management. If there are multiple devices associated with this

event, this field indicates Multiple and the number.
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Table 3-7 Event Name Parameters (continued)

Parameter

Description

Category

Specifies the low-level category of this event. If there are multiple
categories associated with this event, this field indicates Multiple
and the number.

For more information on categories, see the Event Category
Correlation Reference Guide.

Protocol

Specifies the protocol ID associated with this event.

Username

Specifies the username associated with this event, if available.

Max Magnitude

Specifies the maximum calculated magnitude for all summarized
events. Variables used to calculate magnitude include credibility,
relevance, and severity.

Count

Specifies the total number of bundled events that constitute this
normalized event. Events are bundled when many of the same
type of event for the same source and destination IP address are
seen within a short period of time.
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Using the Search The Event Viewer allows you to search for a specific event or a set of events. You
can also save event search criteria for future use. This section provides
information on searching events including:

« Searching Events

« Deleting Saved Searches

Searching Events To search events:

Step 1 Click the Event Viewer tab.
The Event Viewer window appears.
Step 2 Choose one of the following options:

a If you have previously saved search criteria you wish to use for this search,
select Search > Quick Searches from the drop-down list box.

b If you wish to start a new search, select Search > Edit Search from the
drop-down list box.

The search window appears.

Saved Searches
Choose a search... 3

Include in my Guick Searches
Share with everyone

Time Range

@ Real Time (auto refresh O Recent O gpecifie Interval
Tests and Filters

Ay P | | Equals v Add Filker

Current Filters:
Ewert 1z Unparsed is talse

Fiemove Selected Filters

Search Parameters

Sort |y Start Time v | Bearch Order @& pescending
O ascending

Step 3 Enter values for the desired filter criteria:
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Table 3-8 Event Search Criteria

Parameter

Description

Saved Searches

Using the drop-down list box, select a previously saved search
you wish to apply to this search, if desired.

Other options include:

» Delete - Using the drop-down list box, select the search you
wish to delete. Click Delete.

* Include in my Quick Searches - Select the check box if you
wish to include this search in your Quick Search items, which
is available in the Search drop-down list box.

- Share with Everyone - Select the check box if you wish to
share the saved search with all other STRM Log Management
users.

Time Range

Choose one of the following options:

- Real Time - Select this option if you wish to filter on events
while in auto-refresh mode.

+ Recent - Select the option and, using the drop-down list box,
specify the time range you wish to filter.

- Specific Interval - Select the option and, using the calendar,
specify the date and time range you wish to filter.

Test and Filters

Add Filter Options

Using the options, define your specific search criteria including:

« From the first drop-down list box, select an attribute you wish
to search. For example, Any IP, Source Port, or Protocol.

« From the second drop-down list box, select the modifier you
wish to use for the search. The list of modifiers that appear
depends on the attribute selected in the first list.

- Inthe text field, enter specific information related to your
search.

For example, if you select Destination IP from the first drop-down
list box, Equals from the second drop-down list box, and enter
10.100.10.100 for the destination IP address you wish to search,
the search results returns results for this criteria.

For each criteria you wish to add to the filter, enter the desired
values and click Add Filter to add the filter to the Current Filter
list. Repeat for all filters you wish to add to the search criteria.

Current Filters

Lists current search criteria filters. To remove any listed filter,
select the filter and click Remove Selected Filters.

Search Parameters

Sort/Aggregate

Using the drop-down list box, specify whether you wish to sort
your search results by criteria specified in the By drop-down list
box or view your search results using an Aggregate value.

By

Using the drop-down list box, select additional event criteria you
wish to use when searching
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Table 3-8 Event Search Criteria (continued)

Parameter Description

Search Order Specify the order you wish to display for the search results. The
options are: Descending or Ascending.

Step 4 Click Filter.

If you selected a sort criteria in your Search Parameters, the normalized events
appear. For more information on your search results, see Viewing Normalized
Events.

If you selected an aggregate value in your Search Parameters, the aggregate
events appear. For more information on your search results, see Viewing
Aggregate Normalized Events.

The results appear. If the number of returned events exceeds the value configured
in the Web Max Matched Results parameter in the System Settings window (for
more information, see the STRM Log Management Administration Guide), a
message appears indicating that only the maximum search results are provided.

Step 5 To save the specified search criteria for future use:
a Click Save Search.

The Save Search window appears.

.
\l’) Please enter the name and description of this search below

Search Mame:
Tirmespan options:

@ Real Time {auto refresh) O Recent O Specific Interval
Last 24 Hours  » Start Time |2007-03-04 at| 10 || 28 =
End Time |2007-09-04 at| 10 » |1 29

[ Inelude in rmy Quick Searches [ share with Everyone

[ oK ] [ cancel ]

b Enter values for the parameters:

Table 3-9 Save Search Parameters

Parameter Description

Search Name  Specify a name you wish to assign to this search criteria.

Time Range Choose one of the following options:

- Real Time - Select this option if you wish to filter on events while
in auto-refresh mode.

+ Recent - Select the option and, using the drop-down list box,
specify the time range you wish to filter.

- Specific Interval - Select the option and, using the calendar,
specify the date and time range you wish to filter.
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Deleting Saved
Searches

Step 1

Step 2

Step 3
Step 4

Table 3-9 Save Search Parameters

Parameter Description

Include in my  Select the check box if you wish to include this search in your Quick
Quick Search items, which is available in the Search drop-down list box.
Searches

Share with Select the check box if you wish to share these search requirements
Everyone with all other STRM Log Management users.

¢ Click OK.

To delete previously saved searches:

Click the Event Viewer tab.

The Event Viewer window appears.

From the Search drop-down list box, select Edit Search.

The filter/search window appears.

In the Saved Searches drop-down list box, select the search you wish to delete.
Click Delete.
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Modifying Event

Mapping

Step 1

Step 2

Step 3

STRM automatically maps an event of a Device Support Module (DSM), also
known as a sensor device, for normalization purposes. Using the event mapping
tool, you can associate or map a normalized or raw event to a high-level and
low-level category (or QID). This allows STRM Log Management to map unknown
device events to known STRM events so that they can be categorized and
correlated appropriately.

STRM Log Management may receive events from DSMs that the system is unable
to categorize. STRM Log Management categorizes these types of events as
unknown. These events may occur for several reasons including:

+ User-defined Events - Some DSMs, such as SNORT, allow you to create
user-defined events.

« New Events or Older Events - Third party devices may update their software
with maintenance releases to support new events that STRM may not support.

To modify event mapping:

Click the Event Viewer tab.

The Event Viewer window appears.

For any normalized event, double-click the event you wish to map.

For more information on viewing normalized events, seeViewing Normalized
Events. For information on viewing raw events, see Viewing Raw Events.

Click Map Event.

The Device Event window appears.
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l'\_/ Device Event —I

Mate: Changes to Device Event Maps may take up to 30 minutes to be reflected in the
Offense Manager

Device Type Cantivity
Device Event Category Session
Device EventID Session Opened

If you know the QID to associate this event to, enter it here
Enter QID 10540

O browse for the desired QID below

Browse for QlD

High-Level Category | Authentication

Lowe-Level Categary | Misc Login Succeeded -
QIDs
e L] Name Severity »

1114669  RDP_Login
1114673 SGL_Login

1114682 System_Successful_Login
1134308 Guest_user_login

1137898  Logon_process_redistered
1138533 Mapped_account

1143544 Rlogin_Trusted_L ogin

v

m Cancel

Step 4 Choose one of the following options:

a If you know the QID that you wish to map to this event, enter the desired QID in
the Enter QID field. Go to Step 6.

b If you wish to search for a particular QID, go to Step 5.

Step 5 To search for a particular QID or high and low-level categories that you wish to
map this event to:

a In the High-Level Category drop-down list box, specify the high-level category
you wish to apply to this event.

b In the Low-Level Category drop-down list box, specify the low-level category
you wish to apply to this event.

A list of QIDs appears.
¢ From the QID list, select the QID you wish to assign to this normalized event.
Step 6 Click Ok.
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Exporting Events

Step 1

Step 2

You can export events in Extensible Markup Language (XML) or Comma
Separated Values (CSV).

To export events:

Click the Event Viewer tab.

The Event Viewer window appears.
Choose one of the following:

a If you wish to export the event(s) in XML format, select Export to XML from the
Actions drop-down list box.

b If you wish to export the event(s) in CSV format, select Export to CSV from the
Actions drop-down list box

The status window appears. When the export is complete, the window disappears
or click Notify When Done to resume your activities and receive a notification
when the export is complete.
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An event is an incident that is detected by your security devices in your enterprise.
You can create an event rule to events by performing a series of tests. If all the
conditions of a test are true, the rule generate a response. Building blocks are
rules without a response. Responses to a rule include:

» Generation of an event
+ Generation of a response to an external system (syslog, SNMP)

« Send an e-mail

The tests in each rule can also reference other building blocks and rules. You do
not need to create rules in any specific order since the system will check for
dependencies each time a new rule is added, edited, or deleted. If a rule that is
referenced by another rule is deleted or disabled, a warning appears and action is
not taken.

Each rule may contain the following components:

» Functions - With functions, you can use building blocks and other rules to
create a multi-event function. You can also OR rules together, using the when
we see an event match any of the following rules function.

+ Building blocks - A building block is a rule without a response and is
commonly used as a common variable in multiple rules or used to build
complex rules or logic that you wish to use in other rules. You can save a group
of tests as building blocks for use with other functions. Building blocks allow you
to re-use specific rule tests in other rules. For example, you can save a building
block that includes the IP addresses of all mail servers in your network and then
use that building block to exclude those hosts from another rule. The building
block defaults are provided as guidelines, which should be reviewed and edited
based on the needs of your network.

+ Tests - Property of an event, such as, source IP address, severity of event, or
rate analysis.

A user with non-administrative access can create rules for areas of the network
that they have access. You must have the appropriate role access to manage
rules.
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This chapter includes:

+ Viewing Rules

« Enabling/Disabling Rules
« Creating a Rule

« Copying a Rule

+ Deleting a Rule

« Grouping Rules

« Editing Building Blocks

Viewing Rules To view deployed rules, rule type, and status:
Step1 Select the Event Viewer tab.
The Event Viewer window appears.
Step 2 Click Rules.
The Rules List window appears.

Display: | Rules | Fitter: [se120t 2 graup =l Groups Actions ¥ [~
Rule Name / Group Rule Type | Enabled Response ~
Default-Rule-Anomaly: Devices with High Event Rates Anomaly EVENT false Dispatch MNew Event
Defaull-Rule-Anomaly. Excessive Databage Conneclions Anomaly EVEMNT true Dispatch MNew Event
Default Rule-Anomaly: Excessive Firewall Accepts Aross Multiple Hosts  Anomaly EVENT true Dispatch New Event
Default-Rule-Anomaly: Excessive Firewall Denies fram Single Source Anomaly EVENT true Dispatch MNew Event
Default-Rule-Anamaly. Rate Analysis Marked Events Anamaly EVEMNT true Dispatch MNew Event
Default Rule-Authentication: Login Failure to Disabled Account Authenticatior EVENT true Dispatch New Event
Default-Rule-Authentication: Login Failure to Expired Account Authenticatior EVENT true Dispatch MNew Event
Default-Rule-Authentication: Login Failures Across Multinle Hosts Authenticatior EVENT true Dispatch MNew Event
Default-Rule-Authentication: Login Failures Followed By Success Authenticatior EVENT true Dispatch New Event
Default-Rule-Authentication: Multiple oIP Login Failures Authenticatior EVENT true Dispatch MNew Event
Default-Rule-Authentication: Repeated Login Failures, Sinale Host Authenticatior EVENT true Dispatch MNew Event
Default-Rule-Compliance: Excessive Failed Logins to Compliance 1S Compliance  EVENT false Dispatch New Event |
Rule
Notes

Step 3 In the Display drop-down list box, select Rules.

The list of deployed rules appear. For more information on default rules and
building blocks, see Appendix A Default Rules and Building Blocks.

Step 4 Select the rule you wish to view.
In the Rule and Notes fields, descriptive information appears.
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Enabling/Disabling  To enable or disable a rule:
Rules

Step 1 Select the Event Viewer tab.
The Event Viewer window appears.
Step 2 Click Rules.
The Rules List window appears.
Step 3 In the Display drop-down list box, select Rules.
The list of deployed rules appear.
Step 4 Select the rule you wish to enable or disable.
Step 5 From the Actions drop-down list box, select Enable/Disable.
The Enable column indicates the status.

Creating a Rule To create a new rule:
Step 1 Select the Event Viewer tab.
The Event Viewer window appears.
Step 2 Click Rules.

The Rules List window appears.

Display: | Rules ~ | Filter: [S=lect a group... 3 Sroups Actions ¥ (-]
Rule Mame # Group Rule Type Enabled Response ”~
Default-Rule-Anomaly, Devices with High Event Rates Anomaly EVENT false Dispateh Mew Event
Default-Rule-Anomaly: Excessive Database Connections Anormaly EVEMNT true Dispatch Mew Event
Default Rule-Anamaly: Excessive Firewall Accepts Across Multiple Hosts  Anomaly EVENT true Dispatch MNew Evant
Default-Rule-Anomaly: Excessive Firewall Denies from Single Source Anomaly EVEMNT true Dispatch MNew Event
Default-Rule-Anomaly. Rate Analysis Marked Events Anomaly EVEMNT true Dizspatch Mew Event
Default-Rule-Authentication: Login Failure to Disabled Account Authenticatior EVENT true Dispatch Mew Event
DefaultRule-Authentication: Login Failure to Expired Account Anthenticatior EVENT true Dispatch MNew Evant
Default-Rule-Authentication: Login Failures Across Multiple Hosts Authenticatior EVEMNT true Dispateh Mew Event
Default-Rule-Authentication: Login Failures Followed By Success Authenticatior EVENT true Dizspatch Mew Event
Default-Rule-Authentication: Multiple VaolP Login Failures Authenticatior EVENT true Dispatch Mew Event
Default-Rule-Authentication: Repeated Login Failures, Single Host Authenticatior EVENT true Dispatch MNew Event
Default-Rule-Compliance: Excessive Failed Loging to Compliance 1S Compliance  EVEMNT false Dispateh Mew Event &
Rule
Motes

Step 3 From the Actions drop-down list box, select New Event Rule.
The Custom Rule wizard appears.
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Rule Wizard

Welcome to the Custom Rules Wizard!

This wizard guides you through the process of creating security event processing rules to detect specific
events, event sequences or offenses of interest. Matched rules allow for a number of responses, including
Ernail, Syslog, or automatic response to threats.

The wizard guides you through the following steps:
Choosing the tests to preform on incoming events:
Customizing parameters on your chosen tests

1
2
3. Deciding the appropriate actions once an event is detected.
4. Reviewing and saving your rule

Click Mext to continue, or Cancel to exit the wizard

[15kip this page when running the rules wizard

EmCT e

Note: If you do not wish to view the Welcome to the Custom Rules Wizard window
again, select the Skip this page when running the rules wizard check box.

Step 4 Read the introductory text. Click Next.
The Rules Test Stack Editor window appears.

Rule Wizard

Custom Rules Wizard - Rule Test Stack Editor _ 1

Which tests do you wish to perform on incoming events?

Test Group: Export as Building Block

where the local netwark is one of the following networks A
where IP protocal is ane of the following protocols

when the Event Payload contains this string

where the Source Portis one of the following ports

where the Destination Port is one of the following ports

where the Local Portis one of the following ports

where the Remote Portis one ofthe following ports

where the Source IP is one of the following IPs

where the Destination IP is one of the following IPs

where the Lacal IP is ane of the fallowing IPs

where the Remaote IP is one ofthe following IPs

where either the source or destination IP is one of the following IPs

[£3

o000 0000C0000

|%

Rule (Click on an underlined value to edit it)

Apply this rule |[enter ule name here] | on events which are detected by the system

Step 5 To add a test to a rule:
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Step 6
Step 7

Step 8
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a Inthe Test Group drop-down list box, select the type of test you wish to apply to
this rule.

The resulting list of tests appear. For information on tests, see Event Rule
Tests.

b For each test you wish to add to the rule, select the + sign beside the test.
The selected test(s) appear in the Rule field.

¢ For each test added to the Rule field that you wish to identify as an excluded
test, click and at the beginning of the test.

The and appears as and not.

d For each test added to the Rule field, you must customize the variables of the
test. Click the underlined configurable parameter to configure. See Event Rule
Tests.

e Repeat for all tests you wish to apply to this rule.
In the enter rule name here field, enter a name you wish to assign to this rule.
To export the configured tests as building blocks to use with other rules:
a Click Export as Building Block.
The Save Building Block window appears.

Save Building Block

Saving your rule as a building block will allow you to re-use its logic
when constructing rules in the future.

Eulding Block Mame:
(i.e. "My Important 1P, 'High attadker count on mail sencer)

b Enter the name you wish to assign to this building block.
¢ Click Save.

To assign multi-event functions to the rule, select Functions from the Test Group
drop-down list box and configure the function:

The functions include:
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Table 4-1 Functions Group

Test

Description

Default Test Name

Parameters

Multi-Rule
Event Function

Allows you to use saved
building blocks and other rules
to populate this test. The event
has to match either all or any of
the selected rules. If you wish to
create an OR statement for this
rule test, specify the any
parameter.

when an event
matches any of the
following rules

Configure the following parameters:

any - Specify either any or all of
the configured rules apply to this
test.

rules - Specify the rules you wish
this test to consider.

Multi-Rule
Event Function

Allows you to use saved
building blocks or other rules to
populate this test. This function
allows you to detect a specific
sequence of selected rules
involving a source and
destination within a configured
time period.
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when all of these
rules, in order, from
the same IP
address/Port/QID/
Event/Device/
Category {default:
source IP} to the
same destination IP,
over this many time
intervals

Configure the following parameters:

these rules - Specify the rules you
wish this test to consider.

in - Specify whether you wish this
rule to consider in or in any order.

the same - Specify if you wish this
rule to consider the same or any of
the source to destination port or IP
address.

IP address/Port/QID/
Event/Device/ Category - Specify
whether you wish this rule to
consider a source IP address,
source port, QID, device event ID,
device, or category.

the same - Specify if you wish this
rule to consider the same or any of
the source to destination port or IP
address.

destination IP - Specify whether
you wish this rule to consider a
destination IP or port.

this many - Specify the number of
time intervals you wish this rule to
consider.

time intervals - Specify the time
interval you wish this rule to
consider. The options are:
seconds, minutes, hours, or days.
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Test

Description

Default Test Name

Parameters

Multi-Rule
Event Function

Allows you to use saved
building blocks or other rules to

populate this test. You

this function to detect a number
of specified rules, in sequence,

involving a source and

destination within a configured

time interval.

when at least this
number of these
rules, in order, from
the same IP
address/Port/QID/
Event/Device/
Category {default:
source IP} to the
same destination IP,
over this many time
intervals

can use

Configure the following parameters:

« this number - Specify the number
of rules you wish this function to
consider.

- these rules - Specify the rules you
wish this test to consider.

 in - Specify whether you wish this
rule to consider in or in any order.

- the same - Specify if you wish this
rule to consider the same or any of
the source to destination port or IP
address.

» IP address/Port/QID/
Event/Device/ Category - Specify
whether you wish this rule to
consider a source IP address,
source port, QID, device event ID,
device, or category,

- the same - Specify if you wish this
rule to consider the same or any of
the source to destination port or IP
address.

- destination IP - Specify whether
you wish this rule to consider a
destination IP or port.

 this many - Specify the number of
time intervals you wish this rule to
consider.

- time intervals - Specify the time
interval you wish this rule to
consider. The options are:
seconds, minutes, hours, or days.

Multi-Event
Sequence
Function
Between Hosts

Allows you to detect a sequence
of selected rules involving the
same source and destination
hosts within the configured time
intervals. You can also use
saved building blocks and other

when this sequence of
rules, involving the
same source and
destination hosts in
this many time
intervals

rules to populate this test.
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Configure the following parameters:

of rules - Specify the rules you
wish this test to consider

- this many - Specify the number of
time intervals you wish this test to
consider.

- time intervals - Specify the time
measurement value, seconds,
minutes, hours, or days you wish
to apply to this test.
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Table 4-1 Functions Group (continued)

Test Description Default Test Name Parameters

Multi-Event Allows you to test the number of when a(n) IP address/ Configure the following parameters:
Count.er events from configured Port_/QIDlEventI IP address/ Port/QID/Event/
Function conditions, such as, source IP  Device/Category

address. You can also use {default: anything}
building blocks and other rules  emitting/receiving

to populate this test.

more than 5 {default}
of these rules across
more than 5 {default}
IP address /Port /QID/
Event/Device/
Category {default:
destination IP}, over
10 {default} minutes
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Device/Category - Specify the
source you wish this test to
consider. The options are:
anything, a source IP, a source
Port, a QID, Device Event ID, or a
Device.

« more than - Specify if you wish
this test to consider more than or
exactly the number of rules.

- 5- Specify the number of rules you
wish this test to consider.

 these rules - Specify the rules you
wish this test to consider.

- more than - Specify if you wish
this test to consider more than or
exactly the number of destination
IP address(es), destination port(s),
QID(s), Device Event ID(s), or
Device(s).

« 5 - Specify the number of IP
addresses, ports, QIDs, events,
devices, or categories you wish
this test to consider.

+ IP address /Port /QID/
Event/Device/ Category - Specify
the destination you wish this test to
consider. The options are:
anything, destination IP(s),
destination port(s), QID(s), device
event ID(s), or device(s).

+ 10 - Specify the time value you
wish to assign to this test.

- minutes - Specify the time
measurement value, seconds,
minutes, hours, or days that you
wish to apply to this test.
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Test Description Default Test Name Parameters

Multi-Rule You can also use building when all of these Configure the following parameters:

Function blocks or existing rules to rules, in order, with ) : ;
populate this test. Allows you to the same destination trﬁiftseststgefgg Stizzrrules you wish
detect a series of rules for a IP address/port o ) _
specific IP address or port followed by all of these « in - Specify if you wish this test to

followed by a series of specific  rules in order with the

rules for a specific port or IP same IP address/port

address.

from the previous
source, within this
many time intervals
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consider rules in a specific order.

destination - Specify whether you
wish this test to consider
destination or source |P address or
port.

» IP address/Port - Specify if you
wish this test to consider the IP
address or port.

+ rules - Specify the rules you wish
this test to consider.

+ in - Specify if you wish this test to
consider rules in a specific order.

- IP address/port - Specify if you
wish this test to consider the IP
address or port.

 this many - Specify the number of
time intervals you wish this rule to
consider.

- time intervals - Specify the time
interval you wish this rule to
consider. The options are:
seconds, minutes, hours, or days.
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Table 4-1 Functions Group (continued)

Test Description Default Test Name Parameters
Multi-Rule You can also use building when at least this Configure the following parameters:
Function blocks or existing rules to number of these

populate this test. Allows you to
detect a number of specific rules
for a specific IP address or port
followed by a number of specific
rules for a specific port or IP
address.
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rules, in order, with
the same destination
IP address/port
followed by at least
this number of these
rules in order with the
same IP address/port
from the previous
source, within this
many time intervals

this number - Specify the number
of rules you wish this test to
consider.

rules - Specify the rules you wish
this test to consider.

in - Specify if you wish this test to
consider rules in a specific order.

destination - Specify whether you
wish this test to consider
destination or source IP address or
port.

IP address/port - Specify if you
wish this test to consider the IP
address or port.

this number - Specify the number
of rules you wish this test to
consider.

rules - Specify the rules you wish
this test to consider.

in - Specify if you wish this test to
consider rules in a specific order.

IP address/port - Specify if you
wish this test to consider the IP
address or port.

source - Specify if you wish this
test to consider source or
destination.

this many - Specify the number of
time intervals you wish this rule to
consider.

time intervals - Specify the time
interval you wish this rule to
consider. The options are:
seconds, minutes, hours, or days.
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Table 4-1 Functions Group (continued)

Test Description Default Test Name Parameters
Multi-Rule You can also use building when any of these Configure the following parameters:
Function blocks or existing rules to rules with the same IP

rules - Specify the rules you wish

populate this test. Allows you to address/Port/QID/ this test to consider.

detect the selected rules with Event/Device/
same source information across Category more than 5 -« IP address/Port/QID/

more than the configured times, across more Event/Device/ Category - Specify

number of destinations within a than 5 IP address/ whether you wish this rule to

configured time period. Port/QID/Event/ consider a source IP address,
Device/Category source port, QID, device event ID,
within 10 minutes device, or category.

- 5 - Specify the number of rules you
wish this test to consider.

« more than - Specify if you wish
this test to consider more than or
exactly the number of destination
IP address(es), destination port(s),
QID(s), Device Event ID(s), or
Device(s).

» 5 - Specify the number of IP
addresses, ports, QIDs, events,
devices, or categories you wish
this test to consider.

« |P address/ Port/QID/Event/
Device/Category - Specify the
destination you wish this test to
consider. The options are:
anything, destination IP(s),
destination port(s), QID(s), Device
Event ID(s), or Device(s).

» 10 - Specify the time value you
wish to assign to this test.

+ minutes - Specify the time
measurement value, seconds,
minutes, hours, or days that you
wish to apply to this test.

Step 9 In the groups area, select the check box(es) of the groups to which you wish to
assign this rule. For more information on grouping rules, see Grouping Rules.

Step 10 In the Notes field, enter any notes you wish to include for this rule. Click Next.

The Rule Responses window appears, which allows you to configure the action
STRM Log Management takes when the event sequence is detected.

Step 11 Configure the following parameters:
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Table 4-2 Event Rule Response Parameters

Parameter Description

Severity Select the check box if you wish this rule to set or
adjust severity to the configured level. Once
selected, you can configure the desired level.

Credibility Select the check box if you wish this rule to set or
adjust credibility to the configured level. Once
selected, you can configure the desired level.

Relevance Select the check box if you wish this rule to set or

adjust relevance to the configured level. Once
selected, you can configure the desired level.

Dispatch New Event

Select the check box to dispatch a new event in
addition to the original event, which will be
processed like all other events in the system.

The Dispatch New Event parameters appear when
you select the check box. By default, the check box
is clear.

Event Name

Specify the name of the event you wish to display in
the Event Viewer.

Event Description

Specify a description for the event. The description
appears in the Annotations of the event details.

Severity

Specify the severity for the event. The range is 1
(lowest) to 10 (highest) and the defaultis 1. The
Severity appears in the Annotation of the event
details.

Credibility

Specify the credibility of the event. The range is 1
(lowest) to 10 (highest) and the default is 10.
Credibility appears in the Annotation of the event
details.

Relevance

Specify the relevance of the event. The range is 1
(lowest) to 10 (highest) and the default is 1.
Relevance appears in the Annotation of the event
details.

High-Level Category

Specify the high-level event category you wish this
rule to use when processing events.

For more information on event categories, see the
Event Category Correlation Reference Guide.

Low-Level Category

Specify the low-level event category you wish this
rule to use when processing events.

For more information on event categories, see the
Event Category Correlation Reference Guide.

Email

Select the check box to display the email options. By
default, the check box is clear.

Enter e-mail address
to notify

Specify the e-mail address(es) to send notification if
the event generates. Separate multiple e-mail
addresses using a comma.
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Table 4-2 Event Rule Response Parameters (continued)

Parameter Description

Send to SyslLog Select the check box if you wish to log the event. By
default, the check box is clear.

For example, the syslog output may resemble:

Sep 28 12:39:01 localhost.localdomain
ECS: Rule 'Name of Rule' Fired:
172.16.60.219:12642 ->
172.16.210.126:6666 6, Event Name:
SCAN SYN FIN, QID: 1000398, Category:
1011, Notes: Event description

Response Limiter Specify the frequency you wish this rule to respond.

Enable Rule Select the check box to enable this rule. By default,
the check box is selected.

Step 12 Click Next.
The Rule Summary window appears.

Rule Wizard (E3]i=]]
2| Custom Rules Wizard - Rule Summary —

Rule Summary

Review this rule surmmary to ensure all the details you have specified are correct. You may click 'Back'to change incaorrect
settings

Mote that your rule has not yet been saved or deployed. It will be saved when you select ‘Finish' and only be deployed if you
chose the 'Enable Rule' checkbox on the previous screen.

Rule Description
Apply Rule on events which are detected by the system
and where the target list includes any of the following 1.1.1.1

This Rule will be Enabled

Step 13 Review the configured rule. Click Finish.

Event Rule Tests This section provides information on the tests you can apply to the rules including:
+ Event Property Tests
« IP/Port Tests
« Date/Time Tests
+ Device Tests

Event Property Tests
The event property test group includes:
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Table 4-3 Event Property Tests

Test

Description

Default Test Name

Parameters

Local Network
Object

Valid when the event occurs
in the specified network.

when the local network is
one of the following
networks

one of the following - Specify the
areas of the network you wish this test

to apply.

IP Protocol Valid when the IP protocol of when the IP protocol is protocols - Specify the protocols you
the event is one of the one of the following wish to add to this test.
configured protocols. protocols

Event Payload Each event contains a copy when the Event Payload this string - Specify the text string you

Search of the original unnormalized contains this string wish include for this test.
event. This test is valid
when the entered search
string is included anywhere
in the event payload.

QID of Event A QID is a unique identifier when the event QID is one QIDs - Use of the following options to
for events. This test is valid of the following QIDs locate QIDs:

ZV:;? Lhrzg\glrlg identifier is a + Select the Browse By Category
9 ' option and using the drop-down list
boxes, select the high and low-level
category QIDs you wish to locate.
- Select the QID Search option and
enter the QID or name you wish to
locate. Click Search.

Attack Context Attack Context is the when the attack contextis this context - Specify the context you
relationship between the this context wish this test to consider. The options
attacker and target. For are:
example, a local attacker to . Local to Local
a remote target.

Valid if the attack context is * Local to Remote
one of the following: + Remote to Local

« Local to Local + Remote to Remote
+ Local to Remote

« Remote to Local

« Remote to Remote

Event Valid when the event when the event category  categories - Specify the event

Category category is the same as the for the event is one of the category you wish this test to
configured category, for following categories consider.

?Sig)p;?t’a?:imal of Service For more information on event
: categories, see the Event Category
Correlation Reference Guide.
Severity Valid when the event when the event severity is Configure the following parameters:

severity is greater than, less
than, or equal to the
configured value. The
default is 5.
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greater than 5 {default}

greater than - Specify whether the
severity is greater than, less than,
or equal to the configured value.

- this value - Specify the index,
which is a value from 0 to 10.
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Test Description Default Test Name Parameters
Credibility Valid when the event when the event credibility Configure the following parameters:
credibility is greater than, is greater than 5 :
- greater than - Specify whether the
Iessf'than,dor elqua!rtr? the {default} credibility is greater than, less than,
connigured value. the or equal to the configured value.
default is 5.
- this value - Specify the index,
which is a value from 0 to 10.
Relevance Valid when the event when the event relevance Configure the following parameters:
relevance is greater than, is greater than 5 -
- greater than - Specify whether the
fjsfithfrgao\;;ggalrfethe {default} relevance is greater than, less than,
gur ' or equal to the configured value.
default is 5.
« this value - Specify the index,
which is a value from 0 to 10.
Source Valid when the source IP when the source is local local or remote - Specify either local
Location address of the event is or remote {default: or remote traffic.
either local or remote. remote}
Destination Valid when the destination  when the destination is local or remote - Specify either local
Location IP address of the event is local or remote {default: or remote traffic.
either local or remote. remote}
Geographic Valid when the source of when the attacker is this geographic location - Specify

this event is located in the
configured geographic
region.

located in this
geographic location

the geographic regions you wish this
test to consider.

Rate Analysis

STRM Log Management
monitors event rates of all
source IP addresses/QIDs
and destination IP

addresses/QIDs and marks
events that exhibit abnormal

rate behavior.

Valid when the event has
been marked for rate
analysis.
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Table 4-3 Event Property Tests (continued)

Test Description Default Test Name Parameters
False Positive When you tune false when the false positive signatures - Specify the false positive
Tuning positive events in the Event signature matches one of signature you wish this test to

Viewer, the resulting tuning the following signatures
values appear in this test. If

you wish to remove a false

positive tuning, you can edit

this test to remove the

necessary tuning values.

consider. Enter the signature in the
following format:

<CAT|QID|ANY>:<value>:<source
IP>:<dest IP>

Where:

<CAT|QID|ANY> - Specify whether
you wish this false positive signature
to consider a category (CAT), Q1 Labs
Identifier (QID), or any value.

<value> - Specify the value for the
<CAT|QID|ANY> parameter. For
example, if you specified QID, you
must specify the QID value.

<source |IP> - Specify the source IP
address you wish this false positive
signature to consider.

<dest IP> - Specify the destination IP
address you wish this false positive
signature to consider.

Username Valid when the configured ~ when the event(s)
username is associated with username is this string
an event.

Configure the following parameters:

- is - Specify the value you wish to
associate with this test. Options
include: is, contains, starts with, or
ends with.

- this string - Specify a username
you wish this test to consider.

IP/Port Tests
The IP/Port tests include:

Table 4-4 P/ Port Test Group

Test Description Default Test Name

Parameters

Source Port Valid when the source port when the source port is one
of the event is one of the of the following ports
configured source port(s).

ports - Specify the ports you wish
this test to consider.

Destination Port Valid when the destination  when the destination port is
port of the event is one of  one of the following ports
the configured destination

ports - Specify the ports you wish
this test to consider.

port(s).
Local Port Valid when the local port of when the local portis one  ports - Specify the ports you wish
the event is one of the of the following ports this test to consider.

configured local port(s).
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Test Description Default Test Name Parameters
Remote Port Valid when the remote port when the remote portis one ports - Specify the ports you wish
of the event is one of the of the following ports this test to consider.
configured remote port(s).
Source IP Valid when the source IP when the source IP is one IP addresses - Specify the IP
Address address of the event is one of the following IP address(es) you wish this test to

of the configured IP
address(es).

addresses

consider.

Destination IP

Valid when the destination

when the destination IP is

IP addresses - Specify the IP

Address IP address of the eventis  one of the following IP address(es) you wish this test to
one of the configured IP addresses consider.
address(es).
Local IP Valid when the local IP when the local IP is one of IP addresses - Specify the IP
Address address of the event is one the following IP addresses address(es) you wish this test to
of the configured IP consider.
address(es).
Remote IP Valid when the remote IP when the remote IP is one IP addresses - Specify the IP
Address address of the event is one of the following IP address(es) you wish this test to
of the configured IP addresses consider.
address(es).
IP Address Valid when the source or when either the source or  IP addresses - Specify the IP

destination IP address of
the event is one of the
configured IP address(es).

destination IP is one of the
following IP addresses

address(es) you wish this test to
consider.

Date/Time Tests

The date and time tests include:

Table 4-5 Date/Time Tests

Test Description Default Test Name Parameters

Event Day Valid when the event occurs  when the event(s) Configure the following parameters:
(r;n ‘mﬁ configured day of the gccurfcm thn(: s:tlr:acted on - Specify if you wish this test

onth. ay otthe mo to consider on, after, or before the
configured day.

- selected - Specify the day of the
month you wish this test to
consider.

Event Week Valid when the event occurs  when the event(s) these days of the week - Specify
on the configured days of the occur on any of these the days of the week you wish this
week. days of the week test to consider.

Event Time Valid when the event occurs  when the event(s) Configure the following parameters:

on the after the configured

time.

occur after this time

- after - Specify if you wish this test
to consider after, before, or at the
configured time.

- this time - Specify the time you
wish this test to consider.
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Device Tests

The device tests include:

Table 4-6 Device Tests

Test

Description

Default Test Name

Parameters

Source Device

Valid when one of the

configured source devices is

the source of the event.

when the event(s) were
detected by one or
more of these device

these devices - Specify the devices
that you wish this test to detect.

Source Device
Type

Valid when one of the

configured device types is the

source of the event

when the event(s) were
detected by one or
more of these device
types

these device types - Specify the
devices that you wish this test to
detect.

Devices

Valid when the event(s) have

not been detected by the
configured devices.

when the event(s)
have not been
detected by one or
more of these devices
for 300 seconds.

Configure the following parameters:

- these devices - Specify the
devices you wish this test to
consider.

- 300 - Specify the time, in
seconds, you wish this test to
consider.

Device Groups

Valid when an event is

detected by the configured

device groups

when the event(s) were
detected by one or
more of these device
groups

these device groups - Specify the
groups you wish this rule to
consider.

Copying a Rule

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

To copy a rule:

Select the Event Viewer tab.

The Event Viewer window appears.

Click Rules.

The Rules List window appears.

In the Display drop-down list box, select Rules.
Select the rule you wish to duplicate.

The duplicated rule appears.

Click Edit to edit the tests for the rule.

From the Actions drop-down list box, select Duplicate.
In the Enter name for the copied rule, enter a name for the new rule. Click Ok.

For more information on editing the rule, see Creating a Rule.
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Deleting a Rule
Step 1

Step 2
Step 3

Step 4
Step 5

To delete a rule:

Select the Event Viewer tab.

The Event Viewer window appears.

Click Rules.

The Rules List window appears.

In the Display drop-down list box, select Rules.
Select the rule you wish to duplicate.

From the Actions drop-down list box, select Delete.

Grouping Rules

Viewing Groups
Step 1

Step 2

Step 3

Step 4

You can group and view your rules and building blocks based on functionality.
Categorizing your rules or building blocks into groups allows you to efficiently view
and track your rules. For example, you can view all rules related to compliance. By
default, the Rules interface displays all rules and building blocks.

As you create new rules, you have a choice whether you wish to assign the rule to
an existing group. For information on assigning a group to a using the rule wizard,
see Creating a Rule.

Note: You must have administrative access to create, edit, or delete groups. For
more information on user roles, see the STRM Log Management Administration
Guide.

This sections provides information on grouping rules and building blocks including:
+ Viewing Groups

« Creating a Group

- Editing a Group

« Copying an Item to Another Group(s)

« Deleting an ltem from a Group

« Assigning an Item to a Group

To view rules or building blocks using groups:
Select the Event Viewer tab.

The Event Viewer window appears.

Click Rules.

The Rules List window appears.

From the Display drop-down list box, select whether you wish to view Rules or
Building blocks.

Form the Filter drop-down list box, select the group category you wish to view.
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step 5 The list of items assigned to that group appear.

Creating a Group  To create a group:
Step 1 Select the Event Viewer tab.
The Event Viewer window appears.
Step 2 Click Rules.
The Rules List window appears.
Step 3 Click Groups.
The Group window appears.

[CIHew Group B Edit [ ] copy E¥Remowe )

=2 RulefBuilding Block Graup [ Mame User Description Date Modified
-3 Anomaly DAnnmaly admin Rules based on device and event anomalies such as high event rates or 2007-08-23 15:04;
-3 Authentication D Authentication admin Rules focused on detection of suspicious activities within authentication 2007-08-23 15:05.
-~ Boinet D Botnet adrmin Rules focused on the detection of hosts involved in botnet activity 2007-08-23 16:02
-2 Categary Definitions D Category Definitions  admin Building blocks used to define commonly catenories referenced by other 2007-08-2315:21
9 Cornpliance D Campliance admin Rules focused on detection on compliance vialations 2007-08-23 1505
-3 DDos D Database admin Rules focused on detection of issues relating o database activity such a 2007-08-23 15.06
12 Datahase D DuDas adrmin Rules focused on detection and false positive reduction around Denial o 2007-08-23 15:31
] Exploit D Exploit admin Rules focused on exploit detection and false positive reduction. 2007-08-23 15817,
{23 False Pasitive [[] False Positive adrmin Rules and Building Blacks used to categorize and detect common false | 2007-08-23 1523
-3 Host Definitions D Host Definitions admin Building hlocks used to define server types and specific hosts, 2007-08-23 1525
29 Malware D Malware admin Rules focused on detection of Malware 2007-08-23 16:09
~23 Matwork Definition D Metwork Definition admin Building blocks used to define commaon areas of the network referenced 2007-08-23 15:28
2 Policy [ Poliey admin Rules to detect palicy winlations 2007-08-2315:29
-~ PortiProtocol Definitior [:] PaortiPratocol Definitior admin Building blocks to define cammon paorts used in other rules and building 2007-08-23 15:30
129 Recon D Recon adrmirn Rules focused on reconnaissance detection 2007-08-23 1517
-3 Response [:] Response admin Sample rules for building email and ather responses based on arule.  2007-08-23 15:03;
2 system [ System admin Rules for systern alert and error detection 2007-08-23 1518
-3 User Tuning [:] User Tuning admin Building blocks provided with the system for user hased tuning 2007-08-23 1618
159 Warms D Wiarms admin Rules focused on the detection of worms 2007-08-2316:13
-~ Other [;‘] Other adrmin The group contains ungrouped items 2007-09-09 13:02:

< | > |< | bd

Step 4 From the menu tree, select the group under which you wish to create a new group.

Note: Once you create the group, you can drag and drop menu tree items to
change the organization of the tree items.

Step 5 Click New Group.
The Group Properties window appears.

Group Prop

Parent: Rule/Building Block G...

Description

[ oK | [ cancel ]

Step 6 Enter values for the parameters:
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Step 8

Step 9

Editing a Group
Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Grouping Rules 55

« Name - Specify the name you wish to assign to the new group. The name may
be up to 255 characters in length.

- Description - Specify a description you wish to assign to this group. The
description may be up to 255 characters in length.

Click Ok.

If you wish to change the location of the new group, click the new group and drag
the folder to the desired location in your menu tree.

Close the Groups window.

To edit a group:

Select the Event Viewer tab.

The Event Viewer window appears.
Click Rules.

The Rules List window appears.
Click Groups.

The Group window appears.

[|New Group EF Edit | | Copy EXRemove -]

[El'=] RulefBuilding Block Grou) | Mame User Description Date Modified
2 anoraly DAnuma\y admin Rules hased on device and event anomalies such as high event rates or 2007-08-23 15:04;
129 Authentication D Authentication admin Rules facused on detection of suspicious activities within authentication 2007-08-23 15:05:
120 Botnet (] Batnet admin Rules focused on the detection of hosts invalved in botnet activity 2007-08-2316:02;
+33 category Definitions D Category Definitions admin Building hlocks used to define commaonly categories referenced by other 2007-08-23 15:21:
2 compliance D Campliance admin Rules facused on detection an campliance vialations 2007-08-23 15:05:
i DDos [[] Database admin Rules facused on detection afissues relating to database activity such 2 2007-08-23 15:06:
I3 Database D DiDos admin Rules focused on detection and false positive reduction around Denial o0 2007-08-23 15:31:
2 Exploit D Explait admin Rules facused on exploit detection and falze positive reduction 2007-08-23 1517
L9 False Positive [ False Fositive admin Rules and Building Blocks used to categarize and detect common false | 2007-08-23 15:23:
#1239 Host Definitions [[] Host Definitions admin Building blocks used to define server types and specific hosts 2007-02-2218.24;
123 Malware D Malware admin Rules focused on detection of Makware 2007-08-23 18:04:
L2 Metwork Definition [ Metwark Definition admin Building blocks used ta define comman areas ofthe netwaork referenced 2007-08-23 15:28:
2 Policy (] Palicy admin Rules to detect policy violations 2007-02-22 15:209:
129 PartProtacal Definitior D PorthProtocol Definitior admin Building hlocks to define commaon ports used in other rules and building 2007-08-23 15:300
2 Recon D Recon admin Rules facused on reconnaissance detection 2007-08-2315:17:
) Response ] Response admin Sample rules for building email and other responses based onarule.  2007-02-2215:03:
2 systern D Systemn admin Rules for systern alert and error detection 2007-08-2315:18:
23 User Tuning D Uszer Tuning admin Building blocks provided with the system far user based tuning 2007-08-23 16:18:
43 wiarms [ winrms admin Rules focused on the detection afworms 2007-08-2316:13:
I3 Other D Other admin The group contains ungrouped items 2007-09-0913:02:

£ > < >

From the menu tree, select the group you wish to edit.
Click Edit.

The Group Properties window appears.

Update values for the parameters, as necessary:

« Name - Specify the name you wish to assign to the new group. The name may
be up to 255 characters in length.

- Description - Specify a description you wish to assign to this group. The
description may be up to 255 characters in length.
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Step 7 Click Ok.

Step 8 If you wish to change the location of the group, click the new group and drag the
folder to the desired location in your menu tree.

Step 9 Close the Groups window.

Copying an Item to  Using the groups functionality, you can copy a rule or building block to one or
Another Group(s) many groups. To copy a rule or building block:

Step 1 Select the Event Viewer tab.

The Event Viewer window appears.
Step 2 Click Rules.

The Rules List window appears.
Step 3 Click Groups.

The Group window appears.

[Cinew Group B Edit [ | Copy ¥ Remowe o

[El=] Rule/Building Block Grouy | Mame User Description Date Modifisd
2 Anormaly D Anomaly admin Rules based on device and event anomalies such as high event rates ar 2007-08-23 1504
I3 Authentication [[] Authentication admin Rules focused on detection of suspicious activities within authentication 2007-08-2215:04:
L9 Botnet [] Botnet admin Rules focuszed on the detection of hosts involved in botnet activity 2007-08-2316:02:

2 categary Definitions D Category Definiions admin Building hlocks used to define commonly categories referenced by other 2007-08-23 1521
23 compliance ] Compliance admin Rules focused on detection on compliance violations: 2007-08-2215.05:

-2 DDos D Database admin Rules focused on detection of issues relating o database activity such a 2007-08-23 1506
I3 Database D Dupag adrmin Rules focused an detection and false positive reduction araund Denial o 2007-08-23 1531
L Exploit [ Exploit admin Rules focused on exploit detection and false positive reduction 2007-08-2315:17:
I3 False Positive D Falze Positive admin Rules and Building Blocks used to categorize and detect common false | 2007-08-23 1523
53 Host Definitions [ Host Definitions admin Building blocks used ta define servertypes and specific hasts. 2007-08-2215:25:
159 Malware D Malware admin Rules focused on detection of Makware 2007-08-2316:09
I3 Metwork Definition D Metwark Definition adrmin Building hlocks used to define cammaon areas of the network referenced 2007-08-23 19:28:
L Policy [ Palicy admin Rules to detect palicy vinlations 2007-08-2315:25:
-9 PortiProtocol Definitior D PoriProtocol Definitior admin Building hlocks to define common ports used in other rules and building 2007-08-23 1530
3 Recon [ Recan admin Rules focused on reconnaissance detection 2007-08-221517:
5 Response D Response admin Sample rules for building email and other responses based onarule.  2007-08-2315:.03
I3 gystem D Systemn admin Rules for system alert and error detection 2007-08-22145:18:
L User Tuning [ Yser Tuning admin Building hlocks provided with the system for user based tuning 2007-08-23 16:18:
-3 Worms D Wworms admin Rules focused on the detection of worms 2007-08-23 1613
3 Other [ Other admin The group contains ungrouped items 2007-00-0819:02:

< | EANES | >

Step 4 From the menu tree, select the rule or building block you wish to copy to another
group.

Step 5 Click Copy.
The Choose Group window appears.
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ftem Groups:

2 [ anomaly

2 [ authentication

5 [ potnet

3 [ category Definitions
2 O compliance

2 M oibes

2 O patabase

5 O exploit

2 [ False Positive

2 [ Host Definitions
9 [ makware

2 [ Metwnrk Definition
= O policy

2 [ PortProtocol Definition
2 O Rrecon

2 [ Response

2 [ system

= [ User Tuning

2 O worms

Agsign Groups

Step 6 Select the check box for the group(s) to which you wish to copy the rule or building
block.

Step 7 Click Assign Groups.
Step 8 Close the Groups window.

Deleting an Item from  To delete a rule or building block from a group:
a Group

Note: Deleting a group removes this rule or building block from the Rules
interface. Deleting an item from a group does not delete the rule or building block
from the Rules interface.

Step 1 Select the Event Viewer tab.
The Event Viewer window appears.
Step 2 Click Rules.
The Rules List window appears.
Step 3 Click Groups.
The Group window appears.
Step 4 From the menu tree, select the top level group.
Step 5 From the list of groups, select the group you wish to delete.
Step 6 Click Remove.
A confirmation window appears.
Step 7 Click Ok.

Step 8 If you wish to change the location of the new group, click the new group and drag
the folder to the desired location in your menu tree.

Step 9 Close the Groups window.
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Assigning an Item to
a Group

Step 1

Step 2

Step 3
Step 4

Step 5

To assign a rule or building block to a group:

Select the Event Viewer tab.

The Event Viewer window appears.

Click Rules.

The Rules List window appears.

Select the rule or building block you wish to assign to a group.
From the Actions drop-down list box, select Assign Groups.
The Choose Group window appears.

Click Assign Groups.

Editing Building
Blocks

Step 1

Step 2

Step 3

Step 4

Building blocks allow you to re-use specific rule tests in other rules. For example,
you can save a building block that excludes the IP addresses of all mail servers in
your deployment from the rule.

To edit a building block:

Select the Event Viewer tab.

The Event Viewer window appears.

Click Rules.

The Rules List window appears.

In the Display drop-down list box, select Building Blocks.

The Building Blocks appear.

Double-click the building block you wish to edit.

The Custom Rules Wizard appears.
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Rule Wizard

A
[-_J;I Custom Rules Wizard - Rule Test Stack Editor—

Which tests do you wish to perfarm on incoming events?

Test Group Export as Building Block

where the netwarks affected are any of one of the following networks ~
where the Atackertiglator IP is one ofthe following IPs

whete the target listincludes any of the following IPs

when the offense(s) occur on the selected day of the month

when the affenseds) occur on any ofthese days of the week

when the offense(s) occur after this time

where the categories of the offense include any of the following list of categories
where the offense severity is greater than 5 {Default}

whetre the offense Credibility is greater than 5 {Default}

where the offense Relevance is greater than 5 {Default}

where the device type(s) that detected the offense is one of the following device types
where the number of device types that detected the offense is greater than this number

wheta the attark canted is this context hdl
|

M O0C0CO0O0000000
%

Rule (Click on an underlined value to edit it)

Apply ‘Dalault'Hule—Anoma\_l,l: Excessive Database Cunnectwons| on events which are detected by the system
©.and when we see any of these Default-BB-CategoryDefinition: Database Connections with the same source [P more
than B0 times, across exactly 1 destination [P(s) within 1 minotes 3

Groups
-~ [ Anomaly

A

Step 5 Update the building block, as necessary. Click Next.
Step 6 Continue through the wizard. For more information, see Creating a Rule.

The Rule Summary appears.
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Step 7

Rule Wizard =]

Custom Rules Wizard - Rule Summary _

Rule Summary

Review this rule summary to ensure all the details you have specified are correct. You may click ‘Back'to change incorrect
settings.

Mote that your rule has not yet been saved or deployed. It will be saved when you select Finish' and only be deployed if
you chose the 'Enable Rule’ checkbox on the previous screen,

Rule Description
Apply Default-Rule-Anomaly: Excessive Database Connections on events which are detected by the system
and when we see any of these Default-BB-CategoryDefinition: Database Connections with the same source [P mare
than 60 times, across exactly 1 destination IP(s) within 1 minutes

Rule Notes
Rule detects an excessive number of successful database connections

Rule Actions
* Force the detected event to create a NEVW offense, select the offense using Source IP
Rule Responses

* Dispatch New Event

Event Mame: Excessive Database Connections

o Event Description: An excessive number {more than 1 per second) of successful database
connections have been made fo this host. This may be a false alarm on some very busy servers
However, it can often also be caused by poorly written applications that are wasting resources
continually connecting to the database for every query.

Severity: 3 Credibility: 5 Significance: 3

High Level Category: Suspicious Activity

Low Level Category: Suspicious Pattern Detected

o

o

o

o

S e
Click Finish.
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The Reports interface allows you to create, distribute, and manage reports. You
can use the Report Wizard to create executive and operational level reports.
STRM Log Management provides default templates that you can use to generate
your report data, using various intervals. You can edit any template to present
customized data when distributing reports to other STRM Log Management users,
however, administrative users can see all reports created by STRM Log
Management users.

Reports also allows you to brand your documents with customized logos, which
enables you to support unique logos for each report. This is beneficial when
distributing reporting to different audiences.

This chapter includes:

« Using the Reports Interface

+ Viewing Reports

« Grouping Reports

« Creating a Report

« Using Default Report Templates

+ Generating a Report

* Duplicating a Report

« Branding Your Report

DNote: To brand reports with custom logos, you must upload and configure your
logos before you begin using the Report Wizard, see Branding Your Report.
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Using the Reports
Interface

Using the Navigation
Menu

This section provides information on using the Reports interface including:

« Using the Navigation Menu

+ Using the Toolbar

The default main Reports interface displays generated reports. The navigation
menu provides access to reports, templates, and branding including:

Table 5-1 Navigation Menu Options

Menu Columns Description
Generated Displays all generated reports. Reports listed in this panel
Reports are available for immediate viewing. The Generated
Reports panel lists reports with the following details
Report Title Displays the name of the report. By default, the report title
in a default template is a duplicate of the template name.
Group Displays the group to which this report belongs.
Schedule Displays the frequency in which the report generates.
Generated Displays the date and time the report was generated.
Owner Displays the STRM Log Management user that generated
the report.
Template Displays the user that created the template that
Author generated this report.
Format Displays the available viewing formats.
Report Displays existing report templates. STRM Log
Templates Management provides a series of default templates that
are ready for immediate access, see Using Default
Report Templates.
By default, templates are sorted by the report title. You
can access templates in the Report Templates panel; or,
click the arrow beside the Report Templates menu item
and select the group (frequency) folder. The Reports
Templates panel lists the configured templates with the
following details:
Template Displays the template name.
Name
Group Displays the group to which this report belongs.
Schedule Displays the frequency in which the report generates.
Next Run Displays the time in which the report is expected to
Time generate.
Last Displays the last modification date.
Modification
Owner Displays the STRM Log Management user that generated

the report.
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Table 5-1 Navigation Menu Options (continued)

Description

Displays the STRM Log Management user that created
the template.

Displays the report format.

Menu Columns
Author
Output
Branding

Navigates to the report branding option. See Branding
Your Report.

Using the Toolbar You can perform the following actions:

Table 5-2 Toolbar Icon Descriptions

Option

Description

Group

Using the drop-down list box, allows you to view reports
assigned to a specific group. For more information, see
Grouping Reports.

Groups

Allows you to manage report groups. For more information,
see Grouping Reports.

Actions ¥

Allows you to perform the following actions:

Create - Allows you to create a new template. For more
information, see Creating a Report.

Edit - Allows you to edit the selected template. You can
also double-click a template to edit the content.

Duplicate - Allows you to duplicate/rename a report. For
more information, see Duplicating a Report.

Assign Groups - Allows you to assign a report template to
a report group. For more information, see Grouping
Reports.

Share - Allows you to share report templates with other
users. You must have administrative privileges to share
report templates. For more information, see Sharing a
Report.

Toggle Scheduling -Allows you to toggle active/inactive
for the selected template.

Generate Report - Generates a report from the selected
template. For more information, see Generating a Report.

Delete - Deletes the selected template. Hold the CTRL key
and click on the templates you wish to delete.

Viewing Reports You can view reports displayed in the Generated Reports interface. These reports
have been previously created, generated, and optionally distributed. You can only
view reports to which you have access. Reports may be formatted in one or all of

the following formats:

+ PDF - Portable Document Format
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Step 1

Step 2
Step 3

« HTML - Hyper Text Markup Language format
* RTF - Rich Text Format

+ XML - Extensible Markup Language

« XLS - Microsoft Excel format.

The XML and XLS formats are only available for reports using a single chart table
format (portrait or landscape).

Note: If you are currently using the FireFox browser and you select the RTF report
format, this may launch a new browser window. This does not affect STRM Log
Management; this is a result of the FireFox browser configuration. Close the
window and continue with your STRM Log Management session.

To view a generated report:

Click the Reports tab.

The main Reports interface appears.

Click Generated Reports from the navigation menu.

For the report you wish to view, click the icon that represents the format in which
you wish to view the report.

The report opens in the selected format.

Grouping Reports

The Reports interface allows you to view your report and report templates based
on functionality. Categorizing your reports into groups allows you to efficiently view
and track your reports. For example, you can view all reports related to
compliance. By default, the Reports interface displays all reports, however, you
can view your reports the using one of the following default groups:

+ Compliance

+ Executive

+ Network Management

« Security

« VoIP

As you create new reports, you can either assign the report to an existing group,

create a new group, or do not assign the report to any group. For information on
assigning a group to a using the report wizard, see Creating a Report.

Note: You must have administrative access to create, edit, or delete groups. For
more information on user roles, see the STRM Log Management Administration
Guide.

This sections provides information on grouping reports including:
« Creating a Group
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Editing a Group

Copying a Template to Another Group

Deleting a Template From a Group

Assigning a Report to a Group

Creating a Group To create a group:
Step 1 Click the Reports tab.
The Reports interface appears.
Step 2 Click the Report Templates menu option.
A list of templates appears.
Step 3 Click Groups.
The Reports Group window appears.

DNew Group D Edit Copy QRemo\re o

= Reporing Groups Tree Mame User Description
@ Other D Cther adrmin The group containg ungrouped items

< | b

Step 4 From the menu tree, select the group under which you wish to create a new group.

Note: Once you create the group, you can drag and drop menu tree items to
change the organization of the tree items.

Step 5 Click New Group.
The Group Properties window appears.

Group Properties

\l,) Parent: Reporing Groups Tree
Name

Description

[ OK | Cancel |

Step 6 Enter values for the parameters:
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Step 7
Step 8

Step 9

Editing a Group
Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

« Name - Specify the name you wish to assign to the new group. The name may

be up to 255 characters in length.

« Description - Specify a description you wish to assign to this group. The
description may be up to 255 characters in length. This field is optional.

Click Ok.

If you wish to change the location of the new group, click the new group and drag

the folder to the desired location in your menu tree.
Close the Report Groups window.

To edit a group:

Click the Reports tab.

The Reports interface appears.

Click the Report Templates menu option.
A list of templates appears.

Click Groups.

The Reports Group window appears.

DNew Group D Edit Copy Q Remove a
=MD Reporting Groups Tree Marne User Description
53 Othar (] Other admin The group contains ungrouped items
£ >

From the menu tree, select the group you wish to edit.
Click Edit.
The Group Properties window appears.

Update values for the parameters, as necessary:

« Name - Specify the name you wish to assign to the new group. The name may

be up to 255 characters in length.

« Description - Specify a description you wish to assign to this group. The
description may be up to 255 characters in length. This field is optional.

Click Ok.

If you wish to change the location of the group, click the new group and drag the

folder to the desired location in your menu tree.
Close the Report Groups window.
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Copying a Template Using the groups functionality, you can copy a template from one group to another.
to Another Group To copy a template:

Step 1 Click the Reports tab.
The Reports interface appears.

Step 2 Click the Report Templates menu option.
A list of templates appears.

Step 3 Click Groups.
The Reports Group window appears.

DNeuu Group D Edit Capy QRemove o

=22 Reporting Groups Tree Mame User Description
@ cither D Cther admin The group cantaing ungrouped items

< | >

Step 4 From the menu tree, select the template you wish to copy to another group.

step 5 Click Copy.
The Choose Group window appears.

ftem Groups:

= O Group2

Assign Groups

Step 6 Select the group or groups to which you wish to copy the template.
Step 7 Click Assign Groups.
Step 8 Close the Report Groups window.

Deleting a Template To delete a template from a group:
From a Group
D Note: Removing a template from a group only removes this template from the
group. Removing a template does not delete the template from Reports interface.

Step 1 Click the Reports tab.
The Reports interface appears.
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Step 2

Step 3

Step 4
Step 5
Step 6

Step 7
Step 8

Assigning a Report

to a Group
Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Click the Report Templates menu option.

A list of templates appears.

Click Groups.

The Reports Group window appears.

From the menu tree, select the top level group.

From the list of groups, select the group you wish to delete.
Click Remove.

A confirmation window appears.

Click Ok.

Close the Report Groups window.

You can assign a generated report or report template to a group. To assign a
report to a group:

Click the Reports tab.
The Reports interface appears.
Choose one of the following options:

a To assign a generated report to a group, click the Generated Reports menu
option.

A list of templates appears.

b To assign a report template report to a group, click the Report Templates
menu option.

A list of templates appears.
Select the report(s) you wish to assign to a group.
Click Assign Groups.
The Choose Group window appears.

From the Item Groups list, select the check box of the group you wish to assign to
this report template.

Click Assign Groups.

Creating a Report

You can access the Report Wizard from the toolbar in the Reports Templates
interface to create a new report. When a report is complete, you can use the
template to create other reports using many of the same configurations.

The Report Wizard provides a step-by-step guide in designing, scheduling, and
generating your reports. The wizard uses the following elements:
« Layout - Determines the positioning and size of each container.

« Container - Placeholder for the featured content.
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Creating a Report

Definition of the chart that is placed in the container.

This section includes:

« Creating a Template

« Configuring Charts

« Selecting a Graph Type

Creating a Template To create a template:
Step 1 Click the Reports tab.
The Reports interface appears.

Step 2 From the Actions drop-down list box, select Create.

The Report Wizard appears.

| Report Wizard

Welcome to the Report Wizard!

This wizard guides you through the process of creating and scheduling Reports.

Introduction

Use the Report ¥izard to design executive summaries or detailed operational reports to provide you with the
information you need to plan and quickly make network security decisions. The Report Wizard guides you
through the following steps:

1.

Choosing a layout.

2. Configuring report charts.
3
4. Distributing the report.

Scheduling a report

Click Mext to continue, or Cancel to exit the wizard

[ Skip this page when running the report wizard.

EEmr EmEm

I> Note: Select the check box if you wish to disable the Welcome page.
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[ Report Wizard

aE

I
| E’ Report Wizard

This report should be scheduled to generate:

& Manually

C Hourly
O Daily
O Weekly

© Monthly

e

Step 3 Select a scheduling option. Click Next.

Table 5-3 Report Scheduling

Parameter

Default Settings

This report should be scheduled to run

Manually

Generates a report one time only. This is the default setting;
however, you may generate this report as often as required.

Hourly

Schedules the report to generate at the end of each hour
using the data from the previous hour.

Using the drop-down list boxes, select a time frame to begin
and end the reporting cycle. A report is generated for each
hour within this time frame. Time is available in half-hour
increments. The default is 1:00 a.m for both From and To.

Daily

Schedules the report to generate each day using the data
from the previous day. Each chart on a report allows you to
select the previous 24 hours of the day, or select a specific
time frame from the previous day.

Click the check boxes beside each day you wish to generate
a report. Also, using the drop-down list box, select a time to
begin the reporting cycle. Time is available in half-hour
increments. The default is 1:00 a.m.

Weekly

Schedules the report to generate each week using the data
from the previous week.

Select the day you wish to generate the report. Default is
Monday. Using the drop-down list box, select a time to begin
the reporting cycle. Time is available in half-hour increments.
The default is 1:00 a.m.
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Table 5-3 Report Scheduling (continued)

Parameter Default Settings

Monthly Schedules the report to generate each month using the data
from the previous month.

Using the drop-down list box, select the date you wish to
generate the report. The default is the 1st day. Also, using
the drop-down list box, select a time to begin the reporting
cycle. Time is available in half-hour increments. The default
is 1:00 a.m.

Allow this report to generate manually

Yes Enables manual generation of this report.

No Disables manual generation of this report.

The Report Layout window appears.

Report Wizard =2E

E‘ Report Wizard

Choose a Layout

Each divided section holds one chart. Click the layout that represents the size and number of charts required

Orientation: | Partrait v

A report can consist of several data. Your network and security data can be
presented in a variety of styles, such as tables, pie charts, and bar charts. Styles
consist of a number of options, such as delta or baseline.

When selecting the layout of a report, consider the type of report you wish to
create - do not choose a small chart container for graph content that may display a
large number of objects. Each graph is complete with a legend and a list of
networks from which the content is derived; choose a large enough container to
hold the data. To preview how each chart displays a data, see Selecting a Graph
Type.
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Step 4 From the Orientation drop-down list box, select the page orientation and then click
the desired layout. Click Next.

The Specify Report Contents window appears:

© Report Wizard as
@ Report Wizard

Specify Report Contents
Enter a report title and choose 4 Igo. Select a chart type and click Define’ for each chart you wish to configure. Configued
charts become highlighted. Click Next

tRepart Title: Count Sort Test 1 Logo:| gradar.png wlt

Chart Type:
None

Define

Chart Type: Chart Type:
None None

v v

Define Define

Chart Type: Chart Type:
None v None

Define Define

Step 5 Select values for the following parameters:

* Report Title - Specify a title for your report. The title can be up to 100
characters in length - do not use special characters.

D Note: Your report is saved by the title name you enter in this field.

+ Logo - Using the drop-down list box, select a logo. By default, the STRM Log
Management logo is displayed. Other logos may be uploaded and used, see
Branding Your Report.

« Chart Type - Using the drop-down list box, select a chart for your container
including:

- Event/Logs
- Time Series
- TopN Time Series
The Container Details window appears.
Step 6 Configure your chart.
For detailed information on configuring your chart, see Configuring Charts.
step 7 Click Save Container Details for each container in a report.

The Specify Report Contents window appears. The configured container is
highlighted.

Step 8 Repeat the configuration process for each container you wish to define and click
Next.
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The Layout Preview window appears providing a preview of how your data
appears.

[? Note: Charts that appear in the preview window do not display actual data. This is
a graphical representation of the layout you have configured.

| Report Wizard ac

( Report Wizard

Layout Preview
This report preview displays the report layout and chart types you have chosen. It does not reflect live data

Activity - 22 09 05
anarsted: Sup 22,2005 8118 P @ Radar
pesets

Offenses Sept22

Local to Losal

EmE=
Step 9 Preview your report. Click Next:

The Report Format window appears. The default is PDF.

| Report Wizard (==

|
! E’ Report Wizard

Choose the report format

PDF
An easily printable and transferable document

O HTHL
Useful displaying reports on the web in your browser

] RTF
Report data in Rich Text Format

The following formats are available for single table templates only

XML
Extensible Markup Language

XLS
Excel

| [ o]
Step 10 Select the check box for any or all formats for report viewing. Click Next.

[? Note: Generated reports can be one to two megabytes in size, depending on the
selected output format. We recommend the use of the PDF format; PDF format is
smaller in size and does not consume a large quantity of disk space to store.

The Report Distribution Channels window appears. The default is Report Console.
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Report Wizard (9] =)]

@ roport iz

Choose the report distribution channels

Report Console
The latest report will be sent to your report console

Mo users other than you currently have access to the report console

¥ Email

Enter the report destination email address(es): | |
[1 Include Report as attachment (PDF £ RTF only) [ Include link to Report Console

B

Step 11 Select the desired distribution channels. Click Next.

Table 5-4 Report Distribution

Parameter Sub-Parameter Description
Report Select the check box if you wish to send the
Console report to the Reports interface.

Note: You must have appropriate network
permissions to share your report with other
users. For more information on permissions,
see the STRM Log Management
Administration Guide.

Email Select the check box if you wish to distribute
the report using e-mail.

Enter the report Specify the e-mail address(es) for each

distribution email destination you wish to send the report;

address(es) e-mail addresses are comma separated.
Maximum characters for this parameter is
255.

Note: E-mail recipients receive this e-mail
from no_reply_reports@STRM.

Include Report as Select the check box to send the report as
attachment (PDF/RTF) an attachment.

Include link to Report  Select the check box to include a link in your
Console e-mail.

The Finishing Up window appears.
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Report Wizard [E591=0]
@ Reportivizars

Finishing Up
You're almost finished creating your report template.

Report Template Description:

Please select any groups you would like this template to be a member of:

=0 [ compliance -
20 Ocoar
L 20 O rfigwa
- Z0 OoLsa
20 O HiPas v

Execute Report
Would you like to run the report now?

[ Yes - Run this report when the wizard is complete

B

Step 12 Enter values for the following parameters. Click Next.

Table 5-5 Finishing Up

75

Parameter Description

Report Template  Specify a description for this template. This description appears

Description on the Report Summary page and is included in the report
distribution e-mail.

Groups Specify the group(s) to which you wish to assign this report. For

more information on groups, see Grouping Reports.

Would you like to  Select the check box if you wish to generate the report when the

run the report wizard is complete. By default, the check box is clear.
now?

The Report Summary window appears displaying details for your report. You can
select the tabs available in the summary window to preview your report selections.

Step 13 Click Finish.

If you have selected the Execute Report option from the Finishing Up window, the

report immediately generates. If you have not selected this option, the report
template is saved and generates as scheduled.
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Configuring Charts The chart type determines how your data and network objects are presented in
your report. Data can be charted with several characteristics and created in a
single report.

The following chart types are available for each template:
« Event/Logs
« Time Series

« TopN Time Series

Event/Logs

The Event/Logs Chart allows you to view event information for a specific period of
time.

Event Logs Network Security
Generated: May 05, 2003 1:09 PM Manager

Ewent Logs

Figure 5-1 Event/Logs Report
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Container Details - Events/Logs
This report displays collected event/log data

Chart Title:

Chart Sub-Title: Autornatically Specified
Graph Type Bar %
Graph: 10w | Events/Logs

Manual Scheduling:

Graph data fram the following time span
B 070830 | m= at| 100 v |[aM v

T W0F0830 | oat[ 130 v |[aM

Graph Content

Base this event report on | Choose a search. = Create Mew Event Search

[ Save Container Details | [ Cancel |

Enter values for the following parameters:

Table 5-6 Event/Logs Chart Container Details

Parameter Description

Container Details - Events/Logs

Chart Title Specify a chart title to a maximum of 100 characters.
Chart Sub-Title Clear the check box to change the automatically created

sub-title. Enter a title to a maximum of 100 characters.

Graph Type Using the drop-down list box, select the type of graph you
wish to appear on your report. Options include:

- Bar - When selecting this option, you must also select the
Timeline Interval from the Additional Details section.

« Pie - When selecting this option, you must also select
either total or percent.

+ Table - When selecting this option (full page width
container only), you must also select the Timeline Interval
from the Additional Details section.

Note: For an example of how each type of graph charts data,
see Selecting a Graph Type.

Graph Using the drop-down list box, select the number of
events/logs you wish to appear in the report.

Scheduling The scheduling options depend on the template type you
have selected.
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Table 5-6 Event/Logs Chart Container Details (continued)

Parameter Description

Manually Using the calendar, select range of dates you wish this report
to consider. The default is the current date.

Using the drop-down list boxes, select a time to begin and
end generating the report. Time is available in half-hour
increments. The default is 1:00 a.m.

Hourly Automatically graphs all data from the previous hour.

Daily Choose one of the following options:
« All data from previous 24 hours

- Data of previous day from - Using the drop-down list
boxes, select the period of time you wish the report to
consider. Time is available in half-hour increments. The
default is 1:00 a.m.

Weekly Choose one of the following options:
- All data from previous week

- Data from a previous week - Using the drop-down list
boxes, select the days to begin and end generating the
report. Default is Sunday.

Monthly Choose one of the following options:
+ All data from previous month

- Data from a previous month - Using the drop-down list
boxes, select the dates to begin and end generating the
report. Default is 1st to 31st.

Graph Content

Base this event report  Using the drop-down list box, select a previously saved

on search. If you wish to create a new search, click Create New
Event Search. For more information on creating an event
search, see Chapter 3 Using the Event Viewer.

STRM Log Management Users Guide



Creating a Report 79

Time Series

The Time Series Chart displays options, such as pivoting and delta comparisons,
that allow you to create charts that compare a data for two different periods of time.

Container Details - Time Series Chart
This report displays Network Surveillance and Security Incident Management (SIM) data using specific views, network objects,
and ohject aggregates

Chart Title:
Chart Sub-Title Automatically Specified
Graph Type: Bar b

Manual Scheduling:

Graph data from the following time span
Fram:  |2007-1025 at[ 100w |[aM v

Tk 20071025 at[ 130 v |[aM v

Additional Details
Timeline Interval: 16 minutes v

Graph Content
Networks : View Objects : Layer:

=9 Oan & Events Select a layer... ZI
=I5 [ other DD an
2 Onet10-172-192 Options:
0 Douz [ mierage per second

D ven_Addresses_Space [ aggregate Selected Objects

2 O Prow_serers
#ID [ONaT_Ranges
¥ [ seagrapnic_Location Eunand Ta inelide: | Mone hd

To configure a Time Series Chart, enter values for the following parameters:

Graph | View Objects &

Table 5-7 Time Series Chart Container Details

Parameter Description

Container Details - Time Series Chart

Chart Title Specify a chart title to a maximum of 100 characters.

Chart Sub-Title Clear the check box to change the automatically created
sub-title. Enter a title to a maximum of 100 characters.

Graph Type Using the drop-down list box, select the type of graph you

wish to appear on your report. Options include:

- Line - When selecting this option, you must also select the
Timeline Interval from the Additional Details section.

- Stacked_Line -When selecting this option, you must also
select the Timeline Interval from the Additional Details
section.

- Stacked_Base_Line - When selecting this option, you
must also select the Timeline Interval and choose a
Baseline from the Additional Details section.

« Bar - When selecting this option, you must also select the
Timeline Interval from the Additional Details section.
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Table 5-7 Time Series Chart Container Details (continued)

Parameter

Description

- Stacked_Bar - When selecting this option, you must also
select the Timeline Interval from the Additional Details
section.

- Stacked_Bar_Base_Line - When selecting this option,
you must also select the Timeline Interval and choose the
Baseline parameters.

- Delta - When selecting this option, you must also select
the Timeline Interval and select an option for the Delta
Span from the Additional Details. Delta chart represents
the difference in traffic patterns between the current
graphing interval and another equally sized interval from
the past. Use the Delta chart to model how traffic patterns
for networks, applications or event data are changing.

Note: The end date of your Delta Span must be set before
the From date of the data you are graphing.

« Pie - When selecting this option, you must also select
either total or percent.

- Table - When selecting this option (full page width
container only), you must also select the Timeline Interval
from the Additional Details section.

Note: For an example of how each type of graph charts data,
see Selecting a Graph Type.

Scheduling

The scheduling options depend on the template type you
have selected.

Manually

Using the calendar, select the date. The default is the current
date.

Using the drop-down list boxes, select a time to begin and
end generating the report. Time is available in half-hour
increments. The default is 1:00 a.m.

Hourly

Automatically graphs all data from the previous hour.

Daily

Choose one of the following options:
 All data from previous 24 hours

- Data of previous day from - Using the drop-down list
boxes, select an hour to begin and end generating the
report. Time is available in half-hour increments. The
default is 1:00 a.m.

Weekly

Choose one of the following options:
- All data from previous week

- Data from a previous week - Using the drop-down list
boxes, select the days to begin and end generating the
report. Default is Sunday.

STRM Log Management Users Guide



Creating a Report 81

Table 5-7 Time Series Chart Container Details (continued)

Parameter

Description

Monthly

Choose one of the following options:
« All data from previous month

- Data from a previous month - Using the drop-down list
boxes, select the dates to begin and end generating the
report. Default is 1st to 31st.

Additional Details

Timeline Interval

Using the drop-down list box, select the time interval. Options
are based on the schedule selected. For example, a weekly
report supports intervals of one hour, one day, and one
week. A monthly report supports intervals of one day, one
week, and one month.

Baseline

This option only appears if you select a base line type graph
type. Choose one of the following options:

« Individual Baseline - Creates individual baselines for
each object on the chart.

Note: This option can create many lines on chart.

- Aggregate Baseline - Creates a single baseline for the
the aggregate of all objects on the chart. Aggregate
Baseline is default.

Graph Content

Network Location

Select the check box for each network you wish to chart data
for. You must select at least one network location.

View Objects Using the drop-down list box, select the events object.

Layers Using the drop-down list box, select the layer you wish to
appear on the graph. The layer options that appear depends
on the View Objects. The layer also determines the average
per second availability.

Options

Average per second

Select the check box to graph the average of all objects that
are selected.

Aggregate Selected
Objects

Select the check box to graph the sum of all (view) objects or
networks that are selected.

Graph

Select one of the following:
- View Objects - Displays the top view objects selected.

» Networks - Displays the top networks associated with the
view objects you have selected.
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Table 5-7 Time Series Chart Container Details (continued)

Parameter

Description

Expand To Include

Using the drop-down list box, select an option to include on
the graph. Options include:

« None - View Objects and Network Locations are graphed
exactly as shown in the View Object tree menu. This is the
default setting.

« Group - Expands chart to include Groups of a Network
Location or View Obiject, if the high level object is
selected.

« Leaves - Expands chart to include Network Location
leaves or View Object if the high level object is selected.

Note: Use this option to select only the Top of the Network
Location or a View Object, and display data for the groups, or
leaves. This is dependent also on the Graph Top Items
option.

Note: If you select View Objects in the Graph Top Items
option, and select Expand to include Group, this expands the
chart to include the groups for the specific View Object
selected.

TopN Time Series

The TopN Time Series chart allows you to create TopN charts for any data that
STRM Log Management logs over time. For example, you can create an Executive
Chart to represent the Top 5 Event Categories.

Container Details - TopN Time Series Chart &
Displays the activity of the top netwarks or view objects based on the selected dates and tirmes

Chart Title:
Chart Sub-Title:
Graph Type: HorizontalBar »

Manual Scheduling:

Graph data from the following tirme span
at| 100w || AW

From: 20071025
T 200710.25

Graph Content

Networks:

53 Oan
=0 Hother
3 Cnet10-172-192
0 Oomz
#10 [Clvpn_addresses_Space
#2 Oprowy_servers
#2 CIMAT_Ranges
G ] DGengraphic,anannn
#1 [serer_Metwork
#2 Owail
#E Marn

< >

Automnatically Specified

at| 130 v || &M w

View Objects: Layer:

Events w Selecta layer... zl

20 Oan
Options:
] Awerage per second

Graphtop 10w || View Objects v

Expand Ta Include: | Mone &
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Enter values for the following parameters:

Table 5-8 TopN Time Series Container Details

Parameter

Description

Container Details - TopN Time Series Chart

Chart Title

Specify a chart title to a maximum of 100 characters.

Chart Sub-Title

Clear the check box to change the automatically created sub-title.
Enter a title to a maximum of 100 characters.

Graph Type Using the drop-down list box, select the type of graph you wish to
appear on your report. Options include:
« HorizontalBar
- Pie
- Table (full page width only)
Scheduling The scheduling options depend on the chosen chart type.
Manually Using the calendar, select the date. The default is the current date.
Using the drop-down list boxes, select a time to begin and end
generating the report. Time is available in half-hour increments.
The default is 1:00 a.m.
Hourly Automatically graphs all data from the previous hour.
Daily Choose one of the following options:
- All data from previous 24 hours
- Data of previous day from - Using the drop-down list boxes,
select an hour to begin and end generating the report. Time is
available in half-hour increments. The default is 1:00 a.m.
Weekly Choose one of the following options:
 All data from previous week
- Data from a previous week - Using the drop-down list boxes,
select the days to begin and end generating the report. Default
is Sunday.
Monthly Choose one of the following options:

« All data from previous month

- Data from a previous month - Using the drop-down list boxes,
select the dates to begin and end generating the report. Default
is 1st to 31st.

Graph Content

Network Location

Select the check box for each network you wish to chart the data.
You can select all networks or click the expand option to select
network groups or leaved.

View Objects

Using the drop-down list box, select the View Object that
represents the type of data you wish to display. You can graphs the
number of events for the selected event categories within a
specified interval. You can sort the events by the severity,
credibility, and relevance layer.
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Table 5-8 TopN Time Series Container Details (continued)

Parameter Description

Layers Using the drop-down list box, select the traffic layer you wish to
appear on the graph. The layer options that appear depends on the
selected View Objects.

Options

Average per
second

Select the check box to graph the average of the selected (view)
objects for the chart.

Graph top items

Using the drop-down list box, select the number of items to include
on graphs, then select one of the following:

- View Objects - Displays the top view objects selected.

» Networks - Displays the top networks associated with the view
objects you have selected.

Expand To Include

Using the drop-down list box, select an option to include on the
graph. Options include:

» None - View Objects and Network Locations are graphed
exactly as shown in the View Object tree menu. This is the
default setting.

« Group - Expands chart to include Groups of a Network Location
or View Object, if the high level object is selected.

+ Leaves - Expands chart to include Network Location leaves or
View Object if the high level object is selected.

Note: Use this option when selecting the Top of the Network
Location or a View Object, and display data for the groups, or
leaves. This is dependent also on the Graph Top Items option.

Note: If you select View Objects in the Graph Top Items option,
and select Expand to include Group, this expands the chart to
include the groups for the specific View Object selected.
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Each chart type has a variety of graphs to display your data. The available
selection is dependent on the chart type you have selected. The colors that appear
in the charts that depict network traffic are derived from the network configuration
files. Colors that appear depicting IP addresses are unique.

Selecting a Graph
Type

Table 5-9 provides examples of how STRM Log Management charts your network

and security data:

Table 5-9 Available Graph Types

Line Graph

Available with the Time Series chart
type.

-
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-
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, |
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& & & &
ST e u
09 /0% /0% 00:00-09/06/0% 00:00
@ all

Stacked Line Graph

Available with the Time Series chart
type.

1,820, 638,835
1,500, 000,000 v
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F 750,000,000

5000, 000,000
250,000,000 |

& -]
JCRCIE P P

089/ 13705 0L:00-09/13/05 22:00
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Stacked Base Line Graph

Available with the Time Series chart
type.
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Stacked Bar Base Line Graph

Available with the Time Series chart
type.
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1,400,000, 0
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P
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Bar Graph

Available with the Time Series chart
type.
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1,400,000,

400,000,000
200,000,000
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Horizontal Bar Graph

Available with the TopN Time Series
chart.
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Table 5-9 Available Graph Types (continued)

Stacked Bar Graph Delta Graph
Available with the Time Series chart Available with the Time Series chart
type. type.
6,520,136,34441
6,071,815, 226 ca.c:-o.oco.oco*|

5,000,000,0001 |

w0 D{).-:]-:o.oco*|

o

& 3,000,000,0007
2,0 :-o.a:o.-:co<|

3,000,000,000

4,000,000,000

[ 3

3,000,000, 000 1,000.000,0004)
p | -
2,000,000,000 I -
& & & F L E 8 g
I,UUQ,Gﬂﬂ,GDU 09/13/0% 0L:00-09/13/0%5 22:30
Delta from: 09/ 12/05-001:00
v o @ al
& ® o &
& & & &
Pie Graph Table Graph
Available with the following chart type: | Available with the following charts:
« Time Series « Time Series
» TopN Time Series « TopN Time Series
0| Hebwaek e | Ced [ e [ B g | Evers [ Taes
% | ater |5 (1 [« [m 1
§ | ot T I T 5 K
H aher B [ 1 ] L] e
16| Coporale 12 |a an 3
| HumarReszuces Recriing
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| Hmarfesaces by | || |
1% Corporal 3 Legal 10107 563 2 ] 1 ] o8 16

31,964

37,080

O Suspicious @ Explolt
O Recon B Access
B Faligy O Unknown

D Note: A report designed with content displayed in a table is available only with a
full page width container.

Using Default STRM Log Management provides a series of default templates that allows you to
Report Templates manipulate and customize your data. Default templates are designed for both
executive level and operational level reports.

You can generate a report from any template located in the Report Templates
panel. These templates are also found in the folders within the Report Templates
navigation menu. Templates that do not specify an interval schedule must be
manually generated; others are configured to automatically generate.

D Note: By default, report titles that appears with each template has the same name

in the Generated Reports panel. When you re-configure a template and enter a
new report title, your template takes on the new name; however, the original
template remains the same.
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Step 2

Step 3
Step 4

Step 5
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Each template is designed to capture and display your existing data. Point your
mouse to any template to preview the summary. The summary reveals how the
template is configured and the type of information the template is configured to
generate.

Note: The STRM Log Management application is configured with the timezone
used during the installation and setup of the application. Please check with your
administrator to ensure your STRM Log Management session is synchronized with
your timezone.

To customize a template:

Click the Reports tab.

The Reports interface appears.

Click the Report Templates menu option.

A list of templates appears.

Point your mouse over the templates and preview the summary information.
Double-click the desired template.

The Report Wizard appears.

Make the necessary changes. See Creating a Report.

Generating a
Report

Step 1

Step 2

Step 3
Step 4

To generate a report:

Click the Reports tab.

The main Reports interface appears.

Click the Report Templates menu option.
A list of templates appears.

Select the report you wish to generate.
Click Generate Report.

The report generates. See Viewing Reports.

Duplicating a
Report

Step 1

Step 2

Step 3
Step 4

To duplicate a report:

Click the Reports tab.

The main Reports interface appears.
Click the Report Templates menu option.
A list of templates appears.

Select the report you wish to duplicate.
Click Duplicate.
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Step 5

The enter a name window appears.
Enter a new name, without spaces, for the template.
The new template appears.

Sharing a Report

i

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

You can share report templates with other users. This allows you to provide a copy
of the selected templates for another user to edit or schedule, as necessary. Once
shared, any updates that the user makes to your shared template does not affect

your version of the template.

Note: You must have administrative privileges to share templates. Also, for a new
user to view and access report templates, an administrative user must share all the
necessary reports with the new user.

To share a template:

Click the Reports tab.

The main Reports interface appears.

Click the Report Templates menu option.

A list of templates appears.

Select the report(s) you wish to share.

Click Share.

The Share Templates window appears.

From the list of users, select the user(s) you wish to share this report template
with.

Note: If no users with appropriate access are available, a message appears.

Click Share.
The report template is now shared.

Branding Your
Report

Step 1

Step 2

You can import logos and specific images to brand your reports. Report branding
is beneficial for your enterprise if you support more than one logo. When uploading
your images to STRM Log Management, the image is automatically saved as a
Portable Network Graphic (PNG). We recommend that you use graphics 144 x 50
pixels with a white background.

To brand your report:

Click the Reports tab.

The main Reports interface appears.

Click Branding.

The Branding window appears:
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Dashhoard | Event Viewer | Reports
System Time: 16:43 | CONFIG | HELF | LOGOUT |

| 0 belete selected logo (-]

* generated Reports

Thiz screen displays all logos which have been uploaded to the systern. The logo which is currently set as the defaultis

¥ Report Templates
selected. You may upload new logos using the upload tool below,

Manual

Hourly

@Radar

default png (144x50)

Set Detault Report Loga

If an appropriate image is not displaved above, you may upload a new image

Mew Image ‘ |[ Browse: ][ Upload Image ]

Step 3 Click Browse to browse the files located on your system.

Step 4 Select the file that contains the desired logo. Click Open.
The file name appears in the New Image field.
step 5 Click Upload Image to upload the image to STRM Log Management.

l? Note: To make sure your browser displays the new logo, clear your browser
cache.

Step 6 Select the logo you wish to use as the default and click Set Default Image. This
logo appears as the first option using the drop-down menu in the Specify Content
window of the Report Wizard.

I> Note: If you have uploaded an image that is larger in length than the report header
can support, the image automatically resizes to fit the header; this is approximately
50 pixels in height.
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DEFAULT RULES AND BUILDING
BLOCKS

This appendix provides the defaults for the rules and building blocks including:

+ Default Rules
+ Default Building Blocks

Default Rules
Table B-6 Default Rules

Default rules include:

Rule
Rule Group Type Enabled Description
Default-Rule-Anomaly: ~ Anomaly Event False Monitors devices for high event rates. Typically,
Devices with High Event the default threshold is low for most networks
Rates and we recommend that you adjust this value
before enabling this rule. To configure which
devices will be monitored, edit the
Default-BB-DeviceDefinition: Devices to Monitor
for High Event Rates building block.
Default-Rule-Anomaly:  Anomaly Event True Reports an excessive number of successful
Excessive Database database connections.
Connections
Default-Rule- Anomaly Event True Reports excessive firewall accepts across
Anomaly: Excessive multiple hosts. More than 100 events were
Firewall Accepts Across detected across at least 100 unique destination
Multiple Hosts IP addresses in 5 minutes.
Default-Rule- Anomaly Event True Reports excessive firewall denies from a single
Anomaly: Excessive host. Detects more than 400 firewall deny
Firewall Denies from attempts from a single source to a single
Single Source destination within 5 minutes.
Default-Rule- Anomaly Event False Reports an event that was targeting or sourced

Anomaly: Potential
Honeypot Access

from a honeypot or tarpit defined address.
Before enabling this rule, you must configure the
Default-BB-HostDefinition: Honeypot like
addresses building block and create the
appropriate sentry from the Network
Surveillance interface.
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Table B-6 Default Rules (continued)

Rule

Rule Group Type Enabled Description

Default-Rule- Anomaly Event False Reports a host emitting events at a rate greater

Anomaly: Rate Analysis than normal. This may be normal, but in some

Marked Events cases can be an early warning sign that the host
has changed behavior. We recommend that you
perform an event search and/or flow search to
determine if the host is exhibiting other
suspicious activity.

Default-Rule- Anomaly Event False Reports successful logins or access from an IP

Anomaly: Remote address known to be in a country that does not

Access from Foreign have remote access right. Before you enable

Country this rule, we recommend that you configure the
Default-BB-CategoryDefinition: Countries with
no Remote Access building block.

Default-Rule- Authentication  Event True Reports a host login message from a disabled

Authentication: Login user account. If the user is no longer a member

Failure to Disabled of the organization, we recommend that you

Account investigate any other received authentication
messages from the same user.

Default-Rule- Authentication  Event True Reports a host login failure message from an

Authentication: Login expired user account known. If the user is no

Failure to Expired longer a member of the organization, we

Account recommend that you investigate any other
received authentication messages.

Default-Rule - Authentication Event True Reports authentication failures on the same

Authentication: Login source |IP address more than three times, across

Failures Across Multiple more than three destination IP addresses within

Hosts 10 minutes.

Default-Rule- Authentication  Event True Reports multiple log in failures to a single host,

Authentication: Login followed by a successful log in to the host.

Failures Followed By

Success

Default-Rule- Authentication  Event True Reports on events detected by the system when

Authentication: Login at least one of the configured rules is detected

Successful After Scan with the same source IP address followed by

Attempt successful authentication with the same IP
address, within 30 minutes.

Default-Rule- Authentication  Event True Reports multiple log in failures to a VolP PBX.

Authentication: Multiple

VolIP Login Failures

Default-Rule- Authentication  Event True Reports when a source IP address causes an

Authentication:
Repeated Login
Failures, Single Host

authentication failure event at least seven times
to a single destination within 5 minutes.
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Rule

Rule Group Type Enabled Description

Default-Rule-Botnet: Botnet,Exploit  Event False Reports a host connecting or attempting to

Potential Botnet connect to a DNS server on the Internet. This

Connection (DNS) may indicate a host connecting to a Botnet. The
host should be investigated for malicious code.
Do not enable this rule until you have tuned the
Default-BB-HostDefinition: DNS Servers building
block.
Note: Laptops that include wireless adapters
may cause this rule to generate alerts since the
laptops may attempt to communicate with
another IDPs DNS server. If this occurs, define
the ISPs DNS server in the
Default-BB-HostDefinition: DNS Servers building
block.

Default-Rule-Botnet: Botnet Event True Reports a host connecting or attempting to

Potential Botnet connect to an IRC server on the Internet. This

Connection (IRC) may indicate a host connecting to a Botnet. The
host should be investigated for malicious code.

Default-Rule- Compliance Event False Reports compliance-based events, such as,

Compliance: clear text passwords.

Compliance Events

Become Offenses

Default-Rule- Compliance Event False Reports excessive authentication failures to a

Compliance: Excessive compliance server within 10 minutes.

Failed Logins to

Compliance IS

Default-Rule-Database: Database Event True Reports when a configuration modification is

Attempted Configuration attempted to a database server from a remote

Modification by a remote network.

host

Default-Rule-Database: Database Event True Reports when several authentications to a

Concurrent Logins from database server occur across many remote IP

Multiple Locations addresses.

Default-Rule-Database: Database Event True Reports when there are failures followed by the

Failures Followed by addition or change of a user account.

User Changes

Default-Rule-Database: Database Event True Monitors changes to groups on a database

Groups changed from when the change is initiated from a remote

Remote Host network.

Default-Rule-Database: Database Event True Reports when there are multiple database

Multiple Database failures followed by a success within a short

Failures Followed by period of time.

Success

Default-Rule-Database: Database Event True Increases the severity of a failed login attempt to

Remote Login Failure

a database from a remote network.
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Table B-6 Default Rules (continued)

Rule

Rule Group Type Enabled Description

Default-Rule-Database: Database Event True Reports when a successful authentication

Remote Login Success occurs to a database server from a remote
network.

Default-Rule-Database: Database Event True Reports when changes to user privileges occurs

User Rights Changed to a database from a remote network.

from Remote Host

Default-Rule-DDoS D\DoS Event False Reports network Distributed Denial of Service

Attack Detected (DDoS) attacks on a system.

Default-Rule-DoS: D\DoS Event True Reports network Denial of Service (DoS) attacks

Network DoS Attack on a system.

Detected

Default-Rule-DoS: D\DoS Event True Reports a DoS attack against a local target that

Service DoS Attack is known to exist and the target port is open.

Detected

Default-Rule-Exploit: Exploit Event False Reports an exploit or attack type activity from a

Exploit Followed by source |IP address followed by suspicious

Suspicious Host Activity account activity on the destination host within 15
minutes.

Default-Rule-Exploit: Exploit Event True Reports a source IP address generating multiple

Exploit/Malware Events (at least 5) exploits or malicious software

Across Multiple Targets (malware) events in the last 5 minutes. These
events are not targeting hosts that are
vulnerable and may indicate false positives
generating from a device.

Default-Rule-Exploit: Exploit Event True Reports a target attempting to be exploited using

Multiple Exploit Types multiple types of attacks from one or more

Against Single target attackers.

Default-Rule-Exploit: Exploit Event False Reports multiple failed logins to your VolP

Potential VolP Toll hardware followed by sessions being opened. At

Fraud least 3 events were detected within 30 seconds.
This action could indicate that illegal users are
executing VolP sessions on your network.

Default-Rule-Exploit: Exploit Event True Reports reconnaissance followed by an exploit

Recon followed by from the same source IP address to the same

Exploit destination port within 1 hour.

Default-Rule-False False Positive  Event True Reports events that include false positive rules

Positive: False Positive
Rules and Building
Blocks

and building blocks, such as,
Default-BB-FalsePositive: Windows Server
False Positive Events. Events that match the
above conditions are stored but also dropped. If
you add any new building blocks or rules to
remove events from becoming offenses, you
must add these new rules or building blocks to
this rule.
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Rule

Rule Group Type Enabled Description

Default-Rule-Policy: Policy Event True Reports local Peer-to-Peer (P2P) traffic or any

Local P2P Server event categorized as P2P. More than 10 hosts

Detected were detected connecting to a local host that
appears to be operating as a P2P server.

Default-Rule-Policy: Policy Event False Reports potential file uploads to a local web

Upload to Local server. To edit the details of this rule, edit the

WebServer Default-BB-CategoryDefinition: Upload to Local
WebServer building block.

Default-Rule-Recon: Recon Event True Reports an aggressive scan from a local source

Aggressive Local IP address, scanning other local or remote IP

Scanner Detected addresses. More than 400 targets received
reconnaissance or suspicious events in less
than 2 minutes. This may indicate a manually
driven scan, an exploited host searching for
other targets, or a worm is present on the
system.

Default-Rule-Recon: Recon Event True Reports an aggressive scan from a remote

Aggressive Remote source |IP address, scanning other local or

Scanner Detected remote IP addresses. More than 50 targets
received reconnaissance or suspicious events in
less than 3 minutes. This may indicate a
manually driven scan, an exploited host
searching for other targets, or a worm on a
system.

Default-Rule-Recon: Recon Event True Reports excessive attempts, across local hosts,

Excessive Firewall to access the firewall and access is denied.

Denies Across Local More than 40 attempts are detected across at

Host least 40 destination IP addresses in 5 minutes.

Default-Rule-Recon: Recon Event True Reports excessive attempts, across remote

Excessive Firewall hosts, to access the firewall and access is

Denies Across Remote denied. More than 40 attempts are detected

Host across at least 40 destination IP addresses in 5
minutes.

Default-Rule-Recon: Recon Event True Reports a single source IP address scanning

Host Port Scan more than 50 ports in under 3 minutes.

Detected by Local Host

Default-Rule-Recon: Recon Event True Reports when more than 400 ports were

Host Port Scan scanned from a single source IP address in

Detected by Remote under 2 minutes.

Host

Default-Rule-Recon: Recon Event True If a high rate flow-based scanning attack is

Increase Magnitude of detected, this rule increases the magnitude of

High Rate Scans the current event.

Default-Rule-Recon: Recon Event True If a medium rate flow-based scanning attack is

Increase Magnitude of

Medium Rate Scans

detected, this rule increases the magnitude of
the current event.
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Table B-6 Default Rules (continued)

Rule

Rule Group Type Enabled Description

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local LDAP Server reconnaissance or suspicious connections on

Scanner common LDAP ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a scan from a local host against other

Local Database local or remote targets. At least 30 host were

Scanner scanned in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local DHCP Scanner reconnaissance or suspicious connections on
common DHCP ports to more than 60 hosts in
10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local DNS Scanner reconnaissance or suspicious connections on
common DNS ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local FTP Scanner reconnaissance or suspicious connections on
common FTP ports to more than 30 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local Game Server reconnaissance or suspicious connections on

Scanner common game server ports to more than 60
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local ICMP Scanner reconnaissance or suspicious connections on
common ICMP ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local IM Server reconnaissance or suspicious connections on

Scanner common IM server ports to more than 60 hosts
in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local IRC Server reconnaissance or suspicious connections on

Scanner common IRC server ports to more than 10 hosts
in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local Mail Server reconnaissance or suspicious connections on

Scanner common mail server ports to more than 60 hosts
in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local P2P Server
Scanner

reconnaissance or suspicious connections on
common Peer-to-Peer (P2P) server ports to
more than 60 hosts in 10 minutes.
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Rule

Rule Group Type Enabled Description

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local Proxy Server reconnaissance or suspicious connections on

Scanner common proxy server ports to more than 60
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local RPC Server reconnaissance or suspicious connections on

Scanner common RPC server ports to more than 60
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a scan from a local host against other

Local Scanner Detected hosts or remote targets. At least 60 hosts were
scanned within 20 minutes. This activity was
using a protocol other than TCP, UDP, or ICMP.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local SNMP Scanner reconnaissance or suspicious connections on
common SNMP ports to more than 60 hosts in
10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local SSH Server reconnaissance or suspicious connections on

Scanner common SSH ports to more than 30 hosts in 10
minutes.

Default-Rule-Recon: Recon Event False Reports when various suspicious or

Local Suspicious Probe reconnaissance events have been detected

Events Detected from the same local source IP address to more
than 5 destination IP address in 4 minutes. This
can indicate various forms of host probing, such
as Nmap reconnaissance, which attempts to
identify the services and operation systems of
the target.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local TCP Scanner reconnaissance or suspicious connections on
common TCP ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local UDP Scanner reconnaissance or suspicious connections on
common UDP ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local Web Server reconnaissance or suspicious connections on

Scanner common local web server ports to more than 60
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Local Windows Server

Scanner

reconnaissance or suspicious connections on
common Windows server ports to more than 60
hosts in 10 minutes.
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Table B-6 Default Rules (continued)

Rule

Rule Group Type Enabled Description

Default-Rule-Recon: Recon Event False Adds an additional event into the event stream

Recon Followed by when a host that has been performing

Accept reconnaissance also has a firewall accept
following the reconnaissance activity.

Default-Rule-Recon: Recon Event True Reports a scan from a remote host against other

Remote Database local or remote targets. At least 30 hosts were

Scanner scanned in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote DHCP Scanner reconnaissance or suspicious connections on
common DHCP ports to more than 30 hosts in
10 minutes.

Default-Rule-Recon: Recon Event True Reports a source IP address attempting

Remote DNS Scanner reconnaissance or suspicious connections on
common DNS ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote FTP Scanner reconnaissance or suspicious connections on
common FTP ports to more than 30 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote Game Server reconnaissance or suspicious connections on

Scanner common game server ports to more than 30
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote ICMP Scanner reconnaissance or suspicious connections on
common ICMP ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Local IM Server reconnaissance or suspicious connections on

Scanner common IM server ports to more than 60 hosts
in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Local IRC Server reconnaissance or suspicious connections on

Scanner common IRC server ports to more than 10 hosts
in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a scan from a remote host against other

Remote LDAP Server local or remote targets. At least 30 hosts were

Scanner scanned in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote Mail Server reconnaissance or suspicious connections on

Scanner common mail server ports to more than 30 hosts
in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote P2P Server
Scanner

reconnaissance or suspicious connections on
common Peer-to-Peer (P2P) server ports to
more than 60 hosts in 10 minutes.
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Rule

Rule Group Type Enabled Description

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote Proxy Server reconnaissance or suspicious connections on

Scanner common proxy server ports to more than 30
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote RPC Server reconnaissance or suspicious connections on

Scanner common RPC server ports to more than 30
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a scan from a remote host against other

Remote Scanner hosts or remote targets. At least 60 hosts were

Detected scanned within 20 minutes. This activity was
using a protocol other than TCP, UDP, or ICMP.

Default-Rule-Recon: Recon Event True Reports scans from a remote host against local

Remote SNMP Scanner or remote targets. At least 30 hosts were
scanned in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote SSH Server reconnaissance or suspicious connections on

Scanner common SSH ports to more than 30 hosts in 10
minutes.

Default-Rule-Recon: Recon Event False Reports various suspicious or reconnaissance

Remote Suspicious events from the same remote source IP address

Probe Events Detected to more then 5 destination IP addresses in 4
minutes. This may indicate various forms of host
probing, such as Nmap reconnaissance that
attempts to identify the services and operating
system of the targets.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote TCP Scanner reconnaissance or suspicious connections on
common TCP ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote UDP Scanner reconnaissance or suspicious connections on
common UDP ports to more than 60 hosts in 10
minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote Web Server reconnaissance or suspicious connections on

Scanner common local web server ports to more than 60
hosts in 10 minutes.

Default-Rule-Recon: Recon Event True Reports a remote host attempting

Remote Windows
Server Scanner

reconnaissance or suspicious connections on
common Windows server ports to more than 60
hosts in 10 minutes.
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Table B-6 Default Rules (continued)

Rule

Rule Group Type Enabled Description

Default-Rule-Recon: Recon Event True Reports merged reconnaissance events

Single Merged Recon generated by some devices. This rule causes all

Events these events to create an offense. All devices of
this type and their categories should be added to
the Default-BB-ReconDetected: Devices which
Merge Recon into Single Events building block.

Default-Rule-System: System Event False Reports when an event source has not sent an

Device Stopped event to the system in over 1 hour. Edit this rule

Sending Events to add devices you wish to monitor.

Default-Rule-Recon: System Event False Reports when as source has 10 system errors

Multiple System Errors within 3 minutes.

Default-Rule-Worms Worm Event True Reports a local host sending more than 20

Detection: Local Mass SMTP flows in 1 minute. This may indicate a

Mailing Host Detected host being used as a spam relay or infected with
a form of mass mailing worm.

Default-Rule-Worms Worm Event True Reports a local host generating reconnaissance

Detection: Possible or suspicious events across a large number of

Local Worm Detected hosts (greater than 300) in 20 minutes. This may
indicate the presence of a worm on the network
or a wide spread scan.

Default-Rule-Worms Worm Event True Reports exploits or worm activity on a system for

Detection: Worm
Detected (Events)

local-to-local or local-to-remote traffic.
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Default Building

Blocks
Table B-7 Default Building Blocks

Default building blocks include:

Block Associated Building
Building Block Group Type Description Blocks, if applicable
Default-BB-Category Category Event Edit this BB to include all events
Definition: Authentication Definitions that indicate an unsuccessful
Failures attempt to access the network.
Default-BB-Category Category Event Edit this BB to include all events
Definition: Authentication Definitions that indicate successful attempts
Success to access the network.
Default-BB-Category Category Event Edit this BB to include all events
Definition: Authentication Definitions that indicate failed attempts to
to Disabled Account access the network using a
disabled account.
Default-BB-Category Category Event Edit this BB to include all events
Definition: Authentication Definitions that indicate failed attempts to
to Expired Account access the network using an
expired account.
Default-BB-Category Category Event Edit this building block to include
Definition: Authentication Definitions all events that indicate modification
User or group added or to accounts or groups.
changed
Default-BB-Category Category Event Edit this BB to include any
Definition: Countries with  Definitions geographic location that typically
no Remote Access would not be allowed remote
access to the enterprise. Once
configured, you can enable the
Default-Rule-Anomaly: Remote
Access from Foreign Country rule.
Default-BB-Category Category Event Edit this BB to define successful
Definition: Database Definitions logins to databases. You may
Connections need to add additional device
types for this BB.
Default-BB-Category Category Event Edit this BB to include all event
Definition: DDoS Attack Definitions categories that you wish to
categorize as a DDoS attack.
Default-BB-Category Category Event Edit this BB to include all events
Definition: Exploits, Definitions that are typically exploits,
Backdoors, and Trojans backdoor, or trojans.
Default-BB-Category Category Event Edit this BB to include all events
Definition: Firewall or ACL Definitions that indicate access to the firewall.
Accept
Default-BB-Category Category Event Edit this BB to include all events
Definition: Firewall or ACL Definitions that indicate unsuccessful

Denies

attempts to access the firewall.

STRM Log Management Users Guide



102 DEFAULT RULES AND BUILDING BLOCKS

Table B-7 Default Building Blocks (continued)

Block Associated Building

Building Block Group Type Description Blocks, if applicable
Default-BB-Category Category Event Edit this BB to include all events
Definition: Firewall Definitions that may indicate a firewall system
System Errors error. By default, this BB applies

when an event is detected by one

or more of the following devices:

* CheckPoint

* Generic Firewall

* |ptables

* NetScreen Firewall

» Cisco Pix
Default-BB-Category Category Event Edit this BB to the severity,
Definition: High Definitions credibility, and relevance levels
Magnitude Events you wish to generate an event.

The defaults are:

» Severity =6

*  Credibility = 7

* Relevance =7
Default-BB-Category Category Event Edit this BB to include all events
Definitions: KeyLoggers  Definitions that are typically exploits,

backdoor, or trojans.
Default-BB-Category Category Event Edit this BB to define mail policy
Definition: Mail Policy Definitions violations.
Violation
Default-BB-Category Category Event Edit this BB to include event
Definition: Malware Definitions categories that are typically
Annoyances associated with spyware

infections.
Default-BB-Category Category Event Edit this BB to include all event
Definition: Network DoS  Definitions categories that you wish to
Attack categorize as a network DoS

attack.
Default-BB-Category Category Event Edit this BB to include all event
Definition: Policy Events  Definitions categories that may indicate a

violation to network policy.
Default-BB-Category Category Event Edit this BB to include all event
Definition: Post Exploit Definitions categories that may indicate
Account Activity exploits to accounts.
Default-BB-Category Category Event STRM monitors event rates of all
Definition: Rate Analysis  Definitions source |IP addresses/QIDs and

Marked Events

destination IP addresses/QIDs and
marks events that exhibit abnormal
rate behavior.

Edit this BB to include events that
are marked with rate analysis.
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Table B-7 Default Building Blocks (continued)

Block Associated Building
Building Block Group Type Description Blocks, if applicable
Default-BB-Category Category Event Edit this BB to include all events
Definition: Recon Events  Definitions that indicate reconnaissance
activity.
Default-BB-Category Category Event Edit this BB to define Denial of
Definition: Service DoS Definitions Service (DoS) attack events.
Default-BB-Category Category Event Edit this BB to include all events
Definition: Suspicious Definitions that indicate suspicious activity.
Events
Default-BB-Category Category Event Edit this BB to include all events
Definition: System Errors  Definitions that may indicate a system error or
and Failures failure. By default, this BB applies
when the event category for the
event is one of the following
System categories:
» Service Failure
» System Error
» System Failure
Default-BB-Category Category Event Typically, most networks are
Definition: Upload to Local Definitions configured to restrict applications
WebServer that use the PUT method running
on their web application servers.
This BB detects if a remote host
has used this method on a local
server. The BB could be
duplicated to also detect other
unwanted methods or for local
hosts using the method connecting
to remote servers. This building
block is referenced by the
Default-Rule-Policy: Upload to
Local WebServer rule.
Default-BB-Category Category Event Edit this BB to include all events
Definition: VolP Definitions that indicate a VolIP login failure.
Authentication Failure
Events
Default-BB-Category Category Event Edit this BB to include all events
Definition: VoIP Session  Definitions that indicate the start of a VolP
Opened session.
Default-BB-Category Category Event Edit this BB to include all event
Definition: Windows Definitions categories that indicate
Compliance Events compliance events.
Default-BB-Category Category Event Edit this BB to define worm events.
Definition: Worm Events  Definitions This BB only applies to events not

detected by a custom rule.
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Table B-7 Default Building Blocks (continued)

Block Associated Building
Building Block Group Type Description Blocks, if applicable
Default-BB-Compliance Compliance, Event Edit this BB to include your GLBA
Definition: GLBA Servers Host IP systems. You must then apply
Definitions this BB to rules related to failed
logins, remote access, etc.
Default-BB-Compliance Compliance, Event Editthis BB to include your HIPAA
Definition: HIPAA Servers Host Servers by IP address. You must
Definitions then apply this BB to rules related
to failed logins, remote access,
etc.
Default-BB-Compliance Compliance, Event Editthis BB toinclude your SOX IP
Definition: SOX Servers  Host Servers. You must then apply this
Definitions BB to rules related to failed logins,
remote access, etc.
Default-BB-Compliance Compliance, Event Edit this BB to include your PCI
Definition: PCI DSS Host DSS servers by IP address. You
Servers Definitions, must apply this BB to rules related
Response to failed logins, remote access,
etc.
Default-BB-Database: Category Event Edit this BB to include any events
System Action Allow Definitions, that indicates successful actions
Database within a database.
Default-BB-Database: Category Event Edit this BB to include any events
System Action Deny Definitions, that indicate unsuccessful actions
Database within a database.
Default-BB-Database: Category Event Edit this BB to include events that
User Addition or Change Definitions, indicate the successful addition or
Database change of user privileges
Default-BB-Device Category Event Edit this BB to include devices you
Definition: Devices to Definitions wish to monitor for high event
Monitor for High Event rates. The event rate threshold is
Rates controlled by the
Default-Rule-Anomaly: Devices
with High Event Rates.
Default-BB-FalsePositive: False Event Edit this BB to include all false All Default-BB-False
All Default False Positive  Positive positive building blocks. Positive building blocks
BBs
Default-BB-FalsePositive: False Event Edit this BB to define all the false
Broadcast Address False Positive positive categories that occur to or
Positive Categories from the broadcast address space.
Default-BB-FalsePositive: False Event Edit this BB to define all the false = Default-BB-HostDefinition:
Database Server False Positive positive categories that occur to or Database Servers

Positive Categories

from database servers that are
defined in the
Default-BB-HostDefinition:
Database Servers building block.
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Block Associated Building

Building Block Group Type Description Blocks, if applicable
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Database Server False Positive positive QIDs that occur to or from Database Servers
Positive Events database servers that are defined

in the Default-BB-HostDefinition:

Database Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to include the devices
Device and Specific Event Positive and QID of devices that continually

generate false positives.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
DHCP Server False Positive positive categories that occur to or DHCP Servers
Positive Categories from DHCP servers that are

defined in the

Default-BB-HostDefinition: DHCP

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
DHCP Server False Positive positive QIDs that occur to or from DHCP Servers
Positive Events DHCP servers that are defined in

the Default-BB-HostDefinition:

DHCP Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false = Default-BB-HostDefinition:
DNS Server False Positive positive categories that occur to or DNS Servers
Positive Categories from DNS based servers that are

defined in the

Default-BB-HostDefinition: DNS

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false = Default-BB-HostDefinition:
DNS Server False Positive positive QIDs that occur to or from DNS Servers
Positive Events DNS-based servers that are

defined in the

Default-BB-HostDefinition: DNS

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
FTP Server False Positive Positive positive categories that occur to or FTP Servers
Categories from FTP based servers that are

defined in the

Default-BB-HostDefinition: FTP

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
FTP False Positive Events Positive positive QIDs that occur to or from FTP Servers

FTP-based servers that are

defined in the

Default-BB-HostDefinition: FTP

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to include any event
Global False Positive Positive QIDs that you wish to ignore.

Events
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Table B-7 Default Building Blocks (continued)

Block Associated Building

Building Block Group Type Description Blocks, if applicable
Default-BB-FalsePositive: False Event Edit this BB to define all the false
Internal Attacker to Positive positive QIDs that occur to or from
Internal Target False Local-to-Local (L2L) based
Positives servers.
Default-BB-FalsePositive: False Event Edit this BB to define all the false
Internal Attacker to Positive positive QIDs that occur to or from
Remote Target False Local-to-Remote (L2R) based
Positives servers.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
LDAP Server False Positive positive categories that occur to or LDAP Servers
Positive Categories from LDAP servers that are

defined in the

Default-BB-HostDefinition: LDAP

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
LDAP Server False Positive positive QIDs that occur to or from LDAP Servers
Positive Events LDAP servers that are defined in

the Default-BB-HostDefinition:

LDAP Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Mail Server False Positive Positive positive categories that occur to or Mail Servers
Categories from mail servers that are defined

in the Default-BB-HostDefinition:

Mail Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Mail Server False Positive Positive positive QIDs that occur to or from Mail Servers
Events mail servers that are defined in the

Default-BB-HostDefinition: Mail

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false = Default-BB-HostDefinition:
Network Management Positive positive categories that occur to or Network Management
Servers Recon from network management servers Servers

that are defined in the

Default-BB-HostDefinition:

Network Management Servers

building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Proxy Server False Positive positive categories that occur to or Proxy Servers
Positive Categories from proxy servers that are defined

in the Default-BB-HostDefinition:

Proxy Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Proxy Server False Positive positive QIDs that occur to or from Proxy Servers

Positive Events

proxy servers that are defined in
the Default-BB-HostDefinition:
Proxy Servers building block.
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Block Associated Building

Building Block Group Type Description Blocks, if applicable
Default-BB-FalsePositive: False Event Edit this BB to define all the false
Remote Attacker to Positive positive QIDs that occur to or from
Internal Target False Remote-to-Local (R2L) based
Positives servers.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
RPC Server False Positive positive categories that occur to or RPC Servers
Positive Categories from RPC servers that are defined

in the Default-BB-HostDefinition:

RPC Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
RPC Server False Positive positive QIDs that occur to or from RPC Servers
Positive Events RPC servers that are defined in

the Default-BB-HostDefinition:

RPC Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
SNMP Sender or Positive positive categories that occur to or  SNMP Servers
Receiver False Positive from SNMP servers that are
Categories defined in the

Default-BB-HostDefinition: SNMP

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
SNMP Sender or Positive positive QIDs that occur to or from SNMP Servers
Receiver False Positive SNMP servers that are defined in
Events the Default-BB-HostDefinition:

SNMP Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to include source IP
Source IP and Specific Positive addresses or specific events that
Event you wish to remove.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
SSH Server False Positive positive categories that occur to or SSH Servers
Positive Categories from SSH servers that are defined

in the Default-BB-HostDefinition:

SSH Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
SSH Server False Positive positive QIDs that occur to or from SSH Servers
Positive Events SSH servers that are defined in the

Default-BB-HostDefinition: SSH

Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all false Default-BB-HostDefinition:
Syslog Sender False Positive positive categories that occur to or Syslog Servers and
Positive Categories from syslog sources. Senders
Default-BB-FalsePositive: False Event Edit this BB to define all false Default-BB-HostDefinition:
Syslog Sender False Positive positive events that occur to or Syslog Servers and

Positive Events

from syslog sources or
destinations.
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Table B-7 Default Building Blocks (continued)

Block Associated Building
Building Block Group Type Description Blocks, if applicable
Default-BB-FalsePositive: False Event Edit this BB to define all the false = Default-BB-HostDefinition:
Virus Definition Update Positive positive QIDs that occur to or from Virus Definition
Categories virus definition or other automatic
update hosts that are defined in
the Default-BB-HostDefinition:
Virus Definition and Other Update
Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Web Server False Positive positive categories that occur to or Web Servers
Positive Categories from web servers that are defined
in the Default-BB-HostDefinition:
Web Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Web Server False Positive positive QIDs that occur to or from Web Servers
Positive Events Web servers that are defined in the
Default-BB-HostDefinition: Web
Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Windows Server False Positive positive categories that occur to or Windows Servers
Positive Categories Local from Windows servers that are
defined in the
Default-BB-HostDefinition:
Windows Servers building block.
Default-BB-FalsePositive: False Event Edit this BB to define all the false  Default-BB-HostDefinition:
Windows Server False Positive positive QIDs that occur to or from Windows Servers
Positive Events Windows servers that are defined
in the Default-BB-HostDefinition:
Windows Servers building block.
Default-BB-Host Host Event Edit this BB to define typical Default-BB-FalsePositive:
Definition: Database Definitions database servers. Database Server False
Servers Positive Categories
Default-BB-FalsePositive:
Database Server False
Positive Events
Default-BB-Host Host Event Edit this BB to define typical DHCP Default-BB-False Positive:
Definition: DHCP Servers Definitions servers. DHCP Server False
Positives Categories
Default-BB-FalsePositve:
DHCP Server False
Positive Events
Default-BB-Host Host Event Edit this BB to define typical DNS  Default-BB-False Positive:
Definition: DNS Servers  Definitions servers. DNS Server False
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Block Associated Building

Building Block Group Type Description Blocks, if applicable

Default-BB-Host Host Event Edit this BB to define typical FTP  Default-BB-False Positive:

Definition: FTP Servers Definitions servers. FTP Server False
Positives Categories
Default-BB-FalsePositve:
FTP Server False Positive
Events

Default-BB-Host Host Event Edit this BB to include a host and

Definition: Host with Port  Definitions port that is actively or passively

Open seen.

Default-BB-Host Host Event Edit this BB to define typical LDAP Default-BB-False Positive:

Definition: LDAP Servers Definitions servers. LDAP Server False
Positives Categories
Default-BB-FalsePositve:
LDAP Server False
Positive Events

Default-BB-Host Host Event Edit this BB to define typical mail  Default-BB-False Positive:

Definition: Mail Servers Definitions servers. Mail Server False
Positives Categories
Default-BB-FalsePositve:
Mail Server False Positive
Events

Default-BB-Host Host Event Edit this BB to define typical

Definition: Network Definitions network management servers.

Management Servers

Default-BB-Host Host Event Edit this BB to define typical proxy Default-BB-False Positive:

Definition: Proxy Servers  Definitions servers. Proxy Server False
Positives Categories
Default-BB-FalsePositve:
Proxy Server False
Positive Events

Default-BB-Host Host Event Edit this BB to define typical RPC  Default-BB-False Positive:

Definition: RPC Servers Definitions servers. RPC Server False
Positives Categories
Default-BB-FalsePositve:
RPC Server False
Positive Events

Default-BB-Host Host Event Edit this BB to define generic

Definition: Servers Definitions servers.

Default-BB-Host Host Event Edit this BB to define SNMP Default-BB-PortDefinition:

Definition: SNMP Sender Definitions senders or receivers. SNMP Ports

or Receiver
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Table B-7 Default Building Blocks (continued)

Block Associated Building
Building Block Group Type Description Blocks, if applicable
Default-BB-Host Host Event Edit this BB to define typical SSH Default-BB-False Positive:
Definition: SSH Servers Definitions servers. SSH Server False
Positives Categories
Default-BB-FalsePositve:
SSH Server False Positive
Events
Default-BB-Host Host Event Edit this BB to define typical host  Default-BB-FalsePositive:
Definition: Syslog Servers Definitions that send or receive syslog traffic. Syslog Server False
and Senders Positive Categories
Default-BB-FalsePositive:
Syslog Server False
Positive Events
Default-BB-Host Host Event Edit this BB to include the source
Definition: VA Scanner Definitions IP address of your VA scanner. By
Source IP default, this BB applies when the
source IP address is 127.0.0.2.
Default-BB-Host Host Event Edit this BB to include all servers
Definition: Virus Definition Definitions that include virus protection and
and Other Update Servers update functions.
Default-BB-Host Host Event Edit this BB to define typical VolP
Definition: VolP IP PBX Definitions IP PBX servers.
Server
Default-BB-Host Host Event Edit this BB to define typical web  Default-BB-False Positive:
Definition: Web Servers Definitions servers. Web Server False
Positives Categories
Default-BB-FalsePositve:
Web Server False Positive
Events
Default-BB-Host Host Event Edit this BB to define typical Default-BB-False Positive:
Definition: Windows Definitions Windows servers, such as domain Windows Server False
Servers controllers or exchange servers. Positives Categories
Default-BB-FalsePositve:
Windows Server False
Positive Events
Default-BB-Network Network Event Edit this BB to include the
Definition: Broadcast Definition broadcast address space of your
Address Space network. This is used to remove
false positive events that may be
caused by the use of broadcast
messages.
Default-BB-Network Network Event Edit this BB to include all networks
Definition: Client Definition that include client hosts.

Networks
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Block Associated Building
Building Block Group Type Description Blocks, if applicable
Default-BB-Network Network Event Edit this BB by replacing the other
Definition: Honeypot like  Definition network with network objects
Addresses defined in your network hierarchy
that are currently not in use in your
network or are used in a honeypot
or tarpit installation. Once these
have been defined, you must
enable the Default-Rule-Anomaly:
Potential Honeypot Access rule.
You must also add a
security/policy sentry to these
network objects to generate events
based on attempted access.
Default-BB-Network Network Event Edit this BB to define typical
Definition: NAT Address  Definition Network Address Translation
Range (NAT) range you wish to use in
your deployment.
Default-BB-Network Network Event Edit this BB to include the
Definition: Server Definition networks where your servers are
Networks located.
Default-BB-Network Network Event Edit this BB to include areas of
Definition: Undefined IP Definition your network that does not contain
Space any valid hosts.
Default-BB-Policy: Policy Event Edit this BB to define policy
Application Policy application and violation events.
Violation Events
Default-BB-Policy: IRC/IM Policy Event Edit this BB to define all policy
Connection Violations IRC/IM connection violations.
Default-BB-Policy: Policy Policy Event Edit this BB to include all events
P2P that indicate Peer-to-Peer (P2P)
events.
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
Database Ports Protocol database ports.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
DHCP Ports Protocol DHCP ports.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
DNS Ports Protocol DNS ports.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
FTP Ports Protocol FTP ports.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
Game Server Ports Protocol game server ports.
Definition
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Table B-7 Default Building Blocks (continued)

Block Associated Building
Building Block Group Type Description Blocks, if applicable
Default-BB-PortDefinition: Compliance, Event Edit this BB to include all common
IM Ports Port\ IM ports.
Protocol
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
IRC Ports Protocol IRC ports.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
LDAP Ports Protocol ports used by LDAP servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
Mail Ports Protocol ports used by mail servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
P2P Ports Protocol ports used by Peer-to-Peer (P2P)
Definition servers.
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
Proxy Ports Protocol ports used by proxy servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
RPC Ports Protocol ports used by RPC servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
SNMP Ports Protocol ports used by SNMP servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
SSH Ports Protocol ports used by SSH servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
Syslog Ports Protocol ports used by the syslog servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
Web Ports Protocol ports used by Web servers.
Definition
Default-BB-PortDefinition: Port\ Event Edit this BB to include all common
Windows Ports Protocol ports used by Windows servers.
Definition
Default-BB-Protocol Port\ Event Edit this BB to include all common
Definition: Windows Protocol protocols (not including TCP) used
Protocols Definition by Windows servers that will be

ignored for false positive tuning
rules.
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Block Associated Building

Building Block Group Type Description Blocks, if applicable
Default-BB-Recon Recon Event Define all Juniper default
Detected: All Recon Rules reconnaissance tests. This BB is

used to detect a host that has

performed reconnaissance such

that other follow on tests can be

performed. For example,

reconnaissance followed by

firewall accept.
Default-BB-Recon Recon Event Edit this BB to include all devices
Detected: Devices That that accumulate reconnaissance
Merge Recon into Single across multiple hosts or ports into
Event a single event. This rule forces

these events to become offenses.
Default-BB-Recon Recon Event Edit this BB to define
Detected: Host Portscan reconnaissance scans on hosts in

your deployment.
Default-BB-Recon Recon Event Edit this BB to indicate port

Detected: Port Scan
Detected Across Multiple
Hosts

scanning activity across multiple
hosts. By default, this BB applies
when an attacker is performing
reconnaissance against more than
5 hosts within 10 minutes. If
internal, this may indicate an
exploited machine or a worm
scanning for targets.

User-BB-FalsePositive:
User Defined False
Positives Tunings

User Tuning Event

This BB contains any events that
you have tuned using the False
Positive tuning function. For more
information, see the STRM Users
Guide.
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A

Autonomous System
Number

Address Resolution
Protocol (ARP)

anomaly
ARP

ARP Redirect

ASN

branding

CIDR

Classless
Inter-Domain Routing
(CIDR)

client

coalescing interval

GLOSSARY

Collection of IP networks that all adhere to the same specific and clearly defined
routing policy. An AS number (ASN) is a unique ID number assigned to each
Autonomous System.

A protocol for mapping an Internet Protocol (IP) address to a physical machine
address recognized in the local network. For example, in IP Version 4, an address
is 32 bits long. In an Ethernet LAN, however, addresses for attached devices are
48 bits long.

A deviation from expected behavior of the network.
See Address Resolution Protocol.

ARP allows a host to determine the address of other devices on the LAN or VLAN.
A host can use ARP to identify the default gateway (router) or path off to the VLAN.
ARP Redirect allows STRM to notify a host if a problem exists with sending traffic
to a system. This renders the host and network unusable until the user intervenes.

See Autonomous System Number.

A reporting option that enables a STRM user to upload custom logos for
customized reports.

See Classless Inter-Domain Routing.

Addressing scheme for the Internet, which allocates and species Internet
addresses used in inter-domain routing. With CIDR, a single IP address can be
used to designate many unique IP addresses.

The host that originates communication.

The interval for coalescing (bundling) events is 10 seconds, beginning with the first
event that does not match any currently coalescing events. Within the interval, the
first three matching events are released immediately to the Event Processor and
the fourth and subsequent events are coalesced such that the payload and other
features are kept from the fourth event. Each arrival of a matching event during the
interval increments the event count of the fourth event. At the end of the interval,
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Console

credibility

database leaf objects

datapoint
DHCP
DNS

Domain Name
System (DNS)

Dynamic Host
Configuration
Protocol (DHCP)

Encryption

external data views

event

Event Collector

the coalesced event is released to the Event Processor and the next interval
begins for matching events. If no matching events arrive during this interval, the
process restarts. Otherwise, the coalescing continues with all events counted and
released in 10 second intervals.

Web interface for STRM. STRM is accessed from a standard web browser
(preferably Internet Explorer 6.0 /7.0 or Mozilla Firefox 2.0). When you access the
system, a prompt appears for a user name and password, which must be
configured in advance by the STRM administrator.

Indicates the integrity of an event as determined by the credibility rating from
source devices. Credibility increases as the multiple sources report the same
event.

The end point objects in a hierarchy. At each point in the hierarchy above this point
there would be a parent object that contains the aggregate values of all of the leaf
objects below.

Any point on the STRM graphs where data is extracted.
See Dynamic Host Configuration Protocol.
See Domain Name System.

An on-line, distributed database used to map human-readable machine names
into IP address for resolving machine names to IP addresses.

A protocol that allows dynamic assignment of IP addresses to customer premise
equipment.

Encryption provides greater security for all STRM traffic between managed hosts.
When encryption is enabled for a managed host, encryption tunnels are created
for all client applications on a managed host to provide protected access to the
respective servers.

Require input from external products, such as an IDS engine (for example,
SNORT) or firewalls (for example, Cisco PIX or Checkpoint Firewall). These
external products provide information to STRM on specified IP addresses that are
correlated to the flows responsible. STRM monitors flows between these systems
and tags traffic between the hosts for a configured period of time.

Record from a device that describes an action on a network or host.
Collects security events from various types of security devices in your network.
The Event Collector gathers events from local, remote, and device sources. The

Event Collector then normalizes the events and sends the information to the Event
Processor.
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Fully Qualified
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(FQDN)

Fully Qualified
Network Name
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Host Context

ICMP

IDS

Internet Control
Message Protocol

(ICMP)

Internet Protocol (IP)

Internet Service
Provider (ISP)

interval

Intrusion Detection
System (IDS)

Intrusion Prevention
System (IPS)
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Processes flows collected from one or more Event Collector(s). The events are
bundled once again to conserve network usage. Once received, the Event
Processor correlates the information from STRM and distributed to the appropriate
area, depending on the type of event.

The portion of an Internet Uniform Resource Locator (URL) that fully identifies the
server program that an Internet request is addressed to.

Full path name of a certain point in the network hierarchy. For example, Company
A’s hierarchy has a department object that contains a marketing object. Therefore,
the FQNN is CompanyA.Department.Marketing.

See Fully Qualified Domain Name.

See Fully Qualified Network Name.

A device that communicates with two protocols and translates services between
them.

Monitors all STRM components to ensure that each component is operating as
expected.

See Internet Control Message Protocol.
See Intrusion Detection System.

An Internet network-layer protocol between a host and gateway.

The method or protocol by which data is sent from one computer to another on the
Internet. Each computer (known as a host) on the Internet has at least one IP
address that uniquely identifies it from all other systems on the Internet. An IP
address includes a network address and a host address. An IP address can also
be divided by using classless addressing or subnetting.

An Internet Service Provider (ISP) provides users access to the Internet and other
related services.

The default time period in the system. Affects the update intervals of the graphs
and how much time each flow log file contains.

An application or device that identifies suspicious activity on the network.

Application that reacts to network intrusions. Offense Resolution is an IPS.
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IP

IP Multicast

IP network

IPS
ISP

item

L2L

L2R

LAN

LDAP

leaves

Lightweight Directory

Access Protocol
(LDAP)

Local Area Network
(LAN)
Local To Local (L2L)

Local To Remote
(L2R)

maghnitude

NAT

Network Address
Translation (NAT)

See Internet Protocol.

IP Multicast reduces traffic on a network by delivering a single stream of
information to multiple users at one time.

A group of IP routers that route IP datagrams. These routers are sometimes
referred to as Internet gateways. Users access the IP network from a host. Each
network in the Internet includes some combination of hosts and IP routers.

See Intrusion Prevention System.

See Internet Service Provider.

A Dashboard option that creates a customized portal that displays any permissible
view for monitoring purposes.

See Local To Local.

See Local To Remote.

See Local Area Network.

See Lightweight Directory Access Protocol.

Children or objects which are part of a parent group.

A set of protocols for accessing information directories. LDAP is based on the
standards contained within the X.500 standard, but is significantly simpler. And
unlike X.500, LDAP supports TCP/IP, which is necessary for any type of Internet

access to a directory server.

A non-public data network in which serial transmission is used for direct data
communication among data stations located on the user's premises.

Internal traffic from one local network to another local network.

Internal traffic from a local network to a remote network.

Specifies the relative importance of the event. The magnitude bar provides a visual
representation of all the correlated variables of the event. Variables include

Relevance, Severity, and Credibility.

NAT translates an IP address in one network to a different IP address in another
network.

See NAT.
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Network Weight

Open Systems
Interconnection (OSI)

osi

protocol

QiD

STRM Time

refresh timer

relevance

reports

report interval

rule
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Contains each component of your network, and identifies which objects belong
within other objects. The accuracy and completeness of this hierarchy is essential
to traffic analysis functions. The network hierarchy provides for storage of flow
logs, databases, and TopN files.

Components of your network hierarchy. You can add layers to the hierarchy by
adding additional network objects and associating them to already defined objects.
(Objects that contain other objects are called groups.)

The numerical value applied to each network that signifies the importance of the
network. The Network weight is user defined.

A framework of ISO standards for communication between different systems made
by different vendors, in which the communications process is organized into seven
different categories that are placed in a layered sequence based on their
relationship to the user. Each layer uses the layer immediately below it and
provides a service to the layer above. Layers 7 through 4 deal with end-to-end
communication between the message source and destination, and layers 3
through 1 deal with network functions.

See Open Systems Interconnection.

A set of rules and formats that determines the communication behavior of layer
entities in the performance of the layer functions. It may still require an
authorization exchange with a policy module or external policy server prior to
admission.

STRM Identifier. A mapping of a single event of an external device to a Q1 Labs
unique identifier.

The right corner of the STRM interface displays STRM time, which is the time of
the STRM Console. This is the time that determines the time of events and
offenses.

Dashboard features a dynamic status bar that displays the amount of time until
STRM automatically refreshes the current network activity data; built-in refresh can
be manually refreshed at any time.

Relevance determines the significance of an event, category or offense.

A function that creates executive or operational level charting representations of
network activity based on time, attackers, offenses, security, and events.

A configurable time interval at which the Flow Processor must send all captured
flow data to the Console.

Collection of conditions and consequent actions. You can configure rules that
allow STRM to capture and respond to specific event sequences. The rules allow
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severity

Simple Network
Management
Protocol (SNMP)

SNMP

subnet

subnet mask

TACACS

TCP

TCP flags

TCP resets

Time Series

TopN Time Series

Transmission
Control Protocol
(TCP)

you to detect specific, specialized events and forward natifications to either the
Offense Manager or log file, e-mail a user, or resolve the event or offense, if the
Offense Resolution option is active.

Indicates the amount of threat an attacker poses in relation to how prepared the
target is for the attack. This value is mapped to an event category that is correlated
to the offense.

A network management protocol used to monitor IP routers, other network
devices, and the networks to which they attach.

See Simple Network Management Protocol.

A network subdivided into networks or subnets. When subnetting is used, the host
portion of the IP address is divided into a subnet number and a host number. Hosts
and routers identify the bits used for the network and subnet number through the
use of a subnet mask.

A bit mask that is logically ANDed with the destination IP address of an IP packet
to determine the network address. A router routes packets using the network
address.

Terminal Access Controller Access Control System (TACACS) is an authentication
protocol that allows remote server access to forward a user’s logon password to an
authentication server to determine whether access can be allowed to a given
system. TACACS+ uses TCP.

See Transmission Control Protocol.

A type of marker that can be added to a packet to alert the system of abnormal
activity. Only a few specific combinations of flags are valid and typical, in normal
traffic. Abnormal combinations of flags often indicate an attack or an abnormal
network condition.

For TCP-based applications, STRM can issue a TCP reset to either the client or
server in a conversation. This stops the communications between the client and
the server.

A reporting chart that graphs data based on time. This chart focuses on the
networks or IP address data information from the selected networks.

A reporting graph option that focuses on the top N networks or IP address data
information, based on time, for the data you are graphing.

A reliable stream service that operates at the transport-layer Internet protocol,
which ensures successful end-to-end delivery of data packets without error.
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violation Includes a violation of corporate policy.

Whois Allows you to look up information about registered Internet names and numbers.
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