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ABOUT THIS GUIDE

This preface provides the following guidelines for using the Category Offense
Investigation Guide:

« Documentation Feedback
« Requesting Support

Documentation

We encourage you to provide feedback, comments, and suggestions so that we

Feedback can improve the documentation. Send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
http://www.juniper.net/techpubs/docbug/docbugreport.html. If you are using e-mail,
be sure to include the following information with your comments:

» Document name

« Document part number

« Page number

« Software release version
Requesting Open a support case using the Case Management link at http://www.juniper.net/support/
Support or call 1-888-314-JTAC (from the United States, Canada, or Mexico) or

1-408-745-9500 (from elsewhere).
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ACCESS OFFENSES

This chapter provides information on access offenses including:
» What is an Access Offense?

¢ How do I Investigate an Access Offense?

e How do | Tune an Access Offense?

What is an Access
Offense?

Limiting access to your network and networked resources is an essential
component of any network security strategy. In most cases, this is accomplished
using firewalls. Monitoring the activity of the firewalls in your network is a massive
undertaking for most organizations since the amount of logs generated can be
overwhelming. STRM intelligently collects and analyzes firewall logs and then
automatically reports any abnormal and/or suspicious behavior.

STRM generates offenses based on access related behavior when a user is
attempting to gain illegal access to your network. By analyzing the firewall and
other intrusion prevention device logs, STRM determines when a particular IP
address has been denied access in a manner that requires investigation. STRM
can also detect suspicious failed access to the same destination as well as
multiple attempts across many distributed destinations.

Offense Category Investigation Guide



4 ACCESS OFFENSES

How do | To investigate an access offense:
Investigate an
Access Offense?
Step 1 Click the Offense Manager tab.
The Offense Manager window appears.
step 2 Click By Category from the navigation menu.
The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

® Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.

Dashboard Event Viewsr Assets Network Surveilance  Flow Viewer  Reports
Syatem Time: 10:34 | CONFIG | HELP | LOGOUT

[ 5nem naziv comzerios g save Loy et Ratasn 00000 M @ |
“ my Offenses
=
Offense Count | Local Target Allacker =
= Al Offenses
o Category Name pd e =i Event Count First Offense Last Updated | Help
® By Category » Policy 11187 a 11187 1445848 2007-11-30 2007-12-05 o
“ By Atkacker » Fotential Explait 11184 2016 11184 823393 [ ]
“ By Targst * DOS a8 18 34 1204525 [ ]
- - N Z007-11-30
- <tk c . 496 TBAE
By M b, » Recon ! 2496E 45 4TE4G4 101335 [+ ]
* Mabmork Ancmalies b Suspicious Activity e 2481 41 87331 ZR P30 [~
- Rubes b Access 37 15 5 12317 -1 [+
P Metwork . 200 o
Anomalies 2 = 141552 @
= Authentication ] ] o (] MNone Mone (=]
= Explon o 3 o 0 Nons Mone [-]
= Malware a o o o None Mane (]
= System a o o o None rone [ ]
= CRE 0 o 0 [3 Hone rone | @
* User Defined a o o ] None Mone 2 —
= SIM Audit o 0 Nane Mone [~ ]
= V15 Hast -

<

¥

| Copyright © 2007 All rights resenved.

Step 3 To view additional low-level category information for the Access category, click the
arrow icon next to Access.

¥ Access 22 85 22 5027 | 2007-02-0109:52:50 | 2007-02-01 11:50:15 (2]
Firewall Deny 4 0 4 4941 2007-02-01 11:29:145 2007-02-01 118015
Firewsall Permit 1 1] 1 437 2007-02-01 10:05:24 2007-02-01 11:45:30
Flow Caontext Response 17 a4 17 21487 2007-02-01 11:22:30 2007-02-01 118014
Misc Authorization 1 1 1 456 2007-02-01 09:52:50 2007-02-01 11:45:30
Misc Metwork Communication Event 1 1 1 496 2007-02-01 09:52:50 2007-02-01 11:49:30

Step 4 Double-click any low-level category to view the list of associated offenses.
The list of offenses appear.
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How do | Investigate an Access Offense? 5

Id

Description Attacker/Src Magnitude | Target{s)Dest Cat. | Attacker Net |Target Net | BEvents Start Date  |Last Bvent

1490

Local TCP
Scanner
Detected , 2007-02-01
Diefault- Dog 10.101.240.222 1| Remoata (1699) 10 all ather 28177 100112 2m12s
- External -

Faten...

118

Default- Dos

- Bdemal- 2007-02-01
Fotential 10.103.251 .45 - Rermote (1869) 2 Benefits other 078 10°00:02 amTs
Lnresponsive T

Service aor ...

31

Default -
Recon -
External -
Fotential
Metwork Scan
, Default...

2007-02-01

09:53:45 2m e

10101133167 Rermote (6728) 7 Hona_Kong other 355881

Step 5 Double-click the offense you wish to view.
The details panel appears.

|AII Offenses B¥0ffense 100 (Summary) |
-~
‘ Offense 190 [G1summary @ Targets [ycategories [2] Annotations Bl Netwots [F] Evants . Flows Actions ¥ °|
Relevance| ?‘ Swerity| ?| Cre(lil)ility| B
Local TGP Scanner Detected
preceded by Default - DoS - External - Potential Unresponsive Service or
Description Distributed Dog Event count | 30129 events in 10 categories
preceded by Possible Local Waorm Detected
preceded by Default - Suspicious - External - Rejected Communication Atternpts
Attacker/Src | 10.101.240.222 Start 2007-02-0110:01:12
Target{s)Dest| Remoate (1744 Duration 1h 82m 45s
Network(s) other ﬁ)ssigne(l Mot assigned
Notes
Attacker Summary .Dmns Top 5 Categories @cmegunes
. Local
User Unknown
Name Magnitude Target Events Last Event
Description 10.101.240.222 MAC Unknown Count
Vulnerabilities | 0 Asset Weight ] Pnttertw;ia\ iy I B 02-01 11:46:30
activi
Location ComputingServices Helpdesk.all ) .|
Distributed Do3 — i} 1213 0z-01 11:54:00
BTy [P 0 1 02-01 11:46:30
Flavwes:
Fotential Botnet
o 3
connection
I G . 0 5 02-01 113000
Response
Top 10 Events [\:] Events
Event Name Magnitude Device Category Destination Start Time
Potential warm activity - Event CRE e | eventprocessord clio Potential worm activity 132.856.103:33434 02-0110:10:47
Potential worm activity - Event CRE e | ceventprocessorl Cclio Potential worm activity 66.218.71.112:33434 02-01 10:24:36
Patential wartn activity - Event CRE | eventprocessord Cclio Potential worrm activity 202.0182.1:33434 02-0110:44:44
Potential worm activity - Event CRE e | cventprocessord oclio Potential warm activity 194.176.169.1:33434 02-0110:87:29 &
< ] 3

Step 6 To investigate the attacker, view the Attacker Summary box:
« Location - Allows you to determine if the attacker is local or remote:
- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to

Offense Category Investigation Guide




6 ACCESS OFFENSES

STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

« User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the traffic. To obtain further information about the
user, right-click on the IP address in the Description field to access additional
menu options. From the menu, select use the Select Information > Asset
Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user. You can also determine if
the user associated to the offense is a valid user on the device they are
attempting to access.

STRM generates access events when the same source IP address causes
multiple failed access attempts, such as, from a firewall. If you determine that this
is normal behavior, you can tune STRM to no longer create offenses for this
behavior. For information, see How do | Tune an Access Offense?.

Step 7 Determine if the user associated with the offense was attempting to illegally gain
access to the network or a restricted area of the network. If you determine that the
user had malicious intent:

a Click Flows to further the user’s activity to make sure that the user did not
obtain access to a restricted area of the network.

The Flow Search window appears.

QRL Definition Inbound Bytes Change To:
View: nets 200 k Metwork Side
Layer: bytes Local [ Remote | Al
Eﬁgt—ﬁg.k?ﬁr' Wetie] 500 k Application Bytes

= 0On Port | Mot on Port | All

MNetwarks 400 k

Manufacturinng_... /

Hong_lKong Active Sub-Filters
Components Host 10.101.133.167

All

00:00 02:00 04:00 06:00 0200 10:00 12:00

Removes: Format

MNone

Outbound Bytes » Flow
» Aggregates
Save Results P Address

Port nurber

ML Compressed XML
Metwark

CEY Cornpressed CSY

Application
Modify Query TCP Flags
Protocal
Flow Type
Collectar
» Flow Types
o000 02:00 04:00 06:00 0800 10:00 12:00 + Custom
Time period: Mon Feb 5 22:53:02 2007 through Maon Feb § 22:58:02 2007
Results - Aggregates
IP Bytes In ¥ Bytes Out Packets In Packets Out Local Unique Ports  Remote Unique Ports Host Count Flow Count
10.101.133.167 176010 88838 1602 1278 g 406 1194 2815
Showing 1to 1 of 1
b
< >

b Use the Event Viewer to search for events relating to this user associated with
firewall accept messages. For more information on the Event Viewer, see Using
the Event Viewer in the STRM Users Guide.
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Step 8

Step 9

How do | Tune an Access Offense? 7

Once you have determined the impact of the offense, you must perform the
necessary steps to rectify the source of the activity. If you have determined this
behavior is normal, you can tune STRM to no longer detect this activity. For more
information, see How do | Tune an Access Offense?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see Investigating Offenses in
the STRM Users Guide.

How do | Tune an
Access Offense?

Step 1

Step 2

Step 3

If you determine that the access activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity.

To tune access activity using the false positive function:

In the offense details interface, click Events.

The List of Events window appears.

Fisentearch % Clear Fiter B crrense Y £a Raw Events s print 1oL (Bl csv  EventPracessor | everlpocesl (v Q |
Viewing events from 20070201 09:56:12 to 20070201 11:58:58 (Vlew Real Time Events)
Currerit Filters:
Offense Hame: Local TCP Scanner Detected |, Default - DoS - Extemal - Poten (Clear Filter), Source IP: 10.101.240.222  (Clesr Filter)
~
Even Name Device 'E:'I’I'I: Start Time v Canegory Sounce Destination User  Magnitude
& | Anomaly- Event [ —— 2007-02-01 o ©anaamens 43305 153447
W s 1 onay oMt 10101 240.222:50205 | 190133206.130447 | mA | W
2007-02-01 F Frofucol . N oo
I 5l 1.240.22 150304 33.206.1:33442 r
classifyd : clio 1 i Anem 10101 240.222:50504 | 196133.206.1:3344 A ‘
2007-02-01 P Pretacol O AR
L8} £ihL 1.240.222:5024 33.206.1:33445 ML
clagsifyd : clio 1 P Anoma 10101 4022250248 | 196133 206.0:33445 A
2007-02-01 P Pretacol - -
[& St 1240225 49924 47 280603304 M
clagsifyd : clio 1 P Anoma 10101 4022249524 | 147 J80H03INZ A ‘
2007-02-01 P Pretacol - -
[& Sty 12402250151 47 28050331 M
clagsifyd : clio 1 P Anoma W01 H02ZTH0151 | 147 Z80E03338 A
' 2007-02-01 P Pretacol [ AR
[ sify 1.240.222:50 285 33.206.1: 3344 H
| classio o 1 P Anomah | oreraseazsens | e | e | ‘
[c classif | cli 1 giuzm P Pretocel 10101 24027250285 | 19R133206133452 | WA
i 115657 Anomaly | | | |
[c classif | cli 1 giuzm P Pretocel 10101 24022250285 | 19R133206133447 | WA
| | i 115657 Anomaly | | |
[ | Susniclous Packet- assifyl) ol 1 giuzm Suspicious 10101 24022217663 | 20076132107 33434 | WA
| ORadar Classsy | ! 11:5657 Facket | | |
[@ | IPProtcal AnOmaly | i ol 1 “0r-uz01 IF Fretocol 10101 24022249018 | 18R133206133442 | NA
CRadar Classit. | ! 115657 Anomaly | |
& classifyd ; cliv 1 P 10.101.240.22250240 | 190.130.206.1.33442 | A
| 2007-02 I I I
[ elassifyd ; ello 1 R 10.101,240.222:50237 | 147.20.0.60:33440 MA
| 2007-02 I I I
[ elassifyd ; ello 1 R 10,101, 240.222:50086 | 19203230.0:33¢51 MA
| 2007-02 I I I
[ elassifyd ; ello 1 R 10.101,240.222:50325 | 147.20.060:33484 MA
| 2007-02 I I I
[ elassifyd ; ello 1 R 10,101, 240.222:50086 | 19203230.1:33439 MA
2007-02-01 P Pretacol [ AR
[ sify 1.240.222:50 285 33.206.0:3345 H
clagsifyd : clio 1 P Anoma 10101 4022250285 | 196133 20633451 A
TN 1P Peotneal ]
e B oo BN

Select the event that includes the known source IP address that is reported to
produce suspicious activity.

Click A False Positive.

The False Positive window appears with information derived from the selected
event.

Offense Category Investigation Guide



8 ACCESS OFFENSES

% False Positive

False postive tuning allows you to prevent events from correlating into offenses.

Event Property

® Events with a specific QID of 1010384 (IF Protoco! Anomoly - QRadar Classify
Flow)

) Any Events with a low level category of 1P Protocal Anomaly

) Any Ewvents with a high level category of Suspicious Activity
O Any Events

Traffic Direction

(® 10.101.240.222 to 198.133.206.1
3 10.101.240.222 to Any Destination
) Any Source to 198.133.205.1

O Any Source to any Destination

10.100,100,30 §&

Dione

Step 4 Select the necessary event properties to tune as a false positive.
Step 5 Click Tune.

STRM will no longer create additional offense for this source IP address when this
type of activity occurs.

Offense Category Investigation Guide



SIM AUDIT OFFENSES

This chapter provides information on SIM audit offenses including:
* Whatis SIM Audit?

¢ How do I Investigate a SIM Audit Offense?

 How do | Tune a SIM Audit Offense?

What is SIM Audit?

STRM generates an records SIM audit events for system and configuration
changes occurring within the STRM deployment. This information may be required
for compliance regulations, troubleshooting, or internal tracking.

When STRM detects suspicious or unapproved SIM audit events, a SIM audit
offense is created. STRM is able to monitor SIM audit activity for many different
aspects of the STRM product. In certain situations, this data may also be combined
with other events and flows associated to the attacker, and correlated into one
offense. If an attacker does gain access to the STRM system, they may try and
de-activate certain features or turn monitoring off on certain areas of the network.
These suspicious changes would generate an offense in STRM.

How do |

Investigate a SIM

Audit Offense?

Step 1

Step 2

®

This section provides information on further investigating SIM audit offenses.

To investigate SIM audit offenses:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.

Category Offense Investigation Guide
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SIM AuDIT OFFENSES

Dashboand

Event Viewsr Assels HNefwork Survedllance  Flow Viewer  Reports

My Offansas

All Offences

By Category

By Attacker

By Target

By Motk

Network Anomalies

Fusbess

Eyatemn Tine: 10:34 | CONFIS | HELP | LOGOUT |

|lhé’on Inactive Catngories | Save Layout raa mavasn oo oose Ml @ |
™ e
Category NHame Rimnse Lo LWCS::“' “g;’inf' Evant Count First Offense Last Updated | Help
- 7 = 2007-11-30 2007-12-05
» Policy 11197 11197 1445048 PR a
* Potential Exploit 11184 2046 144184 a23393 “""-;z’_"’gg (=
= J— 2007-11-30
a o " =
» Dos L 1 3 1294525 oo [
e I6E — 2007-11-30
» Recon 40 24008 40 ATEASS 10:13:35 o
= ] 2007-11-30
b Sucpicious Activity a1 3481 41 2733 10-18:35 [ =]
¥ Access 37 15 26 1237 [ 7]
* Metwork o 2,
Anomalles = a 24z o
= Authenticalion 0 o [ o o
= Exploil 3 o o o [ -]
* Malware a o o o [ = ]
= Systam o o o o [ =]
* CRE o o 0 o =]
= Uger Dennad o o o L] a2 —
» SIM Audit a 0 o [+ ]
= IS, Host - - . -

<

Copyright ® 2007 All rights resenved.

»

Step 3 To view additional low-level category information for the SIM Audit category, click
the arrow icon next to SIM Audit.

Step 4 Double-click any low-level category to view the list of associated offenses.

The list of offenses appear.

Attacker | Target

9 Id Description Attacker/Src Magnitude | Target(s)Dest Net Net Events Start Date Last Event
13767 | UserLogin, User Logout 10.100.100106 Rermote (1) other | other | 4 122“;1“2912“ T
13780 | UserLogin 10.100.50.71 Rermote (1) other | other | 1 122:02?4':%%'2“ 2501 75
13804 | UserLogin 10.100.100104 Rermote (1) other | other | 1 123:03?5_:0491_20 12rm 285

Step 5 Double-click the offense you wish to view.

The details panel appears.

Step 6 View the Attacker Summary box to understand the attacker:

Attacker Surmmary . Details

Magnituie User Lnknown
Description 10100400106 MAC Linknown
Vulnerabilities | 0 Asset Weight 1]
Location other

« Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source |IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.
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How do | Investigate a SIM Audit Offense? 11

User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the suspicious traffic. To obtain further information
about the user, right-click on the IP address in the Description field to access
additional menu options. From the menu, select use the Select Information >
Asset Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

If the activity is normal (for example, a valid user is making approved configuration
changes to the STRM deployment), then you can use the Rules function in the
Offense Manager to tune out this activity. For more information, see How do | Tune
a SIM Audit Offense?.

In the Attacker Summary box, place your mouse over the Description text. If the
number of offenses is greater than 1, we recommend that you investigate the
attacker to determine if the attacker is attempting to disguise his activities from
other offenses. Unauthorized changes to your STRM deployment can lead to
serious threats and attacks to the network being undetected.

Click [ Events.
The List of Events appears for the selected offense.

Step 7

Step 8

Search... ¥ |l Save Search [l Offense ¥ False Positie [ElRules Actions ¥ Display | None v 9
Viewing events from 2007 -09-20 14:21:20 to 20070920 14:21:39 (View Real Time} (Link to this page}
Current Filters:
Source [P is 10.100.100.106  (Clear Filter), Ewvent |s Unparsed is false  (Clear Filter)
. Event | Start Time Source | Destination | Destination =
Event Name Device Count - Category Source IP Port P Port Username | Magnitude
User @1 Labs QRadar . QRadar User ;
@ Login Audit15 - sugra 1 14:21 suthentication 10.100.100.106 0 127.0.01 0 admin
User Q1 Labs QRadar . QRadar User ;
@ Logout Audit15 - sugra 1 14:21 suthentication 10.100.100.106 0 127.0.01 0 admin
User Q1 Labs QRadar . QRadar User ;
@ Login Audit15 - sugra 1 14:21 suthentication 10.100.100.106 0 127.0.01 0 admin
User Q1 Labs QRadar . QRadar User ;
@ Logout Audit15 - sugra 1 14:21 suthentication 10.100.100.106 0 127.0.01 0 admin
The Device column provides the device that detected the event. If multiple devices
are reporting similar events, the credibility value for this offense increases.
Step 9 To further investigate the target, right-click on an IP address in the Source column.
The right-click menu appears.
. Event | Start Time Source | Destination | Destination .
Event Name Device Count - Source IP Port s Port Username | Magnitude

User

B Login Audit- ra Nvigate admin
Uszer Q1 Lahs QRadar ; )
: Information
O Lagout Audit-15  supra ! 1421 Authentication 10100 ) L2 o adrmin
7] a1 Labs ORad ORadarl Resolver Actions -
Ser abs QRadar . adar User :
C Lagin Audit-15 - supra ! 1421 Authentication 10100 o admin
User @1 Labs @Radar . GQRadar User ;
© | Cogou Audit-15 - supra ! 1 Authentication 10100100108 | 0 127.001 | 0 adrmin

Step 10 Select Information > Asset Profile.
The Asset Profile appears.

Category Offense Investigation Guide
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Step 11 Once you have determined the impact of the offense, you must either block the
source of the unauthorized configuration activity, then take the desired action

Step 12

Asset Profile

" Ports " Histony

Name

Description

IP Address

10101167102

VA Risk Level

Operating System

How Threatening

oo

Host Name (DNS Name)

10101167102

How Threatened

=1

Asset Weight

0 - Mat Important w

MAC

| Host Name

Machine Name

User

| User Group

Extra Data

Cloge Window

[ SaveChanges | [ Cancel |

Port  |OSVDB ID |Name

Description | Risk / Severity

Last Seen

First Seen

353

1

2007-01-24 22:00:00 (Fassive)

2007-01-24 22:00:00 (Fassive)

against the offense.

Once you have resolved the offense, close or hide the offense.

For more information on closing or hiding an offense, see the STRM Users Guide.

How do | Tune a
SIM Audit Offense?

Tuning Using False
Positive Function

Step 1

If you determine that the SIM audit activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created

due to this activity.

You can tune STRM using one of the following methods:
e Tuning Using False Positive Function
e Tuning Using Custom Rules Wizard

To tune SIM audit activity using the false positive function:

In the SIM audit offense details interface, click

The List of Events appears for the selected offense.

Category Offense Investigation Guide
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Search. ¥ ke Save Search (8] 0ffanse N False Positve lRules Actions ¥ Display| None v| Q

Viewing events from 2007 0920 14:21:20 to 20070920 14:21:39 {View Real Time} (Link to this page}
Current Filters:
Source IPis 10100100108 (Clear Filter), Event Is Unparsed is false  (Clear Filter

Event Name Device E:ﬁ':]tt Starthime Category Source IP Sop::;:e Dest:gation Desg::;ﬁon Username | Magnitude
O et fudirs o 1 | SRadaUesr 10100100106 | O 127.001 | 0 admin
5] E;;Drm fjd'ff::?fﬁ:r 1 1az | GRadaUest 10100100106 | © 127001 | 0 admin
5] t’;;; - d'ﬁf:?iﬁ? 1 1az | QR Uest 10100100106 | © 127001 | 0 admin
5] E;;Drm f&;ﬁf;ffﬁ:’ 1 1az | SRadE Ueer 10100100106 | © 127001 | 0 admin

Step 2 Select the event with the source IP address known to be producing the SIM audit
activity.

Step 3 Click False Positive.

The False Positive window appears with information derived from the selected
event.

A, FaisePositive

False positive tuning allows you to prevent events from correlating into offenses.

Event Property

@ Events with a specific QID of 1202486 (User Login

O Any Events with a low level category of QRadar User Authentication
) Any Events with a high level category of QRadar Audit

) Any Events

Traffic Direction

® 10.100.100.106 to 127.0.01

) 10.100.100.106 to Any Destination
) Any Source to 127.0.01
@]

Any Source to any Destination

Cancel Tune

Step 4 Select the necessary event properties to tune as a false positive.

For example, in the window above, the Events with specific QID option is selected
to tune the specific IP address and the event high-level category that is creating
the false positive SIM audit event.

For additional information on using the False Positive tuning function, see the
STRM Users Guide.

Step 5 Click Tune.

STRM will no longer create additional offenses for this source IP address when
performing normal VA or network management tasks.

Category Offense Investigation Guide
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Tuning Using Custom  To tune SIM audit activity using the custom rules wizard:

Rules Wizard

Step 1 In the navigation bar of the Offense Manager, click Rules.

Step 2 Using the Display drop-down list box, select Building Blocks.

The Rules interface appears.

Repors

Dashboard Evenl Viewer Assels HNetwork Survedlance  Flow Viewer

System Time: 40:37 | CONFIG | HELP | LOGOUT |

| Copyright ® 2007 All rights reserved.

Step 3 In the Block Name list, locate the Default-BB-HostDefinition: VA Scanner

Source IP building block.

Step 4 From the Actions drop-down list box, select Edit.

The Rules Wizard appears.

Rule Wizard

[E\ Custom Rules Wizard - Rule Test Stack Editor _ 1

Which tests do you wish to pefarm on incoming events?

Test Group:

1 +]

where the local network is one of the following networks

where IP protocol is one of the following protocols

when the Event Payload contains this string

where the Source Portis one of the following ports

where the Destination Port is one of the following ports

where the Local Partis one of the following ports

where the Remote Portis one ofthe following ports

where the Source P is one ofthe following IPs

where the Destination IP is one of the following IPs

where the Local IP is one ofthe following IPs

where the Remote IF is one of the following IPs

where eitherthe source or destination IP is one of the following IPs
when the puentis) were deterted b nne ar mare nnlhese devices

200000000000

Building Block (Click on an underlined value to edit it)

53

@ and where either the source or destination IP is one of the following 127.0.0.2

Apply Defsul-BE-HostDefirition: VA Scanner Source [P | an events which are detected by the system

Step 5 In the Building Block section, click the IP address that appears.

A configuration window appeatrs.

Category Offense Investigation Guide

| Digpilay: | Foes w | Filtar:[Sciad o group zl Grzups Adtions ¥ o
* My Dffensas
= Rule kame ¢ Group Rule Typs Enabled Response ~
All Offenses -
Default-Response-E-mail: Offense E-mail Sander Response OFFENSE false Email =
* By Categery Defaull-Response-Syslog: Offense SYSLOG Sender Response  OFFENSE  false Log
Default-Rule-Anamaly: Devicas with High Event Rates: Anamaty EVENT false Dispatch New Event
+ By Attacker Defaull-Rule-Anamaly: Excessive Dalabase Connacions Anamaly EVENT Irue Dispatch New Event
Default-Rule-Anomaly: Excessie Firewall Accepts Across Mulliple Hasts  Anomaly EVENT false Dispatch New Event
* By Target Detaull-Rule-Anomaly. Excesane Firewall Danies Tom Single Source Anamaly EVENT ue Dispatch New Event
Default-Rule-Anomaly. Long Duralion Flow Anomaly EVENT true Dispatch New Event
" By Motwark Defaull-Rule-Anomaly: Potenlial Honeypol Access Anamaly EVENT Talae Dispatch New Event
Default-Rule-Anamaly: Rale Analysis Marked Evants Anomaly EVENT false Dispatch New Event
© Nebwork Anomalies Deraull-RulE-ANomaly. REmole Access Fom Foreign Country anomaly EVENT Talse Digpatch New Evant
o Diefaull-Rule-Authentication: Login Failure to Disabled Account Aulhenticati.. EVENT true Dispatch New Event -
ules o i — e . A . o
Rule
it



Step 6

Step 7
Step 8
Step 9
Step 10

How do | Tune a SIM Audit Offense? 15

Enter an IP address or CIDR and click ‘Add’

Selected Walues

127.00.2

Remove

In the Enter an IP address or CIDR and click ‘Add’ field, enter the IP address of
the VA scanner or IP address that is producing false positives.

Click Add.

Repeat for all VA scanners or IP address(es).
Click Submit.

Complete the rules wizard.

For more information on using the Custom Rules Wizard, see the STRM
Administration Guide.

Category Offense Investigation Guide






AUTHENTICATION OFFENSES

This chapter provides information on authentication offenses including:
» What is an Authentication Offense?

e How do I Investigate an Authentication Offense?

¢ How do | Tune an Authentication Offense?

What is an
Authentication
Offense?

Typically, the first level of network security starts with authentication. When a user
navigates a protected network, the network generally requires authentication at
various level of the network infrastructure. STRM supports the monitoring of many
authentication points throughout a network, including host machines, firewalls,
databases, application servers, and authentication servers.

While analyzing authentication events from devices, STRM detects any abnormal
or potentially threatening activity, for example, when there are multiple log in
failures followed by a successful login. Since authentication activity is based on
access to the network, STRM creates offenses when invalid users are attempting
to, or more importantly, have already gained access to the network. STRM
features intelligent security event logic capable of filtering authentication-based
activity and creating offenses on truly suspicious behavior.

How do |
Investigate an
Authentication
Offense?

Step 1

Step 2

To investigate an authentication offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.

Offense Category Investigation Guide



18

AUTHENTICATION OFFENSES

U .. .. [

Reporns

* My Offenses

* By Attacker

By Target

By Netwack

System Time: 10:24 miuﬂp LOGOUT |

|[jsmm Inactive Camgories |5 Smvm Layout

naa menasn cacu0 WS @ |

Copyright & 2007 All rights reserved.

s
Category Hame i Lt [ l"“‘: Jangel | "'"c“""“ Is_vemcu.n| First Offense Last Updated | Help
2007-11-30 2007-12-05
» Policy 11187 3 11187 1445848 s Toaso, | B
. 2007-11-30 2007-12-05
# Potential Exploil 11184 2016 11184 823393 101825 10-24:03 [~ ]
P A — 2007-11-30 20071205
» Dos 48 = = = 10:24:01 1wazer | @
a8 4 J— 2007-11-30 2007-12-05
P Recon & 24368 46 475464 P i va=a - |
2007-11-30 2007-12-05
b Suspiclous Activity a1 3481 41 8733l UL s | O B
_ - P 2007-11-30 2007-12-05
P Access a7 15 26 1231 10:27-01 102101 | B
¥ Hetwork - 2007-12-D4 2007-12-05
Anomalies : z 8 =23 141552 oaiss: | @
* Authentication [ 0 0 [] Mone rone | g
* Exploil [ 0 0 [] Nane rone | G
* Malware a ] 0 o Nona Mone | g
® Systam ] 1] 0 [ None rMone | @R
* CRE (] 0 0 [] None RELCI -
* User Dafinad ] o o L] None Mone 2 —
* SIM Audit i o ] L] None Mone | i
® VIS Hast . - . . R
< >

Step 3 To view additional low-level category information for the Authentication category,
click the arrow icon next to Authentication.

Authentication 2007-01-31 13:28:43 2007-01-31 14:32:58
Femaote Access Login Failed 16 16 16 1640 2007-01-3113:28:43 2007-01-31 14:32:58
Auth Server Login Failed 10 10 10 5513 2007-01-3113:28:43 2007-01-31 14:32:58
Auth Server Session Opened 4 4 4 2276 2007-01-3113:28:43 2007-01-31 14:32:13
Host Login Failed 2 2 2 954 2007-01-31 13:29:28 2007-01-31 14:32:113
Misc Login Failed 2 2 2 H36 2007-01-3113:29:28 2007-01-31 14:32:58
FTF Login Failed 2 2 2 625 2007-01-31 13:30:58 2007-01-31 14:32:58
Host Login Succeeded 1 1 1 323 2007-01-3113:29:28 2007-01-31 14:32:13
Misc Login Succeeded 1 1 1 32 2007-01-31 13:32:28 2007-01-31 14:32:58
Auth Server Login Succeeded 1 1 1 326 2007-01-3113:28:43 2007-01-31 143213
Wieh Service Login Succeeded 1 1 1 326 2007-01-3113:28:43 2007-01-31 14:32:13
‘Weh Service Login Failed 1 1 1 14968 2007-01-3113:28:43 2007-01-31 143213
General Authentication Failed 1 1 1 325 2007-01-3113:28:43 2007-01-31 14:32:113
Telnet Login Failed 1 1 1 324 2007-01-3113:29:28 2007-01-31 143213
Misc Logout 1 1 1 650 2007-01-31 13:29:28 2007-01-31 14:32:13
Admin Logout 1 1 1 M2 2007-01-3113:32:28 2007-01-31 14:32:58

Step 4 Double-click any low-level category to view the list of associated offenses.

The list of offenses appear.

Offense Category Investigation Guide
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@5 Clear Filter Search Actions ¥ Last Refresh: 00:00:15
T Description Attacker/Src Magnitude | Target{s)/Dest | Cat. mt:g:(er Target Net | Events Start Date | Last Event

Authentication:
Repeated . Multiple 2007-01-31

T Login Failures 1010010019 Multiple (53 16 ather @ 18519 132903 1m 58s
Single Host
Authentication:
Repeated . Multiple 2007-01-31

] Login Failures 10.100.100.90 Multiple (23 3 ather @ 1240 132851 2mds
Single Host
Authentication:
Repeated . Multiple 2007-01-31

G Login Failures 12458241120 Multiple (23 2 ather @ 18 132903 2m 2s
Single Host
Authentication:
Repeated . Multiple 2007-01-31

10 Login Failures 205174174143 Multiple (23 2 ather @ 411 13-29°47 1m18s
Single Host
Authentication:
Repeated . Multiple 2007-01-31

11 Login Failures 20517417475 Multiple (23 2 ather @ 411 13:29:47 1m18s
Single Host

Step 5 Double-click the offense you wish to view.

The details panel appears.

‘ All Offenses B0fense T (Summary)

-~
| Offense 7 [8)summary @) Targets [TyCategories [ Annotations I Netwodks [13] Events “ Flows Actions ¥ °| 1
Magnitude Relevance | 3 |Severity | a |Cre(lil)ility ‘ 5
Description Authentication: Repeated Login Failures Single Host Event count 21338 events in 16 categories
Attacker/Src 10100100149 Start 2007-01-3113:28.02
T 10.100.100.19 Remote (4 Duration Th 21m 9s
Network({s) Multiple (2 Assigned to Mot assigned
Notes
Attacker Summary ‘Detaus Top 5 Categories @cmgunes
Magnitude User Unknown Local
o Name Magnitude | Target Events Last Event
Description 1010010018 MAC Unknown Count
Vulnerabilities 0 Asset Weight o TCP DoS — 1 1248 01-3114:50:13
Location ather ICMP DoS — 1 416 01-31 14:50:13
UDP DoS — 1 416 01-31 14:5013
Remote Access Login 1 M0 | 013114503
Failed
T3 LTS 1 836 | 01-3114:5043
Communication Event
Top 5 Local Targets Targets ‘
IPDNS Name | Magnitude | Vulnerable | Chained ‘ User ‘ MAC ‘ Location ‘Weighl|
1010010019 | | Unknown | res | | | other o ]
Top 10 Events [} Events
Event Name Magnitude Device Category Destination Start Time
ICMP Packet Yolume Too High L] Auto-discowvered IntruShield atintrushield_host ICMP DoS 10.100.100.19:0 01-3113:29:21
TCP Data SegmentWolume Too High | e Auto-discovered IntruShield atintrushield_host TCP DoS 10.100.100.19:0 01-3113:29:43
ICMP Packet Yolume Too High Lo Auto-discovered IntruShield atintrushield_host ICMP DoS 10.100.100.19:0 01-31 13:29:33
TCP RST Volume Too High L] Auto-discowvered IntruShield at intrushield_host TCF Dos 10.100.100.18:0 01-31 13:29:33
e — — — Pr— 5 Er—— e o

|£

Step 6 To investigate the attacker, view the Attacker Summary box:

Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to

Offense Category Investigation Guide
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Step 7

Step 8

Step 9

STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

« User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the traffic. To obtain further information about the
user, right-click on the IP address in the Description field to access additional
menu options. From the menu, select use the Select Information > Asset
Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

Authentication offenses occur when the same source IP address causes multiple
log in failures. This may be caused by many users using the same network path to
reach a particular server. Your network may also include an entire development
team accessing a Windows server from the same Linux or Solaris server. In this
case, false positive offenses may be generated when multiple users attempt to log
in to different servers from the same server incorrectly. If this is the case, you can
tune STRM to no longer create offenses for this behavior. For more information,
see How do | Tune an Authentication Offense?.

Determine if the user associated with the offense was attempting to illegally gain
access to the network with malicious intent or a user who has forgotten their
password. If you determine that the user had malicious intent, we recommend that
you restrict this user’s access to the network. We also recommend that you use the
Event Viewer to search for events relating to this user to determine if your network
was successfully breached. For more information on the Event Viewer, see the
STRM Users Guide.

Once you have determined the impact of the offense, you must perform the
necessary steps to rectify the source of the activity. If you have determined this
behavior is normal, you can tune STRM to no longer detect this activity. For more
information, see How do | Tune an Authentication Offense?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see Investigating Offenses in
the STRM Users Guide.

Offense Category Investigation Guide
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How do | Tune an If you determine that the authentication activity is normal and STRM is creating
Authentication false positive offenses, you can tune STRM to make sure no more offenses are
Offense? created due to this activity.

To tune authentication activity using the false positive function:
Step 1 In the offense details interface, click Events.
The List of Events window appears.

‘ / FiltewSearch 9% Glear Fitter [8] otense % Faise Positive Raw Events (= Print i]xML cey  EventProcessor | eventprocessorl (-]
Viewing events from 20070201 09:47:26 to 20070201 10:35:53 (View Real Time Events|
Current Filters:
Offense Name: Authentication: Repeated Login Failures Single Host
Clear Filter), Source IP: 10.100.100.13  (Clear Filter]
-~
Event Name Device E:ﬁ'l: Start Time + Category Source Destination User Magnitude
Remote
Access Login eventprocessord 2007-02-01 | Remote Atcess
° Failed - Event clio L 10:35:59 Login Failed 10.100.100.15:0 10.100-100.19.0 A
CRE
Mise. Auto-discovered :
S | checkPoint | CheckPointal 1| TR0 | e System 10100100180 | 10100100150 M
uent
Ewent checkpoint_host
Firewall Auto-discoversd 2007-02-01
L) Arcept CheckPoint at 1 Firewall Permit 10.100.100.19:0 10.100100.19:0 A
10:35:51
carnmand checkpoint_host
BiglP pool "
Auto-discovered 2007-02-01 . .
L) memhber BiglF at higip_host 1 10:35:49 Systern Status 10.100.10015:0 1381186627778 A
disahled
3 | confourt Autn-discoversd 1 0PI g ctem stat 10100100190 | 1381188627775 | bmukesh_i
configuration BiglP &t bigip_host 109500 yetern Status RIS : 3 62 mukesh_in
audit event
Limiting icrmp "
Auto-discovered 2007-02-01 . .
o unreach BiglP at bigip_rost 1 10:35:49 Systern Status 10.100.100.18:0 10.100100.19:0 MA
response
BiglP pool
Auto-discovered 2007-02-01
L) gﬁvrl:]ber BiglP at bigip_host 1 103549 Systern Status 10.100.400.19:0 138.1.186.201:7778 A
BiglF poal Auto-discovered 2007-02-01 . .
L) mermber up BiglP at higip_host 1 103540 Systern Status 10.100.100.19:0 138.1.186.201:7778 A
Auto-discovered
Bystem 2007-02-01 Misc Bystemn
Ll Status ArraWEN ?ll 2 1035:40 Event 10100100180 100100100.19:0 A B
| B oo X

Step 2 Select the event that includes the known source IP address that is reported to
produce suspicious activity.

step 3 Click %, False Positive.

The False Positive window appears with information derived from the selected
event.

Offense Category Investigation Guide
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A, Faisepostive

False postive tuning allows you to prevent events from correlating into offenses.

Event Property

(& Ewents with a specific QID of 10631 (Misc. CheckPaint Event)
(O Any Events with a low level category of Misc System Event
3 Any Events with a high level category of System

) Any Events

Traffic Direction

& 10.100.100.19 to 10.100.100.19
(O 10.100.100.19 to Any Destination
0 Any Source to 1010010019

) Any Source to any Destination

Step 4 Select the necessary event properties to tune as a false positive.
Step 5 Click Tune.

STRM will no longer create additional offense for this source IP address when this
type of activity occurs.

Offense Category Investigation Guide
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This chapter provides information on CRE offenses including:
* What is a CRE Offense?
« How do I Investigate a CRE Offense?

What is a CRE
Offense?

Custom Rule Engine (CRE) offenses are generated through user defined custom

rules or sentries. A CRE offense appears in the Offense Manager by a custom rule
when a user attempts to map an event to a category not supported by STRM. You
should not receive CRE events in offenses or reports using the standard templates
with STRM.

For more information on rules, sentries, or templates, see the STRM
Administration Guide.

How do |

Investigate a CRE

Offense?

Step 1

Step 2

®

To investigate a CRE offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.

Category Offense Investigation Guide
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m Event Viewer Assels HNetwork Survedllance Flow Viewer  Reports

* My Offenses

System Tima: 10:34 | CONFIG | HELP | LOGOWT |

|[j Show Inactive Caiegories [ Save Layout

neamanan cv00s0 M2 @ |

-
o AlOFfences Category Name Bifeoan Gt L“guf{““' ““:ﬁ"“ Event Count Firsi Offense Last Updatsd | Help
* By Category » Policy 11197 a 11187 1445948 200‘:";'32 2001?0';3':3? [ 2]
“ By Attacker ¥ Fotential Explait 11184 2016 14184 823333 20”.;’:;?2 201; 13?132 e
“ By Target » Dos 2 18 34 12045385 =L il |
o e b Recon a6 24966 46 aTBAG4 e [ 2]
“ Matwork Anomalies b Suspiclous Activity L 3487 - ERET 2001:‘1;‘%2 @
+ Rales. b Access EY 15 28 12317 Rt ameEr e
== 0 o| se| wmmm| omuwm| e
* Authentication 9 ] ] ] None None | @
= Exploil [ o o [1] MNane Mone [=]
* Malware ] ] 0 [} None Mone | G}
* System 0 o 0 [ None Mone | g
* CRE o o ] 0 None Mone | @
#* User Defined o ] o o None Mone e —
* SIM Audit Q o o o Nona MNone 0
= WIS Haost . - - . -
F 5
Copyright © 2007 All rights ressnved.
Step 3 To view additional low-level category information for the CRE category, click the
arrow icon next to CRE
¥ CRE 1 8 1 12 2007-02-20 11:44:42 2007-02-20 11:44:42 Q
Single Event Rule Match 1 g 1 12 2007-02-2011:44:42 2007-02-2011:44:42
Unknown CRE Event 0 0 0 0 Mone Mone
Event Sequence Rule Match 1] 1] u] 1] Maone Mone
Cross-Offense Event Sequence Rule Match 0 0 ] 0 Mane Mone
COffense Rule Match 1] 1] 0 1] Mone Mone
Step 4 Double-click any low-level category to view the list of associated offenses.
The list of offenses appear.
T | w Description Attacker’Src | Magnitude | Target(s)Dest | Cat. m:g:‘e’ TargetNet | Events |  StartDate | Last Event
ExploitMalware Events . hultiple 2007-02-19
Erdd | 11 fopee LT Tomee 172165010 Multiple (17) ] 1ans0 = 57 1 ap1a fm 573

Step 5 Double-click the offense you wish to view.

The details panel appears.
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|AII Offenses B)0ffense 11 (Surmmary) |
~
| Offense 11 G summary @) Targets [Scategories [Z] Annotations B Netwars [15] Events " Flows Actions ¥ o|
Magnitude Relevance | 4 ‘Sevelity ‘ 4 ‘ Credibility | 3
Description ExploitMalware Events Across Multiple Targets Event count 52 events in 9 categories
AttackeriSrc 172164010 Start 2007-02-19 12:46:14
Target(s)Dest Local (8) Rernote (9 Duration 22h 87m 295
Network(s) Multiple (3] Assigned to lan150
Notes How much i sthat doggy in the window ? Waoof Yoof.
Attacker Summary (g retailz Top 5 Categories @:ategones
i User Unknown Name Magnitude | Local Target Count | Events Last Event
Description 172165010 MAC Unknown FTP Exploit — 1 3 02-20 11:44:42
Vulnerabilities 0 Asset Weight 0 SMMF Exploit — 1 3 0230 11:44:42
" Mail Exploit — 1 3 02-20 11:44:42
Eocation Net_721an50 RPC Exploit — 1 3 02-2011:44:42
Buffer Overflow — 4 [ 02-20 11:44:42
Top 5 Local Targets @ Targets
IP/DNS Name Magnitude Vulnerable Chained User MAC Location ‘Weight
172.16.60.20 Unknawn Mo Unknawn Unknawn lanB0
172.16.5035 Unknown Mo Unknown Unknown lana0 0
172.16.50.36 Unknown Mo Unknown Unknown lana0 0
172.16.50.37 Unknaown Mo Unknown Unknawm lanso 0
172.16.50.38 Unknawn Mo Unknaown Unknawm lanso 0
Top 10 Events Ewents
Event Name Magnitude Device Category Destination Start Time
RPC EXPLOIT statdx L= ] Auto-discovered Snort at snort RPC Exploit 172165037 47276 02-19 12:50:36
SMTP sendmail 8.6.9 explait L= ] Auto-discovered Snort at snort Mail Exploit 1721650 36:47276 02-19 12:50:36
FTP EXPLOIT OpenBSD x86 fipd - Auto-discovered Snort at snort FTF Exploit 172.16.90.35:47276 02-19 12:50:36 v
< >

Step 6 View the Attacker Summary box to understand the attacker:
« Location - Allows you to determine if the attacker is local or remote:
- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

« User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the suspicious traffic. To obtain further information
about the user, right-click on the IP address in the Description field to access
additional menu options. From the menu, select use the Select Information >
Asset Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

Step 7 Once you have determined the impact of the offense, you must either block the
source of the scan, patch, or shut down services on the appropriate systems, then
take the desired action against the offense.

Step 8 Once you have resolved the offense, close or hide the offense.
For more information on closing or hiding an offense, see the STRM Users Guide.
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How do | Tune a
CRE Offense?

If you determine that the CRE activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity. You can use the Custom Rules wizard in the Offense Manager
to create a building block to allow this behavior. For more information on using the
Custom Rules Wizard, see the STRM Administration Guide.

Category Offense Investigation Guide



DENIAL OF SERVICE (D0S)
OFFENSES

This chapter provides information on DoS offenses including:

* Whatis a DoS Offense?

e How do I Investigate a DoS Offense?

¢« How do | Tune a DoS Offense?

» How Can | Verify If STRM is Receiving Valid DoS Offenses?

What is a DoS
Offense?

What is a DoS Flood
Attack?

A DoS attack is an attempt to prevent an application or host from behaving in
accordance with its intended purpose. When STRM detects a correlated series of
events, a DoS offense is created. DoS attacks may include:

e What is a DoS Flood Attack?
« What is a DoS Service Exploit?

A DosS flood attack includes one or more source attempts to flood the target hosts
or application with transaction requests until the host is unable to process
transactions for users in a timely manner. There are three types of DoS flood
offenses including:

« Network DoS - Includes a packet flood targeted at an IP address intended to
overwhelm a host in a flood of data until the host becomes unable to process
transaction for the users.

e DDoS - Includes a DoS attack from many sources and may target a host or a
listening port.

e Service DoS - Includes an attack targeted at a specific port used by an
application. A flood of empty or invalid transaction requests are directed at an
application port, with the intention of overwhelming the application.
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What is a DoS
Service Exploit?

The intention of a DoS service exploit is to cause a disruption in service for a host
or service. A DoS exploit attempts to disrupt a service by sending an exploit, which
may be a single packet containing a DoS exploit, to a port where a vulnerable
service is listening. Such an exploit may cause memory corruption that results in a
failure of service or the operating system to cease functioning. These events are
created by STRM sentries using Network Behavioral Anomaly Detection (NBAD).
DoS events are also created by intrusion detection and prevention sensors.

STRM correlates DoS events with other relevant data, such as the presence or
absence of the target host and vulnerabilities on the target port, when vulnerability
assessment data is available. DoS exploits are ineffective when the target host
vulnerability has been patched or when the exploit packs are blocked by firewalls
or in-line devices, such as proxy servers or IPSs.

How do |
Investigate a DoS
Offense?

Step 1

Step 2

®

To investigate a DoS offenses:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.

Dashboard FelButtAlbREL Sl Event Viewer Assels  Hetwork Surveillance  Flow Viewer  Repornts

Systemn Tima: 10:34 | CONFIG | HELP | LOGOUT

Py Offansas

By Category Policy 11187

By Attacker

By Target

By Notwark

Matwork Anomalies

Fubes

Step 3

||:,‘_'-:n|-x:;e:r.l;:-l)h‘_‘:.n_r,':l.-. Mt

Anacker
Count

Offense Count Loaal Targel
Category Name - == Evant Count

First Offense

100000000 000 000D

A
o

Copyright & 2007 All rights reserved.

To view additional low-level category information for the DoS category, click the
arrow icon next to DOS.
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300471

2007-01-30 10;10:38

2007-01-30 14:50:20

Distributed Dos 40 2645 40 293231 2007-01-3011:10:30 2007-01-30 14:50:20
ICMP Dos 1 1 1 1448 2007-01-3010:10:38 2007-01-30 14:49:35
TCP Dos 1 1 1 4344 2007-01-3010:10:38 2007-01-30 14:49:35
UDF DoS 1 1 1 1448 2007-01-3010:10:38 2007-01-30 14:49:35
Step 4 Double-click any low-level category to view the list of associated offenses.
The list of offenses appear.
5 Id Description Attacker/Src Magnitude | Target{s)/Dest Cat. Attacker Net Target Net | Events Start Date Last Event
Default- DoS
- External - .
10861 | Potential 192.168.91 48 - Local (457 2 | other DGR | o 2007-01-30 1 g g
. (3 14:38:02
Unresponsive
Service or ...
Default- DoS
- External - .
10000 | Potential 192.168.91.8 - Local (167) 2 | ather Mutiple |75 W0F0130 | 59m 5
. ] 14:28:02
Unresponsive
Service or ..
Default-
Recon -
External - 2007-01-30
62 Potantial 10101133167 Remote (10832) T Hong_Kong other 93193 1110:02 1mas
Metwark Scan
, Default...
Default- DoS
- External - .
74 Patential 192.168.91.20 - Local (546) 2 | other Mutiple | y3qgy | 200T01S0 1 o e
. (3 11:10:02
Unresponsive
Service or ..

Step 5 Double-click the offense you wish to view.
The details panel appears.

~

|0ffense 10661 [5/summary (@) Targets [ZCateqories [=) Annotations W Networks [ Events  Flows Actions ¥ °| §

Magnitude — Relevance | 5| Severity | o] credibiiny| 2
o Default- DoS - External - Potential Unresponsive Service or Distributed DoS
Description containing Distrbuted D0S - GRadar Classity Flow Event count | 467 events in 2 categories
Attacker/Src | 192.168.91.48 Start 2007-01-3014:39:02
Target(s)Dest | Lacal (457 Duration 4 69s
Networkis) Multiple (3 Assi: Ito | Mot assigned
Notes
Attacker Summary .Deta\ls Top 5 Categories @ Categories
Magnitude User Unknown Name Magnitude Locgl T?::get Events Last Event
s our
fescription 192165 9148 MAE Unknown Distributed Dos - | 457 457 | 01-3014:39:04
Vulnerabilities i) Asset Weight o
: Flow Gontext ™ 3 10| 01-3014:4420
Location other Response
Top 5 Local Targets () Targets
IP/DNS Name Magnitude Vulnerable Chained User MAC Location Weight
100101130169 Unknown Mo Unknown Unknawn Hong_Kong 0
10101130170 Unknown Mo Lnknawn LInknaun Hong_Kong ]
100101130172 Unknown Mo Unknown Unknawn Hong_Kong 0
10.101.131.207 Unknown Mo Unknown LInknaun Hong_Kong ]
10.101.131.219 Unknown Mo Unknown Unknawn Hong_Kong 0
Top 10 Events [1] Events T
Event Name Magnitude Device Category Destination Start Time:
Distributed D05 - QRadar Clagsify Flow - — classifyl - clio Distributed D05 1010113782123 01-3014:39:02
Distributed D05 - QRadar Clagsify Flow - — classifyl - clio Distributed D05 10101.137.233:123 01-3014:39:02
Distributed D05 - QRadar Clagsify Flow - — classifyl - clio Distributed D05 1010113729123 01-3014:39:02
Distributed Do - QRadar Classify Flow - — classifyll = clio Distributed D03 1001136249123 01-3014:39:02
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Step 6 View the Description field and determine the activity associated with this offense.
This may indicate multiple types of activity. If the offense is a DDoS attack, the
following terms appear:

Distributed DoS Attack (Low, Medium, or High Number of Hosts)
Potential Unresponsive Service or Distributed DoS

In a DDoS attack, the IP address listed in the Attacker Summary box is the address
of the target since DDaoS offenses are correlated by the target address. Also, in the
Top 5 Local Targets box, the IP addresses listed are the sources of the DDoS
attack.

Step 7 View the Attacker Summary box to understand the attacker:

Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located. If the
attack is local, contact the user associated with the IP address to determine
the source of the attack. If this is deemed normal behavior, you can tune
STRM to no longer create offenses for this activity. See How do | Tune a
DoS Offense?. If this is not normal behavior, go to Step 9.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. If the attacker is remote, go to Step 8.

User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the traffic. To obtain further information about the
user, right-click on the IP address in the Description field to access additional
menu options. From the menu, select use the Select Information > Asset
Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

Step 8 If the attack is remote:

a Investigate the traffic from the remote source IP address to make sure that your

firewalls are probably configured to block any threatening traffic.

Determine if STRM is correlating firewall events. If you are correlating firewall
events, the Offense Manager includes firewall or ACL deny events that indicate
the attack is being blocked.

Determine if the target is an Internet facing server, which means that the traffic
may be permitted through the firewall. For assistance, contact your network
administrator.

If the target is an Internet facing server and you are investigating a DoS attack,
right-click on the IP address located in the Description field of the Attacker
Summary box to determine the ownership of the IP address sending the DoS
attack. From the right-click menu, select Information > WHOIS Lookup or
DNS Lookup. For more information on using the right-click menu, see the
STRM Users Guide.

If the target is an Internet facing server and you are investigating a DDoS
attack, right-click on an IP address located in the Destination field of the Top 5
Local Targets box to determine the ownership of the IP address sending the
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Step 9

Step 10

Step 11

Step 12
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DoS attack. From the right-click menu, select Information > WHOIS Lookup or
DNS Lookup. For more information on using the right-click menu, see the
STRM Users Guide.

Once you have determined ownership, contact your network administrator to
determine if the source IP address(es) of the DoS attack may be blocked using
your firewall or intrusion prevention device.

Determine if the IP address of the attacker is being spoofed (using an IP address
that is invalid), trace the path of the traffic back to the switch port in the original
form. To determine if the IP address is being spoofed, contact your network
administrator. If you determine that the IP address is being spoofed, use one of the
following methods to determine the originator of the traffic:

« STRM Collector View. For more information on views, see the STRM
Administration Guide.

« Switch and router port statistics.
» Egress filtering, which is useful for stopping outbound spoofed traffic.

Determine if the attacker is a desktop computer, which may be running a network
application or infected with malware. For assistance, contact your network
administrator. If the desktop is running a network application, you can tune STRM
to no longer generate offenses for this behavior. See How do | Tune a DoS
Offense?

Once you have determined the impact of the offense, you must perform the
necessary steps to rectify the source of the activity. If you have determined this
behavior is normal, you can tune STRM to no longer detect this activity. For more
information, see How do | Tune a DoS Offense?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see the STRM Users Guide.
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How do | Tune a
DoS Offense?

Tuning Using False
Positive Function

Step 1

Step 2

Step 3

If you determine that the DoS activity is normal and STRM is creating false positive
offenses, you can tune STRM to make sure no more offenses are created due to
this activity.

You can tune STRM using one of the following methods:

e Tuning Using False Positive Function

e Tuning Using Sentries

e Tuning Using Custom Rules Wizard

To tune DoS activity using the false positive function:

In the offense details interface, click (] Events.
The List of Events appeatrs.

FilterSearch Clear Filter Offense False Positive Raws Events () Print 2] XML =30 vent Processor. | eventprocessarl
By C B X ] 3 * & EventP I 0

Viewing events from 2007-01-30 14:34:02 to 20070130 14:49:01 {View Real Time Events]
Current Filters
Offense Name: Default - DoS - External - Potential Unresponsive Sewice or ... (Clear Filter),  Source IP: 192.168.91.48  (Clear Filter)

-
Event Name: Device E:?lll:‘t Start Time v Category Source Destinati User

Flow Context Response - Classivo 2007-01-30 Flow Context

[t QRadar Glass.. dio 1 144400 Respanse 1921689148123 1001126208123 (R
Flow Context Response - classifyl 2007-01-30 Flow Context

[c] Radar Class.. dio 1 142401 Respanse 19216891 45123 10101137 158123 RN
Flow Context Response - classifyl 2007-01-30 Flow Context .

[ci| GRadar Class dlio 1 144307 Responss 19216891 481323 10101 136 208123 MA
Flow Context Response - classifyl 2007-01-30 Flow Context .

[cl ORadar Clase sl 1 144302 Response 1921689148123 1001137198123 MA |
Flow Context Response - classifyl 2007-01-30 Flow Context

ci QRadar Class.. dio 1 142201 Respanse 19216891 48123 10101137 158123 R
Flow Context Response - classifyl 2007-01-30 Flow Context

[c] Radar Class.. dio 1 14:42:01 Respanse 19216891 45123 10101 136208123 RN
Flow Context Response - classifyl 2007-01-30 Flow Context .

[ci| GRadar Class dlio 1 142101 Responss 19216891 481323 10101 136 208123 MA
Flow Context Respanse - classifl 2007-01-30 Flow Context

ci QRadar Clase o 1 144101 Response 1921689148123 1001137198123 NA |-
Flow Context Response - classifyl 2007-01-30 Flow Context

ci QRadar Class.. dio 1 144002 Respanse 19216891 48123 10101137 158123 R
Flow Context Response - classifyl 2007-01-30 Flow Context

[c] Radar Class.. dio 1 144002 Respanse 19216891 45123 10101 136208123 RN
Distributed Do5 - QRadar classiiyo 2007-01-30 . "

[ci| Classity Flow oo 1 143007 Distributed Dog 19216891 48122 1010116215122 A -
Distributed Do& - QRadar classifl 2007-01-30

[§ Classify Flow o 1 143802 Distributed Dog 1921689148123 1010116034123 MA -
Distributed DoS - GRadar classifyl 2007-01-30

@ Classity Flow dio 1 143902 Distributed DoS 19216891 48123 10101 166128123 MA -
Distributed DoS - QRadar classifyD 2007-01-30 . "

[c] Classify Flow dlio 1 143907 Distributed Do3 19216691 48123 10101 ARG 70123 A —
Distributed DoS - QRadar classifyD 2007-01-30 . "

Ici Classity Flow oo 1 143007 Distributed Dog 19216891 48122 10101162 62122 A -
Distributed Do& - QRadar classifl 2007-01-30

[§ Classify Flow o 1 143802 Distributed Dog 1921689148123 10101 16682123 MA -

— | ickihitad Nne_ ARadar [EEp—— . ann7-n1-an ]

S - | | - EILIEIEEY > |

Select the event that includes the known source IP address that is reported to
produce suspicious activity.

Click A False Positive.

The False Positive window appears with information derived from the selected
event.
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Step 5

Step 6

Tuning Using
Sentries

Tuning Using Custom
Rules Wizard

How do | Tune a DoS Offense? 33

A, Fase Postuve U

False postive tuning allows you to prevent events from correlating into offenses.

Event Property

Events with a specific QID of 1010240 (Flow Context Response - QRadar
Classify Flow)

) Any Events with a low level category of Flow Context Response
O Any Events with a high level category of Access
) Any Events

Traffic Direction

& 192.168.91.48 to 10.101.137 158
) 192.168.91 .48 to Any Destination
O Any Source to 10.101.137.158
) Any Source to any Destination

In the Event Properties option, select the first option.

In the Traffic Direction option, choose one of the following options:
a For a DoS attack, select the <IP address> to Any Destination option.

b For a DDos attack, select the <IP address> to DoS target option, which is listed
as the Attacker source and Any Destination option.

For example, in the window above, the source IP address and the event high-level
category that is creating the false positive suspicious offense. For additional
information on using the False Positive tuning function, see the STRM Users
Guide.

Click Tune.

STRM will no longer create additional offense for this source IP address when this
type of activity occurs.

If the attacker is local and events are being received from the Classification
Engine, you can assume that the events are being created as a result of a STRM
sentry. You can enable or disable DoS sentries for internal and external networks.
For more information on sentries, see the STRM Administration Guide.

You can use the Custom Rules wizard to edit a building block that contains the IP
address(es) of the attackers and the DoS category. For more information on
creating or editing a building block, see the STRM Administration Guide.
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How Can | Verify If If you believe STRM should be receiving DoS offenses but none have appeared in
STRM is Receiving the Offense Manager, verify that the events were received and processed using
Valid DoS the Event Viewer interface. If no events are being received, verify that the
Offenses? appropriate DoS sentries within STRM and other security devices are enabled, as

appropriate. For more information, see Configuring Rules in the STRM
Administration Guide.
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This chapter provides information on an exploit attack including:
¢ What is an Exploit Attack?

« How do | Investigate an Exploit Offense

* How do | Tune an Exploit Offenses?

What is an Exploit

Attack?

STRM generates exploit offenses when the events associated to an offense are
part of the exploit category. Typically, exploit events are generated by Intrusion
Detection Systems (IDSs) or Intrusion Prevention System (IPSs). These systems
may include stand-alone network sensors such as Sourcefire or Enterasys
Dragon, part of an IPS within a firewall (such as Juniper Networks ISG), or
host-based IDS systems (such as the Cisco Security Agent). By default, STRM
attempts to detect high exploits that are likely to be successful or show a pattern of
the attacker attempting to exploit multiple host or using multiple types of attacks.
Unfortunately, these devices may cause the creation of false positive offenses so
you can tune STRM to no longer create offenses for these events while
maintaining an audit of all events generated from the device for compliance and
forensics purposes.

How do |
Investigate an
Exploit Offense

Step 1

Step 2

®

To investigate an exploit offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.
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Step 3 To view additional low-level category information for the Exploit category, click the
arrow icon next to Exploit.

2007-02-01 09:52:50

13 2007-02-01 09:52:50

2007-02-01 09:54:20
2007-02-01 09:54:20

Step 4 Double-click any low-level category to view the list of associated offenses.

The list of offenses appear.

T | Description Attacker/Src |Magnitude | TargetisjDest | Cat. ““:g:‘e' Target Net | Events |  Start Date Last Event
g | worm Events Detected 17216.2.1 - Mutiple 2 | 1 | other | Multisle | g5 ) 20070201 | o goapg
) 09:52:46

Step 5 Double-click the offense you wish to view.

The details panel appears.
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|AII offenses Boffense 4 (Bummary) |

| Offense 9 3 summary (@) Targete [SCategorias [2 Annotations B Networs [ Events  Flows Actisns ¥ Q|
Magnitude —— Relevance ‘ h ‘ Severity | g |C|‘e(lihility | 2
Description orm Evants Datectad Event count 13 events in 1 categories

containing Slapper Warm
Attacker/Src 17216.2.1 Start 2007-02-01 09:62:46
Target({s)Dest 172.16.60.23 Rermote (1) Duration 1m 30s
Networkis) Multiple (2 Assigned to Mot assigned
Notes
Attacker Summary ¢ etails Top 5 Categories (=) categories

User Unknaown Name Magnitude | Local Target Count | Events Last Event

Description 1721821 MAC Unknown o Active | - | 2 12 0201 095420
Vulnerabilities 0 Asset Weight 0
Location other

Top 5 Local Targets @ Targets

IP/DNS Name Magnitude Vulnerable Chained User MAC Location Weight
172166023 Unknown Mo Unknown Unknown other 1}
Top 10 Events ] Events

Event Hame Magnitude Device Category Destination Start Time
Worm Active - Event CRE | sl eventprocessord & clio Wiorm Active 172.16.60.23.1758 02-01 09:52:46
Worm Active - Event CRE | i eventprocessord - olio o Active 172.16.60.2317568 02-01 D@:52:58
Worm Active - Event CRE | i - eventprocessord = clio Wiorm Active 172.16.60.23:1756 02-01 09:53:42
Worm Active - Event CRE | sl eventprocessord & clio Wiorm Active 172.16.60.23.1758 02-01 09:53:30
Worm Active - Event CRE | e eventprocessord - clio o Active 172.16.60.2317536 02-01 025310
Slapperworm - - Auto-discovered MetScreenDF at netscreenidp_host Wiorm Active 172.16.60.23.1758 02-01 09:52:46
Slapperyvorm [ Auto-discovered MetScreen|DP at netscreenidp_host Wiorm Active 172.16.60.23.1758 02-01 09:52:58 @

<

>

Step 6 Determine if the offense is a result of a remote host attempting to exploit one or
more local hosts.

Typically the target of the attacker is located inside the Demilitarized Zone (DMZ)
or in the public facing Network Address Translation (NAT) range. However, if you
have assigned public addresses to internal hosts, this behavior could be occurring
on any host in the network. To determine if the offense is a result of a remote host
attempting to exploit one or more local hosts:

a

View the Attacker/Src field to determine if the attacker is associated with this
offense is local or remote. If local, go to step Step 7.

View the Target(s)/Dest field to determine if the target for this offense is local or
remote. If remote, go to Step 8.

View the Description field to determine the behavior associated with this
offense. If the exploit was followed by suspicious behavior, you can determine
the validity of the event if a Flow Context Response events appears. If the
offense does not include any Flow Context Response events, this indicates that
no flow context was detected, which is desired.

D Note: For you to view Flow Context Response events, your network must include
a flow source monitoring the same location as the IDS product.

d

View the Annotations box to view the details of the offense. If the annotation
indicates that this offense includes chaining, this indicates that the target of the
attack is now attacking other hosts. If the chained offense started after the
exploit, this may indicate that the host was successfully exploited.
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Step 7

Step 8

Step 9

Step 10

Determine if the offense is the result of a local host attempting to exploit another
local host on your network.

If this is the case, this is one of the most serious types of offenses, but also the
most likely to be a false positive offense. To determine if the offense is a result of a
local host attempting to exploit another local host:

a View the Attacker/Src field to determine if the attacker is associated with this
offense is local or remote.

b View the Target(s)/Dest field to determine if the target for this offense is local or
remote.

c View the Description field to determine the behavior associated with this
offense. To determine the intention of this offense, determine if the attacker
attempted some form of reconnaissance or suspicious activity before the
exploit. You can also determine if the attacker attempted different types of
attacks on the same host or tried multiple targets.

Determine if the offense is the result of a remote host attempting to exploit another
remote host:

a Verify your network hierarchy configuration. For more information on your
network hierarchy, see Managing STRM in the STRM Administration Guide.

b Verify if one of the hosts involved in the offense belongs to the local network. If
you do not recognize the hosts involved in the offense, right-click on the IP
address in either the Target(s)/Dest or Attacker/Src fields and select
Information > WHOIS to obtain further information.

¢ If you recognize either host involved in the offense, add that information to your
network hierarchy.

d View the Description field to determine the behavior associated with this
offense. To determine the intention of this offense, determine if the attacker
attempted some form of reconnaissance or suspicious activity before the
exploit. You can also determine if the attacker attempted different types of
attacks on the same host or tried multiple targets.

Once you have determined the impact of the offense, you must perform the
necessary steps to rectify the source of the activity. If you have determined this
behavior is normal, you can tune STRM to no longer detect this activity. For more
information, see How do | Tune an Exploit Offenses?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see the STRM Users Guide.
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How do | Tune an
Exploit Offenses?

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

If you determine that the exploit activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity.

To tune exploit offenses using the false positive function:
In the offense details interface, click = Categories.

The category details appear.

In the List of Event Categories, double-click the related category to display
associated events. These categories should be low-level exploit categories, such
as, buffer overflow, FTP exploit, or worm active.

Select the event that includes the known source IP address that is reported to
produce suspicious activity.

Click 4. False Positive.

The False Positive window appears with information derived from the selected
event.

False pestive funing allows you to prevent ovents fom comelating inte oferces.

Event Property

sz Events with a specific Q1D of 1004131 (METBIOS SWB Seosion Sctup WTHLSEP
T arky ) oveflow aflened)

) Any Evenls with 3 I level category of Bwffer Ovariow

) Any Evenls with a high lesel category of Expios

) Any Evinls

Traftls Directlon

& 10,100 £5.55 1o 10.1000100.250
O 000,85 55 10 Any Destinabon
) Any Source 1o 10.100.100.250
O Any Source 1o any Destination

[ 10007530 &

If only a single offense of this type exists and the offense contains only a single
target, select the first option in the Event Property options.

If this offense includes multiple attackers generating similar offenses but all to the
same destination (typically a multiple host communicating with a single server),
use the SRC to any option.

Note: If all the hosts associated to this offense are related, you can also create a
building block using the Rules Wizard to include all the hosts and QIDs (events)
that are creating the false positives. Then, add this new building block to the
Default-Rule-FalsePositives: All false positive building blocks rule.

If this event includes a single offense of this type but the same event (QID) has
been used against many targets, select the second option in the Traffic Properties
options.
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Step 8

Click Tune.

STRM will no longer create additional offense for this source IP address when this
type of activity occurs.

How Can | Verify
That STRM is
Receiving Valid
Exploit Offenses?

Step 1

Step 2

Step 3

To verify that STRM is receiving valid offenses:

By default, STRM automatically removes noise and false positives commonly
associated with IDS devices. However, there are certain circumstances where
STRM may not create an offense for an attack. For example, when no vulnerability
information exists in the asset profile and an attempt is made to exploit that asset
(using a common tool, such as Metasploit), STRM may not create an offense for
this attack if no other corresponding suspicious activity is detected or could be
correlated to indicates a successful attack. If you wish all exploit attempts to
become offenses, see Step 3.

STRM may also not generate an offense for an exploit as a result of the data
source. We recommend that you verify that the IDS is monitoring a location where
it is able to detect the attack. You can also use the Event Viewer to search for the
attacker’s IP address. If an exploit event is not detected, verify your IDS
configuration.

If you are not able to use vulnerability information, STRM provides additional
options. For example, STRM searches for an attacker attempting multiple methods
of exploits against a target so if you run multiple exploits, STRM creates an
offense. You can also exploit multiple targets with the same attack, which
generates an offense. You can adjust these thresholds by editing the Custom
Rules with exploits.

In the Rules function within the Offense Manager, you can enable or disable rules,
as necessary. You can enable any rules that allow STRM to make all exploit
attempts become offenses. We do not recommend that you do not deploy this
within a live environment but is useful for testing purposes.
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This chapter provides information on malware offenses including:
* What is Malware?

¢ How do I Investigate a Malware Offense?

¢ How do | Tune a Malware Offense?

What is Malware? This section provides information regarding malware including:
* What is Malware?
» What is a Malware Offense?

What is Malware? Malware is a broad term associated with many types of treats, such as, trojans
viruses, adware, spyware, and worms. The term malware describes any software
that is intended to gain access to a host or damage a host without the consent of
the owner.

What is a Malware  STRM detects malware by correlating events and flows from security devices. The
Offense? default STRM rules report on spyware, viruses, hostile mail attachments, backdoor

detection, and other relevant events and logs from security devices. STRM also
adds additional information to the malware offenses to provide additional network
context to the offense. For example, if your network does not include IDSs
monitoring host port scanning, STRM detects this type of behavior leading up to an
attack, such as, a backdoor exploit by monitoring the network flows and correlating
this behavior to the malware offense.
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How do | To investigate a malware offenses:
Investigate a
Malware Offense?

Step 1 Click the Offense Manager tab.
The Offense Manager window appears.

Step 2 Click By Category from the navigation menu.
The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

® Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.

Diashboard Event Viewer Assels HNelwork Surveillance Flow Viewer  Reports
Symsam Time: 40:40 | CONFIG | HELP | LOGOUT |

|L25’:m Inactive Catngories | Save Layout maa mavasn ooooas 1™ @ |
“ My Offansas
=
= Offense Count Local Targel Anackar —
All Offenses Catsgory Hame = et i Event Count First Offense Last Updated Help
-~ R - - - 2007-11-30 2007-12-05
By Categary » Pollcy 11197 3 11187 1447153 PR 1oarin | &
“ By Attocker » Potantial Exploit 11184 2017 11184 824077 =0 “U"; ; [ =]
> o, - 5 more a8 24970 46 ATES49 s | -
“ By Netwark » DOS 44 18 34 1295027 j o
* Mabeork Ancmales b Suspicious Activity 21 3483 41 B7344 20‘31?'183‘33 [~ ]
* Rubes » Access 37 15 26 12317 [-]
F Nehwork 2007-12-05
Anomalies a 242 baiss: | O
= Authentication Q U] ] ] Maone [ ]
* Expiloil ] ¥ o o Mone [~ ]
* Mahware a o o Mone [ = ]
= System ] D o o rMane [+ ]
= CRE Q o 1] L] Mone [ 2]
* User Delined ] o o o Mone o —
* SIM Audit a 0 o Mone | IEN
= VIS Hast - . -
< >
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Step 3 To view additional low-level category information for the Malware category, click
the arrow icon next to Malware.

Malware 1127 2007-02-02 02:09:13 2007-02-05 10:22:50
Backdoor Detected 1 1 1 1041 2007-02-0510:19:50 2007-02-05810:22:50
Spyware Detected 1 1] 1 a6 2007-02-02 02:09:13 2007-02-05 0540045

Step 4 Double-click any low-level category to view the list of associated offenses.
The list of offenses appear.

o Description | Attacker/Src |Magnitude | Target(s)Dest | Cat. A“:Z:‘er Target Net Events | StartDate |LastEvent

BACKDOOR
hlack curse
4.0 runtime:
detection -
normal init
COnm...

2007-02-04

1138 10:19:22

141.112.2.24 - 17216601 1 other Met_172_16_0_0 1041 16m 45

Step 5 Double-click the offense you wish to view.
The details panel appears.
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| Al Offenses Ed0fiense 1136 Summary)

| offense 1136

6| summary (@) Targets =) Categories [S] Annotations B Netwods [5] Events " Floms Actions ¥ 0|

<

Magnitude —— Relevance | 4 | Severity | g | Credibility ‘ 1

Description BACKDOOR hlack curse 4.0 runtime detection - normal init connection Event count | 1041 event= in 1 calegories

Attacker/Src 141112.2.24 Start 2007-02-0510:19:22

Target{s)Dest | 172.16.60.1 Duration s

Metwork{s) Met-10-172-192.Met_172_16_0_0 Assignedto | Mot assigned

Notes

Attacker Summary @ 0=tails Top 5 Categories () Cateqories

Magnitude User Unknawn Name Magnitude Locgll::uet Events Last Event

Descrip(i?,“, 141.112.2.24 MAC i Linknown EaeReTaT — . ot 1205 10,2250

Vulnerabhilities o Asset Weight o Detected i

Location MarthAmericaCaontinent

Top 5 Local Targets @ Targets

IP/DNS Hame Magnitude Vulnerable Chained User MAC Location Weight
172.16.60.1 Unknown Yes Unknown Unknown Met 172_16_0_0 1)

Top 10 Events -] Events

Event Name Magnitude Device Category Destination Start Time

BACKDOOR black curse 4.0 runtime det... - Auto-digcovered Snort at snort Backdoor Detacted 17216.60.1:80 02-0510:19:22
BACKDOOR black curse 4.0 runtime det... - Auto-discovered Snort at snort Backdoor Detected T7216.60.1:80 02-0510:19:22
BACKDOOR black curse 4.0 runtime det - Auto-discavered Snart at snort Backdoor Detected 17216.60.1:80 02-0510:19:22 bt

Step 6 View the Attacker Summary box to understand the attacker:

Step 7

« Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

« User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the traffic. To obtain further information about the
user, right-click on the IP address in the Description field to access additional
menu options. From the menu, select use the Select Information > Asset
Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

Normal activity may be detected by security devices as malware. For example, if a
user telecommutes and uses a wireless network at home, when they return to the
office, their computer may attempt to connect to their own ISPs name server. This
activity may generate a botnet detection.

View the Top 5 Local Targets box, which displays the targets that are most
vulnerable or have the highest business value. This box also indicates if the target
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i

Step 8
Step 9
Step 10
Step 11
Step 12
Step 13

Step 14

Step 15

Step 16

has become chained to another offense. Chaining means that the target has
become an attacker of another offense. This indicates a self-propagating malware.

Note: Any remote targets associated to a malware offense may be foreign or
unknown servers that the source IP address is communicating with to receive
instructions to upload data.

View the Top 5 Categories box, which displays the various types of activities
associated to the attacker during the time of the offense.

View the Top 10 Events box, which displays the top events for this offense,
organized by severity.

View the Top 5 Annotations box, which displays the most significant correlation
tests that contributed to the overall magnitude of the offense. Annotations provide
important information, such as, which devices have contributed events to the
offense.

Double-click any event that you wish to investigate in further details and view the
Source Port field. Port 6667 is commonly used by bots as an IRC-based control
channel. Spyware commonly use ports 80 and 443.

In the offense details window, click Flows to view network flows from the
attacker IP address. When investigating flows, select the port or application in
guestion. If the traffic volume and the number of conversation pairs seem to be too
high for the user, this may indicate potential malware.

In the offense details window, click & Targets, which are organized by
vulnerability risk and business value.

Right-click on a targets IP address and select Information > Asset Profile, which
displays which services the targets are responding to.

Once you have determined the impact of the offense, you must either block the
source of the scan, patch or shut down services on the appropriate systems, then
take the desired action against the offense.

Once you have resolved the offense, close or hide the offense.
For more information on closing or hiding an offense, see the STRM Users Guide.
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How do | Tune a If you determine that the malware activity is normal and STRM is creating false
Malware Offense? positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity.

To tune reconnaissance activity using the false positive function:
Step 1 In the reconnaissance offense details interface, click [i Events.
The List of Events appears for the selected offense.

¥ FiltewSearch 9% Clear Filter @ Dffense \ False Positive D Raw Events (= Print ﬂXML @ csy  EventProcessor °
Viewing events from 2007 02.05 10:14:22 to 2007 0205 10:26:24 (View Real Time Events)
Current Filters:
Offense Name: BACKDOOR black curse 4.0 runtime detection - normal init conn...  (Clear Filter), Source IP: 141.112.2.24  (Clear Filter
Event Name Device g\\;?lll]\‘t Start Time ¥ Category Source Destinati User

& E%ﬁﬂﬁﬂoﬁgﬁf“ Furse ;‘t“gg:‘sw"md Snot | g3 330271012405 ggf:ﬂgg T4111222447276 | 1721660080 | N |
[ | BAGKDOOR blackcurse Auto discovered Enort— - g oy zas Backdoor 1411222447276 | 1721660080 | NA | e
@ | B o |, | e® | sewe | iz | oo | w o
o] E%ﬁﬁﬁ%ofdz'ﬁfk turse ;‘t“t;g:fw"ere” snont | gg 33?210-?123-05 gzg:fgg 141.1122.2447276 | 172166080 | N |l
[ | BACKDOOR blackcuree Aulo-discovered Snorl ) g rozs Backdonr 1411222047276 | 1721660080 | N | e
@ | B o || e® | sewe | iz | oo | w o
o] E_’Eﬁﬁaﬂofd';'ﬁ“ turse ’:t“t;g?”"e’e” snent | gg 33?210'0123'”5 gzg:g;ﬁ' 141112 2.2447276 | 17216600580 | NA |l
& E%ﬁﬂﬁﬂoﬁgﬁf“ Furse ;‘t“gg:‘sw"md Snot | g3 33_0270'0023'05 ggf:ﬂgg T4111222447276 | 1721660080 | N |
[ | BAGKDOOR blackcurse Auto discmered Enort— |- g 2o nzas Backdoor 1411222447276 | 1721660080 | NA | e
@ | B o, | Bme® | sewe | iz | oo | w o
[c E_’;ﬁﬁ?ﬂofdz'ﬁfk Furse ;‘t“t;g:fw"ere” Snot | gp 330179032305 gzg:ﬂ”eg 1411122.2847276 | 1721680180 | NA | e
[ | BACKDOOR blackcuree Aulo-discovered Snorl ) gy rozs Backdonr 1411222047276 | 1721660080 | N | e
@ | B o || Bwe® | sewe | iz | oo | w o
I E%ﬁﬁgﬁﬁ:?ﬁfk turse ;‘t“tsig?w"ere” snert |y fg%%”ﬁ gz;:f;g 141112 2.2447276 | 17216600580 | NA |l
& E%ﬁﬂﬁﬂoﬁiﬁck purse ;‘t“g;s:fw"e’“' Snort 1y 330179022205 g:ﬁ:ﬂ”eﬂ’ T4111222447276 | 1721660080 | N |

Step 2 Select the event with the source IP address known to be producing
reconnaissance activity.

Step 3 Click %~ False Positive.

The False Positive window appears with information derived from the selected
event.
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Step 4

Step 5

A, Falso Posiive

False postive tuning allows you to prevent events from correlating into offenses.

Event Property

Events with a specific QID of 1181815 (BACKDOOR biack curse 4.0 runtime
detection - normal init connection)

(O Any Events with a low level category of Backdoor Detected
) Any Events with a high level category of Matware
) Any Events

Traffic Direction

@ 141112224 to 172.16.60.1

O 141.112.2.24 to Any Destination
) Any Source to 172.16.60.1

) Any Source to any Destination

Done 172,16,30,202 (&

Select the necessary event properties to tune as a false positive. In the case of a
malware offense, select the type of event and the event high-level category, which
is creating the false positive malware offense.

For additional information on using the False Positive tuning function, see the
STRM Users Guide.

Click Tune.

STRM will no longer create additional offenses for this source IP address when
performing normal VA or network management tasks.
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This chapter provides information on an network anomaly offenses including:
¢ What is an Network Anomaly Offense?

¢ How do | Investigate a Network Anomaly Offense

» How do | Tune a Network Anomaly Offense?

What is an Network
Anomaly Offense?

Policy

Threshold

Network anomaly offenses are generated using Network Behavior Anomaly
Detection (NBAD) and occur if STRM is receiving flow data (for example, NetFlow,
sFlow, or J-Flow) or monitoring the network using a SPAN or TAP. There are four
types of network anomaly offenses:

» Policy
e Threshold
e Anomaly

* Behavior

Note: For more information on sentries, see Managing Sentries in the STRM
Users Guide.

Using the Network Surveillance interface, you can configure policy sentries with
the auto-learn policy option enabled. This type of sentry learns what services are
present in an area of the network and sends an alert when a new sentry is
detected. Once the services have been learned, any new services continue to alert
until the sentry generates another alert. If you wish to apply a policy sentry that
adjusts to changes in traffic over time, see Anomaly.

By default, STRM does not include any auto-learn policy sentries, so you must
create a policy sentry with the auto-learn policy enabled if you wish to monitor this
type of traffic.

A threshold offense includes time series flow data being above, below, or outside
the range (threshold) being monitored. You can create a threshold sentry to
monitor activity, such as, high bandwidth on a particular link or monitoring above
noise of a certain type of suspicious traffic. By default, STRM includes several
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Anomaly

Behavior

threshold sentries, however, we recommend that you edit the value of the
threshold sentries to values that meet the needs of your network.

An anomaly based offense includes changes in the amount of time particular
services or networks are active. This includes three states:

« Detection of services, such as a mail server being installed in the Demilitarized
Zone (DMZ) or FTP being installed on a server that has not previously included
FTP.

« Detecting failed services, for example, a web server that is active 100% of the
time stops responding to communications.

« Monitoring for change in the activity level of commonly used services. For
example, if your network includes a corporate mail server that has SSH
installed but is only used a few times a week. Then, if a user attempts to exploit
the mail server and starts using the SSH service, an alert generates and an
offense is created.

Behavior offenses includes changes in rate or volume levels at a particular time of
day on a certain day of the week. For example, the level of an alert that activates at
2 am when traffic is low is very different than an alert for traffic at 3 pm when traffic
volume is much higher. This makes it much harder for a malicious user to trick or
train the learning system.

These offenses detects issues, such as, mail viruses that leverages the corporate
SMTP in the middle of the night or a slow increase in Syn traffic. Behavior offenses
also alert to abnormal decreases in traffic as well, which may represent failed
backups or if a web server stops responding.

How do |
Investigate a

Network Anomaly

Offense

Step 1

Step 2

®

To investigate a network anomaly offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.
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Step 3 To view additional low-level category information for the Network Anomalies
category, click the arrow icon next to Network Anomalies.

Network Anomalies 2007-02-05 10:12:24 2007-02-05 10:23:24

Behavior 2 0 0 2 2007-02-05 10:12:24 2007-02-0510:23:24

Step 4 Double-click any low-level category to view the list of associated offenses.
The list of offenses appear.

Last Alert Sentry Name Network Object Events Category Weight
Man Feh 05 10:24:24 AST 2007 Behavior all 121 1 Behavior 38
Won Fel 05 10:12:24 AST 2007 Behavior all Met-10-172-192 1 Behavior 26

Step 5 Double-click the offense you wish to view.
The details panel appears.

|Back B Event from (21

Incident: | Started At: Mo Feb 5 10:25:24 2007 | [ Show all | At Time Of Alert: Now:

. M 2 M
BVeNt [ bound Bytes - Mon Feb 5 10:25:24 2007 v | LSnewall ] 20 5w

1M LM

View: nets - Flows are classified by the defined n... 500 ; 500 '; Gl L
Ohject{s}' all 09:36 0953 10010 10:27 10:44 11:01 09:02 0919 0936 09:53
Network Location:  all
Layer: Inbound Bytes
Event Number: 1

Response Number: 1133 of Unlimited

Response: Behaviaral Change

Show Flows ][ Save Report ] [ Email
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Step 6
Step 7
Step 8

Step 9
Step 10

Step 11
Step 12
Step 13

Click the At Time of Alert graph to investigate the flows creating this offense.
Click the graph to zoom in on the information.
Click the legend with the corresponding color to isolate the problem.
2 o Flow Type Count {HNaormal} Hel B
92 Scale (&) Saturday, Jul 31, 2004 - Tuesday, 4ug 03, 2004 Size (Al+]-)
in_oniy
B
/ F
oul _anly

Sun 0%:00 Sun 21:00 Mon S5O0 Mon 2L:00
n_enly Salect Time: Current 4320 e
Mo Sub-components Time Pericd 2 Daye e
« \View Sentmes (2) & -4 Add Sentry b Direction: Mk

Click on the lower half of the graph.

In the Pivot To Box, click By Networks to further investigate the network location
of the issue.

In the View Flows Box, click Full.
Click the portion of the graph you wish to investigate.
In the table, click an IP address to further investigate the traffic for the host.

How do | Tune a
Network Anomaly

Offense?

If you determine that the suspicious activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity.

If you are monitoring an area of the network and need to remove a host from the
profile, you must add the host to a different network object and then remove that
object before applying the sentry. This action removes that host from the profile. If
the exception is complete, you may need to create an object in a view and remove
that as object as well.

Also, when creating a behavioral sentry, we recommend that you select the Test
Objects as Group check box.

For more information on STRM sentries, see the STRM Administration Guide.
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This chapter provides information on policy offenses including:
¢ What is a Policy Offense?

« How do | Investigate a Policy Offense?

* How do | Tune a Policy Offense?

* How Can | Verify That STRM is Receiving Valid Offenses?

What is a Policy
Offense?

Policy offenses include correlated events that may constitute violations of security
policy, misuse, or wasted resources. This may include Peer-to-Peer (P2P) traffic,
instant messaging traffic, gaming, potential information leaks, or suspicious web
browsing activity. You can configure STRM to adhere to your company policy and
create offenses on traffic that you consider outside your policy.

How do |

Investigate a Policy

Offense?

Step 1

Step 2

®

To investigate a policy offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.
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Step 3 To view additional low-level category information for the Policy category, click the
arrow icon next to Policy

2 2007-01-31 08:14:24 2007-01-31 09:00:55
IRC Policy Vinlation 2174 0 2174 137 2007-01-31 08:14:24 2007-01-31 09:00:55
P 2P Paolicy Yiolation 27 1] 27 30483 2007-01-31 08:14:24 2007-01-31 08:00:55
Mail Policy Violation 7 1] 7 3413 2007-01-31 08:14:24 2007-01-31 08:00:55
Application Policy Yiolation 2 2z 2 2 2007-01-31 08:18:54 2007-01-31 08:48:55

Step 4 Double-click any low-level category to view the list of associated offenses.
The list of offenses appear.

Target

Net Last Event

Description Attacker/Src Magnitude | Target({s)/Dest Attacker Net Events Start Date

Patential
Botnet
Activity (IRC
Detectad) ,
Local TGP
Scanner ..
Potential
Botnet
Activity (IRC
Detectad)
Default -
Falicy-...
Local TGP
Scanner
Detected |
Default -
Falicy -
External -
IR...

Step 5 Double-click the offense you wish to view.

2007-01-31

08:14:21 i &

10105.37.125 Remote (25745) a Sales other 10863

2007-01-31

081419 1m 852

10101145178 Remote (144) 4 Detroit other 1817

2007-01-31

23 0BT

10105971348 Remote (83) & Sales other 101 3dm ads

The details panel appears.
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‘.MI offenses B0fiense 15 (Surmmary) |
~
| Offense 15 ) summary (@) Targets [ categories [2] Annotations B Netwods [17] Events " Flows Actions ¥ °|
Magnitude Relevance | [ ‘ Severity ‘ B | Credibility | [
Fotential Botnet Activity (|RC Detected)
preceded by Local TSP Scanner Detected
Description preceded by Host Port Scan Detected by Local Host Event count 10869 events in 8 categaries
praceded by Possible Local Warm Detected
preceded by Default- Suspicious - External - Unidirectional TCP Flows
AttackerSrc 10.105.37.125 Start 2007-01-31 081421
Target(s)Dest Rerote (2575 Duration 30m 33s
Network(s) ather Assigned to Mot assigned
Notes

Attacker Summary ¢ vetails Top 5 Categories [B Categaries
i User Uniknewn Name Magnitude ang:‘l::'uel Events Last Event
Loscriplion 10105.37.125 MAC Uniknenin Fotential worm actiity 0 3| 01-31 084425
Vulnerabilities o Asset Weight [t}
g g Fatential Botnet 1 6 01-31 08:99:55
Location Corporate_HQ.Sales connection
Host Port Scan 0 200 01-31 08:44:25
Anamaly - 0 37 01-31 08:44:25
TCP Reconnaissance 0 168 01-31 0814425
Top 10 Events Ewents
Event Name Magnitude Device Category Destination Start Time

Potential worm activity - Event CRE

eventprocessorD  acadian

Potential worm activity

B2.126.214.17:27759

01-31 0814500

Potential worm activity - Event CRE

eventprocessorD - acadian

Potential worm activity

24.26.16770:32101

01-31 08:15:41

Potential wiarm activity - Event CRE

eventprocessord  acadian

Potential worrn activity

68.67.250.61:26252

01-31 08:16:47

Fotential wiarm activity - Event CRE

eventprocessord | acadian

Fotential worrm activity

169.243.73.4:4155

01-31 08:17:45

<

Step 6 View the Attacker Summary box to understand the attacker:

« Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably

configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is

probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

» User - If the attacker is local or a VPN user and STRM is receiving user identity

logs, this field indicates user identity information. This allows you identify the

user who is the source of the traffic. To obtain further information about the

user, right-click on the IP address in the Description field to access additional

menu options. From the menu, select use the Select Information > Asset
Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user. You can also select
Information > DNS Lookup or WHOIS Lookup to further investigate the user
associated with the attacker IP address.

Step 7 Once you have identified the user associated with an IP address, contact your
system administrator to determine the appropriate action. You can use several

Step 8

methods to determine the user associated with an IP address. For example, you

can use Windows active directory event logs, VPN authentication logs, or the
Windows nbstat command.

View the Top 10 Events box. This box contains the top 10 events that contributed

to this offense. To view all events, click

Category Offense Investigation Guide
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Step 9

Step 10

Once you have determined the impact of the offense, you must perform the
necessary steps to rectify the source of the activity. If you have determined this
behavior is normal, you can tune STRM to no longer detect this activity. For more
information, see How do | Tune a Policy Offense?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see the STRM Users Guide.

How do | Tune a
Policy Offense?

Tuning Using False
Positive Function

Step 1

Step 2

Step 3

If you determine that the policy activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity.

You can tune STRM using one of the following methods:

e Tuning Using False Positive Function

e Tuning Using Custom Rules Wizard

To tune policy activity using the false positive function:

In the offense details interface, click Events.
The List of Events appeatrs.

Select the event that includes the known source IP address that is reported to
produce suspicious activity.

Click 4. False Positive.

The False Positive window appears with information derived from the selected
event.

Ry rome s~

False postive tuning allows you to prevent events from correlating into offenses.

Event Property

(%) Ewents with a specific 210 of 1010089 (Misc Recon Event - Event GRE)
O Any Events with a low level category of Misc Recon Event

O Any Events with a high level category of Recon

) Any Events

Traffic Direction

& 10101171145 to 81.223.12.174
O 10.101.171.145 to Any Destination
O Any Source to 81.223.12.174

) Any Source to any Destination

Done 10.100.100.30 (5§
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Step 4
Step 5

Tuning Using Custom
Rules Wizard

How Can | Verify That STRM is Receiving Valid Offenses? 55

Select the necessary event properties to tune as a false positive.
Click Tune.

STRM will no longer create additional offense for this source IP address when this
type of activity occurs.

You can use the Custom Rules wizard in the Offense Manager to create a building
block that includes the IP address(es) or CIDRs that you wish to exclude from
creating policy offenses. This allows you to suppress policy offenses for groups of
IP addresses. For more information on using the Custom Rules Wizard, see the
STRM Administration Guide.

How Can | Verify

That STRM is
Receiving Valid
Offenses?
Step 1
Step 2
Step 3

By default, only P2P events cause the creation of a policy offense. You can enable
other types of policy offenses to create offenses if those behaviors constitute policy
violations on your network. To verify valid offense creation:

If an expected policy violation did not occur, verify that the appropriate rules and
sentries are enabled. For more information on enabling rules and sentries, see the
STRM Administration Guide.

Verify that the appropriate rules are enabled with other security devices, as
appropriate.

Using the Event Viewer, verify that the low-level policy events were received and
processed by STRM or from other security devices.

Category Offense Investigation Guide
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POTENTIAL EXPLOIT OFFENSES

This chapter provides information on potential exploit offenses including:
« What is a Potential Exploit Offense?

« How do | Investigate a Potential Exploit Offense?

* How do | Tune a Potential Exploit Offense?

What is a Potential
Exploit Offense?

Potential exploit offenses may be generated from many different sources, such as,
a custom rule created in STRM or from an Intrusion Detection System
(IDS)/Intrusion Prevention System (IPS) product with a high false positive prone
signature. If offenses are categorized as potential exploits, we recommend that
you investigate the users associated with the offense to validate the authenticity of
the offense.

How do |
Investigate a

Potential Exploit

Offense?

Step 1

Step 2

®

This section provides information on further investigating a potential exploit
offense.

To investigate a potential exploit offenses:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.
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Dashboard Event Viewer Assels HNetwork Survedllance Flow Viewer  Reports
System Time: 10:34 | CONFIG | HELP | LOGOUT |
|Lj Show Imacive Categories |gef Save Layout Hat Ravasn: 000050 I @ |
© My Offenses
-
Offense Count Local Target Allacker —
- N OFF
All Offenses Catogory Name - et e Event Count First Offense Last Updatad | Help
5 L. " . - - U E— 2007-11-30 2007-12-05
¥ Category Follcy 197 = = =l 1019:25 a0 | @
- " " - 2007-11-20 2007-12-08
By Attacker P Fotential Exploil 11184 2018 1118 823393 101825 103403 | O
- & = - J— 2007-11-20 2007-12-05
By Target » Dos & = = Tamasas 102401 t03a01 | @
= . — 2007-11-30
By Network F Recon &3 2496E 4G 4TE44 10:13:35 e
* Metwork Ancmales b Suspicious Activity 1 3481 rt 87331 2"0‘:,"‘;'32 [ ]
3
* Rules b Access a7 15 26 12317 "*;2‘_;;5‘? [
P Network - 200712 D2 2007-12.05
Anomalles e < 8 =3 141552 01551 | @
* Authentication 1 ] o o Neone Mone | i}
= Exploil o 0 o o None rMane a
* Malware ] ] 0 [} None Mone | G}
* System a o 0 o None Mone | g
* CRE [ ] o (] Hone None | @
* User Defined o D o o None Mone e —
= SIM Audit ] ] 0 [} None More | G
& VIS Haost . -
< >

| Copyright & 2007 All rights ressnved.

Step 3 To view additional low-level category information for the Potential Exploit category,
click the arrow icon next to Potential Exploit.

Potential Exploit 2404 4341 | 2007-02-20 08:54:17 | 2007-02-20 09:44:33
Patential Botnet connection 2393 4 2393 4257 | 2007-02-2008:54:17 | 2007-02-20 08:44:33
Potential worm activity | 12 | 25 | 12 | 84 | 2007-02-2008:58:02 | 2007-02-2009:44:33 | |

Step 4 Double-click any low-level category to view the list of associated offenses.
The list of offenses appear.

Target

9 Id Description Attacker/Src Magnitude | Target{s)Dest |Cat. | Attacker Net Net

Events Start Date Last Event

Lacal TGP
Scanner
878 Detected , 10.105.37.125 Remate (2055) 8 Sales other 13262 EU_D?__D}ED 625
- 05:09:04
FPotential Botnet
Activity ((IRC D...
Suspicious -
External -
146 Fejected 10101240222 - Remaote (1286) 9 all ather 14534 20_0?__02_20 42s
- 08:55:39
Communication
Afternpts | Loc...
Patential Botnet
Activity (IRC .
430 Detected) | 1010597135 Femaote (419) 4} Sales ather 979 ED,U? ,02 a 1m 395
09:00:35
Local P2P
SererD...
Fotential Botnet
Activity (IRC 0
70 Detected) | 10101145178 Remote (176) 5} Dietroit ather 1835 EDQT _02 20 1m 38s
08:54:43
Local P2P
Server D...

Step 5 Double-click the offense you wish to view.
The details panel appears.
Step 6 View the Attacker Summary box to understand the attacker:
« Location - Allows you to determine if the attacker is local or remote:
- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
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Step 7

Step 8

Step 9

Step 10

How do | Tune a Potential Exploit Offense? 59

remote source |IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

» User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the suspicious traffic. To obtain further information
about the user, right-click on the IP address in the Description field to access
additional menu options. From the menu, select use the Select Information >
Asset Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

View the Annotations box and locate any CRE Event annotation, which means that
this offense is the result of a custom rule created for STRM. The annotations for an
offense describes the offense details and the reasons for investigating this offense.

For example, an annotation may indicate that a system, which is not known to be a
DNS server, communicates to a DNS server outside the customer networks. The
annotations for this offense explains that many bots that get installed on client
hosts have a built in DNS client to avoid DNS-based remediation techniques and
that you should investigate this communication.

View the Annotations box and locate any real-time flow analysis annotation, which
describes the behavior of the host or other exploit attempts from the same
attacker. This type of annotation occurs when the offense is generated by IDS or
IPS products.

Once you have determined the impact of the offense, you must either block the
source of the scan, patch or shut down services on the appropriate systems, then
take the desired action against the offense.

Once you have resolved the offense, close or hide the offense.
For more information on closing or hiding an offense, see the STRM Users Guide.

How do | Tune a

Potential Exploit

Offense?

Step 1

If you determine that the potential exploit activity is normal and STRM is creating
false positive offenses, you can tune STRM to make sure no more offenses are
created due to this activity.

To tune potential exploit activity using the false positive function:

In the offense details interface, click Events.

The List of Events appears for the selected offense.
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Y Fittensearch (% clearFitter [8 Orfense N False positive [ Raw Events Sprint 2w [ cav EventProcessor: (]

Viewing events from 2007-02-20 09:04:04 to 20070220 10:03:48 (View Real Time Events)
Current Filters:
Offense Name: Local TCF Scanner Detected |, Potential Botnet Activity (IRC D... (Clear Filter), Source IP: 10.102.37.125  (Clear Filter)

Event Name Device E;ﬁm Start Time « Category Source Destination User |Magnitude
[ | Anomaly- Event CRE f‘ﬁinommcessmﬂ 1 123:”;3'%%'20 Anormaly 1010537125305 | 67.162145.74:20487 | N4 | M
E g;;g?fgl'a’l”s”ig‘_”"“ classif0 : clio 1 123:”;3'%%'20 m;ﬁ;ﬁ;m 1010537125305 | G7.162145.7420487 | Na
E g;;g?fgl'a’l”s”ig‘_”"“ classif0 : clio 1 123:”;3'%%'20 m;ﬁ;ﬁ;m 1010537125348 | 68.212.36.227438 M,
E g;;g?fgl'a’l”s”ig‘_”"“ classif0 : clio 1 123:”;3'%%'20 m;ﬁ;ﬁ;m 1010537125330 | 68.237.182.36:38303 | Na
E g;;g?fgl'a’l”s”ig‘_”"“ classif0 : clio 1 123:”;3'%%'20 m;ﬁ;ﬁ;m 1010537125324 | 66.1365.90.30:13905 M,
E ngarSLDrcgl'aAS”SDifT”"" classif0 : clio 1 123:”;?:%%'20 m;ﬁ;ﬁ;m 1010537125360 | 6543.163.8:33184 M,
E gRParSLDrcgl'a’:”SDig‘_”"" classif0 : clio 1 123:”;3:%29'2“ m;ﬁ;ﬁ;m 1010537125:4347 | 80.127.3.237:21075 M,
E gRParSLDrcgl'a’:”;ig‘_”"" classif0 : clio 1 123:002%29'2“ fnm;;m 1010537125:4374 | 128.252250022280 | NA

Step 2 Select the event with the source IP address known to be producing this activity.
Step 3 Click *. False Positive.

The False Positive window appears with information derived from the selected
event.

A Fase posinve

False postive tuning allows you to prevent events from correlating into offenses.

Event Property

(® Ewvents with a specific QID of 1010384 (iF Protocol Anomoly - GRadar Classify Flow)
O Any Events with a low level category of [P Protocol Anomaly

(O Any Events with a high level category of Suspicious Activity

O Any Events

Traffic Direction

(® 10.105.37 125 to BB.212.36.22
(O 10.105.37 125 to Any Destination
O Any Source to B8.212.35.22

O Any Source to any Destination

Done 10.100,100,30 (&

Step 4 Select the necessary event properties to tune as a false positive.

For additional information on using the False Positive tuning function, see the
STRM Users Guide.

Step 5 Click Tune.

STRM will no longer create additional offenses for this source IP address when
performing normal VA or network management tasks.

Category Offense Investigation Guide



11

RECONNAISSANCE OFFENSES

This chapter provides information on reconnaissance offenses including:
» What is Reconnaissance?

¢ How do I Investigate a Reconnaissance Offense?

 How do | Tune a Reconnaissance Offense?

What is
Reconnaissance?

What is Network
Reconnaissance?

What is a
Reconnaissances
Offense?

STRM detects reconnaissance activity, which is the first step in thwarting and
blocking serious network attacks. This section provides additional information
regarding reconnaissance including:

« What is Network Reconnaissance?

 What is a Reconnaissances Offense?

Malicious users (attackers) use network reconnaissance to obtain information
about your network’s vulnerabilities with malicious and exploitive intentions.
Network reconnaissance can provide malicious users with a significant amount of
detail regarding your network including:

« Potential targets within your network.

e Target information, such as, vulnerabilities (open ports and services) and
operating systems.

« Potential vulnerabilities (holes) in your security. For example, if your firewalls
are configured improperly.

« Network topology.

When STRM detects reconnaissance activity, a reconnaissance offense is created.
STRM is able to detect many different methods that attackers use to scan and
probe a network. STRM also combines network flow and event correlation for a
comprehensive view of the network. By examining network traffic, STRM may
detect scanning and probing activity by analyzing flow behavior. Typically,
attackers attempt to remain undetected by using a lower frequency and scan
intensity, perhaps only scanning a small number of hosts over a long period of
time. STRM detects low, medium, and high intensity scans by monitoring a single
source IP address attempting to connect to an abnormal amount of target hosts
over a long period of time.
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RECONNAISSANCE OFFENSES

If reconnaissance activity from a specific attacker is followed by an exploit attack,
STRM correlates this information to the offense to provide full details of the
attacks.

How do |
Investigate a
Reconnaissance
Offense?
Step 1
Step 2

®

This section provides information on further investigating a reconnaissance
offense.

To investigate a reconnaissance offenses:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.

Diashboarcl Event Viewer Assels Helwork Surveillance  Flow Viewer  Reports
Systern Time: 10:34 | CONFIG | HELP | LOGOUT

* My Offenses

* Al Offences

* By Category

* By Attacker

¢ By Target

" By Netwark

*  Metwork Anomalies

* Rubes

|L:,e—u Inactive Canmgorias | Smum Layous Haxt Ratmsn 000040 D™ |
Local Target Atlack =
Offensa Count ocal Targe acker —
Catagory Name - Count Count. Event Count First Offense Last Updated | Help
- = 2007-11-30 2
¥ Folicy 11187 11187 1445848 10:18-25 [ -]
™ a a 2007-11-30
Q 4 23393
» Fotantal Explait 11184 201 1118 823393 1001825 [ =]
* DOS 4 18 34 1294525 [+ ]
P Recon . 24968 45 4TE454 [ ]
F Suspiclous Activity 21 4|1 41 87331 [ -]
b Access 37 15 26 12317 [+ ]
B ratwark - =
Anomalies - o 242 o
* Authentication o a L] [ 7 ]
* Exploil 0 0 ] [
= Malware 0 o [] [>]
* Systamn o o o L4
* CRE ] o [ e
* User Dafined 0 0 ] o —
= SIM Audit o [] [+]
= WIS Host - . —_—

<

Copyright © 2007 All rights reserved.

w

Step 3 To view additional low-level category information for the Recon category, click the

arrow icon next to Recon.

¥ Recon 194 68930 194 99092 2007-01-24 15:54:40 2007-01-24 16:20:56 @
Metwark Sweep 160 GEE44 160 95498 2007-01-24 15:55:25 2007-01-24 16:20056
TCP Reconnaissance 158 893 158 1074 2007-01-24 15:54:40 2007-01-24 16:20:56
Windows Reconnaissance 14 105 14 105 2007-01-24 15:586:10 2007-01-24 16:20:56
Datahase Reconnaissance 9 1545 9 15449 2007-01-24 15:54:40 2007-01-24 16:20:56
Host Part Scan g 29 8 242 2007-01-24 15:54:40 2007-01-24 16:20:56
LUDF Reconnaissance 7 12 7 100 2007-01-24 15:56:10 2007-01-24 16:20:11
Misc Recon Event 4 1] 4 72 2007-01-24 15:858:25 2007-01-24 16:20:56
ICMP Reconnaissance 3 1] 3 431 2007-01-24 15:57:41 2007-01-24 16:20:56
FTF Reconnaissance 2 17 2 17 2007-01-24 15:54:40 2007-01-24 16:10:26
Mail Reconnaissance 1 0 1 4 2007-01-24 15:54:41 2007-01-24 15:56:11

Step 4 Double-click any low-level category to view the list of associated offenses.
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The list of offenses appear.
Id Description Attacker/Src Magnitude | Target(spDest |Cat. | Attacker Net Target Net Events Start Date Last Event

Local P2P
Scanner,
Default - 2007-01-24

94 Recon- 10101.171.92 Rermote (1067) 9 Liverpaal ather 3428 15:55:02 1ma3s
External -
Patential He
Default -
Recon -
Esternal - 2007-01-24

12 Fotential 10101133167 Remote (2817) 7 Honig_Kong other 10940 155407 Tmgs
Metwork Scan
| Default
Agoressive
Femate
Scanner

161 Cetected | 208.53.239.113 Local (E80) 4 ather Training 838 A2 28m 465

16:56.01

Default -
Recar -
Extern...

Step 5 Double-click the offense you wish to view.

The details panel appears.

Step 6 View the Attacker Summary box to understand the attacker:

Step 7

Attacker Summary i Details

Magnituie

User

Lnknawn

Description

Vulnerabilities

10.106.1.229 - ——-nown
!Threat Pased 9, WA Risk 4, Magnitude & ii

0

TRSSET Wt

| ]

Location

Corporate_HQACcounting. Audit

« Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

« User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the suspicious traffic. To obtain further information
about the user, right-click on the IP address in the Description field to access
additional menu options. From the menu, select use the Select Information >
Asset Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

If the activity is normal (for example, scanning originating from a known
vulnerability scanner or network management system that may be probing the
network with SNMP traffic) then you can use the Rules function in the Offense

Manager to tune out this activity. For more information, see How do | Tune a

Reconnaissance Offense?.

In the Attacker Summary box, place your mouse over the Magnitude bar. If the VA
Risk value is greater than 0, we recommend that you investigate the target to
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determine if the target responded to the scan. A scan is worth investigating if it
receives a reply. This may indicate the initial behavior of a worm or an employee
operating an unauthorized VA scanner.

step 8 Click [5; Events.
The List of Events appears for the selected offense.

| 7 Filtewgearch |9 Claar Fitter 18] Offense N False Positice [1] Raw Events < Print fIXML [ cev  EventProcessor (-]
Viewing events from 20070124 21:11:02 to 2007 01-25 11:09:02 {View Real Time Events]
Current Filters:
Offense Name: Default - Recon - External - Potential Metwork Scan |, Local W (Clear Filter),  Source IP: 101061229 (Clear Filter
Event a
Event Name Device Coulnt Start Time » Category Source Destination User |Magnitude
Metwark
Sweep - e e
B | oradar classiyl - clio 1 2007-01-25 [ NeWork | g ng g 220:30837 | 66.54.100.50:26 NA,
11:07:02 Sweep
Clagsify
Flow
Wail Palicy Wil
@ | Viglaton- classifl - clin 1 20070125 | pgjigy 101061 228:31136 | 669423425235 | NA | M
QRadar 11:06:58 b
inlation
Clags.
il Policy Wail
@ | Viataton- classifyl © clio 1 2007-01-25 | ppjigy 1010612293105 | B4.166.216.8:25 A |
GRadar 11.06:54
violation
Class..
Mail Palicy Wall
[ | Violation- classiiyo - olio 1 2007-01-25 Policy 10106.1.229:31104 | 67.28.113.11:25 MA |
GRadar 11:06:49 -
violation
Class..
Mail Policy Wail
[ | Yiolation- classify0 - clin 1 2007-01-25 Policy 10106.1.229:31018 | 195.242.26325 A |
QRadar 11:06:46 R
“inlation
Class “w
Page:m - 11213]..|2224 n

The Device column provides the device that detected the event. If multiple devices

are reporting similar events, the credibility value for this offense increases.
Step 9 To further investigate the target, right-click on an IP address in the Source column.

The right-click menu appears.

Event

o Start Time v

Event Name Category Source Destination User |Magnitude

F2P Policy

a 11 3] Violation 9o Mavigate
F2P Palicy Violatian - 2007-01-25 P 2P Palicy Infarmation [ .
® QRadar Classi... 1 11:21-47 Vinlation 10101, Resalver Acions 21863421 MA |
I T T T— T [ arnT ra me T T A e—— T T 1

Step 10 Select Information > Asset Profile.

The Asset Profile appears.
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Asset Profile “Pors [ History

Name

Description

IP Address 10.101.167.102 VA Risk Level 1
Operating System How Threatening
Host Name (DNS Name) 10101 167102 How Threatened

(=)

Asset Weight 0 - Mot Important v

MAC | Host Name |
Machine Name

User | User Group |
Extra Data

Close window

[ Save Changes ] [ Cancel ]

Port | OSVDE ID |Name | Description | Risk | Severity Last Seen First Seen
3531 1 2007-01-24 22:00:00 (Pagsive) 2007-01-24 22:00:00 (Passive)

Step 11 Once you have determined the impact of the offense, you must either block the
source of the scan, patch or shut down services on the appropriate systems, then
take the desired action against the offense.

Step 12 Once you have resolved the offense, close or hide the offense.
For more information on closing or hiding an offense, see the STRM Users Guide.

How do | Tune a If you determine that the reconnaissance activity is normal and STRM is creating
Reconnaissance false positive offenses, you can tune STRM to make sure no more offenses are
Offense? created due to this activity.

You can tune STRM using one of the following methods:
« Tuning Using False Positive Function
« Tuning Using Custom Rules Wizard

Tuning Using False To tune reconnaissance activity using the false positive function:
Positive Function

Step 1 In the reconnaissance offense details interface, click Events.
The List of Events appears for the selected offense.

Category Offense Investigation Guide



66
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ilter/S e are ear Filter anse alse Positive aw Ewents (=) Print 2] eventproceszol
D'Flt 153 ] Filt aﬂf‘f .’\'F Ize Positi DR Ewants = Frint XL @ES\.’ Event Processar it 0 (v

Viewing events from 20070124 21:11:02 to 20070125 11:09:02 (View Real Time Events|
Current Filters:
(Offense Name: Default - Recon - Extemal - Potential Metwork Scan | Local b {Clear Filter), Source IP: 101061 229 {Clear Filter)

~
Event Name Device g:flm Start Time > | Category Source Destination User |Magnitude |
Metwark
Sweap - e =
B | oRadar classil - clio 1 f?”;.{,%gzs g&z’gk 10.106.1,229:30837 | 65.54.190.50:25 NA,
Classify k
Flowe
Wail Policy vl
B é‘;'aém”' classiv - elio 1 f?”;a'_?s'zs Policy 101061 22031136 | 65.0423425235 | NA | M
C‘azsar : Yinlation
Mail Policy Wail
6] ZI;I:SEF_ classify0 - clin 1 f??a'_usl'% Policy 101061 22931105 | B4.156.215825 A |
Class : Wialation
Mail Palicy wal
& é‘;'a;m”' classiio - elio 1 f?”;aﬁTg'zs Policy 1010612201104 | 67.28.113.11:25 A |
C‘azsar k Yinlation
Mail Policy Wail
o] é’;'aém”' classifyl - clia 1 f?DJB'TB'ES Palicy 10106.7.229:31019 | 1952422625 e |
o acar : vinlation
ass.. &

TSI oo | [ KRN -

Step 2 Select the event with the source IP address known to be producing
reconnaissance activity.

Step 3 Click %. False Positive.

The False Positive window appears with information derived from the selected
event.

R, FaisePositive

False positive tuning allows you to prevent events from correlating into offenses.

Event Property

(& Events with a specific QID of 1202486 (Uiser Login)

) Any Bvents with a low level category of QRadar User Authentication
O Any Events with a high level category of QRadar Audit

) Any Bvents

Traffic Direction

10.100.100.106 to 127.0.0.1
10.100.100.106 to Any Destination
Any Source to 127.0.0.1

Any Source to any Destination

(ONONONO]

Step 4 Select the necessary event properties to tune as a false positive.

For example, in the window above, the Events with specific QID option is selected
to tune the specific IP address and the event high-level category that is creating
the false positive reconnaissance event.

For additional information on using the False Positive tuning function, see the
STRM Users Guide.
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Step 5 Click Tune.
STRM will no longer create additional offenses for this source IP address when

performing normal VA or network management tasks.

Tuning Using Custom  To tune reconnaissance activity using the custom rules wizard:

Rules Wizard

Step 1 In the navigation bar of the Offense Manager, click Rules.

The Rules interface appears.

Dashboarcd Ewent Viewer Assels Network Surveillance Flow Viewer  Reports

*

System Time: 10:37 | CONFIG | HELP | LOGOUT |

67

| Display: | 7oes | Filter: Sciaa o groar. =] [jomues aziens ¥ o
My Offenses
e — Rule Name Group Rule Type Enabled Resl_wnse -~
Defzuli-Response-E-mail Offenss E-mail Sender Response  OFFENSE  fslse Email =
By Cabagory Delaul-Response-Syslog: Oflanss SYSLOG Sender Response OFFENSE  false Loa
Defzull-Rule-Anomaly: Devices with High Evenl Rales Anomaly EVENT false Dispatch Mew Evant
By Attacker Defaull-Rule-Anomaly. Excessre DElabase CoOnNecions anamaly EVENT wus Dispatch MNaw Event
Defzull-Rule-2nomaly: Excessne Firewsll Accepts Across Mulliple Hosts  Anomaly EVENT falss Dispatch Hew Evant
By Target Detaull-Rule-Anomaly. Excessive Firewall Denies from Single Source Anomaly EVENT rus Dispatch New Event
Default-Rule-Anamaly: Long Duration Flow Anomaly EVENT trua Dispatch New Evant
By Natwork Defauii-Rule-anomaly. Fotential HoNeaypol ACCESS ANOMaly EVENT Talse Dispatch New Eveant
Defzull-Rule-Anomaly: Rale Analysis Marked Evenls Anomaly EVENT false Dispatch Mew Evant
Remole Accass from Foreign Country Anomaly EVENT Ialse Dispatch New Event
. Default-Rule-Authentcation: Login F silure to Disabled Account Authenticat... EVENT true Dispatch New Event -
b i o . A . e =
Rule

Copyright ® 2007 All rights reserved.

Step 2 Using the Display drop-down list box, select Building Blocks.

Step 3 In the Block Name list, locate the Default-BB-HostDefinition: VA Scanner

Source IP building block.

Step 4 Click Edit.

The Rules Wizard appears.

[—_L;I Custom Rules Wizard - Rule Test Stack Editor— 1

Which tests do you wish to perform on incorning events?

Test Group

where the [ocal network is one of the following networks
where IP protocol is one of the following protocols

when the Event Pavload contains this string

where the Source Portis one of the following ports
where the Destination Port is one of the following ports
where the Local Portis one of the following ports

where the Remote Port is one of the following ports
where the Source IP is one of the following IPs

where the Destination IP is one of the following IPs
where the Local IP is one ofthe following IPs

where the Remote IP is one ofthe following IPs

where either the source or destination IP is one ofthe following IPs

when the pyentish were drterted b nne ar mnre nfthese devices
|

*O000000000000

Building Block (Click on an underlined value to edit it)

|3l

Apnly this rule |Default-EE-HostDefimtian: W& Scariner Source IP \ on events which are detected by the system
& and where either the source or destination [P is one of the following 127.0.0.2

[ ] coon

Category Offense Investigation Guide

53
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Step 5 In the Building Block section, click the IP address that appears.
A configuration window appears.

Enter an IF address or CIOR and click ‘Add’

Selected Walues

127.00.2

Remove

Step 6 Inthe Enter an IP address or CIDR and click ‘Add’ field, enter the IP address of
the VA scanner or IP address that is producing false positives.

Step 7 Click Add.
Step 8 Repeat for all VA scanners or IP address(es).
Step 9 Click Submit.

Step 10 Complete the rules wizard.

For more information on using the Custom Rules Wizard, see the STRM
Administration Guide.
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SUSsPICIOUS ACTIVITY OFFENSES

This chapter provides information on a suspicious attack including:
¢ What is a Suspicious Attack?

« How do I Investigate Suspicious Offense

 How do | Tune a Suspicious Offenses?

What is a
Suspicious Attack?

What is Suspicious
Traffic?

What is a Suspicious
Offense?

This section provides information on a suspicious attack including:
¢ What is Suspicious Traffic?
¢ What is a Suspicious Offense?

STRM detects suspicious activity, which is security events, patterns of security
events, or network flows that have been classified as suspicious and may
represent a potential threat to the network. A potential threat is traffic that may
include a virus, potential vulnerability, or potential unauthorized access. Many
devices, such as IDSs, report events when suspicious packets are detected. For
example, STRM should not detect data on a SYN packet. STRM also monitors for
patterns of events that may be considered suspicious, such as multiple log in
failures by the same source IP address followed by a successful log in. When
STRM detects these types of events, a suspicious offense is created.

STRM performs several tests on suspicious events and network flows prior to
creating a suspicious offense to rule out false positives. Suspicious events and
flows are correlated into an offense based on the results of the STRM correlation
rules.

For example, STRM considers the following questions when analyzing suspicious
traffic and events:

« What is the event rate?

« Who is the attacker (source IP address)?

« Who are the targets (destination IP addresses)?

» Are the targets vulnerable?

» Are there any patterns in the events or flows that can be suspicious?

Category Offense Investigation Guide
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What is the event rate?

STRM profiles the event rate for a device to determine the normal and abnormal
rate for a device. If STRM detects a sudden increase in event rate from a device,
or related to a specific source IP address, an offense is created.

Who is the attacker (source IP address)?

STRM profiles attackers and maintains a historical record of all detected attackers.
For each attacker, the following information is recorded:

« Types of offenses in which these attackers were involved
e Targets attacked
» Potential of threat for this source IP address.

If the source IP address of the suspicious activity is known as a threat, STRM
creates an offense.

Who are the targets (destination IP addresses)?

You can associate weights (value) to hosts, such as mission critical business
servers. This weight allows you to tune STRM to create an offense when any type
of threatening or suspicious traffic is directed at a critical business asset with high
asset weighting.

Are the targets vulnerable?

If STRM receives suspicious events, the asset profile database correlates
vulnerability assessment data and passive host profile data to correlate if the target
has a vulnerability to the suspicious activity.

Are there any patterns in the events or flows that can be suspicious?

STRM’s correlation rules searches for patterns of behavior that may be a potential
threat, such as multiple log in failures followed by a successful log in.

How do |
Investigate
Suspicious Offense

Step 1

Step 2

®

To investigate a suspicious offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.
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m Event Viewer Assels  NeTwork Survedlance  Flow Viewer  Repors
Eh 10:34 | CONFIG lllELP LOGOUT |
|L’jsmm Inactive Caisgories | Save Layout Haxt Ratresn 000040 DR @ |
© My Offenses
-
= ANOffences Category Name Cifonan.Cos o Aacker | Event Count First Offense Last Upaatea | Help
S » ; - 11187 e 2007-11-30 2007-12-05
¥ Category Folicy 97 = E £ L 10:18:25 wasor | @
= . 2007-11-30 2007-12-05
By Attacker * Potantial Exploil 11184 2016 11184 823393 101825 10-24.0% [ 7]
= - - R — 2007-11-30 2007-12-05
By Target » DOS 48 18 34 1204535 et Bt [+ ]
otk a6 1 . 2007-11-30 2007-12-05
" BymN * Recon 45 24968 a6 4TB4B4 101335 10 E40= [ 7]
= - = - - 2007-11-30 2007-12-05
Metwork Ancmalies ¥ Suspicious Activity 1 3481 ~ HER 10:18:35 w0azsr | O
= . - - 2007-11-30 2007-12-05
Ruabes » Access a7 15 26 1231 102701 102701 | B
P Mehwvork - 2007-12-04 20071205
Anomalies - “ ° 242 14:15:52 boiss1 | O
* Authenticalion [} U] o ] MNene MNone [ 7]
* Exploil a o o L] Nong PMone [ =]
* Malware a o o o None MNone 2
= Systam a o o o None rone [+ ]
* CRE a ] L] ] Mene MNone (]
* Lser Dafinad a o o L] Nong PMone 2
= SIM Audit a ] o o None MNone (=]
- VIS Host - B . — e
< >
Comyright & 2007 All rights reserved.

Step 3 To view additional low-level category information for the Suspicious Activity
category, click the arrow icon next to Suspicious Activity.

Suspicious Activity 2007-01-30 10:09:53 2007-01-30 12:27:47
IP Protocol Anomaly 343 35258 343 79822 2007-01-3011:09:45 2007-01-3012:27.47
Suspicious Packet 23 45 23 10325 2007-01-3011:09:45 2007-01-3012:27:.47
Suspicious Pattern Detected z 1 2 2 2007-01-3010:08:53 2007-01-3011:08:00

Step 4 Double-click any low-level category to view the list of associated offenses.

The list of offenses appear.

Description Attacker/Src Attacker Net Events Start Date Last Event

Default -
Folicy -
External - IRC
Connections |
Fotential
Bot...

Host Port
Scan
Detected hy
Local Haost,
Local Game
Server Sca...
Host Port
Scan
Detected hy
Local Haost,
Default- Do
- Exter...

Magnitude | Target({s)Dest Target Het

2007-01-30

a2 11:08:41

1010537124 Remaote (3240) a Sales other 18361 1mdls

2007-01-30

B 112310

101011711448 Remaote (335) 3] Liverpool other 10848 Tham 16z

2007-01-30

&2 11:10:02

10.101.145.124 Remaote (546) 5 Detroit other 4281 2m11s

Step 5 Double-click the offense you wish to view.
The details panel appears.
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SusPICIOUS ACTIVITY OFFENSES

Step 6

Step 7

|AII Offenses B0fense 25 (Summary)

o) summary (@ Targets (™) Categories [2] Annotations B Nebwodks [] Events “. Flons Actions ¥ o‘

[offense 25
Magnitude Relevance | [ | Severity | B ‘ Credibility | 2
Default- Palicy - External - IRC Connections
preceded by Potential Botnet Activity (|RC Detected)
. preceded by Local TCP Scanner Detected . i
Description preceded by Host Port Scan Detected by Local Host Event count 13385 ewents in 8 categories
preceded by Possible Local Waorm Detected
preceded by Default- Suspicious - External - Rejected Communication Attempts
Attacker/Src 1010537125 Start 2007-01-3011:09:41
Target(s)Dest Remote (32813 Duration 1h21m 50s
Network(s) other Assigned to Mat assigned
Hotes
Attacker Summary ‘Deta\\s Top 5 Categories E’Calegnnas
Magnitude User Unknown Local
— Name Magnitude Target Events Last Bvent
Description 10.108.37.125 MAC Lnknown Count
Vulnerabilities a Asset Weight i} Putle_mla\ WO S — 0 53 01-2012:31:32
Location Corporate_HQ.Sales at W'N_
Potantial Botnet — 0 15 | 0130122702
connection
HostPort Scan o 365 01-2012:31:32
Anoraly - 1] [a1E] 01-3012:31:32
L 0 268 | 01-3012:31:32
Reconnaissance
Top 10 Events Events
Event Name Magnitude Device Category Destination Start Time

Potential worm activity - Event CRE

eventprocessord © clio

Potential worm activity

68.191.8.2:35061

01-3011:10:34

Potential worm activity - Event CRE

eventprocessord o clio

Potential worm activity

£5.31.193.239:10765

01-3011:11:28

Potential worm activity - Event CRE

eveniprocessord o clio

Potential worm activity

68.162.130.21:26066

0M-30 11227

Fotential worm activity

192.168.0.81:31420

01-30 111326

Potential worm activity - Event CRE

eventprocessord & clio

Potential worm activity - Event CRE

eventprocessor & clio

Potential worm activity

172.189.218.128:10441

01-3011:14:20

Potential worm activity - Event CRE eventpracessord © clio Potential worm activity 200.77.160.243:7713 01-3011:15:15
Potential worm activity - Event CRE eventpracessord © clio Potential worm activity 6814172 28:38653 01-3011:15:56
Potential worm activity - Event CRE eventpracessord o clio Potential worrn activity 168.24373.4:4155 01-3011:16:46

View the Description field and determine the suspicious activity associated with
this offense. This may include multiple types of activity.

View the Attacker Summary box to understand the attacker:

e Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network object (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source |IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

« User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the
user who is the source of the suspicious traffic. To obtain further information
about the user, right-click on the IP address in the Description field to access
additional menu options. From the menu, select use the Select Information >
Asset Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

Step 8 View the Top 10 Events box to view the most severe events correlated to this
offense. This box provides a view of the type of events that are being correlated to
the offense, the devices from which event are being received, and the detailed
event names.
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Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

How do | Tune a Suspicious Offenses? 73

If this offense includes local targets, the Top 5 Local Targets box appears. This box
displays the top 5 destination IP addresses associated with this offense. Targets
are rated based on their overall magnitude, which takes into consideration the
severity of the overall offense, if the target is vulnerable, or if the asset has been
assigned a high weight value (indicating that this is a critical business asset). This
box allows you to determine the overall impact of this offense on your network
since you are able to determine if the host is being targeted.

If you determine that the observed activity is not normal, click Flows to further
investigate the events and network flows correlated to the offense to further
understand all suspicious activity.

The Flow Search window appears to view the network flows for this offense. This
provides you with a detailed view of the communications for the attacker on your
network and allow you to visually identify unacceptable behavior.

From the Format box, select Flow > Unioned flows.

A comprehensive view of the flow data appears. If the Flow Collector is deployed,
you can use the actual content from the flows for forensic investigation.

In the Offense Summary details panel, view the Top 10 Events box. This box
provides detailed information on the most severe events correlated to this offense
such as the reporting device, destination IP address, severity, and when STRM
first received the event. If you wish to view additional events, click Events to
view all events.

Once you have determined the impact of the offense, you must perform the
necessary steps to rectify the source of the suspicious traffic. If you have
determined this behavior is normal, you can tune STRM to no longer detect this
activity. For more information, see How do | Tune a Suspicious Offenses?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see the STRM Users Guide.

How do | Tune a

Suspicious
Offenses?

Step 1

If you determine that the suspicious activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity.

To tune suspicious offenses using the false positive function:

In the offense details interface, click = Categories.

The category details appear.
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|AII Offenses BI0ffense 871 (All Categories)

| Offense 871 [8) summary @) Targets [ categories [Z] Annotations Bl Netwots [] Events . Flons Astions ¥ ‘
Magnitude Relevance ‘ ] ‘ Severity | 3] | Credibility ‘ 2
Host Port Scan Detected by Local Host
preceded by Local Game Server Scanner Detected
. preceded by Default- Suspicious - External - Unidirectional UDP or Misc Flows :
Description precedad by Poszlble Local Warm Detacted Event count 3248 events in 6 categories
preceded by Local UDP Scanner Detected
containing IP Protacal Anomaly - GRadar Classify Flow
AttackeriSrc 10101171145 Start 2007-01-3011:2310
Target{s)Dest Remote (1428 Duration 1h44m 46z
MNetwork(s) ather i to Mot assigned
Notes

List of Event Categories [] Events
Name Magnitude LocEllapat Events Last Event
Count

Misc Recan Event o 34 01-30 13:09:03
UDF Reconnaissance 0 18 01-30 13:09:03
Host Port Scan o 21 01-30 13:09:03
Fatential worm activity 1] 9 01-30 13:09:03
Anomaly 1] 849 01-30 13:09:03
IF Protocal Anomaly 1] 3077 01-30 13:09:03

associated events.

produce suspicious activity.

step 4 Click %, False Positive.

Step 2 In the List of Event Categories, double-click the related category to display

Step 3 Select the event that includes the known source IP address that is reported to

The False Positive window appears with information derived from the selected

event.

R, Faise Positive

False postive tuning allows you to prevent events from correlating into offenses.

Event Property

(%) Ewents with a specific 210 of 1010089 (Misc Recon Event - Event GRE)
O Any Events with a low level category of Misc Recon Event

O Any Events with a high level category of Recon

) Any Events

Traffic Direction

& 10101171145 to 81.223.12.174
) 10.101.171.145 to Any Destination
O Any Source to B1.223.12.174

O Any Source to any Destination

Done 10.100.100.30 (5§

For example, in the window above, the source IP address and the event high-level

Step 5 Select the necessary event properties to tune as a false positive.

category that is creating the false positive suspicious offense. For additional
information on using the False Positive tuning function, see the STRM Users

Guide.

Step 6 Click Tune.
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STRM will no longer create additional offense for this source IP address when this
type of activity occurs.
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SYSTEM OFFENSES

This chapter provides information on system offenses including:
¢ What is a System Offense?

¢ How do I Investigate a System Offense?

¢« How do | Tune a System Offense?

What is a System
Offense?

An important component of a network security solution is monitoring the health
status of the hosts and connected devices. The possibility of a critical network
device or vital component of your network malfunctioning is a serious threat to your
network’s security. STRM monitors system logs from security devices, network
devices, and host computers.

STRM generates a system offense when a host or device on your network reaches
a critical system state. By analyzing system logs from all supported devices, STRM
can accurately determine when a system has reached a critical state, potentially
leaving the network vulnerable or inoperable.

How do |
Investigate a
System Offense?

Step 1

Step 2

®

To investigate a system offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.
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Step 3 To view additional low-level category information for the System category, click the
arrow icon next to System.

17

2007-02-01 16:40:08

2007-02-05 10:54:20

Wize Systern Event

11

2007-02-01 16:40:08

2007-02-0510:54:20

System Status

fi

2007-02-02 144613

2007-02-02 144613

Step 4 Double-click any low-level category to view the list of associated offenses.

The list of offenses appear.

| @ Clear Filter "+ Search Actions ¥

Last Refresh: 00:00:05

= |
=

o

’

Id

Description

Attacker/Src

Magnitude

Target(s)Dest

Attacker Net

Target Net

Events

T

SHELLCODE %86
setgid 0, ICMP
Destination
Unreachahle
Communi...

172.16.140.1451

Local (4)

2| MNet172_16_0_0

Multiple (2)

251414

54

SHELLCODE %86
=etgid 0, YWeb
Frotocol Anomaly

BLEEDIMNG-EDG...

10100100123

Local {33

4 Met_10_0_0_0

Met_172_16_0_0

549

SHELLCODE %86
setuid 0,
SHELLCODE %86
setgid 0,
BLEEDIMNG-ED...

172.16.50.100

Local {5)

2 Met_172_16_0_0

Met_172_16_0_0

24

SHELLCODE xE86
MOOP | YWieh
Exploit, Misc
Folicy Yiolation |
SH...

172.16.200100

172.16.50100

4 Met_172_16_0_0

Met 172_16_0_0

a0

<

Step 5 Double-click the offense you wish to view.

The details panel appears.
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| All Offenses BI0ffanse 6 (Sumrmary)

79

| Offense 6

&) summary (@) Targets [ Categories [2] Annotations BB Metwots ] Evards  Flows Actions ¥ °|

Magnitude

Relemnce| 5| Severny| 3| Credihimy| 2

SHELLCODE %26 setaid 0

to

P praceded by ICMP Destination Unreachable Comrmunication with | Bvent . ’
Descripton | b ctination Hostis Administratively Pronibited count 251603 evems In Z categories
preceded by ICMP Destination Unreachable Port Unreachahle
Attacker/Src | 172.16.150.1581 Start 2007-02-01 16:07:06
Target(s)Dest | Local i4) Duration 3d18h 55m 245
Network(s) | Multiple () Assigned || o osigned

Notes

Attacker Summary @D etsis

Top 5 Categories @ Categories

Local

paonitiog pser Unknow Name Magnitude | Target | Events Last Event
Description 1F216. 16801451 MAC Lnknown Count
Vulnerabilities | 0 Asset Weight | 0 ICMP - 3607 251601 02-0511:02:36
Reconnaissance
Location Met-10-172-192.Met 172 _16_0_0 :
Misc Systern 1 2 0205 10:34:05
Event
Top 5 Local Targets (@) Tagets
IP/DNS Name Magnitude Vulnerable Chained User MAC Location Weight
172166096 | n— Unknown Yes Unknown Unknown et 172_16_0_0 a
17216.10.98 Unknown Yes Unknown Unknown Met_172_16_0_0 a
172161014 Lnknown o Unknown Linknown et 172 16_0_0 1]

<

Step 6 View the Attacker Summary box to understand the attacker:

Step 7

« Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably

configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is

probably configured. For more information on the Event Viewer, see the

STRM Users Guide.

« User - If the attacker is local or a VPN user and STRM is receiving user identity
logs, this field indicates user identity information. This allows you identify the

user who is the source of the traffic. To obtain further information about the

user, right-click on the IP address in the Description field to access additional

menu options. From the menu, select use the Select Information > Asset

Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user.

When a system event occurs, the source and destination IP addresses may

indicate the same host. This host may have suffered a system error. For example,
a memory issue, configuration errors, or hardware issues.

Once you determine the nature of the error, you must determine the root cause, for
example, user error, hardware failure, or an unexpected spike in traffic.
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Step 8

Step 9

Once you determine the root cause of the error, notify the proper administrators to
rectify the situation. If you have determined this behavior is normal, you can tune
STRM to no longer detect this activity. For more information, see How do | Tune a
System Offense?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see the STRM Users Guide.

How do | Tune a
System Offense?

Step 1

Step 2

Step 3

Step 4
Step 5

If you determine that the system activity is normal and STRM is creating false
positive offenses, you can tune STRM to make sure no more offenses are created
due to this activity.

To tune system activity using the false positive function:

In the offense details interface, click Events.

The List of Events window appears.

" Filter/Search % Clear Filter @Uﬂense '\- False Positive Rraw Events (3 Print ﬂxML csv  Event Processor | eventprocessoil » O
The maximum time range allowed for an event search is 24h. Only returning the first 24h of your query.
Viewing events from 2007 0201 16:02:06 to 20070202 16:02:06 (View Real Time Events|
Current Filters:
Offense Name: SHELLCODE %86 zetgid 0, ICMP Destination Unreachable Communi (Clear Filter), Source IP: 172.16.150.151  (Clear Filter)
Evel l
Event Name Device Coull: Start Time v Category Source Destination User |Magnitude
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 8 ngﬂi;—Efg—UZ Eg’;znnaiaaancg 172161501510 1721610980 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 7 1230072—0329—02 Eg’;znnaiaaancg 172161501510 1721610980 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at El 1230020325—02 Eg’;znnaiaaancg 172161501510 1721610180 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 7 1230072—229—02 Eg’;znnaiaaancg 172161501510 1721610980 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 13 1230020129—02 Eg’;znnaiaaancg 172161501510 1721610180 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 7 1230020123—02 Eg’;znnaiaaancg 172161501510 1721610980 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 8 1230072—%28—02 Eg’;znnaiaaancg 172161501510 1721610180 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 8 1230072—%27—02 Eg’;znnaiaaancg 172161501510 1721610980 MNA | -
Fort Un. 172.16.60.96
ICMP Destination Auto-discovered
Ci Unreachahle Snort at 8 ngﬂq—E;ZE—UZ Eg’;znnaiaaancg 172161501510 1721610980 MNA | -
Fort Un. 172.16.60.96
[P Destination | Auto-discoversd .| zor0z0z | iowe i v

(T o | | - KIHEMETY - |

Select the event that includes the known source IP address that is reported to
produce system activity.

Click 4. False Positive.

The False Positive window appears with information derived from the selected
event.

Select the necessary event properties to tune as a false positive.
Click Tune.
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STRM will no longer create additional offense for this source IP address when this
type of activity occurs.

How Can | Verify By default, STRM generates system offenses as a result of multiple system errors
That STRM is occurring within a specified time frame on the same host. If STRM detects system
Receiving Valid errors occurring on your network that are not creating offenses, this is likely related
Offenses? to the number of errors that have occurred or the time frame in which the errors

have occurred. To tune these values using the Custom Rules Wizard:.
Step 1 In the navigation bar of the Offense Manager, click Rules.
The Rules interface appears.

Frunnhiane 3 Fonil Visoweni  Aassls Beteorh Soreedlence  Pow Viewes  Hepords

Eﬂ-— FECHE | SOPS | HELF LSS

in.,....- == B P = T] Lo sy o

e Hame Trep muc Tipt  Enatied R apiiie
Ustsutd tsspones-L-—s 5% Lomml Tt Mesponss  IILWSL  fslss

Bt rals® a

wlaul Hagw SuParioster Loue P spure b Lha sk S Rl

Cammgn b T e ngm ranees

Step 2 Using the Display drop-down list box, select All Deployed Rules.
Step 3 Locate the Default-Rule-System: Multiple System Errors rule.
Step 4 Click Edit.

The Rules Wizard appears.
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Step 5

Step 6

Step 7
Step 8
Step 9

|
@ Custom Rules Wizard - Rule Test Stack Editor —

Which tests do you wish to perform on incoming events?

Test Group: | 4l v Export as Building Block

where the local network is one of the following networks ~

where IP protocol is one of the fallowing protocols

when the Event Pavload contains this string

where the Source Portis one of the following ports

where the Destination Port is one of the following ports

where the Local Portis one ofthe following ports

where the Remate Partis one of the following ports

where the Source IP is one of the following IPs

where the Destination IP is one ofthe following IPs

where the Local IP is one of the following IPs

where the Remote [P is one ofthe following IPs

where either the source or destination IP is one ofthe following IPs
when the prentis were detected by nne or mnre nfthese devices

0000000600000

A
w
w

Rule (Click on an underlined value to edit it)

Apply this rule |Defaul-Rule-System: Multiple System Ermors on events which are detected by the system

@ and when we see any of these Default-B8-CategoryDefinition: Systern Errars and Failures with the same source
1P rnore than 10 times, across more than O destination [P(s] within 3 minutes

Motes (Enter your notes about this rule)
Repotts when as source has 10 system errors within 2 minutes.

|

In the Rule box, click the number that appears in the more than 10 times
statement.

In the Enter a rule count field, enter the number that meets the needs of your
network.

In the Rule box, click the number that appears in the within 3 minutes statement.
Edit the time frame, as necessary
Complete the rules wizard.
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USER DEFINED OFFENSES

This chapter provides information on user defined offenses including:
» Whatis a User Defined Offense?

¢ How do I Investigate a User Defined Offense?

 How do | Tune a User Defined Offense?

What is a User
Defined Offense?

You can use many different tools, techniques, and strategies to protect your
network. The variety of techniques implemented by the numerous security devices
available makes defining network attacks and offenses an increasingly complex
task. STRM allows you to map events that do not belong to traditional event
categories as user defined offenses.

STRM generates a user defined offense when many user defined events are
detected by the system. You can define your own custom algorithm’s into the
system and map the resulting offenses to the user defined category. This allows
you to identify extraordinary or non-traditional network offenses.

How do |
Investigate a User
Defined Offense?

Step 1

Step 2

®

To investigate a user defined offense:

Click the Offense Manager tab.

The Offense Manager window appears.

Click By Category from the navigation menu.

The By Category view appears displaying high-level categories. The counts for
each category are accumulated from the values in the low-level categories.

Hint: Only low-level categories with associated offenses appear with an arrow.
You can click the arrow to view the associated low-level categories. If you wish to
view all categories, click Show Inactive Categories.
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m Evend Viewer Assels  Network Surveillance  Flow Viewer Reports
Syatem Time: 10:82 | CONFIG | HELP | LOGOUT |
|anm Inactive Categories | Save Layout Hexi Rafrash: 000035 IE @ |
“ My Offenses
-
Offense Count | Local Target Atlacker =
* All Offenses Category Name = et e Event Count First Offense Last Updated | Help
. 2007-11-30 2007-12-05
* By Category * Folicy 11197 3 11187 1448018 T sice | B
. 2007-11-30 2007-12-05
* By Attacker * Potential Explait ERRERS 2019 11184 g25200 10-18.25 105150 B
. . F— 2007-11-30 2007-12-05
© By Target » DOS 48 e S| sl 10:24:01 wsion | O
= ;. " . 2007-11-30 2007-12-05
By Notuwark * Recon 5 24981 46 ABAG37 101325 E1ET [+ ]
- 2007-11-30 2007-12-05
“  Metwork Ancmalies # Suspiclous Activity 41 3488 +1 Brasa S nsisr | G
. - - 2007-11-30 2007-12-05
* Rubes P Access 37 15 26 12319 102701 104301 | O
P Hetwork - 2007-12-D4 2007-12-05
Anomalies = e o 242 14.15:52 Dgiss: | O
& Authentication Q o o o None Mone [+ ]
= Exploil Q o o o Mone Mone [=]
* Malware a D ] o None Mone [+ ]
= System Q o 5} o Nona Mone [+ ]
* CRE a o 1] o MNone Mone (7]
* User Dafinad Q o o o Mone Mone a2 —
= SiM Audit a o 1} o MNaona Mane [+ ]
® WIS Host - - - - -
< >
Copyright & 2007 All rights resensed.

Step 3 To view additional low-level category information for the User Defined category,
click the arrow icon next to User Defined.

1448

2007-02-19 09:18:52

2007-02-19 10:12:08

User Defined

Custom Palicy 1

6491

2007-02-19 09:18:52

2007-02-1910:12:08

| customPaolicy3 |

19 |

18 |

773 |

2007-02-19 09:34:38

| 2007-02-1910:12:08

Step 4 Double-click any low-level category to view the list of associated offenses.

The list of offenses appear.

Description

Attacker/Src

Magnitude

Target(s)Dest

Cat.

Attacker Net

Target Net

Events

Start Date

Last Event

Fotential
Botnet
Activity
(IRC
Detected)
, Custom
Localta
La..

56

17216.60.230

Multiple (39)

HighSpeed_Servers

Multiple (3)

2007-02-19

iz 10:04:39

1m18s

Custam
Lacal to
Lacal
Ewvent,
Potential
Botnet
Activity
(IRC ..

17216.60.161

Multiple (1903

HighSpeed_Servers

hultiple (2)

2007-02-15

1z 18:32:33

9m 205

Custom
Lacal to
Local
Ewvent,
Custom
Lacal to
Remote
Event

58

17216.150.40

Multiple (3

Ferformance_Servers

hultiple (2)

2007-02-19

A 10:04:39

1m 245

Step 5 Double-click the offense you wish to view.

The details panel appears.
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85

‘ All Offenses B)Offense 58 (Summany) |
-~
| Offense 56 o Summary @) Targets [T\ Categories (=] Annotations W Networks || Events - Flows Actions ¥ °|
Magnitude Relevance ‘ [ | Severity | 4 ‘ Credibility ‘ [
Patential Botnet Activity (IRC Detected)
preceded hy Customn Local to Local Event
Description preceded by Host Port Scan Detected by Local Host Event count | 941 events in 10 categories
preceded hy Customn Local to Remote Event
preceded by Default - Suspicious - Internal - Unidirectional TGP Flows
AttackerSrc 172.16.60.230 Start 2007-02-1910:04:30
Target(s)Dest | Local (19) Remote (20 Duration 11m 138
Network(s) Multiple (3 Assignedto | Mot assigned
Notes
Attacker Summary ‘De(a\ls Top 5 Categories @calegones
i User Unlknowm Name Magnitude LOCSLI;::;UP" Events Last Event
Description 172.16.60.230 MAC Unknown Fotential Botnet
Vulnerabilities 0 Asset Weight ] connection — o z 0Z2-1810:00:53
Location 91-Intemal 0A HighSpeed_Setvers Custom Policy 1 - 0 ] 02-1910:15:53
Host Fort Ecan 2 3 02-1910:15:53
Evecutable Code. | g 2 | 0218101123
Detected
IP Protocol Anomaly 22 280 02-1810:15:53
Top 5 Local Targets @ Targets
IPDNS Name Magnitude Vulnerable Chained User MAC Location Weight
17216107201 Unknown Mo Linknown Unknown 0A_107_subnet a
172.16.107.205 Unknowt Mo Unknown Unknawn QA_107_subnet a
172.16.107.206 Unknown Mo Lnknown Unknown QA_107_subnet a
172.16.107.195 Unknown Mo Linknown Unknown @A_107_subnet a
172.16.107.199 Unknown Mo Linknown Unknown @A_107_subnet a
‘Tnu 10 Events Events ‘
‘ Event Name ‘ Magnitude ‘ Device | Category ‘ Destination | Start Time | -
£ ba

Step 6 To investigate the attacker, view the Attacker Summary box:

L]

Location - Allows you to determine if the attacker is local or remote:

- Local - This field specifies the network (group) in which it is located.

- Remote - This field specifies the geographic location of the attacker, for
example, Asia. We recommend that you investigate the traffic from the
remote source IP address to make sure that your firewalls are probably
configured to block any threatening traffic. If firewall logs are being sent to
STRM, use the Event Viewer to investigate firewall logs to make sure it is
probably configured. For more information on the Event Viewer, see the
STRM Users Guide.

User - If the attacker is local or a VPN user and STRM is receiving user identity

logs, this field indicates user identity information. This allows you identify the
user who is the source of the traffic. To obtain further information about the
user, right-click on the IP address in the Description field to access additional
menu options. From the menu, select use the Select Information > Asset
Profile. The Asset Profile window allows you to determine additional
information regarding the identify of the source user. You can also determine if
the user associated to the offense is a valid user on the device they are
attempting to access.

Step 7 Since user defined offenses are based on configurable user defined data, there
are a variety of methods for investigating these offenses. You must understand the
logic used to create the offense and inspect the network events associated with
this offense.
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Step 8

Step 9

Once you have determined the impact of the offense, you must perform the
necessary steps to rectify the source of the activity. If you have determined this
behavior is normal, you can tune STRM to no longer detect this activity. For more
information, see How do | Tune a User Defined Offense?.

Once you are satisfied that you have resolved the offense, you can close or hide
the offense.

For more information on closing or hiding an offense, see Investigating Offenses in
the STRM Users Guide.

How do | Tune a
User Defined
Offense?

Step 1

If you determine that the activity is normal and STRM is creating false positive
offenses, you can tune STRM to make sure no more offenses are created due to
this activity.

To tune reconnaissance activity using the custom rules wizard:

In the navigation bar of the Offense Manager, click Rules.

The Rules interface appears.

Dashboancd Event Viewer Assels HNefwork Survedlance Flow Viewer Reports
System Time: 10:37 | CONFIG | HELP | LOGOUT

| Display: | 2o w| Finter:Sciead & grous =1 Greugs Amiens ¥ o |
My Offenses
e — Rule Name + Group Rule Type Enabled Response -
Defaull-Response-E-mail Cffiense E-mail Sender Response  OFFENSE  false Email
By Category Default-Response-Syslog. Ofense SYSLOG Sender Response OFFENSE Ialse Log
Defaull-Rule-Anomaly: Dewicas with High Event Rates Anomaly EVENT talse Dispatch Hew Event

D ¥ EXC [al Can n Anarmaly EVENT rus Dispatch Naw Event
cesse Finewall Accepts Across Mulliple Hosts  Anomaly EVENT false Dispatch New Event

By Attscker

Defaull-Rule-Anomaly:

By Target Defaull-Rule-Anomaly. Excessive Firewall Danies from Single Source Anormaly EVENT rus Dispatch New Event
Defzull-Ruls-4nomaly Long Durabion Flow Anomaly EVENT trus Dispatch Hew Event
By Notwark Defaull-Rule-Anomaly. Patantial HONeypol ACCESS anomaly EVENT 1alae Dispatch New Event
Default-Rule-Anomaly: Rale Analysis Marked Events Anamaly EVENT false Dispatch New Event
- [} v. Remobe Access from Foreian Countey Anomaly EVENT Izlse Dispatch New Event
— Defaull-Rule-Authentication: Lagin Failure to Disabled Account Authenticai . EVENT trus Dispatch New Event -
8 e B o o . 8 : —— 8 = >
Rule

Copyright & 2607 All rights reserved

Step 2 Click New Event Rule.
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©| Custom Rules Wizard - Rule Test Stack Editor —

Which tests do you wish to pedform on incoming offenses?

Test Group: | Al ~ Export 55 Building Black.

where the networks affected are any of one of the following networks ~
where the Attackerviolator [P is ane of the following IPs

where the target list includes any of the following IPs

when the offenseds) occur on the selected day ofthe month

when the offenseds) occur on any ofthese days of the week

when the offense(s) occur after this time

where the categories of the offense include any of the following list of categories
where the offense severity is greater than 5 {Default}

where the offense Credibility is greater than 5 {Default}

where the offense Relevance is greater than 5 {Default}

where the device trpe(s) that detected the offense is one of the following device types
where the number of device types that detected the offense is greater than this number
whirta the attack conted is this contasxt

000000000000

Bin
v
v

Rule (Click on an underlined value to edit it)

Apply this rule [enter wle name here) on offenses which are detected by the system

Step 3 Use the available rules and building blocks to create the required logic necessary
to generate the offense.

Step 4 Click Next.

Step 5 The Rules Response Window appears.
Step 6 Select the Dispatch New Events check box.
Additional optional appears.

[] Drop the detected event A

Rule Response
Choose the response(s) to take when an event occurs that triggers this rule
Dispatch New Event
Enter the details of the event to dispatch
Event Name

Event Description

Offense Naming

O This infarmation should contribute to the name of the associated offense(s)

O This infarmation should set or replace the name of the associated offense(s)

@ This inforration should nat contribute to the naming of the associated offense(s)
Event Details

Severity | 1w Credibility | 10 1+ Relevance | 10+

High-Level Category | User Defined « | Low-Level Category | Custom Palicy 1 v
[ Ensure the dispatched event is part of an offense
Include detected events from this attacker from this point forward, for 300 second(s), in the offense
[] Resolve Offense
] Email

[] Send to SysLog

Step 7 From the High-Level Category drop-down list box, select User Defined.

Step 8 Select the Ensure the dispatched event is part of an offense check box.
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Step 9 Complete the rules wizard.

For more information on using the Custom Rules Wizard, see the STRM
Administration Guide.
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