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About This Guide

This NetScreen-Security Manager 2007.3 Installer Guide describes how you can install
an initial working NetScreen-Security Manager (NSM) system.

NOTE: If you are currently using a previous version of NetScreen management software
(for example, NetScreen-Global PRO or NetScreen-Global PRO Express), refer to
the NetScreen-Security Manager 2004 FP3 Migration Guide for more specific
information.

Audience
This guide is intended primarily for IT administrators who are responsible for
installing, upgrading, and maintaining NetScreen-Security Manager.
Conventions
The sample screens used throughout this guide are representations of the screens
that appear when you install and configure the NetScreen-Security Manager

software. The actual screens may differ.

All examples show default file paths. If you do not accept the installation defaults,
your paths will vary from the examples.

Table 1 shows the notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description
NOTE: Informational note Indicates important features or instructions.
Caution Indicates that you may risk losing data or damaging your
& hardware.
i Warning Alerts you to the risk of personal injury.

Audience
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Table 2: Text Conventions

Table 2 and Table 3 show the text and syntax conventions used in this guide.

Convention

Description

Examples

Bold typeface

Bold sans serif
typeface

Key name in angle brackets

Key names linked with a
plus sign (+) in angle
brackets.

Plain sans serif
typeface

Italics

Represents commands and keywords in
text.

Represents text that the user must type.

Indicates the name of a key on the
keyboard.

Indicates that you must press two or
more keys simultaneously.

Represents information as displayed on
your terminal’s screen.

B Emphasize words.
m |[dentify variables.

m Identify book names.

B Command example:

[ssue the clock source command.
B Keyword example:

Specify the keyword exp-msg.

user input

Press Enter.

Press Ctrl + B.

hostl#show ip ospf 2

Routing Process OSPF 2 with Router ID
5.5.0.250

Router is an Area Border Router (ABR)

B There are two levels of access, user and privileged.
W clusterld, ipAddress.
B NetScreen-Security Manager 2007.3 Installer Guide.

Table 3: Syntax Conventions

Convention

Description

Examples

Words in plain text

Words in italics

Words separated by the | symbol

Represent keywords.

Represent variables.

Represent a choice to select one keyword or variable to

terminal length
mask, accessListName

diagnostic | line

the left or right of this symbol. (The keyword or
variable may be either optional or required.)

Words enclosed in [ brackets ] Represent optional keywords or variables. [ internal | external |

Words enclosed in [ brackets 1* Represent optional keywords or variables that can be [ levell | level2 | 11 1%

entered more than once.

Words enclosed in { braces } { permit | deny } { in | out }

{ clusterld | ipAddress }

Represent required keywords or variables.

X ®m Conventions
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User Interface Conventions

Throughout this book, a chevron ( > ) indicates navigation paths through the Ul by
clicking menu options and links. For example, the path to the local user
configuration is presented as Object Manager > User Objects > Local User
Objects.

Figure 1: Sample Screen

“_ ‘Local Users - Juniper Metworks - NSM - global : current 101 =l
File Edit View Devices Toals Help

&2BLBE S ( @gJuniper

NETWORKS

E

|global ﬂl .o & Local Users
Y

Log Wiewer - User Trea [ Uszer Table

Report Manager -
Log Irvestigstor |E] |;:|9] =
Device Manager

(&= Security Policies

P anzger

:‘} Ohject Manager |

Address Ohjects

T G Attack Chjects

— 3 antivirus Ohjects

— 28 GTP Ohjects

= g Avthertication Servers

Certificate Authorities

— & CRLs

g Group Expressions

8 IP Pacls

(- = MAT Objects

= !} Remate Settings

— <D Schedule Ohjects

B3 R 2 iDhiec]
i"' External Users L1
-i;_ derns E OUR S

B ¢ Server Manager -

superEd10.100.37 211 EE_'_ @

@ Uzer Ohjects

1. In the main navigation tree, select Object Manager. The Object Manager tree
expands to reveal a subset of objects.

2. In the Object Manager navigation tree, select User Objects. The main display
area displays all defined user objects.

3. Inthe User Objects navigation tree, select Local User Objects. The main display
area displays all defined local user objects.

Conventions ® Xi
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Hlustration Conventions

Figure 2 shows the basic set of images used in illustrations throughout this
document.

Figure 2: Images in lllustrations

White = Protected Zone Interface

’ y Local Area Network (LAN) with a : ;
[ \ Single Subnet. (example: Security Device
10.1.1.0/24)
) Desktop Computer
Security Zone
i “"'{ , | ) Laptop Computer
Intermet ? Internet _ w";;%}
o
—_——
.--""'"
@ Tunnel Interface % = Server
e =
- _..,.rl"-
--...___'_,.-"""
VPN Tunnel l- | Router
"ﬁ" Security Zone Interfaces Suiitch

(example: Trust Zone)

Black = Outside Zone Interface

(example: Untrust Zone)

Unsupported Characters

The following characters are not supported in the NetScreen-Security Manager Ul:

Control characters (< = 0x1F)
Unicode (> = 0x100)
Quotation mark ( “)

Percent sign ( % )

Backslash (\)

Ampersand ( & ) cannot be used as the first character in a field.

NOTE: NetScreen-Security Manager does support the above characters in the Search
Mode fields and the Attack Object Editor.

m  Conventions
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Additionally, the following characters are not supported for NetScreen-Security
Manager administrator names:

m  Number sign (#)

m  Dollarsign ($)

m  Percent sign ( % )

m  Circumflex (N)

m  Ampersand (&)

m  Asterisk ( *)

m  Square brackets ([])
m  Curly brackets ({ })
m  Parentheses (())

m  Forward slash (/)

m  Greater than sign ( > )
m  Single straight quote (')
m  Single curly quote (')

m  Period (.)

Documentation
This section describes documentation for NetScreen-Security Manager.

NetScreen-Security Manager Installer Guide Overview

This guide details the steps to install the NetScreen-Security Manager management
system on a single server or on separate servers. It also includes information on
how to install and run the NetScreen-Security Manager user interface. This guide is
intended for IT administrators responsible for the installation and/or upgrade to
NetScreen-Security Manager.

Related NetScreen-Security Manager Documentation
The NetScreen-Security Manager documentation set includes the following guides:

NetScreen-Security Manager Administrator’s Guide—This guide describes how to use
and configure key management features in the NetScreen-Security Manager. It
provides conceptual information, suggested workflows, and examples where
applicable. This guide is best used in conjunction with the NetScreen-Security
Manager Online Help, which provides step-by-step instructions for performing
management tasks in the NetScreen-Security Manager UL.

This guide is intended for application administrators or those individuals
responsible for owning the server and security infrastructure and configuring the

Conventions m  Xiii
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Web Access

product for multi-user systems. It is also intended for device configuration
administrators, firewall and VPN administrators, and network security operation
center administrators.

NetScreen-Security Manager Online Help—The online help provides task-oriented
procedures describing how to perform basic tasks in the NetScreen-Security
Manager user interface. It also includes a brief overview of the NetScreen-Security
Manager system and a description of the GUI elements.

The online help is best used in conjunction with the NetScreen-Security Manager
Administrator’s Guide, which provides conceptual information, suggested
workflows, and examples for management tasks where applicable. The online help
is intended for network and security administrators who are using the Ul to
configure and manage devices.

NetScreen-Security Manager Release Notes—The release notes provide the latest
information about features, changes, known problems, resolved problems, and
system maximum values. If the information in the Release Notes differs from the
information found in the documentation set, follow the Release Notes.

Release notes are included on the corresponding software CD and are available on
the Juniper Networks Website. The documentation is also available on the Internet.

You can order a set of printed documents from your Juniper Networks sales
representative.

To view the documentation on the Web, go to

®  www.juniper.net/techpubs/

Comments About the Documentation

xiv m  Conventions

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation to better meet your needs. Please e-mail your
comments to:

m  fechpubs-comments@juniper.net
Along with your comments, be sure to include the following information:
®  Document name
= Document part number
= Page number

m  Software release version


mailto:techpubs-comments@juniper.net
http://www.juniper.net/techpubs/

About This Guide

Technical Documentation and Support

To obtain technical documentation for any Juniper Networks product, visit

www.juniper.net/techpubs/.

For technical support, open a support case using the Case Manager link at
http://www.juniper.net/customers/support/ or call 1-888-314-JTAC (within the United
States) or 1-408-745-9500 (outside the United States).

If you find any errors or omissions in this document, please contact us at
techpubs-comments@juniper.net.

Technical Documentation and Support B XV
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Chapter 1
Introduction

This chapter contains the following sections:

m  [nstallation Process Overview on page 1

m [nstallation Package on page 2

m  Managing License Key File on page 3

m  [nstallation Considerations on page 11

m  Configuration Options on page 12

m  Next Steps on page 15

This chapter provides you with the information you need to install
NetScreen-Security Manager and integrate it into your network. It provides an
overview of the NetScreen-Security Manager installation process. It also reviews
minimum hardware and software requirements and options for configuring the
management system to provide enhanced functionality, performance and
scalability.

Installation Process Overview

NetScreen-Security Manager is software that enables you to integrate and centralize
management of your Juniper Networks NetScreen security environment.

There are two main software components that you need to install and run
NetScreen-Security Manager: the NetScreen-Security Manager management system
and the NetScreen-Security Manager User Interface (Ul).

The overall process for installing NetScreen-Security Manager is as follows:

m  Management System Install Process on page 1

m  User Interface Install Process on page 2

Management System Install Process

The management system installer enables you to install all of the software
requiredto run each component of the NetScreen-Security Manager management
system.Refer to “Technical Overview” on page 145 for more information about the

Installation Process Overview m 1
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2 =

NetScreen-Security Manager management system.

The management system installer is a shell archive script that you can run on any
dedicated Solaris 8, 9 or 10, Red Hat Enterprise Linux ES 3.0 or 4.0 (Minimal and
Full Install), or Red Hat Enterprise Linux AS (Minimal and Full Install) server
that meets minimum system requirements. See “Minimum System Requirements”
on page 9 for more information on the minimum required hardware and software
that you need to install the NetScreen-Security Manager management system.

NOTE:

NetScreen-Security Manager 2005.3 and later no longer supports installations on
servers running Red Hat Linux 8 or 9. If you plan to install the management
system on a server running Red Hat Linux 8 or 9, you must upgrade the system to
Red Hat Enterprise Linux ES 3.0 or 4.0, or Red Hat Enterprise Linux AS.

There are separate installer scripts for Linux and Solaris installations. When you
launch the management system installer, the script guides you through all the steps
required to install and configure each management system component.

User Interface Install Process

The NetScreen-Security Manager User Interface (Ul) installer launches an
InstallAnywhere wizard that you can run on any Windows or Linux-based computer
that meets minimum system requirements. See “Minimum System Requirements”
on page 9 for more information on the minimum required hardware and software
that you need to install the NetScreen-Security Manager UL.

The InstallAnywhere wizard guides you through all of the steps required to
configure and install the Ul. After you install the Ul, you can connect it to the
management system.

Installation Package

Installation Package

All of the software files required to install NetScreen-Security Manager are located
on the NetScreen-Security Manager installation CD or on the Internet at the Juniper
Networks corporate support web site. We recommend you download these files to
the computers on which you plan to install NetScreen-Security Manager before you
begin the installation process.

Table 1 describes the contents of the NetScreen-Security Manager installation CD.

Table 1: NetScreen-Security Manager Installation Files

Filename Description

nsm2007.3_ui_win_x86.exe Installer for the NetScreen-Security Manager Ul (for
Windows-based computers).

nsm2007.3_ui_linux_x86.bin Installer for the NetScreen-Security Manager Ul (for
Linux-based computers).

nsm2007.3_servers_linux_x86.sh  Installer for the NetScreen-Security Manager management
system for Linux.

nsm2007.3_servers_sol_sparc.sh Installer for the NetScreen-Security Manager management
system for Solaris.
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Filename Description

systemupdate-nsm-linuxES_3.tar ~ System update utility for Red Hat Enterprise Linux ES 3.0.
You use this file to update files on your system required for
the installer to run properly.

systemupdate-nsm-linuxES_4.tar ~ System update utility for Red Hat Enterprise Linux ES 4.0.
You use this file to update files on your system required for
the installer to run properly.

nsm2007.3r1-systemupdate-solaris System update utility for Solaris. You use this file to update

8.tar, files on your system required for the installer to run
nsm2007.3r1-systemupdate-solaris properly.
9.tar and

nsm2007.3r1-systemupdate-solaris
10.tar for Solaris 8, 9, 10
respectively.

Managing License Key File
As of Release 2007.3, the NetScreen-Security Manager (NSM) product line uses a
licensing mechanism to prevent unauthorized access to an unlicensed copy of NSM

and to enforce a limit on the maximum number of devices that can be managed by
NSM.

The base license (NS-SM-A-BSE and NS-SM-S-BSE) supports 25 devices with high
availability (HA), including modeled, vsys, ScreenOS, and IDP. To manage more
than 25 devices, a license key must be retrieved from the Juniper License
Management Server (LMS) and then installed onto the NSM Server or NSMXpress.
For details on modeled, vsys, ScreenOS, and IDP devices, see the NetScreen-Security
Manager Administrator's Guide.

Generating the License Key File

LMS provides an interface to generate licenses based upon serial number,
authorization code and installation ID.

Installing NetScreen-Security Manager 2007.3
The first time you install NSM 2007.3 software only, you need to generate a license
key file that requires an installation ID.

Generating the License Key for a NetScreen Security Manager 2007.3
Software-Only Installation

To generate the license key file for an NSM 2007.3 software-only installation:

1. Run the NSM 2007.3 installer image on the server designated for NSM. The
NSM Server generates an installation ID.

2. Log on to the LMS system. You are prompted to provide a serial number and an
authorization code

Installation Package ®m 3
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NOTE:

Your serial number is printed on the paper license certificate given to you when
you purchased NSM. Juniper Networks provides authorization code via email for
NSM SKUs NS-SM-ADD-50D, NSM-SM-ADD-100D, NS-SM-ADD-500D and
NS-SM-ADD-1KD. If you received a paper license certificate, and are managing
more than 25 devices, call Juniper Networks Customer Service. The Customer
Service will validate your purchase and generate a license key file.

3. Enter the serial number and authorization code. You are prompted to enter the
installation ID.

4. Enter the installation ID that was generated by NSM Server.
The LMS system generates a license key file for the stock-keeping unit (SKU)
recorded.The License key file will be emailed to you. You can also save the license

key file to your local drive.

Generating the License Key for NSMXpress Installation
To generate the license key file for an NSMXpress installation:

1. Log on to the LMS system. You are prompted to provide a serial number and an
authorization code.

2. Enter the serial number and authorization code. The serial number is on the
back of the NSMXpress chassis.

NOTE:

Juniper Networks provides an authorization code via email for NSM SKUs
NS-SM-ADD-50D, NSM-SM-ADD-100D, NS-SM-ADD-500D and NS-SM-ADD-1KD. If
you received a paper license certificate, and are managing more than 25 devices,
call Juniper Networks Customer Service. The Customer Service will validate your
purchase and generate a license key.

The LMS system generates a license key file for the stock-keeping unit (SKU)
recorded.

The License key file will be emailed to you. You can also save the license key file to
your local drive.

Generating the License Key for NetScreen Security Manager 2007.3 High
Availability Installation

To generate the license key file for an NSM with HA installation:

1. Run the NSM 2007.3 installer image on the server designated as your primary
NSM. The NSM Server generates an installation ID.

2. Run the NSM 2007.3 installer image on the server designated as your
secondary NSM. The NSM Server generates an installation ID.
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3. Log on to the LMS system. You are prompted to provide a serial number and
authorization code.

NOTE: Your serial number is printed on the paper license certificate given to you when
you purchased NSM. If you do not have the serial number or the LMS System fails
to recognize the serial number, call Juniper Networks Customer Service.Juniper
Networks provides authorization code via email for NSM SKUs NS-SM-ADD-50D,
NSM-SM-ADD-100D, NS-SM-ADD-500D and NS-SM-ADD-1KD. If you received a
paper license certificate, and are managing more than 25 devices, call Juniper
Networks Customer Service. The Customer Service will validate your purchase and
generate a license key.

4. Enter the serial number and authorization code. The LMS system prompts you
to enter the installation 1D.

5. Enter the installation ID that was generated by the NSM Server.

6. Select the Need High Availability Key check box. The LMS systems will prompt
to provide NSM Secondary serial number and Secondary Install 1D.

The LMS system generates a license key file for the stock-keeping unit (SKU)
recorded.

The License key file will be emailed to you. You can also save the license key file to
your local drive.

Upgrading to NetScreen-Security Manager 2007.3

When you upgrade from a previous version to 2007.3, you need to generate a
license key file that requires an installation ID.

Generating the License Key for a NetScreen Security Manager 2007.3
Software-Only Installation

To generate the license key file to upgrade to NSM 2007.3:

1. Run the NSM 2007.3 installer image on the server designated for NSM. The
NSM Server generates an installation ID.

2. Log on to the LMS system. You are prompted to provide a serial number and
authorization code.

NOTE: Your serial number is printed on the paper license certificate given to you when
you purchased NSM. If you do not have the serial number or the LMS System fails
to recognize the serial number, call Juniper Networks Customer Service.Juniper
Networks provides an authorization code via email for NSM SKUs
NS-SM-ADD-50D, NSM-SM-ADD-100D, NS-SM-ADD-500D and NS-SM-ADD-1KD. If
you received a paper license certificate, and are managing more than 25 devices,
call Juniper Networks Customer Service. The Customer Service will validate your
purchase and generate a license key.

3. Enter the serial number and authorization code. You are prompted for your
installation ID.

Installation Package ®m 5
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4. Enter the installation ID that was generated by the NSM Server.

The LMS system generates a license key file for the stock-keeping unit (SKU)
recorded.

The License key file will be emailed to you. You can also save the license key file to
your local drive..

NOTE:

The NSM upgrade to 2007.3 will not proceed without the license key file if NSM
manages more than 25 devices.

Generating the License Key for an NSMXpress Upgrade Installation
To generate the license key file to upgrade your NSMXpress:

1. Log on to the LMS system. You are prompted to provide a serial number and
authorization code.

2. Enter the hardware serial number and authorization code. The hardware serial
number is located on the back of the NSMXpress Chassis.

NOTE:

Juniper Networks provides authorization code via email for NSM SKUs
NS-SM-ADD-50D, NSM-SM-ADD-100D, NS-SM-ADD-500D and NS-SM-ADD-1KD. If
you received a paper license certificate, and are managing more than 25 devices,
call Juniper Networks Customer Service. The Customer Service will validate your
purchase and generate a license key.

The LMS system generates a license key file for the stock-keeping unit (SKU)
recorded.

The License key file will be emailed to you. You can also save the license key file to
your local drive..

NOTE:

The NSMXpress upgrade to 2007.3 will not proceed without the license key file if
NSM manages more than 25 devices.

Generating the License Key File for NetScreen Security Manager 2007.3 High
Availability Upgrade Installation

To generate the license key file to upgrade to NSM 2007.3 with high availability:

1. Log on to the LMS system. You are prompted to provide a serial number and
authorization code.

2. Enter the hardware serial number and authorization code. The hardware serial
number is located on the back of the NSMXpress Chassis.

NOTE:

Juniper Networks provides authorization code via email for NSM SKUs
NS-SM-ADD-50D, NSM-SM-ADD-100D, NS-SM-ADD-500D and NS-SM-ADD-1KD. If
you received a paper license certificate, and are managing more than 25 devices,
call Juniper Networks Customer Service. The Customer Service will validate your
purchase and generate a license key.
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The LMS system generates a license key file for the stock-keeping unit (SKU)
recorded.

The License key file will be emailed to you. You can also save the license key file to
your local drive.

NOTE:

The NSM upgrade to 2007.3 will not proceed without the license key file if NSM
manages more than 25 devices.

Example of a NSM License File:

Hash: SHAl

NSM License File (vl1)

Generated on Wed Nov 21 16:10:36 PST 2007
This license file is for:

Serial Number: 343546578Installation ID: 3EFAB45678
Serial Number: nullInstallation ID: null

This license file enables the following features:

High-Availability: Disabled
Max-Device: 100

Mode1-Type: SOFTWARE
Primary-Model1Id: NS-SM-S-BSE
Secondary-Mode1Id: Default

This license file reflects the following SKUs:

NS-SM-ADD-50D
NS-SM-ADD-100D

Version: GnuPG v1.2.6 (GNU/Linux)

1QCVAWUBRVAIOSNvZN729P/TAQIwGgPIGKANFgHAFkpyg2i9sS5LyRYSsxbPW3YD3
ZBrYgCLmFXINVXLFEVALSFCEb8U2qxK24z/+7KkTNGr/b9B7DkQ8zalpg76NGg/1z
Ry2PLWaFksdtgTsdV+HQsSDOMNRBF3F3z0+616KvphYgUrfbt1FPgvJuXBibA4XD

VNRmg+yFA5Q=
=qvvU

NOTE:

If your downloaded license key file has any extra lines before "

BEGIN PGP

SIGNED MESSAGE---" or after "---—-END PGP SIGNATURE-----", then delete those
lines prior to installing the license key file.

Installing the License Key File in Various Configurations

The process for installing the license key in various configurations is as follows:

Installing NSM 2007.3 on page 24

Installing the GUI Server on page 42

Installing NSM 2007.3 on the Primary Server on page 67
Installing NSM 2007.3 on the Secondary Server on page 75
Upgrading NSM in a Standalone Configuration on page 112

Upgrading NSM with HA Enabled on page 118

Installation Package ®m 7
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Upgrading the License Key

License upgrades can be purchased at any time for any supported product. After
purchasing a license upgrade, you receive a Right to Use (RTU) certificate containing
an authorization code that allows you to log into the LMS system and generate a
permanent license key that can be applied to the NSM product.

Viewing License Key Information

To view the license key information, in the menu bar click Tools > NSM License
Information.

Enforcing Licenses

The maximum number of devices allowed for NSM appliances and NSM software
installations is 525 devices and 6025 devices, respectively. These numbers include
all modeled devices, vsys devices, and cluster devices.

NOTE:

Cluster devices are counted as two devices.

Which device types
does NSM count
towards the total
device count?

Does NSM Central
Manager (NS-SM-A-CM)
require a license key
file?

Are there any
differences in license
for NSM appliance and
Software?

What is the procedure
to add a new license
after the device count
limit is reached?

Installation Package

Even though the SKU installation is cumulative, NSM restricts the maximum
number of manageable devices. NSM rejects the application for a license once the
maximum device supported limit is reached for both appliance and software
installations.

If you try to add a device after the number of devices added reaches 90 % of the
license limit, a warning message appears. If you try to add an extra device after the
maximum limit is reached, a dialog box appears with the message "Maximum
number of supported devices is reached." You are not allowed to add devices after
reaching the license limit.

Licensing FAQ

NSM counts single addition of firewall and IDP as one device. Each vsys device
added to a firewall root device is counted as one device. Clusters are counted as two
devices for firewall, vsys, and IDP.

NSM Central Manager doesn't require a license key file for installation. Enforcement
is built into the product.

No. Both will be subjected to the same licensing scheme, but their installation
methods are different. NSM software version uses NSM Installer to install the new
license and NSM appliance version uses the Web Ul to install the license. License
can also be installed via the NSM GUI after the base installation is completed.

License upgrades can be purchased at any time for any supported product. After
purchasing a license upgrade, you receive a Right to Use (RTU) certificate containing
an authorization code that allows you to log into the LMS system and generate a
permanent license key that can be applied to the NSM product. License key updates
can then be applied from NSM GUI from Tools > NSM License Information.
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| already have NSM
installed in my network.
I have >25 devices
installed on NSM.

Do I need a license key Yes. You must obtain the license key file before upgrading to NSM 2007.3
file to upgrade to
2007.3 release?

What is the procedure See the steps described in this document.
to obtain the license
key file?

I don't have NSM Serial  Call Juniper Networks Customer Service.
# available. What do |
do?

Minimum System Requirements

The following minimum hardware and software requirements must be met to
properly install and run NetScreen-Security Manager.

System Requirements—Management System
Table 2 describes the minimum requirements that must be met for the GUI Server
and Device Server on the same server.

Table 2: Minimum System Requirements—Management System on Same Server
Component Minimum Requirements

Operating System Solaris 8, Solaris 9, Solaris 10 operating system, OR

Red Hat Enterprise Linux 32-bit (ES/AS) 4.0-Update 5 or 3.0-Update 9
(Minimal and Full Install)

CPU Only Sun Microsystems UltraSPARC 11i 500MHz (or higher), OR
Linux 1GHz (x86) processor (or higher)

RAM 1GB (or higher); 2GB + (depending on the number of managed devices
and configuration size)

For Solaris 9 systems, minimum 2GB RAM is recommended.

Swap Space 4 GB for both GUI Server and Device Server

Storage IDE Hard Disk Drive with 10,000 RPM (minimum); 15,000 RPM
(recommended); 18 GB disk space (minimum); 40 GB disk space
(recommended)

Network Connection ~ 100MBps NIC Ethernet adapter

Other Server must be dedicated to running NetScreen-Security Manager.

NetScreen-Security Manager should not be installed on virtual system
such as VMWare and Microsoft VM Server.

Table 3 describes the minimum requirements that must be met for the GUI Server
and Device Server on separate servers.

Installation Package ®m
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Table 3: Minimum System Requirements—Management System on Separate Servers

Component Minimum Requirements

Operating System Solaris 8, Solaris 9, Solaris 10 operating system, OR

Red Hat Enterprise Linux 32-bit (ES/AS) 4.0-Update 5 or 3.0-Update 9
(Minimal and Full Install)

NOTE: Both servers must be running the same operating system version.
For example, you cannot run the GUI Server on a server running Linux,
and the Device Server on a server running Solaris.

CPU Only Sun Microsystems UltraSPARC 11i 500MHz (or higher), OR
Linux 1GHz (x86) processor (or higher)
RAM 512MB* (or higher); 1GB (recommended)

*512MB for small deployments that are not managing IDP Sensors or
ISG running IDP

For Solaris 9 systems, minimum 2GB RAM is recommended.

Swap Space 2 GB for the GUI Server, 2 GB for the Device Server

Storage IDE Hard Disk Drive with 10,000 RPM (minimum); 15,000 RPM
(recommended); 18 GB disk space (minimum); 40 GB disk space
(recommended)

Network Connection ~ 100MBps NIC Ethernet adapter

Device Connection 19200 bits per second (minimum)
1/0 Split backplane (recommended for Device Server)
Other Each server must be dedicated to running NetScreen-Security Manager.

NetScreen-Security Manager should not be installed on virtual system
such as VMWare and Microsoft VM Server.

NOTE: You can extend system performance and data capacity by expanding the
minimum requirements specified for each component. See “Recommendations
for Large-Scale Installations” on page 158 for more information about the
hardware and software appropriate for your specific network.

System Requirements—User Interface

Installation Package

Table 4 describes the minimum system requirements that must be met for the User
Interface.
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Table 4: Minimum System Requirements—User Interface
Component Minimum Requirement

Software Microsoft Windows XP, OR

Microsoft Windows NT® Workstation/Server 4.0, Service Pack 6a or higher,
OR

Microsoft Windows 2000 Server, Advanced Server, or Professional editions
OR

Red Hat Enterprise Linux ES 3.0 or 4.0, Red Hat Enterprise Linux AS
(Minimal and Full Install) US English versions only

Hardware IBM® compatible PC

400MHz Pentium® 11 or equivalent (minimum); 700 MHz Pentium II or
equivalent (recommended)

RAM: 256 MB (minimum); 512 MB or above (recommended)

384Kkbps (DSL) or LAN connection - minimum bandwidth required to
connect to the NetScreen-Security Manager management system.

Installation Considerations

The NetScreen-Security Manager management system is designed to scale from the
management of a few devices to huge networks of up to 6000 devices. For the
smaller customer, you can install the entire system on a single Linux or Solaris
server. For large customers, you can install the NetScreen-Security Manager
management system on four servers which makes use of external shared disk
systems. There are two main factors to consider when making the decision as to
what combination to implement:

m  Scale - for example, how much server resource is needed to cope with the
firewall network. This influences the decision to have the GUI Server and Device
Server on separate machines.

m  Failure Tolerance - the effect on the organization upon failure of a
NetScreen-Security Manager component and the downtime during repair. This
influences the decision to have either one or two management systemes.

Some of the factors to consider include but are not limited to:

m  Number of devices managed

m  Size of devices managed (for example, 10xNS5200 might have a larger impact
compared to 100xNS5GT)

m  [mpact on the organization to temporary loss of logs during server failure (if not
using multiple Device Servers the logs from firewalls would be lost until the
single server is repaired)

m  Amount of log data stored (this is a combination of the number of logs per day
sent from the devices and the number of days the logs are required to remain

on the management system)

m  Customer's Linux/Solaris knowledge/skills

Installation Considerations ™
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m  Industry regulations governing the customer that might dictate the efforts they
must go to in order to protect continuous log collection

m  Main reason for using NetScreen-Security Manager (for example, firewall
configuration only with occasional logging, heavy logging)

m  Budget
m  Future expansion of firewall network (future proofing)

For more information about recommended hardware for various types of networks,
see “Recommendations for Large-Scale Installations” on page 158.

Configuration Options

You can design and implement NetScreen-Security Manager to scale to small,
medium, and large enterprises, as well as service provider deployments. There are
four main options for configuring Security Manager:

m  Standalone Configuration on page 12

m  Distributed Configuration on page 14

m  Simple High Availability Configuration on page 14

m  Extended High Availability Configuration on page 14

Standalone Configuration

12 = Configuration Options

The most straightforward implementation of the NetScreen-Security Manager
management system is to install both components of the management
system—GUI Server and Device Server on the same server. This configuration is
appropriate for most small firewall networks (recommended for no more than 100
devices, considerably less for networks containing large firewalls. It has the
advantage of low cost and simplicity. Local backup for disaster recovery and
external data storage are options for this configuration.

Local/Remote Database Backup

You can also configure the management system to perform an automatic backup of
the GUI Server database to the local server machine and if necessary, to a remote
server machine. During the installation or upgrade process, the installer script
prompts you to specify if this server machine requires local database backups. If
you type y, the installer script prompts you to configure the following additional
parameters enabling the management system to perform automatic daily backups
of the database:

m  Hour of Day to store the database backup
m  Number of database backups to keep

m  Directory where local database backups are stored
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m  Full path to the rsync command—the management system uses the rsync
utility to perform the database backup

If you want to send copies of the database backup to a remote machine, the
installer script prompts you to configure the IP Address of the remote machine

NOTE: If you want the management system to perform remote database backups, you
will need to setup a trust relationship between the management system server
and the remote machine.

NetScreen-Statistical Report Server Interoperability

If you are installing NetScreen-Statistical Report Server, you must configure it to
work with NetScreen-Security Manager. During the installation or upgrade process,
the installer script prompts you to configure parameters enabling the management
system to communicate with the Statistical Report Server database and web server.
If you type y, the installer script prompts you to configure the following additional
parameters enabling the management system to work with the
NetScreen-Statistical Report Server database:

m  Database type

m  Database server IP address

m  Database port

m  Database name

m  Database user name

m  Database password

Refer to the NetScreen-Statistical Report Server Installer’s Guide for more
information.

Device Server Database

The installer also prompts you to configure the additional parameters enabling the
management system to work with a PostgreSQL Database used for the Device
Server. This database stores data related to the Profiler in NetScreen-Security
Manager. You must specify a port number, superusername and password. By
default, the PostgreSQL Database uses port 5432; the superuser is “nsm”.

NOTE: If you specify a username that does not already exist, the installer creates the user

for you. In this case, the installer prompts you to create a password for the user.
This password will not expire.

Configuration Options
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Distributed Configuration

For large enterprise networks, specifically where you expect to generate and store a
large amount of traffic logs, we recommend that you install the GUI Server and
Device Server on separate servers. This system would be used for larger networks.
The distributed system enables greater processing power per service. In addition a
failure of the GUI Server would not result in the loss of log information as the Device
Server can continue to communicate with firewalls. You can also tailor the choice of
hardware to the needs of each service (typically large RAM for GUI Server and large
disk capacity for the Device Server).

Simple High Availability Configuration

You can also install and configure the management system to provide for high
availability. This configuration option is recommended to minimize the impact of
unplanned server outages.

To implement the management system for high availability, you need to install two
physical servers: a primary server that runs on a server machine in active mode;
and a secondary server that runs on a different server machine in standby mode.
Upon the failure of any service on the primary server (or a hardware fault which
results in the same effect) would cause both the GUI Server and Device Server to
failover to the standby server. The added benefit is automatic recovery of
management service resulting in fewer lost firewall logs and reduced administrative
down time. Note that the device logs would not be replicated to the peer server
(only the config database).

During the installation or upgrade process, the installer script prompts you to
specify whether or not you want the current server machine to participate in an HA
cluster. If you type y, the installer script prompts you to configure additional
parameters enabling the high availability features on the management system.

Extended High Availability Configuration

14 m Configuration Options

This is the most expensive and complex configuration but has the greatest
protection against component failure. A failure of the primary Device Server would
cause failover to the standby Device Server. This new Device Server would attempt
connection with the primary GUI Server. Failure of a GUI Server would also cause
failover to the standby GUI Server. The current Device Server would attempt to
connect to the standby GUI Server after a timeout period. In this configuration the
failure of a single component has minimal impact on the system as a whole. In
addition the distributed system gives each service more system resource.

For more information about installing the management system for high availability,
see “High Availability Overview” on page 54.
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This chapter has provided you with the following:
m  Overview of the NetScreen-Security Manager installation process

m  Description of the contents in the NetScreen-Security Manager installation
package

m Minimum system requirements to help you identify the appropriate hardware
and software to install and run NetScreen-Security Manager

m  Options for implementing components of the NetScreen-Security Manager
management system to provide for enhanced performance, scalability, and
high availability

Use this information to help you implement NetScreen-Security Manager and
integrate it into your network. When you are ready to install NetScreen-Security
Manager, there are four main options for configuring the management system
depending upon the size and requirements of your specific network: Standalone,
Distibuted, Simple HA, or Extended HA configuration.

m  Chapter 2, “Installing NSM in a Standalone Configuration”—includes specific
information describing how to install and run the management system on the
same server.

m  Chapter 3, “Installing NSM in a Distributed Configuration”—includes specific
information describing how to install and run the GUI Server and Device Server
on separate servers. This configuration option enables you to extend
performance and scalability for large enterprises.

m  Chapter 4, “Installing NSM with High Availability”—includes specific
information describing how to install and run the GUI Server and Device Server
on the same server or separate servers with HA. This configuration option
enables you to configure a primary and secondary management system that is
highly available.

m  Chapter 5, “Upgrading to 2007.3”—includes specific information describing
how to upgrade previous installations of NetScreen-Security Manager to this
version.

m  Chapter 6, “Maintaining NetScreen-Security Manager”—includes specific

information describing how to maintain, control, backup/restore, and uninstall
the management system and User Interface.

Next Steps =
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Chapter 2

Installing NSM in a Standalone
Configuration

This chapter contains the following sections:

m  Suggested Standalone Configuration Installation Order on page 18

m  Defining System Parameters on page 18

m  Prerequisite Steps on page 20

m  [nstalling NSM 2007.3 on page 24

m  [nstalling the User Interface on page 32

m  Next Steps on page 38

After you decide how you want to deploy NetScreen-Security Manager in your
network and you have identified and procured the appropriate hardware, you are
ready to begin the installation process.

This chapter describes how to install the NetScreen-Security Manager management
system for most typical cases — GUI Server and Device Server on the same server.
This includes performing any prerequisite steps, running the management system

installer, running the User Interface installer on your Windows or Linux client, and
validating that you have installed the management system successfully.
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Suggested Standalone Configuration Installation Order

Table 5 summarizes the process for installing NetScreen-Security Manager for most
typical cases.

Table 5: Installation Process for Standalone Configuration

Step

Description/Estimated Time to Complete

1

2
3
4

Obtain license.
Define system parameters that you need to provide during the installation process.
Perform prerequisite steps.

Download the management system and User Interface installer software from the
NetScreen-Security Manager installation CD or the Juniper Networks website.

Run the management system installer on the system where you want to install the
management system. Specify that you want to install both the GUI Server and Device
Server. Install and configure the local database backup option (optional).

* If you are installing the GUI Server and Device Server on separate systems, see
“Installing NSM in a Distributed Configuration” on page 39 for more information.

Install the User Interface.
Launch the User Interface, then connect it to the management system.

Verify that you have successfully installed the management system and User Interface.

Defining System Parameters

During the installation process, you are required to configure common system
parameters such as the location of the directories where you want to store data for
the GUI Server and Device Server. We recommend that you define these system
parameters before performing the management system installation.

Table 6 identifies the system parameters that you need to identify.

18 m Suggested Standalone Configuration Installation Order
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Table 6: Common System Parameters

Parameter Description Your Value
Device Server data Directory location on the Device Server where device
directory data is stored. Because the data on the Device Server

can grow to be very large, you may want to place this
data in another location. If you decide to have data
stored in an alternative location, then specify the new
location during the install process.

By default, the Device Server stores data in:

/var/netscreen/DevSvr/

GUI Server data Directory location on the GUI Server where user data is

directory stored. Because the data on the GUI Server can grow to
be very large, you may want to place this data in
another location. If you decide to have data stored in
an alternative location, then specify the new location
during the install process.

By default, the GUI Server stores data in:

/var/netscreen/GuiSvr/

GUI Server database log Directory location on the GUI Server where database

directory logs are stored. Because the data on the GUI Server can
grow to be very large, you may want to place this log
data in another partition. If you decide to have data
stored in an alternative location, then specify the new
location during the install process.

By default, the GUI Server stores data in:
/var/netscreen/GuiSvr/xdb/1log

Management IP The IP address used by the running GUI Server.

address The default is the IP address of the machine that you

are installing on.

https port The port number for the web server. The default value
is 8443. Applicable only for NSMXpress

Initial “super” user This is the password required to authenticate the initial

password user in the system. By default, the initial superuser
account receives all administrative privileges in the
system.

Local database backup  Directory location where local database backup data is
directory stored.

By default, the GUI Server stores local database backup
data at:

/var/netscreen/dbbackup/

Path to the rsync utility ~ Path to the rsync utility executable.

executable The default path is:

/usr/bin/rsync
Remote Backup [P address of the machine where remote backups are
Machine IP Address sent.

By default, the installer sets this to the IP address of the
secondary HA Server.
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Parameter Description Your Value

Hour of the Day to Start  Time of day that you want the GUI Server to backup the

Local Database Backup database. Type a 2 digit number representing the time
of day in a 24 hour day (00-23). For example, if you
want the backup to begin at 4:00 AM, type 04; if at
4:00 PM, type 16. We recommend that you set this
parameter to a time of day that effectively minimizes
your network downtime. The GUI Server completes the
daily backup process within the hour specified every
day.

By default, the GUI Server performs the daily backup
within an hour after 2 AM.

Number of Local Total number of database backup files that the GUI
Database Backup Files  Server stores. When the GUI Server reaches the
Stored maximum number of backup files you configure, it

overwrites the oldest file.
By default, the GUI Server stores seven backup files.

Rsync Backup Timeout Time value (in seconds) that the rsync utility waits
before timing out backup operations. By default, the
rsync utility waits 1800 seconds before timing out.

Enable Logging Enable logging related to local backup and HA.

Device Server Database Parameters required for the Postgres Database used for

Parameters the Device Server. You must specify a port number,
superusername and password. By default, the Postgres
Database uses port 5432; the superuser is “nsm”.

Prerequisite Steps

20 = Prerequisite Steps

Before you install the management system, you need to perform the following
prerequisite steps:

1. Ensure that the computer you install the management system on is connected
to a serial console or monitor and keyboard.

2. Log into the computer as root.

If you are already logged in as a user other than root, then type the following
command to become root:

su

At the password prompt, type the root password for the computer.

NOTE:

The NetScreen-Security Manager management system runs as the root user. If you
want to run the management system in a more secure mode, see “Changing
Permissions to a Normal User” on page 130.

3. Partition drives for sufficient disk space to accommodate your planned data
requirements. Ensure that you have allocated a maximum amount of disk
space for the data partition (/var/netscreen directory).

See “Hardware Sizing Recommendations” on page 153 for more information
about the disk space requirements appropriate for your specific network.
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4. Run the system update utility for your appropriate platform to verify that you
have all the prerequisite utilities and packages to run the installer properly. See
“Running the System Update Utility” on page 21 for more information on
running the system update utility.

5. Configure shared memory size on your appropriate platform. See “Configuring
Shared Memory Size” on page 22 for more information.

6. If you are installing the management system on Solaris 9, and are planning to
perform local database backups, then you must update the Sun Solaris SSH
daemon. See “Patching the Sun Solaris SSH Daemon” on page 22 for more
information.

7. If you are planning to send copies of your database backups to a remote
machine, then you must establish a trust relationship between the
management system server and the remote machine. See “Establishing a Trust
Relationship” on page 23 for more information.

8. If you planning to manage more than 25 devices, a license key file must be
retrieved from the Juniper License Management Server (LMS) and then installed
onto the NSM Server or NSMXpress. See “Managing License Key File” on
page 3.

Running the System Update Utility

Use the system update utility to upgrade your system with the latest patches and
packages required to run the NetScreen-Security Manager management system
installer properly.

To run the system update utility:
1. Save the system update utility appropriate for your platform that is provided on

the NetScreen-Security Manager Installation CD or from the directory where it
is saved, to a suitable directory on the server.

NOTE:

We recommend that you save the utility in the /usr subdirectory.

2. Uncompress the system update utility file. For example, you would run the
following command:

gzip -d systemupdate-nsm-linuxES_3.tar.gz

3. Untar the appropriate system update utility file. For example, you would run the
following command on Linux:

tar xfv systemupdate-nsm-linuxeS_3.tar
A subdirectory for the platform (for example, es3", "es4", "sol8", "sol9", or
"sol10") is created and all of the files required to update your system packages

and utilities are extracted into that directory.

4. Navigate to the subdirectory.
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5. Run the update shell archive script. For example, you can execute the shell
archive script by running the following command:

<platform>.sh

For example, on Linux es4, the update script is named "rhes4_upd3.sh" and
located in the directory "es4".

For Solaris, the "systemupdate-solaris < platform > .tar" file expands to

< platform > and the update script is put in that directory. The script for Solaris
is located in the same directory as the tar file. The name of the update script for
Solaris is "update_solaris < 8,9 or 10 > .sh"

The script proceeds to check your system for required updates. It next prompts
you to press Enter to continue or Ctrl-C to stop.

6. Press Enter to continue. The script proceeds to cleanup the RPM database. Let
the script run to completion. This process can take up to 20 minutes The script
proceeds to cleanup the RPM database. Let the script run to completion. This
process can take up to 10 minutes depending upon the number of packages
that need to be installed.

Configuring Shared Memory Size

Both the GUI and Device Server require that you modify the operating system
shared memory in order to start and run.

On Solaris systems, you can do this by adding/updating the following in /etc/system:

set shmsys:shminfo_shmmax= 402653184
set shmsys:shminfo_shmmin=1

set shmsys:shminfo_shmmni=256

set shmsys:shminfo_shmseg=256

set semsys:seminfo_semmap=256

set semsys:seminfo_semmni=512

set semsys:seminfo_semmns=512

set semsys:seminfo_semms1=32

On Linux systems, you can do this by adding/updating the following line in
letc/sysctl.contf:

kernel.shmmax= 402653184

After updating the shared memory requirements on your Linux or Solaris system,
you must restart the server for your new settings to take effect.

Patching the Sun Solaris SSH Daemon

22 m Prerequisite Steps

If you are running NetScreen-Security Manager on a Solaris 9 system, and you want
to perform a database backup, replicate the database remotely, or enable high
availability functionality, you must patch the Sun Solaris SSH daemon on both
servers. This is because of a known issue in the Sun Solaris SSH daemon that may
result in a failure to replicate.
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To patch the Sun Solaris SSH daemon on Solaris 9:

1. Log into the server machine that you are running NetScreen-Security Manager
as root. You must also be in single user mode.

2. Use a web browser to download the Sun Solaris patch 113273-07 from the
following URL:

<http://sunsolve.sun.com/pub-cgi/findPatch.p1?patchId=113273&rev=01>
3. Extract the packages. For example, run the following commands:
unzip /tmp/113273-07.zip

4. Install the packages. Make sure that you are in the directory where you
downloaded the packages. The following example installs the patch to a
standalone system:

patchadd /tmp/113273-07

Checking installed patches...

Verifying sufficient filesystem capacity (dry run method)...
Installing patch packages...

Patch number 113273-07 has been successfully installed.
See /var/sadm/patch/113273-07/1og for details

Patch packages installed:
SUNWsshdu

5. Verify that the patch has been installed. For example, run the following
command:

showrev p | grep 113273-07
Patch: 113273-07 Obsoletes: Requires: Incompatibles: Packages: SUNWsshdu

6. Restart the server machine.

Establishing a Trust Relationship

If you want to send copies of your database backups to a remote machine, then you
must establish a trust relationship between the management system server and the
remote machine.

To establish a trust relationship between two machines:
1. Run the following commands on the management system server:
cd /root

ssh-keygen -t rsa
chmod 0700 .ssh

NOTE: If prompted to enter a passphrase, leave the value blank.

2. Run the following commands on the remote machine:
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cd /root
ssh-keygen -t rsa
chmod 0700 .ssh

NOTE: If prompted to enter a passphrase, leave the value blank.

3. Copy .ssh/id_rsa.pub to the management system server’s
.ssh/authorized_keys. For example:

scp .ssh/id_rsa.pub root@<IP addr NSM1>: /root.ssh/authorized_keys

4. Copy .ssh/id_rsa.pub to the remote machine’s .ssh/authorized_keys. For
example:

scp .ssh/id_rsa.pub root@<IP addr NSM2>: /root.ssh/authorized_keys

5. Test connectivity via SSH from the primary server to the remote machine and
vice versa. For example, to test SSH connectivity from NSM Server! to remote
machine, type the following command:

ssh root@<IP ADDRESS of remote machine>

6. Validate that you do not receive a prompt to enter a password to access the
remote machine.

Installing NSM 2007.3

In most cases, you install both the GUI Server and Device Server on the same server.

The installer is designed to guide you through all of the steps to configure the

required system parameters, then the installer runs to completion.

To install the management system on the same system:

1. Load the installer software onto the server where you have decided to use
NetScreen-Security Manager (NSM) 2007.3. You can run the installer directly
from the NetScreen-Security Manager installation CD, copy the installer to a
directory on the server, or download the installer from the Juniper Networks
Customer Services Online Web site.

2. Navigate to the directory where you saved the management system installer
file. We recommend that you save the installer in the /tmp subdirectory.

3. Run the management system installer.
On Linux, run the following command:
sh nsm2007.3_servers_linux_x86.sh
On Solaris, run the following command:
sh nsm2007.3_servers_sol_sparc.sh

The installation begins automatically by performing a series of pre-installation
checks. The installer ensures that:
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®m  You are installing the correct software for your operating system.
m  All of the needed software binaries are present.

m  You have the correct version PostgreSQL database

®m  You have correctly logged in as root.

m  The system has sufficient disk space and RAM.

The installer stops any running servers

NOTE: The management system installer indicates the results of its specific tasks and
checks:

® “Done” indicates that the installer successfully performed a task.

m “0Ok” indicates that the installer performed a check and verified that the condition was
satisfied.

®m “FAILED” indicates that the installer performed a task or check, but it was unsuccessful.

The installer prompts you to install NSM with the base license.
4. Typey and press the Enter key.

The installer next prompts you to specify whether you want either to
perform a clean install or to refresh both the Device Server and GUI Server.

5. Type 2 to specify that you want to refresh both the Device Server and GUI
Server.

NOTE: If you specify that you want to do a clean install of Device Server and GUI Server,
then all data in the system is removed. If you need to back up your data, then
terminate the installation, and repeat the installation process.

The installer prompts you to specify the components of NSM that you want to
install.

6. Type 3 and press the Enter key to specify that you want to install the Device
Server and GUI Server. The installer prompts you to determine if this server will
participate in an HA cluster

7. Type n and press the Enter key if you do not want the server to participate in an
HA cluster. If you are planning to configure the management system with HA
enabled, type y and press the Enter key. See Chapter 4, “Installing NSM with
High Availability” for more information.

The installer prompts you to specify a location to store the NSM data files.

8. Set the directory location for storing the management system data files:

a. Type the directory location for storing the Device Server data files or press
the Enter key to accept the default location /var/netscreen/DevSvr.
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The installer prompts you to specify a location for storing the GUI Server data files.

b. Type the directory location for storing the GUI Server data files or press the
Enter key to accept the default location /var/netscreen/GuiSvr.

c. Type the directory location for storing the database files for the GUI Server
or press the Enter key to accept the default location
Ivar/netscreen/GuiSvr/xdb/log..

NOTE: If you specify a new directory location, then the installer creates it. The installer
does not, however, allow you to specify an existing directory location. This feature
safeguards against overwriting any existing data. If you try to specify an existing
directory, then the installer indicates that an existing directory already exists, and
prompts you to try again.

The installer next prompts you to specify the management IP address for the
SErVer.

9. Type the management IP address for the server. This address should be the
same [P address as the server that you are installing on. The installer sets the [P
address and port number on the GUI Server enabling the Device Server to
connect. The Device Server attempts to connect to the GUI Server using port
7800 by default.

The installer prompts you to type a password for the superuser account. The initial
administrator or superuser account is the account that you use when you first log
into NetScreen-Security Manager using the NetScreen-Security Manager User
Interface (Ul). This account authenticates communication between the
management system and the NetScreen-Security Manager Ul. It possesses all
administrative privileges by default.

10. Type any text string longer than eight characters for the password. Type the
password again for verification..

NOTE: Make a note of the password that you have set for the superuser account. You
need this when you first log into the UL

The installer prompts you to determine if you want to use a Statistical Report
Server with the GUI Server.

11. Type n and press the Enter key if you are not planning on installing
NetScreen-Statistical Report Server with NetScreen-Security Manager. Type y
and press the Enter key if you are installing NetScreen-Statistical Report Server
with NetScreen-Security Manager. If you typed y, then the installer prompts you
to configure parameters required for the management system to work with the
Statistical Report Server (that is, database type, database server IP address,
database port, database name, database user name, database password). Refer
to the NetScreen-Statistical Report Server Installer's Guide for more information
about these parameters.

The installer next prompts if you want this server to perform a backup of the
database locally.
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12. Type y and press the Enter key if you want NSM to perform a local backup of
the database on a daily basis. If you specify that you want to perform automatic
backups, the installer prompts you to configure options for the backup
operation:

a. Type a two-digit number (00-23) to specify the hour of day that you want
the management system to perform the daily backup operation. For
example, if you want the management system to perform the daily backup
operation at noon, type 12; for midnight, type 00. Press and press the
Enter key to accept the default setting of 02 (2:00 AM).

b. Type n and press the Enter key to specify that you do not want daily
backups to be sent to a remote server. If you select y and press the Enter
key, then the installer prompts you to enter an IP address for the remote
backup server.

c. Type a number (from O to 7) to specify how many database backup files
NSM stores. After the management system reaches the maximum number
of files configured, it overwrites the oldest file and creates a new backup.
Press the Enter key to accept the default setting of seven backup files. By
default, the management system stores backup files in
var/netscreen/dbbackup.

d. Type a number specifying how many seconds you want NSM to wait while
performing backups until the process times out.

e. Typey to enable logging. If you type n, the logging is disabled.

f.  Designate a directory location for locally storing the NSM database backup.
Press the Enter key to accept the default location /var/netscreen/dbbackup.

g. Type the full path where the rsync utility is located.

13. Type n and press the Enter key if you do not want the management system to
backup the database locally.

The installer prompts you to configure the Device Server database.
14. Configure the Device Server database as follows:

a. Enter a port number for the Device Server database.

b. Enter a name for the database superuser. If you specify a user that does not
already exist, the installer prompts you for a password. Enter the password
again for verification.

The installer prompts you to start servers after installation is complete.

15. Type y and press the Enter key if you want to start the GUI and Device Servers
after the installation has finished. Type n and press the Enter key, if you do not

want to start the servers.

The installer prompts you to verify your installation configuration settings.

Installing NSM 2007.3 = 27



NetScreen-Security Manager 2007.3 Installer Guide

16. Verify your settings. If they are correct, type y and press the Enter key to
proceed. If you type n and press the Enter key, then the installer returns you to
the original selection prompt.

The installer performs the following actions:
m  Extracts the software payloads.

m  Performs any applicable migration tasks (disregard since this is a new
installation).

m Installs the Device Server.
m  Installs the GUI Server.
m Installs the HA Server.

m  Performs post installation tasks such as generating the necessary
certificates to enable encrypted communication between the Device Server
and security devices running ScreenOS 4.0.X (using NACN), and enabling
the startup scripts for the Device Server and GUI Server.

Several messages display to confirm the installation progress.

The installer runs for several minutes, then returns you to the command prompt.

Typical Output for a Standalone Installation

An example of the output for a typical standalone installation is as follows:

sh nsm2007.3_servers_1linux_x86.sh

sh LGB7zaag_netmgt_1.7.1_Tinux_x86_rpm_bin_opt.sh
Creating staging directory...ok

####H##### PERFORMING PRE-INSTALLATION TASKS ##########
Running preinstallcheck...

Checking if platform is valid..........cciiiiiiiiiiinnnnnn. ok
Checking for correct intended platform............... ... ... ok
Checking if all needed binaries are present................. ok
Checking for platform-specific binaries..................... ok
Checking for platform-specific packages..................... ok
Checking for PostgreSQL. ......uuiiiuiiii i ie e eaennenns ok
Checking if uUser 1S ro0t....u.iiit it iii i iieenennennns ok
Checking if user root eXiSTS....uveeuerneennernnennennnennns ok
Checking if system meets RAM requirement.................... ok
Checking for sufficient disk space..........ciiiiiiiinann. ok
Checking if RPM binary is the minimum version .............. ok
NOLING OS Name. .. ouu ittt e e et aa e e nn e aane s ok

Stopping any running servers

####H##### GATHERING INFORMATION ##########

1) Install Device Server only

2) Install GUI Server only

3) Install both Device Server and GUI Server

Enter selection (1-3) []> 3

####H##### GENERAL SERVER SETUP DETAILS ##########

Will this machine participate in an HA cluster? (y/n) [n]> n
########## DEVICE SERVER SETUP DETAILS ##########

The Device Server stores all of the user data under a single directory.
By default, this directory is /var/netscreen/DevSvr. Because

the user data (including logs and policies) can grow to be quite
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Tlarge, it is sometimes desirable to place this data in another
partition.

Please enter an alternative location for this data if

so desired, or press ENTER for the location specified in the
brackets.

Enter data directory location [/var/netscreen/DevSvr]>

########## GUL SERVER SETUP DETAILS ##########

The GUI Server stores all of the user data under a single directory.
By default, this directory is /var/netscreen/GuiSvr. Because

the user data (including database data and policies) can grow to be quite
Targe, it is sometimes desirable to place this data in another
partition.

Please enter an alternative location for this data if

so desired, or press ENTER for the location specified in the
brackets.

Enter data directory location [/var/netscreen/GuiSvr]>

The GUI Server stores all of the database logs under a single directory.
By default, this directory is /var/netscreen/GuiSvr/xdb/log. Because
the database Tog can grow to be quite

Targe, it is sometimes desirable to place this Tog in another
partition.

Please enter an alternative location for this log if

so desired, or press ENTER for the location specified in the
brackets.

Enter database log directory location [/var/netscreen/GuiSvr/xdb/Tog]>
Enter the management IP address of this server [10.100.37.219]>

Enter the https port for the web server>

Setting GUI Server address and port to 10.100.37.219:7801 for Device Server
Please enter a password for the 'super' user

Enter password (password will not display as you type)>

Please enter again for verification

Enter password (password will not display as you type)>

WiTl a Statistical Report Server be used with this GUI Server? (y/n) [n]> n
#i######## HIGH AVAILABILITY (HA) SETUP DETAILS ##########

Will server processes need to be restarted automatically in case of a
failure? (y/n) [yl> vy

########## BACKUP SETUP DETAILS ##########

Will this machine require local database backups? (y/n) [yl> vy

Enter hour of day to start the database backup (00 = midnight, 02 = 2am, 14
= 2pm ...)[02]>

Will daily backups need to be sent to a remote machine? (y/n) [n]>
Enter number of database backups to keep [7]>

Enter the rsync backup timeout [1800]>

Enter database backup directory [/var/netscreen/dbbackup]>

########## DEVSVR DB SETUP DETAILS ##########

Enter Postgres DevSvr Db port [5432]>

Postgres DevSvr Db port set to 5432

Enter Postgres DevSvr Db super user [nsm]> netscreen

Postgres DevSvr Db super user set to 'netscreen'’

Enter Postgres DevSvr Db password for user 'netscreen'

Enter password (password will not display as you type)>

Please enter again for verification

Enter password (password will not display as you type)>

Postgres DevSvr Db password set for 'netscreen'

########## POST-INSTALLATION OPTIONS ##########

Start server(s) when finished? (y/n) [I> vy

#i######## CONFIRMATION ##########

About to proceed with the following actions:

- Install Device Server

- Install GUI Server

- Install High Availability Server

- This machine does not participate in an HA cluster

- Store Device Server data in /var/netscreen/DevSvr
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- Store GUI Server data in /var/netscreen/GuiSvr

- Store GUI Server database log in /var/netscreen/GuiSvr/xdb/Tog

- Use IP address 10.100.37.219 for management

- Connect to GUI Server at 10.100.37.219:7801

- Set password for 'super' user

- Servers will be restarted automatically in case of a failure
- Local database backups are enabled

- Start backups at 02

- Daily backups will not be sent to a remote machine

- Number of database backups to keep: 7

- HA rsync command backup timeout: 1800

- Create database backup in /var/netscreen/dbbackup

- Postgres DevSvr Db Server port: 5432

- Postgres DevSvr Db super user: netscreen

- Postgres DevSvr Db password set for 'netscreen'

- Start server(s) when finished: Yes

Are the above actions correct? (y/n)> vy

#Ht######## EXTRACTING PAYLOADS ##########

Extracting payload. ......c.uuiiiieiinni i innane s ok
Decompressing payload. .. ..c.vuer i inn et e e e ok
########## PERFORMING INSTALLATION TASKS ##########

————— INSTALLING Device Server -----

Looking for existing RPM package........vuoviirrnnnnnnnnnnnn ok
Removing DevSvr files from default location................. ok
Installing Device Server RPM.........coiiiiiiiiinnnnnnennnn ok
INStalling JRE. . cut ittt ittt e et ea e ane s ok
Installing GCC. . v v ittt ittt et et ettt a et a e aaeanns ok
Creating var direCtory . ...t v e e et i ieeae e neaneernnnnnenn ok
Creating /var/netscreen/dbbackup.........c.oiviininnnnnnnnn. ok
Putting NSROOT into start SCriptsS......oeeiernnernnernnennnns ok
Fi1ling in Device Server config file(s)......c.cvvviievinan.. ok
Setting permissions for Device Server..........eeuuevnuennns ok
————— Setting up PostgreSQL for DevSvr -----

Setting up PostgreSQL for DevSvr.......ociiiiiiiinnnnnnennns ok

Installation of Device Server complete.
————— INSTALLING GUI Server -----

ok

Looking for existing RPM package........vuoviiennnnnnnnnnnnns ok
Removing GuiSvr files from default location................. ok
Installing GUI Server RPM........iiiiiiirinnnneennnnnnnennnn ok
I 18 o W T I e 0 ok
Installing GCC. . u vt ittt ittt it e s e et a et e a e a s ok
Creating var direCtory ... n e e et ieeae e nean e snnnnnenn ok
Creating /var/netscreen/dbbackup........ccoiviiininnnnnnnn. ok
Putting NSROOT into start SCriptS......oeeiernneennennnennnns ok
Fi1ling in GUI Server config file(s).....ccvviiiiiiiinnnn.. ok
Setting permissions for GUL Server.........uoeveeennennnennns ok
Running generateMPK utility....covvuiiiiinnriinnnenrnnnnnn ok
Running fingerprintMPK utility.....ccviiiiniiiininnnnnennnn. ok

Installation of GUI Server complete.
————— INSTALLING HA Server -----

Looking for existing RPM package.........ooviiiiinnnnnnnnnn. ok
Removing HaSvr files from default location.................. ok
Installing HA Server RPM. ... ...ttt ii e e ia e ok
Creating var direCtory. . ..ou it i i i i e ee s aaenae s ok
Putting NSROOT into start SCriptS....uueeeierrnernnernnennnns ok
Fi1ling in HA Server config file(s)......ccviiiiiiiinnnn, ok
Setting permissions for HA Server............oiiiiiiinnnan.. ok

Installation of HA Server complete.
————— SETTING START SCRIPTS -----

EnabTling Device Server start sCript......c.oevierniernnennnn. ok
EnabTing GUI Server start SCript....c.ueeeeeernernnernnennnns ok
Enabling HA Server start sCript.......cveviriiiirnenernennnn ok



Chapter 2: Installing NSM in a Standalone Configuration

#####H##### PERFORMING POST-INSTALLATION TASKS ##########

Running nacnCertGeneration. .. .vuvieenneennennnennernnennnns ok
Running idpCertGeneration. .........ouiuiiinnrnnnnnnnnnnnnnnns ok
Converting GuiSvr SetDB to XDB .....iiiiiiniininieennnnnnnn ok
Loading GuiSvr XDB data from init files .................... ok
Removing staging directory........couoviiiiiiiiiinnnnnnnnnnn ok
Starting GUL ServVer. ...t ieee it inanee e nnnaneesnnnnnenn ok
Starting DevicCe SerVer. . ....ueeiie e rneennernnenneennennns ok
Starting HA Server. .. ...ttt it e i it a e i ok
NOTES:

- Installation Tlog is stored in
/usr/netscreen/DevSvr/var/errorLog/netmgtInstalllLog.20061201141453
- This 1is the GUI Server fingerprint:
DO:EA:48:9D:E6:16:1A:43:FD:46:CF:33:53:29:1C:C7:3A:8F:A9:27
You will need this for verification purposes when logging into the GUI
Server. Please make a note of it.
- If you are managing Screen0S 4.x devices, you need to install the
tftp-server
RPM on this system. The TFTP server is used by the management server to
update firmware images on 4.x devices. The root directory for the TFTP
server
must be set to '/usr/netscreen/DevSvr/var/cache'.
You have new mail in /var/spool/mail/root

Viewing the Management System Installation Log

The installer generates a log file with the output of the installation commands for
troubleshooting purposes. The naming convention used for the installation log file
is:

netmgtInstalllLog.<current date><current time>

For example if you ran the installer on December 1, 2003 at 6:00 PM, the
installation log file would be named:

netmgtInstalllLog.20031201180000

NOTE: After the installation script finishes, it indicates the name of the installation log file
and the directory location where it is saved.

Verifying the GUI Server Fingerprint

After installing the management system, be sure to note the GUI Server fingerprint.
Distribute this information to all Admins who plan to use the Ul Instruct your
Admins to verify the fingerprint when using the Ul to connect to the GUI Server for
the first time. If the fingerprint is not valid, have them contact the appropriate staff
to investigate the issue.

Starting Server Processes Manually

If you did not specify the installer to start the server(s) when finished, then you
must manually start the management system processes. You can start all the
management system processes by starting the HA Server process.

To start the HA Server process manually:
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1. Navigate to the HA Server bin subdirectory. For example, run the following
command:

cd /usr/netscreen/HaSvr/bin
2. Run the following command:

./haSvr.sh start

NOTE:

If you start the HA Server process, then it automatically starts the GUI Server and
Device Server processes.

Validating Management System Status

If you did not specify the installer to start the server(s) when finished, then you
must manually start the management system processes.

To validate the management system is started and running properly, We
recommend that you view the status of all the running server processes (the HA,
Device, and GUI Servers) to confirm that all services are running.

See “Controlling the Management System” on page 123 for more information on
manual commands that you can send to the HA Server, Device Server and GUI
Server.

Installing the User Interface

The NetScreen-Security Manager User Interface (Ul) installer launches an
InstallAnywhere wizard that you can run on any Windows or Linux-based computer
that meets minimum system requirements. See “System Requirements—User
Interface” on page 10 for more information on the minimum system requirements
for the Ul.

The InstallAnywhere wizard guides you through all of the steps required to
configure and install the NetScreen-Security Manager Ul. After you install the U,
you can connect it to the management system.

NOTE:

We recommend that you exit all running applications before installing the UL

To install the NetScreen-Security Manager UL:

1. Login as an Administrator user on the computer where you are installing the
Ul

NOTE:

For instructions on adding users to the Administrator group, please refer to your
operating system manual.

Installing the User Interface

2. Download the Ul installer from the NetScreen-Security Manager installation CD
or the Juniper Networks corporate web site to the computer where you are
installing the UL
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3. Run the Ul installer.

If you are installing the Ul on a Windows-based PC, then double-click on the
installer executable.

If you are installing the Ul on a Linux-based computer, then launch it from a
command line using the following command:

sh nsm2007.3_ui_linux_x86.bin
Alternatively, you can also run the following command:
chmod755 nsm2007.3_ui_linux_x86.bin

./nsm2007.3_ui_linux_x86.bin

An Introduction screen for the InstallAnywhere wizard, similar to the following,

appears.
Rk
Introduction
P Introduction Installamawhere will guide you thraugh the installation of
® License Agreement MetScreen-Security Manager,
®_Chiogse Install Folder Itis strangly recommended that you quit all programs before
B ChooseShortout Folder continuing with this installation.
B Pre-Installation Sumrmary
® Jrctalli Click the 'Mex button to proceed to the next screen. Ifyou want to
gL, change samething an a previous screen, click the ‘Previous' button.
8 Select Browser
8 InstallEondiete You may cancel this installation at any time by clicking the 'Cancel’
hutton.

Installfmpihere by Zero G

Cancel | Frevious |

Follow the wizard through all the steps required to configure and install the UI,
then click Next to continue the installation. The License Agreement screen
appears.

4. Review the License Agreement carefully. If you choose to accept the terms of
the License Agreement, click the button next to the appropriate statement, then
click Next to continue.

NOTE: If you choose to not accept the terms of the License Agreement, then you are
unable to proceed with the installation.

If you accepted the License Agreement, then the Choose Install Folder screen
appears.
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] NetScreen-Security Manager ;Iglll

Choose Install Folder

Introduction Where Would You Like to Install?
License Agreement CProgram FilesMNetSoreen-Security Manager
Choose Install Folder
ChoogeShaorteut Folder
Ere-Installation Surmmary

Restore Default Folder Choose...

Installing,.,
Select Browser

ae 888300

InstallfEomplete

Installfmpihere by Zero G

Cancel | Previous |

5. To accept the default install folder, click Next.

NOTE:

If you are installing on a Windows-based computer, then the installer saves the Ul
software files in C:\Program Files\NetScreen-Security Manager by default. If you
are installing on a Linux-based computer, then the installer saves the Ul software
files in /<instal1_user_homedir>/NetScreen-Security Manager by default.

Installing the User Interface

To specify a new or different folder location, click Choose.... If you decide to
accept the default install folder, then click Restore Default Folder.

On Windows-based computers, the Choose Shortcut Folder screen appears.

5]
Choose Shortcut Folder

Installing,.,
' Onthe Deskiop
Select Browser

™ Introduction Where would you like to create product icons?

™ License Agreerment 7 I & resa Program Groug: INetScreen-Secur'rty Manager

™ Choose Install Folder

M Choose Shorteut Folder 7 I s esdisting Program Groug: IAccessories LI
B Pre-Installation Sumrmary ' Inthe Start Menu

|

|

|

InstallfEomplete 7 Inthe Guick Launch Bar

& Cther: reiStart MenuihetScreen-Security Manager Chooze... |

7 Dont create icons

[ Creste lcons for &I Users

Installfmpihere by Zero G

Cancel | Previous |

On Linux-based computers, the Choose Link Folder screen appears.
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6. Select where you would like to create the NetScreen-Security Manager product
icons. Or, if you are installing on a Linux-based computer, select where you
would like to create links to the NetScreen-Security Manager Ul program. Click
Next to continue. The Pre-Installation Summary screen appears.

] NetScreen-Security Manager ;Iglll

Pre-Installation Summary

Introduction Please Review the Following Before Continuing:

License Agreement Product Name: =

Choose Install Folder
Choose Shortcut Folder

a

P Pre-Installation Summary Install Folder:

B nstalling,..

8 Select Browser

B nstalliGomplete Shortcut Folder:

Java VM Installation Folder:

Disk Space Information {for Installation Target):

e ran i il

Installfmpihere by Zero G

Cancel | Previous |

7. Verify that the information is correct. To make a change to any of the previous
configuration options, click Previous. When you are satisfied that the
information is correct for this installation, click Install. The installer proceeds to
install the software files for the UL

8. If you do not have a default web browser configured, then the Select Browser
screen appears. Click Choose... to navigate to the subdirectory where your web
browser software files are located. Click Next to continue. When the installation
is complete, a screen indicating “Install Complete” appears.

NOTE: If you do not select a default web browser, then the Ul is not able to launch the
NetScreen-Security Manager online help. If you still want to use the online help,
then you can configure your web browser using the Preferences menu from the
018

9. Click Done to exit the installation program.

Viewing the User Interface Installation Log

The installer generates a log file with information describing the context of the
installation process. For troubleshooting purposes, you may need to access it. The
installation log is saved by default in the following directory locations:

For Windows-based computers:
C:\Documents and Settings\<user name>\.nsm\
For Linux-based computers:

/<install_user_homedir>/.nsm/
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NOTE:

The .nsm subdirectory is a hidden subdirectory on Linux systems.

The Installation log file is named: _out.<date/time stamp>.dat

Running the User Interface

After you have completed installing the UI, you can launch the application and
verify that you can connect to the management system.

The first time you open the UI, you need to specify the host name (or IP address) of
the management system that you want to connect to, a user name, and password.
The default user name for new installations is “super”; the default password is the
password you specified when configuring the management system. Passwords and
user names are case-sensitive.

To log into the Ul for the first time:
1. Run the NetScreen-Security Manager Ul

If you are running the Ul on a Windows-based PC, then double-click on the
NetScreen-Security Manager icon.

If you are running the Ul on a Linux-based computer, then launch it by
double-clicking on the NetScreen-Security Manager application icon (specify
that you want to run the program) or launch it from a command line. From the
command line, navigate to the subdirectory where you have installed the Ul
software files, then launch the Ul application by running the shell archive script
provided. The Login window appears.

2. Verify that the user name in the Login field provided is the initial admin user
called “super”. If not, type “super” in the Login field.

3. Type the password that you specified when you installed the management
system in the Password field.

4. Type the IP address you assigned to the GUI Server in the Server field. If you
have enabled DNS-lookup, then type the host name instead of the IP address.

5. Click OK.

The UI appears indicating that the installation was successful.

Validating the NetScreen-Security Manager Installation

Installing the User Interface

After you have installed the management system and Ul, We recommend that you
validate basic information configured on the Device Server. You can use the Server
Manager to view and edit your configuration on the management system.

To validate your configuration on the Device Server:

1. From the NetScreen-Security Manager Ul, select Server Manager > Servers. The
Servers view appears displaying Device Server and GUI Server information.
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2. Click on the Device Server, then click on the Edit icon or right-click on the
Device Server and select Edit to view all information available on the Device

Server.

x

Mame |Server_1

IP Address 10.100. 37.211

Server Type |E Device Server

General [ Device Palling ] Databasze Settings |

Device Server 1D

Device Server Manager Port |?8EID

[1

P

HES®
|Mapped P Address 4 | Mapped Port
0.0.0.0 7800

[ CK ’\ll Cancel H Apply
|

3. Use the General tab to verify the following information:

m  Device Server Manager Port — the default port is 7800.

m  Device Server ID — the ID number identifies the Device Server; you cannot
change the Device Server ID.

m  Mapped IP address — the IP address that is manually defined in the UL

NOTE:

You can configure the Device Server to use a Mapped IP (MIP) address. A MIP
maps the destination IP address in an IP packet header to another static IP
address, enabling the security device to receive incoming traffic at one IP address,
and automatically forward that traffic to the mapped IP address. MIPs enable
inbound traffic to reach private addresses in a zone that contains NAT mode

interfaces.

4. Click OK when you are finished.
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Running the User Interface in Demo Mode

Before you begin using NetScreen-Security Manager to configure and manage your
network, We recommend that you first run the Ul in Demo mode. Demo mode is an
option in the Ul enabling you to run the Ul disconnected from the management
system.

To run the Ul in Demo mode:

1. Run the NetScreen-Security Manager Ul. The Login window appears.

2. Type any user name in the Login field provided.

3. Type any password in the Password field provided.

4. Select *DEMO MODE* from the Server field pull-down menu.

5. Click OK. The Log Viewer main window appears.

Next Steps

Now that you have completed installation of the NetScreen-Security Manager
management system and Ul, you can begin to manage your network using
NetScreen-Security Manager. Refer to the NetScreen-Security Manager
Administrator’s Guide for information describing how to plan and implement
NetScreen-Security Manager for your network. You can also refer to the
NetScreen-Security Manager Online Help for task-specific information.

If you plan to install the GUI Server and Device Server on separate servers, see
Chapter 3, “Installing NSM in a Distributed Configuration.”
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Installing NSM in a Distributed
Configuration

This chapter contains the following sections:

For larger enterprises, specifically where you expect to generate a large amount of
traffic logs, we recommend that you install the GUI Server and Device Server on

Suggested Distributed Configuration Installation Order on page 40
Defining System Parameters on page 40

Prerequisites on page 42

Installing the GUI Server on page 42

Installing the User Interface on page 47

Installing the Device Server on page 48

Transferring Certificate Files (Optional) on page 52

Next Steps on page 52

separate servers.

This chapter describes how to install the NetScreen-Security Manager management
system — GUI Server and Device Server on separate servers. This installation
includes performing any prerequisite steps, running the management system
installer, running the User Interface installer, and validating that you have installed

the management system successfully.
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Suggested Distributed Configuration Installation Order

Table 7 summarizes the process for installing the management system on separate
SErvers.

Table 7: Installation Process for Distributed Configuration

Step Description/Estimated Time to Complete

1 Define system parameters that you need to provide during the installation process.
2 Perform prerequisite steps.

3 Download the management system and User Interface installer software from the
NetScreen-Security Manager installation CD or the Juniper Networks corporate web site.

4 Run the management system installer on the server where you want to install the GUI
Server. Specify that you want to install the GUI Server. Install and configure the local
database backup option (optional).

5 Install the User Interface.

6 Launch the User Interface, then connect it to the GUI Server. Add and configure the
Device Server.

7 Run the management system installer on the server where you want to install the
Device Server. Specify that you want to install the Device Server. Install and configure
the local database backup option (optional).

8 Transfer certificate files from the server that you are installing the Device server to the
server that you are installing the GUI Server.

Defining System Parameters
During the installation process, you are required to configure common system
parameters such as directory locations to store data for the GUI Server and Device
Server. We recommend that you define these system parameters before performing
the management system installation.

Table 8 identifies the system parameters that you need to identify.
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Table 8: Distributed Configuration - System Parameters

Parameter

Description Your Value

Device Server data
directory

GUI Server data
directory

GUI Server database log
directory

Management IP
address

https port

Initial “super” user
password

Local Database Backup
directory

Path to the rsync utility
executable

Remote Backup
Machine IP Address

Directory location on the Device Server where device
data is stored. Because the data on the Device Server
can grow to be very large, you may want to place this
data in another location. If you decide to have data
stored in an alternative location, then specify the new
location during the install process.

By default, the Device Server stores data in:
/var/netscreen/DevSvr/

Directory location on the GUI Server where user data is
stored. Because the data on the GUI Server can grow to
be very large, you may want to place this data in
another location. If you decide to have data stored in

an alternative location, then specify the new location
during the install process.

By default, the GUI Server stores data in:

/var/netscreen/GuiSvr/

Directory location on the GUI Server where database
logs are stored. Because the data on the GUI Server can
grow to be very large, you may want to place this log
data in another partition. If you decide to have data
stored in an alternative location, then specify the new
location during the install process.

By default, the GUI Server stores data in:
/var/netscreen/GuiSvr/xdb/log

The IP address and port used by the running GUI
Server.

The default is the IP address of the machine that you
are installing on.

The port number for the web server. The default value
is 8443.

This is the password required to authenticate the initial
user in the system. By default, the initial superuser
account receives all administrative privileges in the
system.

Directory location where local database backup data is
stored.

By default, the GUI Server stores local database backup
data at:

/var/netscreen/dbbackup/

Path to the rsync utility executable.
The default path is:
/usr/bin/rsync

IP address of the machine where remote backups are
sent.

By default, the installer sets this to the IP address of the
secondary HA Server.

Defining System Parameters
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Parameter Description Your Value

Hour of the Day to Start  Time of day that you want the GUI Server to backup the

Local Database Backup database. Type a 2 digit number representing the time
of day in a 24 hour day (00-23). For example, if you
want the backup to begin at 4:00 AM, type 04; if at
4:00 PM, type 16. We recommend that you set this
parameter to a time of day that effectively minimizes
your network downtime. The GUI Server completes the
daily backup process within the hour specified every
day.

By default, the GUI Server performs the daily backup
within an hour after 2 AM.

Number of Local Total number of database backup files that the GUI
Database Backup Files  Server stores. When the GUI Server reaches the
Stored maximum number of backup files you configure, it

overwrites the oldest file.

By default, the GUI Server stores seven backup files.

Rsync Backup Timeout Time value (in seconds) that the rsync utility waits
before timing out backup operations. By default, the
rsync utility waits 1800 seconds before timing out.

Enable Logging Enable logging related to local backup and HA.

Device Server Database Parameters required for the Postgres Database used for

Parameters the Device Server. You must specify a port number,
superusername and password. By default, the Postgres
Database uses port 5432; the superuser is “nsm”.

Device Server ID Unique ID assigned when you add the Device Server.

Password for GUI Password assigned to the Device Server enabling it to

Server Connection authenticate with the GUI Server when attempting to
connect.

Prerequisites
Perform the prerequisite steps described as if you were installing the management
system on the same server. See “Prerequisite Steps” on page 20 for more
information.

Installing the GUI Server

The installer guides you through all the steps required to configure system
parameters, and then the installer runs to completion.

TTo install the GUI Server:
1. Navigate to the directory where you saved the installer file.
2. Run the installer.

On Linux, run the following command:

sh nsm2007.3_servers_linux_x86.sh

On Solaris, run the following command:
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sh nsm2007.3_servers_sol_sparc.sh

The installation begins automatically by performing a series of pre-installation

checks to ensure that:

m  You are installing the correct software for your operating system.

m  All the needed software binaries are present.
m  You have correctly logged in as root.
m  The system has sufficient disk space and RAM.

The installer stops any running servers.

NOTE:

The management system installer indicates the results of its specific tasks and

checks:

® “Done” indicates that the installer successfully performed a task.

m “Ok” indicates that the installer performed a check and verified that the condition was

satisfied.

®m “FAILED” indicates that the installer performed a task or check, but it was not successful.

The installer prompts you to install NSM with the base license.

3. Typey, and press the Enter key for a normal installation that does not require
the license key file. If you type n and press the Enter key, the installation ID of
the system appears and you are prompted to enter the license key file path. For
information about generating the license key, see“Generating the License Key
for a NetScreen Security Manager 2007.3 Software-Only Installation” on page 3.

You see the following example output after generating the installation ID.

Creating staging directory...ok

########## PERFORMING PRE-INSTALLATION TASKS ###t#######

Running preinstallcheck...

Checking if platform is valid.......... .o,
Checking for correct intended platform.................
Checking if all needed binaries are present............
Checking for platform-specific binaries................
Checking for platform-specific packages................

Checking in System File for PostgreSQL and XDB parameters...ok

WARNING:

Please make sure the following lines are present in the /etc/sysctl.conf

file.
kernel.shmmax = 402653184

The install will exit if they aren't present. Please Reboot the system

before continuing

Checking for PostgreSQL. ......vviiiiienneennennnnnnnnns
Checking if user is root.......vuviiirinrrnnnnnnnnnnnns
Checking if user root existS........ciuiiiiennennnnnnn.
Checking for sufficient disk space.....................
Checking if RPM binary is the minimum version .........
NOtiNg OS Name. .. cuu et e e e et aa s arnnnns

Stopping any running servers

####H###H# EXTRACTING PAYLOADS ##########

Installing the GUI Server
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Extracting payload. .......uuiiinninni i innanee s ok
Decompressing payload. .. .cvuur i nn it e e e ok
Extracting license manager package..........ueeerununnnennn. ok

####H##H# GATHERING INFORMATION ##########

Do you want to do NSM installation with base Tlicense? (y/n) [y]> n
1) Install Device Server only

2) Install GUI Server only

3) Install both Device Server and GUI Server

Enter selection (1-3) []> 3

The installation ID for this system is: 2000032C62E52

Enter the License File Path>

Removing staging directory........couviiiiiiiiiinnennnnnnnn ok

NOTE:

If the license key file is not there, press Ctrl + C to exit the installer.If the NSM
Server stops while doing this, you need to manually start the server.

To view the installation ID from the GUI after installation is done, in the menu bar
click Tools > NSM License Information.

4. Enter the license key file path. The installer validates the license key file.

The installer prompts you to specify the components of NetScreen-Security
Manager (NSM) that you want to install.

NOTE:

If you have installed a previous version of the management system, then you may
notice different menu options.

5. Type 2 to specify that you want to install the GUI Server only. The installer
prompts you to determine if you want this server to participate in an HA cluster.

6. Type n and press the Enter key if you do not want the server to participate in an
HA cluster. If you are planning to configure NSM with HA enabled, type y and
press the Enter key. Refer to "High Availability Overview" on page 47 for more
information.

The installer prompts you to configure the GUI Server.

7. Configure the GUI Server as follows:

a. Type the directory location for storing the data files for the GUI Server or
press the Enter key to accept the default location /var/netscreen/GuiSvr

NOTE:

If you specify a new directory location, then the installer creates it. The installer
does not however, allow you to specify an existing directory location. This feature
safeguards against overwriting any existing data. If you try to specify an existing
directory, then the installer indicates that an existing directory already exists, then
prompts you to try again.

Installing the GUI Server
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b. b.Type the directory location for storing the database files for the GUI
Server or press the Enter key to accept the default location
Ivar/netscreen/GuiSvr/xdb/log.

NOTE: If you specify a new directory location, then the installer creates it. The installer
does not, however, allow you to specify an existing directory location. This feature
safeguards against overwriting any existing data. If you try to specify an existing
directory, then the installer indicates that an existing directory already exists and
prompts you to try again.

The installer prompts you to specify the management IP address of the GUI

Server.

c. Type the IP address of the GUI Server. This address should be the same as
the server on which you are installing. The installer sets the IP address and
port number on the GUI Server, enabling the Device Server to start and
connect. The Device Server attempts to connect to the GUI Server using
port 7801 by default.

The installer prompts you to type a password for the superuser account.
The initial administrator or superuser account is the account that you use
when you first log into NetScreen-Security Manager using the user
interface. This account is used to authenticate communication between the
management system and the user interface. It possesses all administrative
privileges by default.

d. Type any text string longer than eight characters for the password. Type the
password again for verification.

NOTE: Make a note of the password that you set for the superuser account. You need this

when you first log into the system.

The installer prompts you to determine if you want to use the Statistical
Reports Server with the GUI Server.

Type n and press the Enter key if you are not planning to install

NetScreen-Statistical Report Server with NSM. Type y and press the Enter key if
you are installing NetScreen-Statistical Report Server with NSM. If you typed y,
the installer prompts you to configure parameters required for the management

system to work with the Statistical Report Server (that is, database type,

database server [P address, database port, database name, database user name,
database password). Refer to the NetScreen-Statistical Report Server Installer's

Guide for more information about these parameters.

The installer next prompts if you want to restart the server processes
automatically in case of a failure.

Type y and press the Enter key if you want the server processes to be restarted
automatically in case of failure. Type n and press the Enter key if you do not

want to restart server processes automatically.

The installer next prompts you if you want the GUI Server to perform a local

backup of the database.

Installing the GUI Server
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10. Type y and press the Enter key if you want to perform a backup of the database
locally. If you specify that you want the NSM to perform backups, the installer
prompts you to configure options for the backup operation:

a.

g.

Type a two-digit number (00-23) specifying the hour of day that you want
the management system to perform the daily backup operation. For
example, if you want the management system to perform the daily backup
operation at noon, type 12; for midnight, type 00. Press the Enter key to
accept the default setting of 02 (2:00 AM).

Type n and press the Enter key so daily backups are not sent to a remote
server. If you select y and press the Enter key, then the installer prompts
you for an [P address for the remote backup server.

Type a number (from O to 7) to specify how many database backup files
NSM stores. After NSM reaches the maximum number of files configured, it
overwrites the oldest file and creates a new backup. Press the Enter key to
accept the default setting of seven backup files.

Type a number specifying how many seconds you want NSM to wait while
performing backups until the process times out.

Type y to enable logging. If you type n, logging is disabled.

Designate a directory location for locally storing the NSM database backup.
Press the Enter key to accept the default location /var/netscreen/dbbackup.

Type the full path where the rsync utility is located.

Type n and press the Enter key if you do not want to back up the database
locally.

The installer prompts you to configure the Device Server database.

11. Configure the Device Server database as follows:

a.

b.

Enter a port number for the Device Server database.

Enter a name for the database superuser. If you specify a user that does not
already exist, the installer prompts you to enter a password for the
database superuser. Enter the password again for verification.

The installer prompts you to determine if you want to restart the GUI Server
after the installation process is completed.

12. Type y and press the Enter key to start the GUI Server processes after the
installer has completed the installation process. Type n and press the Enter key
if you do not want to start the server processes.

NOTE: When you restart your server, the GUI Server and HA Server processes start
automatically.

The installer prompts you to verify your installation configuration settings.
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13. Verify your settings. If they are correct, type y and press Enter to proceed. If you
type n and press the Enter key, then the installer returns you to the original
selection prompt.

The installation proceeds automatically. The installer performs the following
actions:

m  Extracts the software payloads

m  Performs migration tasks (disregard since this is a new installation)
m  Installs the GUI Server

m  [nstalls the HA Server

m  Performs post installation tasks such as removing the staging directory, and
starting the GUI Server

Several messages display to confirm the installation progress. The installer runs
for several minutes, then exits.

Viewing the Installation Log
The installer generates a log file with the output of the installation commands for
troubleshooting purposes.

The naming convention used for the installation log file is:
netmgtInstalllLog.<current date><current time>

For example if you ran the installer on December 1, 2003 at 6:00 PM, the
installation log file would be named netmgtInstalllLog.20031201180000.

NOTE: After the installation script finishes, it indicates the name of the installation log file
and the directory location where it is saved.

Installing the User Interface

Install the NetScreen-Security Manager User Interface. See “Installing the User
Interface” on page 32 for more information on installing the User Interface (Ul).

Adding the Device Server

After you have installed the Ul, you need to add the Device Server in
NetScreen-Security Manager and configure the following:

m  Device Server ID
m  Password for GUI Server Connection

This information enables the Device Server to establish a connection with the GUI
Server.

To add the Device Server:
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1. From the NetScreen-Security Manager Ul, use Server Manager > Server.

2. In the Device Server area, click the + icon. The Device Server dialog box
appears.

3. In the Name box, enter the name of the Device Server.
4. In the IP Address box, enter the IP address of the Device Server.

5. In the Password for GUI Server Connection box, enter the password you
specified for the "super" user account, when you installed the GUI Server.

6. If you are using a Mapped IP Address, use the General tab, and click in the MIP
section. The New MIP dialog box appears. Enter the mapped IP address and
port of the Device Server in the fields provided. You can also edit the Device
Server Manager port and Device Server ID. (Optional)

7. 1f you wish to configure polling attributes use the Device Polling tab. Device
polling attributes enable you to configure the intervals with which the Device
Server retrieves statistics from the managed security devices in your network.
These statistics appear in the Device Monitor and Realtime Monitor. (Optional)

8. Click OK to save your settings.
NetScreen-Security Manager sets the Device Server Manager port to 7800 by

default. It also assigns an 1D to the Device Server automatically (this ID appears in
the Device Server ID box).

NOTE:

Make a note of the Device Server ID and Password for GUI Server Connection. You
will need this when you install the Device Server.

Installing the Device Server

The installer guides you through all the steps required to configure the system
parameters and then the installer runs to completion..

NOTE:

Before installing the Device Server, verify that the GUI Server is running.After you
install the Device Server, the installer starts the Device Server by default.If the GUI
Server is not already running, the Device Server will fail to connect to it.

Installing the Device Server

To install NSM on a single server:
1. Navigate to the directory where you have saved the installer file.
2. Run the installer.

On Linux, run the following command:

sh nsm2007.3_servers_linux_x86.sh

On Solaris, run the following command:
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sh nsm2007.3_servers_sol_sparc.sh

The installation begins automatically by performing a series of pre-installation
checks.

The installer prompts you to install NSM with the base license.
Type y or n and press the Enter key.

The installer prompts you to specify the components of NSM that you want to
install..

NOTE: If you installed a previous version of NSM, then you may have different menu
options.

3. Type 1 to specify that you want to install the Device Server only. The installer
prompts you to specify if you want the server to have HA cluster enabled.

4. Type n and press the Enter key if you do not want the server to participate in an
HA cluster. If you are planning to configure NSM with HA enabled, type y and
press the Enter key. Refer to "High Availability Overview" on page 47 for more
information.

The installer prompts you to configure the Device Server.
5. Configure the Device Server as follows:

a. Type the directory location for storing the Device Server data files or press
the Enter key to accept the default location /var/netscreen/DevSvr.

The installer prompts you to enter parameters assigned by the UI to this
Device Server.

b. Type the Device Server ID. The installer prompts you to type the one-time
password for this Device Server.

c. Type the one-time password for the GUI Server connection. The one-time
password must be a minimum of eight characters.

d. The installer prompts you for the IP address and port number of the
running GUI Server. This is required to enable the Device Server to
communicate with the GUI Server.

e. Type the IP address of the running GUI Server.

f.  Type the port number of the running GUI Server. The installer sets the IP
address and port number on the GUI Server enabling the Device Server to
connect. It attempts to connect to the GUI Server using port 7801 by
default. The installer prompts you to determine if you want to restart the
server processes automatically in case of a failure.

6. Typey and press the Enter key if you want the server processes to be restarted

automatically in case of failure. Type n and press the Enter key if you do not
want to restart the server processes.
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The installer next prompts you to determine if you want to perform a backup of
the database locally. If you installed and configured the local database backup
on the GUI Server, then you are required to install and configure the option on
the Device Server.

7. Typey and press the Enter key if you want the Device Server to perform a
backup of the database locally. Type n and press the Enter key if you do not
want the Device Server to perform a backup.

If you specified that you want the Device Server to perform automatic backups,
the installer prompts you to configure options for the backup operation:

a. Type a two-digit number (00-23) to specify the hour of day that you want
NSM to perform the daily backup operation. For example, if you want NSM
to perform the daily backup operation at noon, type 12; for midnight, type
00. Press the Enter key to accept the default setting of 02 (2:00 AM).

b. Type n and press the Enter key so daily backups are not sent to a remote
server. If you type y and press the Enter key, then the installer prompts you
to enter the IP address of the remote backup server.

¢. Type a number (from O to 7) to specify how many database backup files to
store. After NSM reaches the maximum number of files configured, it
overwrites the oldest file and creates a new backup. Press the Enter key to
accept the default setting of seven backup files.

d. Type a number specifying how many seconds you want the management
system to wait while performing backups until the process times out.

e. Typey to enable logging. If you type n, logging is disabled.

Type n and press the Enter key if you do not want to back up the database
locally.

The installer prompts you to configure the Device Server database.
8. Configure the Device Server database as follows:
a. Enter a port number for the Device Server database.
b. Enter a name for the database superuser. If you specify a user that does not
already exist, the installer prompts you to enter a password for the

database superuser. Enter the password again for verification.

The installer prompts you to determine if you want to restart the Device Server
after the installation process is completed.

9. Typey and press the Enter key to start the Device Server after the installer has
completed the installation process. Type n and press the Enter key if you do not
want the Device Server to start automatically..

NOTE: When you restart your server, the Device Server starts automatically.

The installer prompts you to verify your installation configuration settings.
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10. Verify your settings. If they are correct, type y and press the Enter key to
proceed. If you type n and press the Enter key, then the installer returns you to
the original selection prompt.

If you confirmed your settings, the installation proceeds automatically. The
installer proceeds to perform the following actions:

m  Checks if a TETP server is installed on the system. If the installer does not
detect a TFTP server, a message indicating that you must install a TETP
server to enable firmware updates for security devices running ScreenOS
versions 4.0.x appears. Refer to "Installing a TFTP Server" on page 128 for
more information on installing a TETP server.

m  Extracts the software payloads.

m  Performs any applicable migration tasks (disregard since this is a new
installation).

m  [nstalls the Device Server.

m  Installs the HA Server.

m  Performs post installation tasks such as generating the necessary
certificates to enable encrypted communication between the Device Server

and security devices running ScreenOS 4.0.X (using NACN), removing the
staging directory, and starting up the Device Server and HA Server.

Starting Server Processes Manually
If you did not specify the installer to start the server(s) when finished, then you
must manually start the management system processes. You can start all the
management system processes by starting the HA Server process.

To start the HA Server process manually:

1. Navigate to the HA Server bin subdirectory. For example, run the following
command:

/usr/netscreen/HaSvr/bin
2. Run the following command:

./haSvr.sh start

NOTE: If you start the HA Server process, then it automatically starts the GUI Server and
Device Server processes.

Validating Management System Status

To validate the management system is started and running properly, We
recommend that you view the status of all the running server processes (the HA
server, Device Server, and GUI Server) to confirm that all services are running. See
“Controlling the Management System” on page 123 for more information on
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manual commands that you can send to the HA Server, Device Server and GUI
Server.

Transferring Certificate Files (Optional)

If you are using NetScreen-Security Manager to manage security devices running
ScreenOS 4.0.X, then manually copy the certificate files generated by the installer
from the server that you are installing the Device Server to the server that you are
installing the GUI Server.

To transfer certificate files to the GUI Server:

1. Navigate to the /DevSvr/var/certDB/config subdirectory on the server where
you have installed the Device Server.

2. Locate and copy the following files:

cacerticate_table.nml
crl_table.nml
nacncertificate_table.nml

3. Save these files in the /GuiSvr/var subdirectory on the server where you have
installed the GUI Server.

Next Steps

Now that you have completed installing the NetScreen-Security Manager
management system on separate servers, you are ready to begin managing your
network. Refer to the NetScreen-Security Manager Administrator’s Guide for
information describing how to plan and implement NetScreen-Security Manager for
your network. You can also refer to the NetScreen-Security Manager Online Help for
more task-specific information.
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Installing NSM with High Availability

This chapter contains the following sections:

High Availability Overview on page 54

High Availability Installation on page 61

Suggested HA Installation Order on page 61

Defining System Parameters on page 62

Prerequisites on page 65

Installing NSM 2007.3 on the Primary Server on page 67
Installing NSM 2007.3 on the Secondary Server on page 75
Installing the User Interface on page 83

Testing the Initial HA Replication on page 86

Installing NSM In an Extended HA Configuration on page 87

Next Steps on page 101

This chapter describes how to install the NetScreen-Security Manager management
system and configure it to provide for high availability. This installation includes
performing any prerequisite steps, running the management system installer on a
primary and secondary server, configuring both servers to failover in the event that
the primary server is unavailable, running the User Interface installer, and
validating that you have installed the management system successfully.
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High Availability Overview

NetScreen-Security Manager enables you to install the management system and
configure it for high availability. This configuration option involves installing two
physical servers:

m 3 primary server that runs on a server machine in active mode
m 3 secondary server that runs on a different server machine in standby mode

If for any reason the primary server becomes unavailable, then the secondary
server takes over as the active management system.

HA Configuration Options

The management system can contain either a single Device Server or a Device
Server Cluster (two Device Servers). It can also contain either a single GUI Server or
GUI Server cluster. One combination that is not possible is the GUI Server and
Device Server residing on the same machine with a single Device Server on
standby. This is because the failure of the primary Device Server causes a shutdown
of the primary GUI Server leaving only the standby Device Server running.

HA Requirements

Some system requirements that you need to keep in mind if you are planning on
installing the management system for high availability:

m  Both the primary and secondary management servers must share at least one
network connection—there must be at least 1 network connection for data,
and at least one network connection for heartbeat communication

m  The primary and secondary servers can be geographically separate.

Figure 1 depicts the physical setup of the primary and secondary management
systems:

Figure 1: Typical HA Management System Configuration
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Inter-Server Communications

Communications from your security devices to the Device Server, Device Server to
the GUI Server and GUI Server to NetScreen-Security Manager Ul clients are all TCP
based and make use of Juniper's proprietary SSP (Secure Server Protocol). This
ensures that both AES encryption and certificate-based authentication is used
throughout. There are some exceptions to this:

m Management of security devices running ScreenOS 4.x and earlier
m  Certificate loading onto security devices running ScreenOS 5.0

m  [nitial setup of all security devices to configure parameters on
NetScreen-Security Manager using either Telnet or SSH

The system is designed in a tree structure. After installation, the security device
always initiates the TCP session to the running Device Server on port 7800. The
Device Server always initiates the TCP connection to the GUI Server on port 7801.
The UI client works slightly differently. It attempts connection to the primary GUI
Sever using TCP port 7801. Upon failure, the Ul automatically attempts to connect
to the secondary GUI Server. This process is transparent to the Admin user. You
may note however, that the IP address of the secondary GUI Server now appears in
the bottom left of the main Ul window, and in the Server Monitor.

In addition to the 78xx SSP connections, the Device Servers may require the use of
legacy NetScreen-Global PRO protocols if communicating with security devices
running ScreenOS 4.x and earlier (for example, TCP 15400 and 11122). You will
also see the use of UDP port 7802, which is used between servers of the same type
to transmit heartbeat messages.

For more information on the communications between the components in your
NetScreen-Security Manager system, see “Configuration Options” on page 12.

HA Server

Each physical machine that is part of a cluster contains an additional service called
the HA Server (HaSvr). The HA Server controls and detects failures in both the GUI
Server and Device Server services (starts and stops services), as well as the
inter-server data synchronization process. If you have installed the Device Server
and GUI Server on a single server, one HA Server controls all services.

Data Synchronization

During normal HA operations, data is synchronized between the primary server
and secondary server when they are in a cluster configuration. The HA Server
controls this synchronization process. The HA Server makes use of rsync, a utility
supplied by the operating system, to transfer files in each server’s data directory
(/var/netscreen by default).

NOTE: During the installation process, you are required to provide the location of the
rsync utility executable.

Objects such as PKI info and configuration data for the Device Server are
synchronized. This allows the secondary Device Server to have the information it
needs to accept connections from security devices and to create SSP connections to

High Availability Overview m 55



NetScreen-Security Manager 2007.3 Installer Guide

the GUI Server. Without the synchronization process, the secondary Device Server
would not have the same private key as the primary (in this case, if it attempts a
connection to the GUI Server, the SSP connection would be refused). This fact is
important as it shows that a successful synchronization process must take place at
least once after installation before the secondary Device Server can take over. A
failover before the first synchronization (or before the first successful connection to
the GUI Server) may cause serious problems. After the installation process, you
must check that this has occurred.

Some directories are excluded from the synchronization process. For example, the
directory on the Device Server where log data is stored is excluded because of the
potentially large size of your device log data, The complete list of directories that
are excluded from the data synchronization process are listed in a text file called:

/usr/netscreen/HaSvr/var/exclude.rsync

NOTE:

There are no restrictions preventing you from editing this file to include the log
directory. This is however, not at all recommended. If you want the standby
Device Server to access log data also on the active Device Server, you must
connect both servers to an external shared disk.

The time it takes to complete each data synchronization process depends on the
size of each data directory. If the number of security devices is not large, then the
amount of data stored in the /var/netscreen/GuiSvr directory is small enough to be
actively synchronized. This means that the rsync process can incrementally back it
up on a regular basis. Conversely, if the number of security devices is large, or if the
configurations on the few security devices are very large, then the rsync process
will take a long time to complete and will use up system resources while doing so.

NOTE:

Rsync utilizes a temporary SSH connection to the peer server to perform the
incremental backups. If you are observing the open ports during the process, you
will notice that there are two SSH connections open for the time it takes to
complete the backup.
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HA Failover

During normal operations, both the primary and secondary management systems
monitor the health of the other using a series of heartbeat communications. The HA
Server sends heartbeat messages over the UDP 7802 channel between itself and its
peer. It also pings an external device (normally the IP address of the network
gateway) that you configure during installation. This is in addition to monitoring the
services running on itself. Based on information the HA Server gathers itself and
peer, it starts or stops all the services that reside on that machine.

Each server sends a heartbeat message to the other server every 15 seconds. If a
series of consecutive heartbeat messages is not received by the primary server, the
HA Server stops all services, and inform its peer of the problem. The peer HA
Server then starts all its services. So for example, if you are running the primary
GUI Server and Device Server on Serverl and the secondary GUI Server and Device
Server on Server 2; and the primary GUI Server fails—both the primary GUI Server
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and primary Device Server on Server! are shutdown; and both the secondary GUI
Server and Device Server on Server 2 start up.

NOTE: For additional redundancy, we recommend that you install at least two additional
heartbeat network connections. This installation protects against the heartbeat
network connection from being the single point of failure for the entire system.
For example, if a shared disk setup is used, in case one of the heartbeat network
connections goes down, both servers would not consider the other server as dead,
thus mounting the shared disk simultaneously, resulting in a corrupted file
system. If you choose to install two network cards, we recommend that you use
one dedicated interface for heartbeat communications, in addition to one for
network communications.

In the event of a process failure on the primary server, the primary server proceeds
as follows:

1. shuts down all local server processes

2. synchronizes all information to disk

3. un-mounts the shared partitions (if using a shared disk)
4. signals to the new server that it is done shutting down

The HA process in the old server then enters an ERROR mode, and stays in that
mode until you manually restart the HA Server.

NOTE: It is very important that you do not start or stop the Device Server and GUI Server
processes manually. The HA Server should always control these services.

Restoring Connections

In the event that the GUI Server fails over, the Device Server detects this status and
automatically reconnects to the secondary GUI Server.

If you are attempting to connect to the GUI Server using the User Interface, you
must enter the Secondary Server IP Address to reconnect to the new GUI Server [P
Address.

NOTE: After failover, it will take some time for the standby management system to
become fully active with the replicated database. For large networks, this can take
up to 10 minutes.

The Device Server receives SSP and Global PRO DC connections from each security
device it manages. All managed security devices are configured with both primary
and secondary Device Server IP addresses. During failover, the device connection
with the primary Device Server will time out. The security device will retry the
connection, then attempt connection to the secondary Device Server.

The Device Server also has a connection to the active GUI Server. Like the security

devices in your network, the Device Server is configured with the primary and
secondary IP address of the GUI Server. Whenever a Device Server starts it will try
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to connect to the primary GUI Server, then to the secondary, then back to the
primary until it is successful.

Using a Shared Disk

On systems which contain a Device Server cluster, it is strongly recommended that
you use a shared disk (although this is not a minimum requirement). This is an
additional server, often optimized for data storage. Since the management system
refers to this store simply as a path (specified during installation) the mechanism of
communication to the store (for example, NFS relationship, SAN driver) and the
type of media used is not relevant. It is also recommended that you create and test
the shared disk prior to installation.

It should be noted that if an additional server is used as the shared data storage, a
single point of failure is introduced. If you are using a shared disk setup, you need
to ensure sufficient redundancy within the shared disk machine (for example,
RAID, dual power supplies).

NOTE:

If you are installing the management system for HA and you are using a shared
disk, you must activate the primary server first after the installation process.
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Creating a Trust Relationship Between Servers

Rsync is run automatically by the HA Server and should not require any manual
interaction. Under normal circumstances when connecting via SSH to a server, you
are required to authenticate. The need for authentication is obviated by creating a
trust relationship between the two servers. You do this by creating a public/private
RSA key on each server and copying the public key to the peer. For more
information, see “Establishing an SSH Trust Relationship” on page 66.

We recommend that you test the successful completion of this part of the
installation process by opening an SSH connection to the peer server.

Server Authentication

Communication between the Device Server and GUI Server uses a proprietary TCP
based protocol called SSP. This uses AES encryption and is similar to an I[PSEC VPN
tunnel. The authentication is achieved via certificates. Each side of the SSP tunnel
has a private and public key. The public keys are exchanged during the 