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Getting Started

This guide helps you connect and configure your security device using Rapid Deployment (RD). RD
automatically configures your device for management by Juniper Networks NetScreen-Security
Manager 2005.1, the integrated management system for all Juniper Networks security devices.

CONNECTING THE DEVICE

Using the instructions below, connect the security device and prepare to configure it
to protect your network. Use the LEDs on the front panel of the device to help you
determine device status.
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Step 1 " Internet Router, Cable Modem,
On a workstation, save the configlet. If you do not have a B or DSL Modem
configlet, contact your Security Manager administrator.

Power
Step 2
Connect an Ethernet cable from the Untrust port of the e cagale

device to the external router, cable modem, or DSL modem.

Step 3 Hu

Connect the workstation:

Workstation

e [f the workstation is in a LAN, connect an Ethernet cable
from a Trust port to the internal switch or hub.

e If the workstation is a single workstation, connect an
Ethernet cable from a Trust port to the Ethernet port on
the workstation.

Step 4 Step 5
Connect the power cable between the security device and a Configure the workstation to access the security device:
power source. We recommend using a surge profector. a. Ensure the workstation is properly connected to your
a. Ensure the Power LED glows green (indicates the device LAN and that your internal network does not already
is receiving power). use a DHCP server.
b. After the device starts (about 30 seconds), ensure the b. Configure your workstation to automatically receive an
Status LED blinks green (indicates the device is operating IP address from the security device.
normailly). c. If necessary, restart your workstation. Some operating

c. Ensure the Link LEDs glow for the connected interfaces systems must restart before new settings take effect.
(indicates the device has network connectivity).
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CONFIGURING THE DEVICE

Using the instructions below, follow the Rapid Deployment (RD) Wizard to configure the
device for management. The Wizard helps you install the configlet and enables the
Security Manager administrator to begin managing the device remotely.

For details on other configuration methods and local
management features, see your security device User’s Guide.

Step 1

Launch a Web browser. In the Web browser URL address
field, enter hitp://192.168.1.1. The RD Wizard appears.

Rapld Deployment Wizard

‘Walezrra bo this Rapid Daploymant Wizsed

Do pou hses & Rapid Daploymsnt Canfighat fila?

= Ho, ugs the Infkisl Configuration Wizsrd indtead,

& £, ute the folowing Ragid Deplogmant Configlst e

-

Shargw the Bort Mode: | TrustUniust (Working Moda) x| s |

& Lowd Sondiglat freent CCiocurrents seed SetimgeiDeskic Browse

e He. skip ths Wizsrd snd ge rirsight ta tha WabUl mensgsmsrd sarean inrtasd.

Step 2

Select Load Configlet from and browse to the location of the
saved configlet (.cfg) file. Click Next to continue.

The RD Wizard opens the configlet, verifies the integrity of the
config|et, and then decrypts the config|et information. Using
this information, the Wizard prepares the device for
management.

During this preparation process, the Wizard prompts you for
any required information. Some or all of the required
information might have already been entered by the Security
Manager administrator.

Because the Wizard prompts you only for missing
information, you might not need to complete all of the
following steps.

Step 3

If prompted, enter the configlet password provided by your
Security Manager administrator.

Rapid Deployment Wizard

Fiease provide the Configiet password:

Password |

Step 4

If prompted for PPPoE information, enter the username and
password for your PPPoE account.

Rapid Deployment Wizard

Please provide netwark cannectivity informatan

Intarface: untrust

® sing DEL moderm (Dynaenc 1P v PRROE)

\samame —
Password ’_
Step 5

If prompted for PPPoA information, enter the VPI/VCI pair,
multiplexing and operating mode, and the username,
password for your PPPoA account.

Rapid Deployment Wizard

Flaase provide network connectnity informatean,

Interface: adsil
YPIAVYED: 0 v, 35
Multiple:xing Method Vo -
RFC1483 Protocol Mode: (2 Brigged O Routed
Qparating Mosde; & auto 2 ANSE DMT TV DMT 06 Lite
2 Using Dynamc IP via PPPOA
Usemmanme
Password
2 Using Dynamic IP via PPPOE
LIS @rmarreg
Passwond
O Using ISP-supplied settngs (Static 1Py
IP Address/Metmask 0.0.0.0 ;
Gataway
Step 6

If prompted for static IP information, enter:

¢ The IP address and netmask of the interface connected to
the external router, cable modem, or DSL modem.
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e The gateway address (the IP address of the router port
connected to the device).

Rapid Deployment Wizard
Pease provide nateork cannactivity mformatan

Intarface: untrust

& sing 1SP-supplied settings (Static 1K)

IP address,Metmask [a
0

sle

Gateway

Step 7

If the Security Manager administrator did not specify any ISP
information, you must select the ISP environment in which you
deployed your device:

Rapid Deployment Wizard

Pleasa prowvda network conrectty nfarmation.

Interfaca: untrust
& Using cable moder (Cynamic 1P via DHCR)
" Using DSL modem (Dynamic IF vis PAFOE)
Username
Password [
 Using 1SP-suppliad settings (Static 11
IF AddrassNetmask

jo.o.o.0 ril

—

Cateway

When using a configlet with a NetScreen-5GTADSL device,
the following screen appears instead:

Rapid Deployment Wizard
Flease provide network connestiity informaton
Interface: sl
YRLACE: [:I / %5

Multiple:ing Method LLHE

RFC1483 Protocal Mode: (& Bridged ) Routed
Operating Moda: & auto ) ANSI DMT CITU DMT O G Lite
' Using Dynamic IP via PPPoA
Usemarme
Password
) Using Dynamic IF via PPPOE
LIS @ rmarreg
Passwird
O Using I5P=supphed settngs (Statie 1P)
IP addressMatmask 0.0.0.0 /

Gataway

e |f your device uses DHCP to obtain an IP address, select
Using cable modem (Dynamic IP via DHCP).

i Juniper

* If your device uses a PPPoE connection to the Internet,
select Using DSL modem (Dynamic IP via PPPoE). This
option enables your device to act as a PPPoE client that
receives an IP address for the Untrust interface from an
ISP. Enter the following:

—  The username for your PPPoE account.

—  The password for your PPPoE account.

If your device uses a PPPoA connection to the Internet,
select Using Dynamic IP via PPPoA. This option enables
your device to act as a PPPoA client that receives an IP
address for the Untrust interface from an ISP. Enter:

—  The VPI/VCl pair.
—  The multiplexing, protocol, and operating modes.
—  The username for your PPPoA account.

—  The password for your PPPoA account.

If your device uses a static IP address, select Using ISP-
supplied settings (Static IP). This option enables your
device to use a unique and fixed IP address for the
Untrust interface. Enter the following:

—  The IP address and netmask of the interface

connected to the external router, cable modem, or
DSL modem.

—  The gateway address (the IP address of the router
port connected to the device).

Step 8

The device processes the information; when completed, the
device contacts the management system and establishes a
secure connection. The following message appears:

Rapld Deploymant Wizard

Acquring [F address from DHCHFFFoE server for intesface ‘adal]’

If the device needs to acquire a dynamic IP address from your
ISP, the following message also appears:

Rapid Deployment Wizard

Completed preoessing startup Se. Start conmecting to management server.

When the device connects, a confirmation screen appears
indicating that you have successfully installed the configlet on
the device.

Step 9
Click Finish to exit the Wizard and close the Web browser.
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MANAGING THE DEVICE

protect your network.

For devices managed by Security Manger, the Security
Manager administrator handles all device configuration and
device maintenance. For details on using Security Manager
to configure Security Policies, VPNs, attack protection, or
other features, see the NetScreen-Security Manager 2005. 1
Administrator’s Guide.

However, you can also manage the device locally for
troubleshooting purposes, using the WebUI or the Command
Line Interface (CLI):

TROUBLESHOOTING

configuration.

The following sections provide details on resolving configlet
installation issues.

Untrust Interface Failure Warning

Rapid Deployment Wizard

DHCF or PPPoE faled to acgure untrust interface acdress.

abort

This warning appears when the DCHP service, PPPoE
service, or PPPoA service cannot assign an IP address to the
device Untrust interface. The device cannot connect to
Security Manager without an untrust IP address.

To resolve the issue, check the following:

e  Ensure that the untrust interface of the device is
connected to the external network.

e If you are using DHCP to assign an address to the
untrust interface, ensure that the DHCP server is
functioning properly.

¢ If you are using PPPoE or PPPoA to assign an address to
the untrust inferface, ensure that PPPoE or PPPoA is
supported on your network.

Now that your device is connected to Security Manager, the Security Manager
administrator can complete the device configuration and create a Security Policy to

During the configlet installation process, errors can occur if the security device is not
properly connected to the network, or if the device is not running a factory default

®  Using the WebUI, you can manage basic device
features and view device configuration. For details, see
the ScreenOS Concepts & Examples Reference Guide.

* Using CLl, you can manage all features of your device
from the NetScreen ScreenOS command line. For
details, see the ScreenOS CLI Reference Guide.

Factory Default Warning

Rapid Deployment Wizard

Cenfigiet file lbading iz only allowed in factory default setting.{state: Z)

abort

This error appears when the device is not running a factory
default configuration. RD is designed to configure non-
deployed devices and enable them to connect to Security
Manager. If your device already contains a device
configuration, you must reset the device before you can use
a RD configlet. For details on resetting the device, see the
User’s Guide that shipped with your device.
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