Hardware sizing recommendations

netscreen-security manager


Hardware Sizing Recommendations

For NetScreen-Security Manager Feature Pack 3

Introduction

This document offers some guidelines on NetScreen-Security Manager hardware sizing. However, the detailed system requirements for each NSM component can vary greatly from installation to installation, depending on the size and topology of the network, the type of logging to be managed and other factors. It is advisable for customers to discuss their current and projected device management requirements with a Juniper Systems Engineer in order to ensure their needs will be met by the hardware they select.
Formulas and Guidelines  
There are four basic elements involved in sizing: single vs. dual system, memory, storage space, and processor speed requirements. Specific requirements for each system will vary, but there are some general rules and formulas that can be applied.

Single or Dual System for GUI Server and Device Server

The GUI Server and Device Server are the two components of the management server. The GUI Server stores all configuration data and manages the UI connections, and the Device Server stores logs and maintains connectivity to the devices being managed.

For managing more than 1000 devices, it is recommended to use two Network Interface Cards (NIC) for both GUI Server and Device Server systems. One of the NIC cards is dedicated for  the connection between GUI Server and Device Server. The other NIC card is used for GUI connections and device connections for GUI Server and Device Server respectively.

The GUI Server and Device Server may be combined if you have fewer than 200 devices, small device configuration sizes (e.g. large number of NS-5GTs with a few larger systems), and fewer than 1000 logs per second from all devices. Add at least 1GB RAM to the recommended GUI Server RAM to support this configuration.

Memory Requirements 

GUI Server

Many factors are involved in determining the memory requirements for a given system, however the biggest factor is device configuration size. 

First, make note of the number and type of devices that will be managed by NSM, and their configuration sizes. Configuration sizes can vary widely based on the number of rules in a policy and the number of VPN tunnels. To determine configuration size for a device look at the first line of the output of get config on the CLI. This is the size of the configuration for a device in bytes. Take the sum of the configuration sizes to be managed and refer to the table below to determine the estimated RAM required:

	Total Config Size
	GUI Server RAM Required

	Less than 2 MB
	512 MB

	Between 2 and 10 MB
	3 GB

	Between 10 and 50 MB
	4 GB

	More than 50 MB
	8 GB


 Device Server

The key factor in determining the memory requirements for the Device Server is the number of devices being managed. Use the table below to determine the requirements for a given deployment size:

	Number of Devices
	Device Server RAM Required

	Less than 200
	1 GB

	More than 200
	2 GB

	More than 500
	4 GB

	
	


GUI Client

For managing more than 1000 devices, it is recommended to use PCs with 1 GB of RAM. In addition, it is recommended to make the following change in the NSM.lax file in the C:\Program Files\NetScreen-Security Manager directory on the client machines: 

Change 

     lax.nl.java.option.java.heap.size.max=384m

 to

    lax.nl.java.option.java.heap.size.max=512m

Storage Space Requirements 

GUI Server

Beyond the storage space required for the device configurations, there are additional items to be considered in sizing storage space. The GUI Server binaries and libraries require less than 100 MB.

Other key components that are disk space intensive are:

· Audit Log 

· Error Log

· Device configuration database

· Nightly backup

The storage space requirements for each component are described in more detail below.

Audit Log

Audit log will have large impact on disk space depending upon audit log detail option configured. There are three options can be selected in guiSvr.cfg file located in /usr/netscreen/GuiSvr directory:

guiSvrManager.auditlog_flag
1 (Audit log is completely disabled if set=0)

guiSvrManager.auditlog_detail_flag
1 (Audit summary only is enabled if set=0)

	Operation
	Audit Log Detail OFF
	Audit Log Detail ON

	Update Device 10K
	136 bytes
	40 KB

	Update Device 30K
	136 bytes
	60 KB

	Update Device 300K 
	152 bytes
	240 KB

	Add Device
	2 K
	5 KB

	Login in/out
	180 bytes
	180 bytes

	Save Policy 25 rules
	48 bytes
	.01 MB

	Save Policy 100 rules
	64 bytes
	0.5 MB

	Save Policy 250 rules
	512 bytes
	0.75 MB

	Save Policy 1000 rules
	1024 bytes
	5 MB

	Save Policy 5000 rules
	2048 bytes
	15 MB


For example, in a system with 100 devices with 10 KB configuration size per device and 1000 rules, 100 device updates and 5 policies saves will use (100 * 40 KB + 5 * 5 MB = 29 MB) 29 MB with the audit log detail option on, whereas it will take only (100 * 136 + 5 * 1 KB = 18 KB) 18 KB of disk space with audit log details turned off.

Error Log
The /var/netscreen/GuiSvr/errorLog directory keeps error log files (guidaemon.0). It stores up to 25 files before the oldest log files are overwritten. Each day’s file may be up to 5 MB in size. Based on these default settings, error logs can consume up to 125MB (or 250 MB if GUI Server and Device Server are on the same server).

Device Configuration Database
The size of the Device Configuration database can vary based on number of devices and types of configuration used. For every 1 MB of aggregate device configuration, NSM may need 200 MB disk space.

For example, 100 devices with 10 KB configuration may need (10 KB * 100) * 200 = 200 MB of disk space.

Nightly Backup

Nightly backup will maintain 7 copies of the GUI Server database if the default installation option is selected. The disk space requirement should be 7 * (device configuration database size calculated above).

Device Server

Storage capacity requirements are determined by the following equation:

(Retention period in days * Events per day * 200 bytes)/ 1,000,000,000 = storage size in GB.

Log events average around 200 bytes each. Following is a chart with some examples based on a retention period of 30 days: 

	Events Per Day
	Storage required in GB

	1,000,000
	6

	10,000,000
	60

	25,000,000
	150

	50,000,000
	300


If traffic logs are turned on, they generally comprise about 2/3 of all logs; so turning off traffic logs can result in a large savings in storage space.

In NSM, logs are stored in /var/netscreen directory of the Device Server by default. The /var directory should always be mounted on a separate partition or drive from / to avoid log files filling up your root partition and crashing your server. In situations calling for high volume logging, we recommend that /var be mounted on a locally attached high speed SCSI drive or similar performance storage solution. The path for log storage can be specified during initial installation.

In addition to regular logs, error logs may consume up to 125MB of storage space on the Device Server.

Processor Speed Requirements

GUI Server

A faster CPU in the GUI Server provides for a more responsive Log Viewer, and a faster feeling system overall. Our recommendation is to focus on a system that supports your storage and memory needs first, and get a mid-range to high-end processor for it. Dual processors have a negligible performance benefit for NSM, but may have additional performance benefits with future releases.
Device Server

In our testing, CPU speed had an impact on scalability on the Device Server in regard to sustained logging rates. A modern Intel or AMD CPU (i.e. 2.4GHz) or an UltraSparc III (1.2 GHz) is capable of handling sustained log rates in excess of 20,000 logs per second, while the SPARC processors in the Netra X1 that was used as a Global Pro Express appliance are able to handle fewer than 1900 logs per second. 
A fast CPU on the Device Server is recommended for environments with high log volumes. For deployments using ScreenOS 4.0, maximum logging rates are approximately 1,900 events per second. For deployments using ScreenOS 5.0, maximum logging rates are approximately 20,000 events per second.

Migration to NSM from Global PRO or Global PRO Express

Are there any configurations of Global PRO or Global PRO Express that prevent migration to NSM?
You may experience problems if your LDIF file (Global PRO configuration) is over 8MB. Problems include extremely long export times during migration, or even inability to complete the export or import process. LDIF files containing large numbers of rules in policies are more likely to cause problems.

LDIF file sizes over 2MB indicate that a RAM upgrade is needed before a successful migration can occur.

Can I install NSM on my existing Global PRO or Global PRO Express appliance?
Yes, your existing appliance may be used as part of your NSM deployment if supported by your number of devices, number of rules in policies, and device configuration sizes. The two management server components of NSM (GUI Server and Device Server) may be installed on one server or two, with your Global PRO appliance as part of this configuration.

In most cases, RAM will need to be upgraded according to the sizing guidelines and formulas above.

Installing NSM on your Global PRO or Global PRO Express appliance is recommended for smaller deployments only.
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