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SOFTWARE LICENSE AGREEMENT"

JUNIPER NETWORKS, INC. IS WILLING TO LICENSE THE ENCLOSED SOFTWARE AND
ACCOMPANYING USER DOCUMENTATION (COLLECTIVELY, THE “PROGRAM”) TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND CONDITIONS OF THIS
LICENSE AGREEMENT. PLEASE READ THESE TERMS AND CONDITIONS CAREFULLY
BEFORE COPYING OR USING THE ACCOMPANYING SOFTWARE OR INSTALLING THE
HARDWARE UNIT WITH PRE-ENABLED SOFTWARE OR USING THE ACCOMPANYING USER
DOCUMENTATION.

BY USING THE ACCOMPANYING SOFTWARE OR INSTALLING THE HARDWARE UNIT WITH
PRE-ENABLED SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS AND CONDITIONS
OF THIS LICENSE AGREEMENT. IF YOU DO NOT AGREE TO BE BOUND BY THE TERMS OF
THIS LICENSE AGREEMENT, JUNIPER NETWORKS IS UNWILLING TO LICENSE THE
PROGRAM TO YOU, IN WHICH EVENT YOU SHOULD PROMPTLY WITHIN TEN (10) DAYS
FROM SHIPMENT RETURN THE UNUSED SOFTWARE, USER DOCUMENTATION, AND
RELATED EQUIPMENT AND HARDWARE TO THE PLACE OF PURCHASE AND YOU WILL
RECEIVE A FULL REFUND OF YOUR LICENSE FEE. THIS LICENSE AGREEMENT
REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE PROGRAM BETWEEN YOU AND
JUNIPER NETWORKS, AND IT SUPERSEDES ANY PRIOR PROPOSAL, REPRESENTATION OR
UNDERSTANDING BETWEEN THE PARTIES.

1. License Grant. Juniper Networks, Inc. (“Juniper Networks”) and its suppliers and licensors
hereby grant to you and you hereby accept a nonexclusive, personal and nontransferable license to
use the computer software and/or hardware unit with pre-enabled software, including all patches,
error corrections, updates, and revisions thereto in machine-readable, object code form only (the
“Software”), and the accompanying User Documentation on the Juniper Networks product owned by
you and only as authorized in this License Agreement. You may make one (1) archival copy of the
Software for backup purposes provided you affix to such copy all copyright, confidentiality, and
proprietary notices that appear on the original. Except as authorized under this paragraph, no copies
of the Program or any portions thereof may be made, in whole or in part, by you or any person under
your authority or control.

The Software and User Documentation are protected under copyright laws. The title to Software and
User Documentation shall remain solely with Juniper Networks and its suppliers.

Except as authorized above, you shall not: copy, in whole or in part, the Software or the related User
Documentation; modify, reverse assemble, reverse compile, or otherwise translate, dissemble, or
obtain source code for the Software or User Documentation, in whole or in part, or permit a third party
to do so; rent, lease, distribute, sell, or create derivative works of the Software; pledge, lease, rent,
sublicense or share its rights under this License Agreement; or, without Juniper Networks’ prior
written consent, assign or transfer its rights hereunder.

2. Juniper Networks’ Rights. You agree that the Software, including the User Documentation,
embodies Juniper Networks and its suppliers' and licensors' confidential and proprietary intellectual
property protected under U.S. copyright law and you will use your best efforts to maintain their
confidentiality. You further acknowledge and agree that Juniper Networks or its suppliers and
licensors own all right, title, and interest in and to the Software, including all intellectual property
rights therein. You shall take no action inconsistent with Juniper Networks or its suppliers' ownership
of such Software. You shall not sublicense, assign, or otherwise disclose to any third party the
Software or any information about the operation, design, performance, or implementation of the
Software and User Documentation without prior written consent of Juniper Networks. You agree to
implement reasonable security measures to protect such confidential and proprietary information and
copyrighted material. This License Agreement does not convey to you an interest in or to the
Program, but only the limited right of use revocable in accordance with the terms of this License
Agreement.

3. License Fees. The license fees paid by you are paid in consideration of the license granted under
this License Agreement.

4. Term. This license is effective upon opening of the package(s) or use of the hardware containing
the Software, and shall continue until terminated. You may terminate this License at any time by
returning the Software, including any User Documentation, and all copies or portions thereof to
Juniper Networks. This License will terminate immediately without notice from Juniper Networks if
you breach any term or provision of this License. Upon such termination by Juniper Networks, you

a. Ifyou and Juniper Networks, Inc., have executed another license agreement for the Program which
is now in effect, then such agreement (“Negotiated Agreement”) shall supersede this Software Li-
cense Agreement and shall exclusively govern the use and license terms of the Program.



must return the Software, including any User Documentation, and all copies or portions thereof to
Juniper Networks. Termination of this License Agreement shall not prejudice Juniper Networks' rights
to damages or other available remedy.

5. Limited Software Warranty: Juniper Networks warrants, for your benefit alone, that for a period
of ninety (90) days from the date of shipment from Juniper Networks that the Software substantially
conforms to its published specifications.

The limited warranty extends only to you as the original licensee. Your exclusive remedy and the
entire liability of Juniper Networks and its suppliers under this limited warranty will be, at Juniper
Networks' option, repair or replacement of the Software, or refund of the amounts paid by you under
this License Agreement. You agree that this is your sole and exclusive remedy for breach by Juniper
Networks, its suppliers or its licensors of any warranties made under this License Agreement.

In no event does Juniper Networks warrant that the Software is error free or that you will be able to
operate the Software without problems or interruptions. Juniper Networks does not warrant: 1) that
the functions contained in the software will meet your requirements; 2) that the Software will operate
in the hardware or software combination that you may select; 3) that the operation of the Software
will be uninterrupted or error free; or 4) that all defects in the operation of the Software will be
corrected.

This warranty does not apply if the product: 1) has been altered, except by Juniper Networks; 2) has
not been installed, operated, repaired, or maintained in accordance with instruction supplied by
Juniper Networks; or 3) has been subjected to or damaged by improper environment, abuse, misuse,
accident, or negligence.

EXCEPT FOR THE WARRANTIES SET FORTH ABOVE, THE SOFTWARE IS LICENSED “AS IS,”
AND JUNIPER NETWORKS DISCLAIMS ANY AND ALL OTHER REPRESENTATIONS,
CONDITIONS, AND WARRANTIES, WHETHER EXPRESS, IMPLIED, OR STATUTORY,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE OR ANY WARRANTIES FOR NONINFRINGEMENT OR
ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE. ANY AND ALL SUCH
WARRANTIES ARE HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLE LAW.
JUNIPER NETWORKS' SUPPLIERS AND LICENSORS DO NOT MAKE OR PASS ON TO YOU OR
ANY THIRD PARTY ANY EXPRESS, IMPLIED, OR STATUTORY WARRANTY OR
REPRESENTATION, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR ANY WARRANTIES FOR
NONINFRINGEMENT.

6. Proprietary Rights Indemnification. Juniper Networks shall at its expense defend you against
and, subject to the limitations set forth elsewhere herein, pay all costs and damages made in
settlement or awarded against you resulting from a claim that the Program as supplied by Juniper
Networks infringes a United States copyright or a United States patent, or misappropriates a United
States trade secret, provided that you: (a) provide prompt written notice of any such claim, (b) allow
Juniper Networks to direct the defense and settlement of the claim, and (c) provide Juniper Networks
with the authority, information, and assistance that Juniper Networks reasonably deems necessary
for the defense and settlement of the claim. You shall not consent to any judgment or decree or do
any other act in compromise of any such claim without first obtaining Juniper Networks’ written
consent. In any action based on such a claim, Juniper Networks may, at its sole option, either: (1)
obtain for you the right to continue using the Program, (2) replace or modify the Program to avoid the
claim, or (3) if neither (1) nor (2) can reasonably be effected by Juniper Networks, terminate the
license granted hereunder and give you a pro rata refund of the license fee paid for such Program,
calculated on the basis of straight-line depreciation over a five-year useful life. Notwithstanding the
preceding sentence, Juniper Networks will have no liability for any infringement or misappropriation
claim of any kind if such claim is based on: (i) the use of other than the current unaltered release of
the Program and Juniper Networks has provided or offers to provide such release to you for its then
current license fee, or (ii) use or combination of the Program with programs or data not supplied or
approved by Juniper Networks if such use or combination caused the claim.

7. Limitation of Liability. IN NO EVENT WILL JUNIPER NETWORKS OR ITS SUPPLIERS OR
LICENSORS BE LIABLE FOR ANY COST FOR SUBSTITUTE PROCUREMENT; SPECIAL,
INDIRECT, INCIDENTAL, PUNITIVE, EXEMPLARY, OR CONSEQUENTIAL DAMAGES; OR ANY
DAMAGES RESULTING FROM INACCURATE OR LOST DATA OR LOSS OF USE OR PROFITS
ARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE SOFTWARE, EVEN
IF JUNIPER NETWORKS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
Juniper Networks' cumulative liability to you or any other party for any loss or damages resulting from
any claims, demands, or actions arising out of or relating to this License Agreement shall not exceed
the total fees paid to Juniper Networks for the Software.

8. Export Control. Software, including technical data, is subject to U.S. export control laws,
including the U.S. Export Administration Act and its associated regulations, and may be subject to



export or import regulations in other countries. You agree to comply strictly with all such regulations
and acknowledge that you have the responsibility to obtain licenses to export, re-export, or import
Software.

9. Government Licensees: If any Software or associated documentation is acquired by or on
behalf of a unit or agency of the United States government, the government agrees that such
Software or documentation is a “commercial item” as that term is defined in 48 C.F.R. 2.101,
consisting of “commercial computer software” or “commercial computer software documentation” as
such terms are used in 48 C.F.R. 12.212 of the Federal Acquisition Regulations and its successors
and 48 C.F.R. 227.7202-1 through 227.7202-4 of the DoD FAR Supplement and its successors. The
use, duplication, or disclosure by the United States government of technical, data, computer software
and documentation is subject to the restrictions set forth in FAR section 12.212(a), FAR section
52.227-14(g)(2), FAR section 52.227-19, DFARS section 252.227-7015(b), DFARS section
227.7202-1(a), and DFARS section 227.7202-3(a), as applicable. All United States government end
users acquire the Software with only the rights set forth in this License Agreement.

10. General: This License shall be governed by and construed in accordance with the laws of the
Commonwealth of Massachusetts, United States of America, as if performed wholly within the state
and without giving effect to the principles of conflict of law. Any dispute arising out of this Agreement
shall be referred to an arbitration proceeding in Boston, Massachusetts, in accordance with the
commercial arbitration rules of the American Arbitration Association (the “AAA”"). If the parties cannot
agree upon an arbitrator, arbitration shall be conducted by a neutral arbitrator selected by the AAA
who is knowledgeable in electronics equipment manufacturing and software licensing. The parties
shall share the procedural costs of arbitration equally, and each party shall pay its own attorneys'
fees and other costs and expenses associated with the arbitration, unless the arbitrator decides
otherwise. The arbitrator's award shall be in writing and shall include a statement of reasons, but the
arbitrator shall not be permitted to award punitive or indirect damages. The arbitrator's decision and
award shall be final and binding and may be entered in any court having jurisdiction. The terms of
this section shall not prevent any party from seeking injunctive relief in any court of competent
jurisdiction in order to protect its proprietary and confidential information. If any term or provision
hereof is found to be void or unenforceable by a court of competent jurisdiction, the remaining
provisions of this License Agreement shall remain in full force and effect. This License Agreement
constitutes the entire agreement between the parties with respect to the use of the Software and
User Documentation and supersedes any and all prior oral or written agreements, discussions,
negotiations, commitments, or understandings. No amendment, modification, or waiver of any
provision of this License Agreement will be valid unless in writing and signed by the authorized
representative of the party against which such amendment, modification, or waiver is sought to be
enforced. The waiver by either party of any default or breach of this License Agreement shall not
constitute a waiver of any other or subsequent default or breach. This License Agreement shall be
binding upon the parties and their respective successors and permitted assigns.

Should you have any questions about this agreement, please contact:

Juniper Networks, Inc.
1194 North Mathilda Avenue
Sunnyvale, CA 94089
Attn: Contracts Administrator
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SDX-300 4.0.1 Release Notes

Release Overview

Before You Start

These Release Notes cover Release 4.0.1 of the SDX-300 application. If
the information in these Release Notes differs from the information found
in the published documentation set, follow these Release Notes.

These Release Notes include information on the changes between Release
4.0.0 and 4.0.1. Before you use your new software, read these Release
Notes 1n their entirety, especially the section Known Problems and
Limitations. You need the following documentation to fully understand
all the features available in Release 4.0.0:

e These 4.0.1 Release Notes, which describe changes between Releases
4.0.0 and 4.0.1.

* The 4.0.0 Release Notes, which describe features available in Release
4.0.0.

* The 4.0.x SDX software documentation set, which provides detailed
information on features available in Release 4.0.0.

If the information in your current Release Notes differs from the
information found in the other documentation sources, follow the Release
Notes.
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Documentation

The 4.0.x SDX documentation set consists of several manuals and is
available in electronic (PDF) and printed format. Refer to the following
table to help you decide which document to use.

If you want to...

Install the system software

Then go to the...

SDX-300 Installation and Configuration Guide
(p/n 162-00661-00)

Start and operate the SDX software

SDX-300 Installation and Configuration Guide

Administer an operational system (add, change, or delete)

SDX-300 Administration Guide
(p/n 162-00658-00)

Develop portals

SDX-300 Developer’'s Guide
(p/n 162-00659-00)

Develop workflows

SDX-300 Developer’'s Guide

Obtain information about the LDAP schema

SDX-300 Developer’s Guide

Integrate Funk Steel-Belted RADIUS

SDX-300 Integration Guide
(p/n 162-00660-00)

Integrate Merit RADIUS

SDX-300 Integration Guide

Learn more about the general operation of the SDX product

SDX Product Overview Guide
(p/n 162-00657-00)

The SDX-300 Service Deployment System Documentation CD includes
the entire documentation set in PDF format. The SDX-300 Service
Deployment System Software CD includes the Release Notes in addition

to the software.

Release Highlights

Highlights include the following product enhancements.

e PPP and DHCP Authentication Names Available for Accounting

This release accommodates the situation in which an SDX owner
requires subscribers to use separate names for PPP or DHCP

authentication and for login to the portal, and uses both these values
for accounting purposes. To meet this requirement, the SDX software
now includes the following new attributes:

> Plug-in attribute PA_PRIMARY_USER_NAME

> RADIUS class attribute primaryUserName

The plug-in attribute identifies the PPP or DHCP authentication
name for plug-in events and the plug-in interface. You can use the
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flexRADIUS attribute in the SAE configuration properties to identify
the authentication name for accounting records. However, you can still
use the existing attribute loginName to identify the portal login for
accounting records. For example, you can add the following lines to
the SAE configuration:

Radi usPacket . st dAcct . start stop. User-Nane = pri maryUser Name

Radi usPacket . st dAcct . startstop. Calling-Station-1d =
| ogi nName

Identifying the Type of Directory

This release includes a new DES property called signatureDN that
identifies the DN of the entry that specifies the LDAP schema
attribute usedDirectory. This attribute identifies the type of directory,
such as openLDAP or DirX, to which the SDX software connects.

Identifying the type of directory allows the SDX software to
accommodate the different ways that different directories process DES
queries, and enables more efficient retrieval of information.

If you load the LDAP schema from the SDX software CD, and use this
LDAP schema as the structure for your directory, you can use the
default value (o=UMUOC) for the signatureDN property. However, if you
use a customized LDAP schema rather than the provided LDAP
schema, you must configure the signature DN property.

For complete details on this feature, see Appendix A, Specifying the
Type of Directory.

Changes to Database

The subscriber subtree has been changed for the three sample
scenarios that we provide with the demo residential portal. In earlier
releases, the database could lead to conflicts if you loaded the ISP
service portal with one of the other scanarios, due to two different
retailer objects having the same domain values. The following table
shows the old values and the new values:

Scenario Old retailer New retailer Old domain  New domain
Equipment VvISP-one virtual-SP ispl.com virneo.net
registration VISP-two isp2.com
VISP-three isp3.com
ISP service ispl.com SP ispl.com virneo.com
isp2.com isp2.com
Implicit ISP VvISP-one virtual-SP ispl.com virneo.net
service VISP-two isp2.com
VISP-three isp3.com

3
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These changes will affect authentication for an existing RADIUS
installation. The authentication files for the UMCradius package and
for Funk Steel Belted Radius were changed appropriately to match the
database changes.

Known Behavior

This section briefly describes certain SDX software behavior and related
issues to emphasize how the system works.

Distinguished Name Syntax

e The “#” character can cause various problems for distinguished names
(DNs). For example, if used in the PolicyGroup DN, the Service to
PolicyGroup relationship is not treated properly, which causes the
failure in service actions for the given service.

Work-around: Do not use the “#” character in DNs.

Reference: TIC4133

Domains in SAE

* When you define regular expressions for a domain name parser, you
must include a total of four backslashes (\\\\) to effect a single
backslash. For example, suppose you define the following parser:

LoginName.parser.1.2.1 = (*¥?)[\\\\](.*?)

You will get the following results if you use this to parse the login name
ispl\jane:
donmi n nane: ispl

user nane: jane

Reference: TIC5875

e The default configuration of the SAE assumes that a domain is always
present, as in the following example:

Radi usPacket . st dAut h. aut h. User-Nane = "% @6" % (uid,
domai n)

Work-around: To support only authentication without domains,
change this configuration to the following:

Radi usPacket . st dAut h. aut h. User - Nanme = ui d
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To support authentication with and without domains, change the
configuration to the following:

Radi usPacket . st dAut h. aut h. User - Nane = donmai n and "% @6" %
(uid, domain) or uid

Reference: T1C5840

Empty Operator Groups

* Ifyou delete all the operators from an operator group, the SDX
software creates a non-functional operator for the group. You can
1gnore this operator. If the group requires a functional operator, you
must add a new operator.

Reference: TIC6522

Enterprise Portal API

* Beginning with SDX Release 4.0, the enterprise portal API supports
reading and writing of all types of attributes associated with directory
entries. Previously, the enterprise portal API supported reading and
writing of only string attributes.

To implement this feature, the signatures of the following methods now
use the type Object| | rather than the type String] ].

> Persistent.getAttribute

> Persistent.setAttribute

> PersistentChangeListener.preAttributeChange
> PersistentChangeListener.postAttributeChange

Work-around: You must update portals that use these methods. For
example, modify the following statements:

Persistent per = ...
String s[] = per.getAttribute(attribute);

to this:

Persistent per = ...
String s[] = (String[]) per.getAttribute(attribute);

Reference: T1C4892
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Migration

e The spelling of header fields of the file accounting plug-in (fileAcct)
were corrected between the 3.x and 4.x releases. This correction may
cause your existing accounting applications not to operate correctly if
you upgrade from a 3.x release to Release 4.0.0 or a higher release.
Make sure that your applications do not expect the incorrect spelling.

Reference: TIC5881

NIC

e The NIC directory agent does not support dynamic changes to a
directory entry that result in the entry being removed from its search
filter.

Work-around: If you require such changes, you must restart the NIC
host containing this agent for the changes to take effect. For example,
consider the MultiPop scenario provided as part of the NIC sample
data. If you remove the POP-Ottawa scope from the directory entry
with the following DN:

vi rtual Rout er Nane=def aul t, or der edCi nKeys=0Ct t awa_ERX_Node,
o=Net wor k, o=unt

then the OttawaPoolVr and OttawaVrSaeld agents will not

dynamically detect the change. You must restart OttawaHost for the
changes to take effect.

Reference: TIC5987

e If the jacorb.connection.client_idle_timeout property is not properly
configured, the ORB relies on the TCP default socket time-out
(usually 8 minutes) to determine when a connection between
redundant NIC hosts is down, thus affecting overall system availability.

Work-around: Ensure that this property is uncommented in the
jacorb.properties file of all participating hosts. You must then set the
property to a reasonable value, between 5,000 and 30,000
milliseconds. The following example sets a value of 10,000 ms:

jacorb. connection.client_idle_tinmout=10000

Reference: T1IC6070, TIC6579



Known Behavior | 7
Service Deployment System

* You must synchronize the clocks of the different servers in a
distributed SDX deployment. User sessions may not be recognized if
the clocks are not synchronized.

We strongly recommend that you configure NTP on every server used
for an SDX deployment.

Reference: TIC5674

* Whenever you change the local pools at the virtual router, you must
stop the COPS connection and restart it for the changes to be in the
LDAP directory.

Alternatively, you can manually change the pools in the directory
object representing this VR. Refer to SDX Installation and
Configuration Guide, Chapter 6, Configuring and Starting the NIC,
for the valid IP pools syntax.

Reference: TIC5377

Policy Analyzer

* When using Policy Analyzer, the special value “none” indicates no
selection of a policy group. For example, you can use this feature to
change the default policy group from a DHCP to no policy group.

Reference: TIC6012

Policy Editor

* Do not use the pipe symbol () in any field for local parameter
definition.

Reference: TIC5409

Policy Engine

 Tor all policy attributes that use a numeric value, the numeric values
are converted to integers. For literal integer values in policies, the
policy uses only that portion of a value that can be converted to an
integer.

For example, if a policy has a literal TOS byte value of 300, the high
bits are ignored (or a mask of 255 is used) so that the value used for
TOS byte is 44; that is, 300—-256.

Reference: TIC4557
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Policies

e The E-series router rejects eclipsed policies; that is, policies that use the
same classifier and have the same precedence. This rejection can lead
to surprising behavior, especially if you are using the dynamic service
sessions feature of the SDX software. It is important that you
differentiate (using different substitutions) the policies installed as part
of a dynamic service session. You must customize both ingress and
egress classifiers. Otherwise, only the first instance of the dynamic
session can be activated, and subsequent activations will be rejected.

Reference: TIC5898

Plug-Ins

e The flexRadiusAcct plug-in allows the use of radiusClass to define
RADIUS packets for user sessions. The radiusClass field was
previously specified as available only for service accounting.

The following fields are also available for UserTracking, but are
documented as available only for ServiceTracking:
ifSessionld sessionld terminateCause

sessionTimeout  sessionTime

Reference: TIC5689

* The functionality of the SDX plug-in interface has been enhanced for
Release 4.0.x. As a consequence, all clients that implement the plug-in
interface as defined for Release 3.x continue to work with Release
4.0.x, but require that you recompile the IDL interface files.

You must modify hosted plug-ins that were implemented for Release
3.x so that they import the package net.juniper.smgt.sae.sspPlugin.*
instead of com.unispherenetworks.ssc.sspPlugin.*.

Reference: TIC5629

SAE
* Do not modify the SAE configuration in the directory while the SDX

software is starting up.

Reference: TIC6050

Tracking Plug-In Behavior

e The SAE sends a STOP request when a service session is stopped. If
the policies associated with the service define accounting rules, the
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SAE retrieves volume data from the router and sends the data in the
STOP request. However, network errors can prevent the SAE from
retrieving the volume data, and lead to a STOP request in which the
volume counters are set to zero. In this case, if an interim update that
includes non-zero volume counters for the same service session exists,
use the update and not the STOP request.

Reference: TIC3552

Known Problems and Limitations

This section identifies known problems and limitations in this release.

Directory Eventing System

* Do not disable DES for the user directory subtree, or you will
experience a performance degradation.

Because OpenLLDAP directory server does not support directory
eventing for more than 5,000 objects, we recommend that you do not
use OpenLDAP directory server when more than 5,000 subscribers
and subscription objects are deployed.

Reference: TIC5889

DirX Directory Server

* Anissue in the Siemens DirX Directory Server 6.0 prevents the SDX
software from supporting this software.

Reference: TIC6053, 58386

Documentation

e In the SDX-300 Administration Guide, Chapter 3, Subscribers and
Subscriptions, the description of the Status field in the SSP
Subscription pane of SDX Admin is incorrect. The description should
read:

> active — subscriber can activate this service

> suspended — subscriber cannot activate this service, although it
may be available through the API

> hidden — service is not available through the API and cannot be

activated automatically when subscriber logs on (see Activation
field)
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Funk Steel-Belted RADIUS

e Funk Steel-Belted RADIUS Service Provider Edition 4.0 receives
accounting requests from the SAE for users with a nondefault realm
setup. However, this version of the RADIUS server does not write
these accounting records into the accounting file.

Work-around: Contact Funk Customer Support for Steel-Belted
Radius Service Provider Edition 4.0.4, which solved this issue.

Reference: TIC5180

NIC

* In a configuration with redundancy of NIC hosts, when the passive
host assumes the active role, it does not obtain information that it
needs from NIC resolvers and agents. Consequently, resolutions that
involve this host may fail.

Work-around: Restart the host when it becomes passive. Because the
host is passive, restarting it does not disrupt NIC resolutions.

Reference: TIC6823, TIC6693

* Dynamic configuration change of the Resolver List property of the
SAE Plugin Agent is not supported. If changes to this property are
required, the host containing the agent must be restarted.

Reference: TIC5718

* Dynamic configuration change of Resolvers properties is not
supported. These properties include the Resolver Role, Resolvers List,
and Roles List. If you must change these properties, you must
subsequently restart the host containing the resolver.

Reference: TIC5720

e IP address bytes are masked to fit the eight bits instead of being
considered illegal. For example, the address 10.227.9.2392 is converted
to 10.227.9.88, because 2392 mod 256 = 88; that 1s, 2392 logically
ANDed with 255 = 88.

Reference: TIC5910

* Redundancy monitors are not supported in Release 4.0.1. When you
set up a redundant system (host or agents), ensure that there is no
possibility of network partitioning between all the participants
(redundant entities and clients).

Reference: TIC6015
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Plug-Ins

* You cannot define synchronous plug-ins for scoped services. The
synchronous events (after a failover) are not delivered, which will
corrupt the plug-in state.

Work-around: You can still define synchronous plug-ins on the base
service definition.

Reference: TIC6045

Policy Editor

e The policy engine does not allow the activation of a service without an
associated policy group.

Work-around: Define a policy group with an empty ingress policy list
and an empty egress policy list and attach it to the service.

Reference: TIC5477

* When you perform a SaveAs operation to a directory server, the SDX
software does not check the names of local parameters in the policy
group with names of existing global parameters in the directory server.
After the SaveAs operation 1s complete, the directory server will
contain global parameters and local parameters with the same names.
You will not receive any messages about duplicate names. If local and
global parameters have duplicate names, the policy engine uses the
local parameter definitions.

Reference: T1C4921

Policy Engine

* Integer division (operator //) and floating point number division
(operator /) are performed left to right in an expression in a
substitution. Integer division requires integer operands; otherwise the
expression cannot be evaluated, resulting in invalid substitution. The
result is 10 for both of the following examples, but one is valid and the
other is invalid:

> Valid Substitution

x =120 // 3 | 4 1s valid, since it equates first to 40 / 4
> Invalid Substitution

x =120/ 3// 4 1s invalid, since it equates first to 40.0 // 4
Reference: TIC4196

11
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e The value acquisition mechanism of the SDX policy engine ignores

invalid substitutions. The policy can be used as long as a valid
substitution is present that provides a value for a required parameter.

For example, if the ToS byte value in a substitution is larger than 255
(x:tosByte=300), the substitution is ignored in the value acquisition
mechanism.

Reference: T1C4529

System Management
e Ifyou start the SAE while the SNMP agent is not running, the SDX

SAE may log some error messages at start-up that indicate that the
SNMP agent infrastructure is not initialized.

Work-around: You can safely ignore these messages.
Reference: TIC6756

If the SNMP agent is shut down while traps are being generated, then
org.omg.CORBA.TRANSIENT errors might be logged in the stderr
file.

Work-around: This condition is temporary and will rectify itself
automatically in a short time. You can safely ignore the errors.

Reference: TIC5224

Uninstalling SDX Software
* When you issue the uninstall command to remove SDX 4.0.1 and

lower, the uninstallation process does not stop the following SDX
processes if they are running:

OpenLDAP SDX Admin SDX Policy Editor
OpenLDAP Add-on SDX Configuration Editor

These unstopped processes will cause problems when you later install
new software.

Work-around: Before you issue the uninstall command, ensure that
you have stopped all running SDX processes related to the
components being uninstalled.
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Web Admin and SAE XDR Objects

e Numbers in policy XDR objects in SDX Web Admin and SAE log files
are displayed using the 2's complement for an integer (32 bits). For
example, 4294967295 is shown as -1.

Work-around: To get the correct positive number, add 232 to the
negative number.

Reference: T1C4472

Cautions

The following cautions apply to Release 4.0.1:

SDX 4.0.1 requires JRE Version 1.4.1_0l. Solaris 8 and Solaris 9 come
with different JRE versions pre-installed. You must install the JRE
package provided on the SDX software CD (UMCire).

Install the correct IP Filter version for your version of Solaris. Installing
the IP Filter for Solaris 8 on a Solaris 9 system (or vice-versa) will cause
an unrecoverable Solaris operating system crash. You might have to
reinstall the operating system if this happens.

Restrictions and Recommendations

Juniper Networks SDX Release 4.0.1 has been tested with JUNOSe
Release 4.1.1. SDX Release 4.0.1 is intended to work with JUNOSe
Releases 4.0.3, 4.1.2, and 5.0.2.
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Resolved Problems

This section lists significant known problems that have been resolved in
the current release. For more information on resolved problems, you can
go to the Customer Support Center Web site at
https://www.juniper.net/support/csc/kb.html, log in to the E-series
Knowledge Base, enter the Reference ID (TICnnnn) in the Search By
Keyword field, and click Search.

ACP

* The admission control plug-in loses its connection to the LDAP server.
The ACP stops responding to the SAE; restarting ACP does not resolve
the issue.

Reference: TIC6525

Directory Sample Data

* The sample data provided with the SDX software for the ISP service
portal scenario uses ispl.com as the domain for the retailer ispl.com.
The sample data for the implicit ISP service portal scenario uses
ispl.com as the domain for the retailer vISP-one. If you load the
sample data for both scenarios when you load the LDAP schema, then
the SAE and RADIUS will not work correctly because the domain

names are not unique.

Reference: TIC5873

NIC

e The NIC sample data provided for the OnePopAllRealms scenario
contains a typo. In the OnePopH2 host configuration entry, the list of
hosted resolvers are specified as follows:

server=/real ns/ip/L3a, /real ms/sharedlp/L3a,
/ r eal ms/ shar edl p/ L3a

Reference: TIC6055

OpenLDAP Directory Server

* The Berkeley DB embedded in OpenLDAP requires periodic cleanup
tasks to be run in order to free up space taken by the transaction log.
See the db_admin documentation for more information.

Reference: TIC5788
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Policy Editor

Updating an iPlanet Directory Server that acts as a consumer
generates an error with the Policy Editor due to a client directory
library issue when updates are performed against a iPlanet consumer.

Reference: TIC3912

Policy Manager

Policy Manager does not display invalid policies after they are saved to
Sun ONE (formerly known as iPlanet) Directory Server with
replication configured. Policy Manager reads the invalid policies from
the directory and generates error messages.

Reference: TIC6653

Portal Connections

Subscribers are unable to connect to SDX portal pages due to internal
server error caused by a file descriptor leak in the SDX Admin pages.

Reference: T1C6547

RADIUS

Changing the IP address of a RADIUS server for one of the RADIUS
plug-ins may cause the RADIUS plug-in to stop functioning.

Reference: TIC6046

The SDX software generates incorrect RADIUS accounting records
(missing the User-Name attribute) after an E-series router fails over
from one SDX server to another.

Reference: T1C6230

SAE

Iffile scanning is enabled, then a CORBA call cannot delete a Java file
that has been installed locally as a script for the SAE Java script
ivoker interface module. The .class file for the script will be removed,
but the .java file will not. The .java file will be scanned and the script
will be reinstalled.

Reference: TIC6067
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* Ifyou do not specify <usergroup> or <domaingroup> in a parser, then
the software interprets this as null instead of an empty string and the
login is incorrectly parsed.

Reference: TIC5872, 5858

Web Interface Log-in

e The SAE permits two subscribers to log in via the Web interface with
the same credentials loaded for the user session during interface up
notification

Reference: TIC6366

Third-Party Software
The SDX Release 4.0.1 system includes the following third-party software

components:

e Apache HTTP Server 1.3.26 (http://httpd.apache.org)

* Apache Tomcat 4.1.18 (http://jakarta.apache.org/tomcat)

e Apache Xerces and Xalan (http://xml.apache.org)

* Eclipse platform 2.1.0 (http://www.eclipse.org/platform)

* GNU Prolog for Java 0.1.0 (http://gnuprologjava.sourceforge.net)
* IP Filter 3.4.31 (http://coombs.anu.edu.au/~ avalon/)

e JacORB 1.4.0 (http://www.jacorb.org)

 Jakarta Struts 1.1-Beta3 (http://jakarta.apache.org/struts/index.html)
* JBoss 3.0.6 (http://www.jboss.org)

e JDBM 0.12 (http://www.jdbm.org)

e JETTY 4.2.6 (http://jetty.mortbay.org)

e Jython 2.1(http://www.jython.org)

* mod_ssl 2.8.10-1.3.26 (http://www.modssl.org)

* mod_throttle 3.1.2 (http://www.snert.com/Software/mod_throttle/)
* OmniORB 4.0.1 (http://omniorb.sf.net)

* OpenLDAP 2.0.18 (http://www.openldap.org)

* OpenSSL 0.9.6¢g (http://www.openssl.org)


http://httpd.apache.org
http://jakarta.apache.org/tomcat
http://xml.apache.org
http://omniorb.sf.net
http://www.openldap.org
http://coombs.anu.edu.au/~avalon/
http://gnuprologjava.sourceforge.net
http://www.openssl.org
http://www.modssl.org
http://www.snert.com/Software/mod_throttle/
http://www.jacorb.org
http://www.jdbm.org
http://www.jboss.org
http://jetty.mortbay.org
http://www.jakarta.apache.org/struts/index.html
http://www.eclipse.org/platform
http://www.jython.org

Contacting Customer Service
Service Deployment System
e Python 2.2.1 (http://www.python.org)
e Python-ldap 2.0.0pre5 (http://python-ldap.sourceforge.net)

Contacting Customer Service

You can contact Juniper Networks Customer Service for the ERX
product line in the following ways:

* Within the United States, call 1-888-314-JTAC
* Qutside the United States, call 408-745-9500

* Send e-mail to support@juniper.net

17
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Specifying the Type of

Directory

Overview

This appendix describes how to specify the type of directory so that the
SDX software can optimize interactions between the directory eventing
system (DES) and the directory.

Topic Page
Overview A-1
Configuring the Type of Directory A-3

This release includes a new DES property called signatureDN that
identifies the DN of the entry that specifies the LDAP schema attribute
usedDirectory. This attribute identifies the type of directory, such as
openLDAP or DirX, to which the SDX software connects. For
information on this attribute, see SDX Developer’s Guide, Chapter 15,
Mapping Object Model to LDAP Schema.

Identifying the type of directory allows the SDX software to
accommodate the different ways that different directories process DES
queries, and enables more efficient retrieval of information. In particular,
this feature offers benefits for the following tasks:

e Checking whether an object in the directory has not been deleted
* TFinding new entries in the directory

The following sections describe how the SDX software uses the
signatureDN property for these tasks.
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Checking Whether an Object in the Directory Has Not Been Deleted

DirX requires the following filter to check whether an object in the
directory has not been deleted:

(] (/(deleted="*))(deleted=false))

However, use of this filter is not necessary for other types of directory
and may result in inefficient retrieval of data. Directories other than
DirX perform most efficiently with the following filter:

(I(delete=true))

When the SDX software performs a DES query to check whether an
object in the directory has not been deleted, it uses the signature DN
property to select the appropriate filter for the type of directory.

Finding New Entries in the Directory
The directory monitors the age of entries with two LDAP schema
attributes: createtimestamp and modifytimestamp. For all supported
types of directory except DirX, the directory adds these attributes and
sets them to the same value when a new entry is created. Subsequently,

the directory updates the attribute modifytimestamp when an entry is
modified.

However, DirX adds only the attribute createtimestamp when an
entry is created. When the entry is modified for the first time, DirX
adds the modifytimestamp. Consequently, a DES query to find new
entries in a DirX directory requires investigation of both the
createtimestamp and modifytimestamp attributes, whereas the same
query for other types of directory requires only investigation of the
modifytimestamp attribute.

When it performs a DES query to find new entries in the directory, the
SDX software uses the signatureDN property to determine which
timestamps it should investigate.
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Configuring the Type of Directory

If you load the LDAP schema from the SDX software CD, the SDX
software automatically sets the usedDirectory attribute for the type of
directory to which it connects. If you use this LDAP schema as the
structure for your directory, you can use the default value (oc=UMOC) for
the signature DN property, and you do not need to configure the type of
directory.

However, you may want to use a customized LDAP schema rather than
the provided LDAP schema. If you do so, use the following procedure to
allow the SDX software to determine the type of directory:

1 Choose the entry that will specify the usedDirectory attribute.
2  Specify a value for the usedDirectory attribute.

3 In the property file of the SDX component that connects to this
directory, set the signatureDN property to the DN of the entry with
the usedDirectory attribute for the signature DN property.

For example, use SDX Admin to configure the DES properties for
the SSP server.

4 Repeat steps 1 through 3 for each DES connection.
Table A-1 provides a description of the signature DN property.

Table A-1 Details for signatureDN property

Property
Description

Default
Example
Error handling

signatureDN

DN of the directory entry that specifies the usedDirectory attribute. The usedDirectory attribute
identifies the type of directory, such as openLDAP or DirX, to which the SDX software is
connected. For information on this attribute, see SDX Developer’s Guide, Chapter 15, Mapping
Object Model to LDAP Schema.

o=UMC

GlobalUserDatabase.server.signatureDN = 0=SDX,o0=Juniper,o=Applications

If the value of signatureDN is not the DN of a directory entry or is the DN of an entry that does not
have a usedDirectory attribute, the SDX software logs an error and proceeds as it would for
directory types other than DirX. If the value of the usedDirectory attribute does not correspond to a

type of directory that the SDX software supports, the SDX software logs an error and proceeds as
it would for directory types other than DirX.
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