Chapter 4

Configuring VLANs

This chapter describes how to configure virtual LANs (VLANs). The NMC-RX
application supports VLANs on the following modules:

m FE-2, FE-8
m GE
This chapter contains the following sections:

m  Overview on page 65

Configuration Tasks on page 66
m  Creating VLANS on page 66
m  Associating VLANs with Ethernet Interfaces on page 68

m  Creating Interfaces on VLAN Subinterfaces on page 70

Overview

A VLAN is a logical group of network devices that appear to be on the same LAN,
regardless of their physical location. They are configured so that they can
communicate as if they were attached to the same physical connection, when in
fact they are located on a number of different LAN segments. VLANs can be
configured with management software, such as the NMC-RX application, and are
extremely flexible because they are based on logical, rather than physical,
connections.

With the NMC-RX application, you create VLANs and then associate them with
Ethernet interfaces.

A VLAN permits multiplexing multiple IP and/or Point to Point Protocol over
Ethernet (PPPOE) interfaces over a single physical Ethernet port. This multiplexing
is accomplished through VLAN subinterfaces.

When you create a VLAN, you create a network-wide object with a logical name
and a VLAN ID. You can then associate this VLAN with Ethernet interfaces. When
you make this association, a major interface (if one does not already exist) and a
subinterface with this VLAN’s ID are created automatically.
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Figure 1 shows a basic VLAN protocol stack.

Figure 1: Basic VLAN Protocol Stack
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66 m Configuration Tasks

To configure a VLAN:
1. Create a VLAN.
2. Associate an FE-2, FE-8, or a GE-1 interface with the VLAN.

3. Create an IP interface or a PPPoE interface over the VLAN subinterface.

h

(Optional) Create a VLAN interface.

VLANSs can be created in either the Network Workshop or the Device Workshop.

VLANSs are not created on specific devices, but are available network-wide. Once
created, a network-wide VLAN can be associated with an Ethernet port on the
network, in turn creating an actual VLAN. Nothing is created on any device when a
network-wide VLAN is created. A VLAN is actually created only when it is
associated with an Ethernet port.
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To create a VLAN:
1. On the Configuration menu, select Create, and click Virtual LAN.

The Create VLAN Interface dialog box appears.

™ Lab001e - Create VLAN Interface o =1E3

Logical Mame: | |

YLAN ID: ]

Cancel

2. Set the VLAN parameters (Table 27).

Table 27: VLAN Parameters

Field Description Range/Length

Logical Name Name of the VLAN 32 alphanumeric characters (maximum);
spaces allowed in logical names

VLAN ID Integer designation for the VLAN ® 1-4095
B Must be unique across network
® VLAN 0 is predefined: tagged or untagged
m All other VLANs default to tagged

3. Click OK. The VLAN is added to the VLAN Name list.

YLAN Name [ VLANID
DEFALLT_YLAN TAGGED ]
DEFAILLT L AN_UNTAGGED 0
YLAN_200 200
wlan_001 10

Configuring a VLAN

You can view and configure a VLAN by choosing from the Configuration menu or
the pop-up menu that is displayed by right-clicking an object.

You can change a VLAN ID or delete the VLAN if no upper bindings have been
configured on any of its associated ports.

Modifying the VLAN ID changes the VLAN ID for every subinterface across all
devices that have this VLAN associated with them. Deleting a VLAN removes all
subinterfaces with the VLAN ID of the VLAN, provided no upper bindings exist on
any of its associations.
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[ virtusl LaN Confiy

Logical Mame: |v|ar|_DD1

WLAN ID: no

Associating VLANs with Ethernet Interfaces

After creating a VLAN, you can associate it with an Ethernet interface that either
does not have anything stacked on it or has a VLAN major interface stacked on it.
When a VLAN is associated with an Ethernet port, a VLAN major interface (if one
does not already exist) and VLAN subinterface are created on that port.

To associate a VLAN with an Ethernet interface:

1. In the Instance Explorer, select the interface you want to associate with the
VLAN.

2. Right-click, and click Associate VLANS.

If Associate VLANs does not appear in the pop-up menu, there is probably an
object other than a VLAN already created on the interface you selected.
Double-click the interface to display any objects created on it. Also, if the object
is not a VLAN major interface, then no VLANs can be associated.

The VLAN Association - Insert/Remove VLANs dialog box appears.

™ VLAN Assaciation - Inseit/Remove VLANs I [=] B3

Availahle WLANS: Selected WLANS,

| WLANID | hame I WLAN D

DEFALLT YLAN_TAGGED B = [EYE 1
\lan_intertace_02 =0 k) DEFALLT_VLAN_UNTAGGED 0

Remove All

m  Available VLANs—VLANS that are available for association with the
Ethernet port

m  Selected VLANS—VLANSs already associated with the Ethernet port
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3. Select or remove VLANS:

a. To associate one or more VLANSs with the interface, select the VLAN(s) from
the Available VLANSs list, and click Add. The VLAN(s) are added to the
Selected VLANS list.

You can select multiple VLANs simultaneously.

If you want to associate the interface with a VLAN that is not listed in the
Available VLANS list, you must create the VLAN first. See Creating VLANs on
page 66.

b. To disassociate one or more VLANS from the interface, select the VLAN(S)
from the Selected VLANS list, and click Remove. The VLAN(sS) are moved to
the Available VLANS list.

4. Click OK when you are done.

VLANSs are associated with or disassociated from the Ethernet port. If you
remove all associations, the VLAN major interface is removed.

Creating VLAN Interfaces

You can create a VLAN major interface manually. If you do this, when you associate
a VLAN with the Ethernet interface, no major interface is created. Instead, the
VLAN subinterfaces are stacked on the manually created VLAN major interface.

To create a VLAN major interface manually:

1. Select an Ethernet interface.

2. Right-click, select Create, and click VLAN Interface.

The Create VLAN Interface dialog box appears.
™ Lab200m - Create YLAN Interface (E[x]

~Location
Physical ‘Mnduls: GE-4 port, Slot: 7, Port: O ‘

Logicsl ‘ ‘

Loglcal Name:

IF Incdesc:

Cancel

3. Click OK.
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Creating Interfaces on VLAN Subinterfaces

After you use the Associate VLANs dialog box to create a VLAN subinterface, you
can create interfaces over the VLAN subinterface.

To create an upper-level interface:

1. In the Instance Explorer, select the line interface, right-click, select List All, and
click Associated VLANS.

The VLANs associated with the selected interface are displayed in the list area,
together with the subinterfaces.

WLANSUB Name | WLAN Mame | WLAN ID | Iitf Irces: | WLAMN Major Intf Incex:
L AN-SUB3M 1 WLAN_200 200 557202563 570425350

2. Select the VLAN in the list, right-click, select Create, and click the interface you
want to create from the pop-up menu.

You have the following options:
m [P Address

See Creating IP Addresses on page 93.
m  PPPOE Interface

See Creating a PPPOE Interface in NMC-RX User Guide, Vol. 1, Chapter 28,
Configuring PPP over Ethernet.
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