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Licenses, Copyrights, and Trademarks

THE SPECIFICATIONS REGARDING THE NETSCREEN 
PRODUCTS IN THIS DOCUMENTATION ARE SUBJECT TO 
CHANGE WITHOUT NOTICE. ALL STATEMENTS, 
INFORMATION, AND RECOMMENDATIONS IN THIS 
DOCUMENTATION ARE BELIEVED TO BE ACCURATE BUT 
ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, 
EXPRESS OR IMPLIED. USERS MUST TAKE FULL 
RESPONSIBILITY FOR THEIR USE AND APPLICATION OF 
ANY NETSCREEN PRODUCTS. NO PART OF THIS 
DOCUMENTATION MAY BE REPRODUCED OR 
TRANSMITTED IN ANY FORM OR BY ANY MEANS, 
ELECTRONIC OR MECHANICAL, FOR ANY PURPOSE, 
WITHOUT RECEIVING WRITTEN PERMISSION FROM 
NETSCREEN TECHNOLOGIES, INC.

NETSCREEN-GLOBAL PRO LICENSE 
AGREEMENT

PLEASE READ THIS LICENSE AGREEMENT ("AGREEMENT") 
CAREFULLY BEFORE USING THIS PRODUCT. BY 
INSTALLING AND OPERATING THE NETSCREEN-GLOBAL 
PRO SOFTWARE ACCOMANYING THIS AGREEMENT, YOU 
INDICATE YOUR ACCEPTANCE OF THE TERMS OF THIS 
AGREEMENT, ARE CONSENTING TO BE BOUND BY ITS 
TERMS, AND ARE BECOMING A PARTY TO THIS 
AGREEMENT. THIS AGREEMENT IS A VALID AND BINDING 
OBLIGATION ON YOU. IF YOU DO NOT AGREE TO ALL OF 
THE TERMS OF THIS AGREEMENT, DO NOT START THE 
INSTALLATION PROCESS.

This is a license, not a sales agreement, between you, as an end user, 
and NetScreen Technologies, Inc. ("NetScreen"), as the owner and 
provider of the NetScreen-Global PRO Software. The "NetScreen-
Global PRO Software" consists of the NetScreen-Global Manager 
software and the NetScreen Administration Console, Master 
Controller and Data Collector software licensed, and third party 
software sublicensed, to you for use on an unlimited number of servers 
connected to an unlimited number of security devices within a single 
network. For purposes of this Agreement, the term "security device" 
means NetScreen network security hardware devices purchased and 
used by you. 

Any and all documentation and all software releases, corrections, 
updates and enhancements (including the right to install and use 
additional copies of the NetScreen Data Collector software) that are or 
may be provided to you by NetScreen shall be considered part of the 
NetScreen-Global PRO Software and be subject to the terms of this 
Agreement. 

1. License Grant.   Subject to the terms of this Agreement, NetScreen 
grants you a limited, non-transferable, non-exclusive, revocable, 
license and right: 

a.NetScreen-Global Manger and Administration Console. To make, 
install and use, on an unlimited number of servers, an unlimited 
number of copies of NetScreen Global Manager and Administration 
Console Software configured to manage an unlimited number of 
security devices in a single network.   

b.NetScreen Master Controller and Data Collector. To install and use 
one (1) copy of the NetScreen Data Collector and Master Controller 
software, each on a single server at a single location (for purposes of 
this agreement, redundant copies of the NetScreen Data Collector and 

Master Controller software that have been installed on the same server 
or at the same location, in either case sharing the same IP address are 
considered a single copy and use). A license to install and use 
additional copies of the NetScreen Data Collector software may be 
purchased separately by you.

c.Use Within a Single Network. The foregoing rights are granted only 
to you and your users engaged in the management and administration 
of network security of a single network. Each component of the 
NetScreen-Global PRO Software must be used in combination with 
one another (i.e., a single system), on a single network and in the 
manner set forth in the applicable documentation. The NetScreen-
Global PRO Software is considered "in use" on a product when it is 
loaded into permanent or temporary memory (i.e. RAM). For purposes 
of this Agreement, the term "users" means your employees, 
contractors and consultants performing services for you in connection 
with your networks.

d.Create Backup. To make one (1) copy of the NetScreen-Global PRO 
Software for backup and recovery purposes. 

2. Limitation on Use. You are only licensing the rights set forth above 
to the NetScreen-Global PRO Software. You may not engage in 
activity designed (or otherwise attempt), and if you are a corporation 
will use your best efforts to prevent your employees and contractors 
from engaging in activity designed (or otherwise attempting): (a) to 
modify, translate, reverse engineer, decompile, disassemble, create 
derivative works of, or distribute the NetScreen-Global PRO Software 
(or any component thereof) and the accompanying documentation; (b) 
to distribute, sell, transfer, sublicense, rent, or lease any rights in the 
NetScreen-Global PRO Software (or any component thereof) or 
accompanying documentation in any form to any person; or (c) to 
remove any proprietary notice, product identification, copyright 
notices, other notices or proprietary restrictions, labels, or trademarks 
on the NetScreen-Global PRO Software, documentation, and 
containers.   The NetScreen-Global PRO Software is not designed or 
intended for use in online control of aircraft, air traffic, aircraft 
navigation or aircraft communications; or in the development, design, 
construction, operation or maintenance of nuclear, chemical, or 
biological weapons of mass destruction or any nuclear facility. You 
warrant that you will not use or redistribute the NetScreen-Global 
PRO Software for such purposes.

3. Proprietary Rights. All rights, title and interest in and to, and all 
intellectual property rights, including copyrights, in and to the 
NetScreen-Global PRO Software and documentation, remain with 
NetScreen. You acknowledge that no title or interest in and to the 
intellectual property associated with or included in the NetScreen-
Global PRO Software and NetScreen products is transferred to you 
and you will not acquire any rights to the NetScreen-Global PRO 
Software except for the license as specifically set forth herein.

4. Term and Termination. The term of the license is for the duration of 
NetScreen’s copyright in the NetScreen-Global PRO Software. 
NetScreen may terminate this Agreement immediately without notice 
if you breach or fail to comply with any of the terms and conditions of 
this Agreement. You agree that, upon such termination, you will either 
destroy all copies of the documentation or return all materials to 
NetScreen. The provisions of this Agreement, other than the license 
granted in Section 1 ("License Grant") shall survive termination.

5. Limited Warranty. For a period of ninety (90) days after delivery to 
you, NetScreen will repair or replace any defective NetScreen-Global 
PRO Software product shipped to you, provided it is returned to 
NetScreen at your expense within that period. NetScreen warrants to 
you that the NetScreen-Global PRO Software will substantially 
conform with NetScreen’s published specifications for that product if 
LL 1HW6FUHHQ�*OREDO�352
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properly used in accordance with the procedures described in 
documentation supplied by NetScreen. NetScreen’s exclusive 
obligation with respect to non-conforming product shall be, at 
NetScreen’s option, to replace the product or use commercially 
reasonable efforts to provide you with a correction of the defect, or to 
refund to you the purchase price paid for the unit. Defects in the 
product will be reported to NetScreen in a form and with supporting 
information reasonably requested by NetScreen to enable it to verify, 
diagnose, and correct the defect. For returned product, you shall notify 
NetScreen of any nonconforming product during the warranty period, 
obtain from NetScreen a return authorization for the nonconforming 
product, and return the nonconforming product to NetScreen’s factory 
of origin with a statement describing the nonconformance.

The warranties set forth above shall not apply to any NetScreen-
Global PRO Software or associated hardware which has been 
modified, repaired or altered, except by NetScreen, or which has not 
been maintained in accordance with any handling or operating 
instructions supplied by NetScreen, or which has been subjected to 
unusual physical or electrical stress, misuse, abuse, negligence or 
accidents.

THE FOREGOING WARRANTIES ARE THE SOLE AND 
EXCLUSIVE WARRANTIES EXPRESS OR IMPLIED GIVEN BY 
NETSCREEN IN CONNECTION WITH THE NETSCREEN-
GLOBAL PRO SOFTWARE AND ANY ASSOCIATED 
HARDWARE, AND NETSCREEN DISCLAIMS ALL IMPLIED 
WARRANTIES, INCLUDING IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE 
AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. 
NETSCREEN DOES NOT PROMISE THAT THE NETSCREEN-
GLOBAL PRO SOFTWARE IS ERROR-FREE OR WILL OPERATE 
WITHOUT INTERRUPTION.

6. Limitation of Liability. IN NO EVENT SHALL NETSCREEN OR 
ITS LICENSORS BE LIABLE UNDER ANY THEORY FOR ANY 
INDIRECT, INCIDENTAL, COLLATERAL, EXEMPLARY, 
CONSEQUENTIAL, SPECIAL, OR PUNITIVE DAMAGES OR 
LOSSES SUFFERED BY YOU OR ANY THIRD PARTY, 
INCLUDING WITHOUT LIMITATION LOSS OF USE, REVENUE, 
PROFITS, GOODWILL, SAVINGS, LOSS OF DATA, DATA FILES 
OR PROGRAMS THAT MAY HAVE BEEN STORED OR 
AFFECTED BY THE USE OF THE NETSCREEN-GLOBAL PRO 
SOFTWARE. 

IN NO EVENT WILL NETSCREEN’S OR ITS LICENSORS’ 
AGGREGATE LIABILITY CLAIMED BY YOU, OR ANYONE 
CLAIMING THROUGH OR ON BEHALF OF YOU, EXCEED THE 
ACTUAL AMOUNT PAID BY YOU TO NETSCREEN FOR 
NETSCREEN-GLOBAL PRO SOFTWARE. Some jurisdictions do 
not allow the exclusions and limitations of incidental, consequential or 
special damages, so the above exclusions and limitations may not 
apply to you.

7. Export Law Assurance.   You understand that the NetScreen-Global 
PRO Software is subject to export control laws and regulations. YOU 
MAY NOT DOWNLOAD OR OTHERWISE EXPORT OR RE-
EXPORT THE NETSCREEN-GLOBAL PRO SOFTWARE OR ANY 
UNDERLYING INFORMATION OR TECHNOLOGY, EVEN IF TO 
DO SO WOULD BE ALLOWED UNDER THIS AGREEMENT, 

EXCEPT IN STRICT COMPLIANCE WITH ALL UNITED STATES 
AND OTHER APPLICABLE LAWS AND REGULATIONS. 
Specifically, you agree that you are responsible for obtaining licenses 
to export, re-export, or import NetScreen-Global PRO Software. The 
NetScreen-Global PRO Software may not be downloaded, or 
otherwise exported or re-exported (i) into, or to a national or resident 
of, Cuba, Iraq, Iran, North Korea, Libya, Sudan, Syria, or any country 
to which the U.S. has embargoed goods; or (ii) to anyone on the U.S. 
Treasury Department’s lists of Specially Designated Nationals, 
Specially Designated Terrorists, or Specially Designated Narcotic 
Traffickers, or otherwise on the U.S. Commerce Department’s Table of 
Denial Orders. 

8. U.S. Government Restricted Rights. The NetScreen-Global PRO 
Software is "commercial computer software" and is provided with 
restricted rights. Use, duplication, or disclosure by the United States 
government is subject to restrictions set forth in this Agreement and as 
provided in DFARS 227.7202-1(a) and 227.7202-3(a) (1995), DFARS 
252.227-7013(c)(1)(ii) (OCT 1988), FAR 12.212(a)(1995), FAR 
52.227-19, or FAR 52.227-14(ALT III), as applicable.

9. Tax Liability. You agree to be responsible for the payment of any 
sales or use taxes imposed at any time whatsoever on this transaction.

10. General. If any provisions of this Agreement are held invalid, the 
remainder shall continue in full force and effect. The laws of the State 
of California, excluding the application of its conflicts of law rules 
shall govern this Agreement. This Agreement will not be governed by 
the United Nations Convention on the Contracts for the International 
Sale of Goods. This Agreement is the entire agreement between the 
parties as to the subject matter hereof and supersedes any other 
agreements, advertisements, or understandings with respect to the 
NetScreen-Global PRO Software and documentation. This Agreement 
may not be modified or altered, except by written amendment, which 
expressly refers to this Agreement and which, is duly executed by both 
parties.

You acknowledge that you have read this Agreement, understand it, 
and agree to be bound by its terms and conditions.

Copyright Notice

Copyright © 1998-2001 NetScreen Technologies, Inc.

All rights reserved. Printed in USA.

Trademarks

NetScreen Technologies, Inc., the NetScreen logo, NetScreen-5, 
NetScreen-10, NetScreen-100, NetScreen-1000, NetScreen-Global 
Manager, NetScreen-Global PRO, NetScreen-Remote, GigaScreen 
ASIC, and ScreenOS are trademarks and NetScreen is a registered 
trademark of NetScreen Technologies, Inc. 

All other company and product names referenced in this 
documentation are the trademarks of their respective owners.
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This guide provides system administrators and managers with the procedures 
required to install and perform initial configuration of NetScreen-Global PROTM.


5���5�10'��6('��5 ���()1(0�
System administrators and managers who are to install, configure, and operate 
NetScreen-Global PRO should read this manual. An understanding of network 
installation and maintenance is required.

�()1(0���*() 7(� �)
This section contains a brief description of the contents of each chapter in the 
Installer’s Guide, and an example of a correctly completed installation.

Chapter 1, Introduction, explains the system requirements of NetScreen-Global 
PRO and the prerequisites that must be completed prior to the installation.

Chapter 2, System Requirements, details the external products that are installed 
and configured before NetScreen-Global PRO.

Chapter 3, Installing NetScreen- Global PRO, describes how to configure the 
Global PRO hardware and software combinations.

�60(�6'��1,0 	(� �)�
This documentation is included in the NetScreen-Global PRO software package.

• NetScreen-Global PRO Administrator Console User’s Guide, 
P/N 093-0053-000 Rev. A

• NetScreen-Global Manager User’s Guide, P/N 093-0015-000 Rev. C, 
Version 2.6

• NetScreen-Global PRO Reports Guide, P/N 093-0054-000, Rev. A, 
Version 2.6)
,QVWDOOHU·V�*XLGH LLL
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NetScreen-Global PRO is a software package that allows you to monitor and 
manage NetScreen devices located anywhere on the network. Using NetScreen-
Global PRO, you can:

• Configure numerous NetScreen Devices located anywhere on the network.

• Administer and change configurations.

• Monitor all NetScreen devices attached to the network.

• Receive alerts via e-mail or other configured methods.

• Receive real-time performance and logging reports.

• Receive and store detailed historical reports, using the Crystal Reports 
software.

The architecture of a network controlled by NetScreen-Global PRO is divided into 
three tiers according to their hierarchy in the data management relationship. This 
architecture is shown in Figure 1-1:

Figure 1-1  Architecture Hierarchy
,QVWDOOHU·V�*XLGH ���
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Tier 1: NetScreen devices managed by NetScreen-Global ManagerTM are 
connected to a specific Data Collector. The devices then report data to the Data 
Collector.

Tier 2: The Data Collectors take the NetScreen device data and forwards it to the 
Master Controller.

Tier 3: The Master Controller, receives performance data from the Data 
Collectors and forwards it to a permanent Oracle database.

Tier 4: The Oracle® database stores historical data which can be manipulated and 
analyzed with reporting packages such as Seagate® Crystal ReportsTM.
��� 1HW6FUHHQ�*OREDO�352
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In practice, the NetScreen-Global PRO system is used to manage large, diverse 
installations. Figure 1-2 illustrates a typical large installation.

Figure 1-2  Typical Large Installation
,QVWDOOHU·V�*XLGH ���
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Before beginning the installation, review the system requirements necessary to 
install NetScreen-Global PRO.

�����������������#�
The NetScreen-Global PRO Data Collector, Master Controller, and Administrator 
Console run on the platforms as described in these tables:

Table 2-1 Data Collector

Table 2-2 Master Controller

Table 2-3 Administrator Console

Operating System Architecture Required Memory Required Disk Space

Sun Solaris 8 SPARC 128 MB minimum 100 MB, with the device log 
stored externally

1 GB minimum, with the 
device log stored internally

RAID for redundancy

Operating System Architecture Required Memory Required Disk Space

Sun Solaris 8 SPARC 128 MB minimum 100 MB minimum

Operating System Architecture Required Memory Required Disk Space

Win NT 4.0, 
Windows 2000

Intel 64MB Minimum 20MB minimum
,QVWDOOHU·V�*XLGH ���
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NetScreen-Global PRO contains several key elements that require specific system 
configurations. These minimum requirements are:

�������	�
�������
The Master Controller (MC) requires:

• Sun Microsystems SPARC IIi 400 MHz

• 256 MB RAM, 8 Gig HD, minimum

• Solaris 8 

• Netras (recommended)

• /opt partition of at least 1 Gig

'����	��������
The Data Collector (DC) requires:

• Sun Microsystems SPARC IIi 400 MHz

• 256 MB RAM, 8 Gig HD, minimum

• Solaris 8 

• Netras (recommended)

• /opt partition of at least 1 Gig

�������'�������
The Oracle database requires:

• Sun Microsystems SPARC IIi 400 MHz

• 256 MB RAM, 8 Gig HD, minimum

• Solaris 8 

• Oracle 8i 

• Database partition of at least 2 Gig

Note: For simpler configurations, the Oracle database and the MC can be installed 
on the same workstation. 
��� 1HW6FUHHQ�*OREDO�352
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Administrator Console requires:

• IBM-compatible PC running one of these operating systems:

– Microsoft Windows 2000 with Service Pack 1

– Windows NT Server with Service Pack GA

– Windows NT Workstation

• 128 MB RAM, minimum

)�������
!*����������	�"������������
The optional NetScreen-Global PRO Crystal Reports package runs on the 
Windows platform. Crystal Reports requires:

• One of these operating systems:

– Windows NT 4.0 Server with Service Pack 6a

– Windows 2000 Server with Service Pack 1

– Windows 2000 Advanced Server with Service Pack 1

• Oracle 8.1.6 NT Client with Net8 Service

• 128 MB RAM

• 200 MB free disk space, minimum

• Windows IIS Web Server

*��������
����
Global Manager requires:

• IBM-compatible PC running one of these operating systems:

– Windows NT Workstation or Server 4.0, Service Pack 4 or higher

– Windows 2000 Professional Server or Advanced Server editions

• 64 MB RAM minimum, 128 MB RAM recommended

• 3 MB of disk space available for the software

• 5 MB of disk space available for each NetScreen device you plan to monitor. 
This disk space is used to store the log files for each device.

• Ethernet adapter

Note: NetScreen-Global Manager and Administrator Console can be installed on 
the same workstation, as long as their hardware and software requirements are 
met. 
,QVWDOOHU·V�*XLGH ���
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The NetScreen devices require:

• NetScreen-OS 2.6.x 
��� 1HW6FUHHQ�*OREDO�352
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NetScreen-Global PRO includes client and server components. The illustration 
shown in Figure 3-1 represents the example configuration described in this guide. 
However, in your installation, the actual location of the components might vary.

Figure 3-1   Global PRO Installation Example

Important: Because some components cannot be configured before others are 
installed, follow this order of installation even when installing on a network with a 
different configuration than shown here.
,QVWDOOHU·V�*XLGH ���
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To prepare for installation, gather the network’s IP addresses, URLs, passwords, 
network addresses, gateways, servers, device relationships, and other machine 
identification elements. Have this information with you when beginning the 
installation. 

NetScreen suggests preparing at least two documents:

• A network evaluation diagram

• A table listing IP addresses, gateways, DNS servers, and any other 
information your system requires for network interoperation.

 )��(00(� �)��()'����	6'1�6�
The sequence of the installation procedures for Global PRO is described in the 
next section.
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Important: Prior to beginning installation, ensure that an Oracle database is in 
place and operating. The Oracle database operates on a Sun® server running the 
Solaris 8® operating system.

Important: You must have Root privileges or permissions to write to the 
directories necessary to perform the NetScreen-Global PRO installation.

Important: NetScreen recommends that you begin installation of the DC and the 
MC on a workstation with a new or reloaded Sun Solaris 8 platform.

Caution Solaris 8 ships in an insecure mode. Check these defaults and set them to your 
preferred level of security level before continuing the installation.
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Install the NetScreen-Global PRO components in the order listed in this table:

Table 3-1 Installation Steps

Component Installation Step

Oracle Database Verify that the Oracle database instance and Oracle 
Listener are running. Verify that you have an ’oracle’ 
login and password. As ’oracle’,’ run the database 
scripts located in the <install directory>/scripts 
directory. The order in which to run the scripts is as 
follows:  glpro_orcl_create_table.sql, 
glpro_orcl_create_constraint.sql, 
glpro_orcl_init_table.sql. You must also run these 
scripts as system/manager.

Master Controller Run proinstall.bin from the NetScreen Global PRO 
installation CD. Select Master Controller component.

When prompted, enter the database name, the 
database server ID address and the customer 
authentication ID.

Note:  Do not forget the customer authentication ID as 
you will need it again when you install the Data 
Collector and Administration Console components.

You can accept all other database default values given 
unless they are different from your installation.

Data Collector Run proinstall.bin from the NetScreen Global PRO 
installation CD. Select Data Collector component. 
When prompted, enter the IP address for the Master 
Controller and the Customer authentication ID you 
previously entered above.

NetScreen Devices Assign the Global Manager IP address to the devices.

Global Manager Install Global Manager on the Windows platform and 
add NetScreen devices. See the NetScreen-Global 
Manager documentation for more details.

Administrator Console Install the AC from the NetScreen Global PRO 
installation CD onto the Windows platform. Select 
Admin Tool install. When prompted, enter the IP 
address of the Master Controller and the customer 
authentication ID you previously entered above.
,QVWDOOHU·V�*XLGH ���
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To start the installation of the NetScreen-Global PRO MC and DC on the Solaris 
workstation using a CD-ROM, follow these steps:

1. Log in to the server as Root or a UNIX user created for Global PRO. You can 
use user “nobody” and group “nobody” for this purpose or create your own 
specific user and group.

2. Insert the NetScreen-Global PRO CD-ROM into the CD-ROM drive.

3. Change directory to:

cd /cdrom/Global_PRO

The proinstall.bin program is inside this directory.

To run the program, enter:

./PROinstall.bin

4. This command starts the NetScreen-Global PRO installer. 

Important: Depending on your system, you may have to mount the CD manually.

Note: To see the complete contents of the directory, issue the ls command.

Note: The installer requires X Windows or CDE Window system to run.
��� 1HW6FUHHQ�*OREDO�352���
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Follow the steps in this section to install the MC and the DC.

After you start the installer, the Introduction Screen appears.

Figure 3-2  Introduction Screen

1. Click the Next button to display the License Agreement screen shown in 
Figure 3-3.

Figure 3-3  License Agreement Screen
,QVWDOOHU·V�*XLGH ���
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2. Read the entire license agreement using the scroll bar to view text that is 
below the visible window. Then click the Yes radio button followed by the 
Next button to display the Important Information screen shown in 
Figure 3-4.

Figure 3-4  Important Information Screen

3. Read the information on the NetScreen-Global PRO Important Information 
Screen. Use the scroll bar to view the information below the edge of the 
window. When you have read all the information, click the Next button to 
display the Select Installation Directory screen shown in Figure 3-5 on page 
3-12.
��� 1HW6FUHHQ�*OREDO�352���
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Figure 3-5  Select Installation Directory Screen

4. By default, the Select Installation Directory Screen shown in Figure 3-5 
contains this name directory:

/opt/NETSglPRO

Either accept the default location or select the directory you want to use by 
clicking the Choose button and selecting a different directory. Use the 
Restore Default Location button to restore the installation directory 
default if you make a mistake.

After selecting the installation directory, click the Next button to display the 
Select Component to Install screen shown in Figure 3-6 on page 3-13.
,QVWDOOHU·V�*XLGH ���
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Figure 3-6  Select Component to Install Screen

The Select Component to Install screen contains three installation options:

Full Install

Selecting this option installs the MC and the DC on the same machine.

Master Controller

Selecting this option installs only the MC. Use this option to install the MC 
on one machine and the DC on another.

Data Collector

Selecting this option installs the DC only.

Select the desired installation by clicking on its button.

Note: In this sample installation, the Full Install option, which installs the 
MC and the DC on the same machine, is used as an example.
��� 1HW6FUHHQ�*OREDO�352���
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5. Select the Full Install button.

Clicking the Full Install button begins the installation and displays the 
Installation Progress screen, shown in Figure 3-7. A blue moving bar in the 
screen’s lower right-hand corner indicates the installation’s progress.

Figure 3-7  Installation Progress Screen

Note: NetScreen recommends installing the MC and DC on separate 
machines in an actual installation.

Note: There are other screens that display quickly, but they are for your 
information only and require no action.
,QVWDOOHU·V�*XLGH ���
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When the MC installation is complete, the Configure Master Controller 
Component screen appears.See Figure 3-8 on page 3-15.

Figure 3-8  Configure Master Controller Component Screen

The Configure Master Controller Component screen generates the script and 
property files required to start the service when the installation is complete.

To enter the information into the Configure Master Controller Component screen:

Enter the requested information in the fields displayed on the Configure Master 
Controller Component screen:

Database Name The name assigned to the Oracle database.

Database Port The port number on which the database is found.

Database Server
IP Address The IP address or the name of the Oracle database server.

Note: The screens that display are determined by the installation choice you made 
earlier. If you selected Full Install, configuration screens for both the MC and the 
DC display. If you are installing individual components, only the configuration 
screen for the component you are installing displays.
���� 1HW6FUHHQ�*OREDO�352���
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Database User
Name The name of the authorized Oracle database user.

Database
Password The password of the authorized Oracle database user.

Data Table Space The location of the Data Table; the default is USERS.

Index Table Space The location of the Index Table; the default is INDX.

Customer
Authentication ID This ID is extremely important, because it is used by the 

system to recognize its component parts. You can create 
any Customer Authentication ID you like, but remember 
to enter the same Customer Authentication ID in the 
Customer Authentication ID field for the other software 
components in NetScreen-Global PRO.

For example, you must enter the same ID in the 
Configure Data Collector Component screen, no 
matter if the DC is installed on the same machine as 
the MC as in this example, or installed elsewhere on 
your network.

When you have completed the fields on the Configure Master Controller 
Component Screen, click the Next button to display the Configure Data 
Collector Component screen. See “Configuring the Data Collector” on page 
3-17.

Note: In an installation where you have installed only the MC, clicking the Next 
button displays the The NetScreen-Global PRO Install Complete Screen shown in 
Figure 3-10 on page 3-18.
,QVWDOOHU·V�*XLGH ����
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After you click the Next button on the Configure Master Controller 
Component screen, the Configure Data Collector Component screen 
displays. See Figure 3-9 on page 3-17.

Figure 3-9  Configure Data Collector Component Screen

The Configure Data Collector Component screen contains these fields. 
Enter the appropriate data into the fields.

Master Controller
IP Address Enter the IP address or the name of the MC, even if it is 

installed on the same machine as the DC.

Device Logfile
Path The device log files are stored in this directory. Either 

accept the default or change the path as desired.

Customer
Authentication ID Enter the same Customer Authentication ID as you 

entered in the Configure Master Controller 
Component screen.

Note: To review the requirements for this ID, see “Customer Authentication 
ID” on page 3-16.
���� 1HW6FUHHQ�*OREDO�352���
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When data entry is complete, click the Next button. NetScreen-Global PRO 
generates the files required to start the services, and then displays the Install 
Complete Screen, as shown in Figure 3-10 on page 3-18.

Figure 3-10  Install Complete Screen

Carefully read the information on the Install Complete screen in 
Figure 3-10 to start the services or for any errors encountered during installation.
,QVWDOOHU·V�*XLGH ����
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The installer generates several scripts using the data entered in the Configure 
Master Controller Component and the Configure Data Collector 
Component screens. These scripts are placed in the installation directory 
selected at the beginning of the installation. See Figure 3-5 “Select 
Installation Directory Screen” on page 3-12.

In this example installation, there are two property files that are generated as 
part of the post-installation process:

��
��������
����

The name of the MC property file is:

pro.mc.init

 �
��������
����

The name of the DC property file is:

pro.dc.init

You can edit either of these files if you want to change the initialization 
parameters before starting the services.

�/0����������
�� 
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The SQL scripts given below are used to create a database user, generate Global 
PRO schema and initialize the Global PRO database. The scripts are generated by 
the install program during the MC's installation, and have to be run against the 
Oracle database from the /opt/NETSglPRO base directory:

glpro_orcl_create_user.sql (an SQL script for creating a database user).

glpro_orcl_drop_table.sql (an SQL script for dropping Global PRO tables in the 
database).

If there is anything in the customer’s Global PRO database installation from an 
earlier install, these scripts will clean up the database before a fresh installation:

glpro_orcl_create_table.sql (an SQL script for creating Global PRO tables in the 
database).

glpro_orcl_create_constraint.sql (an SQL script for adding constraints and indices 
to Global PRO tables in the database).

glpro_orcl_init_table.sql (an SQL script for initializing the Global PRO database 
tables with predefined data).
���� 1HW6FUHHQ�*OREDO�352���
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The order in which the SQL scripts need to be run and the commands to run them 
are given below:

For an existing installation, start by running glpro_orcl_drop_table.sql. 

After this, and for newer installations, follow the sequence below:

Run glpro_orcl_create_user.sql (if the database user and password already exists, 
this step can be skipped).

Run glpro_orcl_create_table.sql.

Run glpro_orcl_create_constraint.sql.

Run glpro_orcl_init_table.sql.

These scripts are run against the Oracle database using sqlplus (e.g. the following 
commands would run the SQL scripts with the default ’system’ database account, 
whose default password is ’manager’):

> sqlplus -s system/manager < glpro_orcl_create_user.sql

> sqlplus -s system/manager < glpro_orcl_create_table.sql

> sqlplus -s system/manager < glpro_orcl_create_constraint.sql

> sqlplus -s system/manager < glpro_orcl_init_table.sql

������
��������������
The Master Controller must be started first. Go to the install directory/startup 
folder and run glproMC start.

Upon successful startup, launch the Administration Console from the Windows 
platform. You will log in as the default log in of netscreen/netscreen. Select the 
Data Collectors tab and add the Data Collector name and IP address. Select the 
Devices tab and add the NetScreen devices. Select the Users tab and create a user. 
(Remember, you will need the serial numbers for each device.)

Start the Data Collector process by going to the install directory/startup folder 
and running glproDC start.

Upon successful startup of the DC, go to Global Manager and select a device and 
select Report, Login to DC from the drop down menu. You will be prompted to log 
into the DC. After you have logged in, go to the Administration Console and select 
the Devices tab. If everything is running correctly the Status should be "Active" 
and the Last Heartbeat should be updated.
,QVWDOOHU·V�*XLGH ����
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To uninstall NetScreen-Global PRO

1. Navigate to the directory in which you installed NetScreen-Global PRO.

2. cd <install_directory>UninstallerData.

3. Run the GlobalPROUninstall script. 

The GlobalPROUninstall script launches the InstallAnywhere Uninstaller, which 
uninstalls the Global PRO components.

Note: For more information on starting the service in your installation, see
Figure 3-10 on page 3-13.

Important: Although you can start the MC and the DC, before you have 
configured NetScreen-Global PRO, you must install the NetScreen-Global PRO 
Administrator Console to configure the NetScreen-Global PRO system, and 
install NetScreen-Global PRO Global Manager to configure and administer the 
firewalls.

For information on installing the Administrator Console, see “Installing the 
Administrator Console” on page 2-1 in Chapter 2 of the NetScreen-Global PRO 
Administrator Console User’s Guide, P/N 093-0053-000 Rev. A.

For information on installing Global Manager, see “Installing Global PRO” on 
page 3-5 in Chapter 3 of the NetScreen-Global PRO Global Manager User’s 
Guide, P/N 093-0015-000, Rev. C, Version 2.6.
���� 1HW6FUHHQ�*OREDO�352���
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To troubleshoot the installation of NetScreen-Global PRO, review this Appendix 
to correct a problem with a Global PRO component.
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See the Data Collector notes on increasing the limits.
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- db.name

- db.port

- db.ip.addr

- db.user.id

- db.passwd

- pro.customer.authenticate

Note that db.passwd has to be started with a ’letter’, not a numeric. 

Also note that the above values must be the same for every Master Controller 
installation. If the user runs two Master Controllers, the same values must be 
used for db.name, db.port... etc. when installing the two Master Controllers.
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Use the -test option in the Master Controller to test whether a connection can be 
created to the database, and whether the Master Controller has some initialized 
schema/data.

<install_directory>/gloPROmc -test
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Solaris has a low default limit. Because each socket connection needs to use up 
one file descriptor, edit this file to increase the limit:

/etc/system

and add these lines to the file:

set rlim_fd_max = 8192

set rlim_fd_cur = 4096

Reboot the solaris machine after making this change.
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- mc.ip.addr

- dc.smelogfile.path

- pro.customer.authenticate

Note that ’pro.customer.authenticate’ is a field that is entered as a ’secret 
identification’ between the DC, MC and Oracle components. It acts like a 
’password’ between the components. The same value for 
’pro.customer.authenticate’ has to be entered in the installation of all components.
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• Can the Data Collector machine see the other components?

• Can it ping the Master Controller machine (the same one that’s given in 
mc.ip.addr)?

• Can it ping all the devices that are supposed to be communicating with it?

Use the -test option in the Data Collector to test whether a connection can be 
created to the Master Controller, and also check if the Master Controller can find 
the Data Collector in the database:

<install_directory>/gloPROdc -test

Make sure that the device’s timestamp is updated (use ntp to synchronize with a 
NTP server). Also, make sure that the machines running Data Collector (or 
Master Controller) have their time updated periodically.
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- pro.admin.mc.ip.addr

- pro.customer.authenticate
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Here's a sample command for starting the Oracle database:

 > $ORACLE_HOME/bin/dbstart 

Has the Net8 listener been installed and started properly?

- Here's a sample command for starting the Net8 listener:

 > $ORACLE_HOME/bin/lsnrctl start

Here's a sample command for verifying the status of the listener:

 > $ORACLE_HOME/bin/lsnrctl status
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A sample command to use Oracle’s sqlplus to connect to the database, using a 
dummy user identification and password (userid/passwd) is as follows:

> sqlplus userid/passwd tiger
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The Global PRO’s Master Controller installation process generates several SQL 
scripts. The following scripts have to be run against the database to create the 
database schema used by Global PRO:

glpro_orcl_create_user.sql for creating an Oracle database user so that Global 
PRO can connect to the database (if the database user already exists in the 
database, this script does not need to be run).

glpro_orcl_drop_table.sql for erasing all the Global PRO related database schema 
from the database. This script works like an ’uninstall’ of Global PRO’s database 
schema. It is only needed if the user wants to remove all Global PRO related 
tables/data and start from scratch again.

glpro_orcl_create_table.sql for creating the database tables used by Global PRO.

glpro_orcl_create_constraint.sql for adding optimizations/constraints to the 
database schema.

glpro_orcl_init_table.sql for adding initial data to the database tables required by 
Global PRO.

Note that the scripts have to be run against the Oracle database using sqlplus, 
e.g., the following commands would run the sql scripts with the default ’system’ 
database account (whose default password is ’manager’):

> sqlplus -s system/manager < glpro_orcl_create_user.sql 

> sqlplus -s system/manager < glpro_orcl_create_table.sql

> sqlplus -s system/manager < glpro_orcl_create_constraint.sql

> sqlplus -s system/manager < glpro_orcl_init_table.sql

Note that the above sql scripts rely on the existence of the Oracle tablespaces that 
are given to Global PRO during the Master Controller installation. The sql scripts 
create the database tables in the given tablespaces. The following is a sample sql 
command for creating a tablespace called PRO_DATA in Oracle, using a data file 
located in /u02/oradata/myora/PRO_DATA.dbf:
$�� 1HW6FUHHQ�*OREDO�352
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SQL> CREATE TABLESPACE PRO_DATA LOGGING DATAFILE ’/u02/oradata/
myora/PRO_DATA.dbf’ SIZE 300M AUTOEXTEND ON NEXT 100M MAXSIZE 
UNLIMITED;
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These can be verified by using CLI at the device:

get global-pro config 

The Global-PRO status should be enabled.

The Primary Host/Secondary Host should point to the primary and secondary 
Data Collector’s IP address.
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See above notes on ’enable Global-Pro’ and ’primary-secondary host’.
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When the Global Manager is connected to a Data Collector, it will be prompted for 
a Global PRO userid, password:

– that user has to be pre-created via the Administrator Console. 

– that user (or one of the groups that he belongs to) has to be given 'read-
device' privilege to the device he is accessing, so that the Data Collector 
would let the user view the corresponding devices' log/alarm/traffic-
counters.
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��#���������������
�

If the user generates the error message:
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Master Controller: cannot connect to database: ORA-00020: maximum 
number of processes (50) exceeded.

The default property setting in pro.mc.init:

workers=10

would use up (2 * workers + 1) connections to the Oracle. To add a second Master 
Controller, one have to change the ’processes’ setting in Oracle’s init file from 50 
to 70. 

By the same token, if one has to add a third Master Controller, one have to change 
that value to 91.

The location of the init.ora file:

$ORACLE_BASE/admin/<db-instance-name>/pfile/init<db-instance-name>.ora

To support two Master Controllers, the following line needs to be changed:

processes = 50

to:

processes = 70

If the user generates the error message:

DEBUG [Cli #1:Worker #3] common.SmeApiDc(NspProcessGetResponse) - DC: 
setAuthenticate: [07 Nov 2000 09:36:03,783]

DEBUG [Cli #1:Worker #3] common.SmeApiDc(NspProcessGetResponse) - 0: 
[07 Nov 2000 09:36:03,793]

...

DEBUG [Cli #1:Receiver #1] nsp.NSPReceiverThread - 
SocketException....Descriptor not a socket: JVM_recv in socket input 
stream read [07 Nov 2000 09:36:03,853]

ERROR [Cli #1:Worker #3] common.SmeApiDc(NspProcessGetResponse) - Dc 
to Mc’s authentication failed [07 Nov 2000 09:36:04,124]

The above error messages indicate that Data Collector to Master Controller 
authentication failed, most likely because the Data Collector has not been added 
to the database via the Administration Console.
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