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Release 7.6 Features

The following features have been added to JUNOS Release 7.6. The identifier following
the description is the short title of the manual or manuals to consult for further
information. For a complete list of manuals, see Table 5 on page 84.

Hardware

4-port Type 1 and 8-port Type 2 Gigabit Ethernet 102 PIC with oversubscription
and QoS—Enables you to configure noncomplex filters for classifying traffic and
to implement oversubscribed Ethernet interfaces. Type 2 8-port Gigabit Ethernet
1Q2 PICs require JUNOS Release 7.6R2 or later. Type 1 4-port Gigabit Ethernet
102 PICs require JUNOS Release 7.6R3 or later. [PIC Guides, CoS, Network
Interfaces]

= NOTE: Autonegotiation is enabled by default. You cannot disable the feature on
Gigabit Ethernet 1Q2 PICs. Therefore, you cannot connect a 4-port Q2 PIC to a device
with older Gigabit Ethernet ports that do not support autonegotiation.

4-wire support on J-series Services Routers—Support is added for the combined
Fast Ethernet (2 ports) + G.SHDSL (2 ports) Physical Interface Module (PIM) and
the combined Fast Ethernet (2 ports) + G.SHDSL (2 ports) + ISDN S/T (1 port)
PIM on ]J2300 platforms. G.SHDSL firmware has been upgraded to R3.0.5 from
the previous R3.0.1 along with 4-wire support. This upgrade fixes some of the
issues seen with the older firmware. G.SHDSL firmware comes with software
dependency and does not guarantee backward compatibility with older software;
therefore, to use JUNOS Release 7.6 on J-series G.SHDSL PIMs, you must upgrade
the PIM firmware to R3.0.5 by issuing the request system firmware upgrade
command.

Support is added on T640 routing platforms for the following PICs:
1-port Channelized OC3 1Q PIC (Type 1)

2-port ATM2 OC3/STM1 IQ PIC (Type 1)

[T640 PIC Guide]

User Interface and Configuration
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Global search and replace in CLI configuration mode—Allows you to define
searches that include regular expressions to locate and replace identifiers and
values in a configuration. For example, if a PIC is moved to another slot, you
can replace all occurrences of the interface name. To replace a pattern in a
configuration with another pattern, enter configuration mode and issue the
replace pattern pattern1 with pattern2 command. [CLI]

J-Web event viewer—The new Events item on the J-Web task bar provides an
easy way to view the events recorded in the system log (also known as system
log messages). By default, the View Events page displays the most recent 25
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events, with severity levels highlighted in different colors. You can select the
number of events to be displayed on the screen at a time. You can also filter
events by system log filename, event ID, text from the event description, name
of the process that generated the event, or time period, to display only the events
you want. [J-Web Guide]

Hitless authentication key rollover—Adds support for authentication key updates
for the Border Gateway Protocol (BGP) and Label Distribution Protocol (LDP)
routing protocols without having to reset the sessions. To configure, include the
key-chains statement at the [edit security] hierarchy level and the
authentication-algorithm and authentication-key-chain statements at the [edit
protocols bgp] or [edit protocols Idp] hierarchy level. [System Basics, Routing]

=

NOTE: Please refer to Technical Bulletin PSN-2006-04-007 before implementing the
new authentication key features.

Interfaces and Chassis

A new disable statement has been added at the [edit system ports console]
hierarchy level. It allows you to disable console login. [System Basics]

SSL security support for SDX servers—Adds support for SSL session configuration
and client certification for SDX management products. To configure SSL session
support, include the security-options statement at the [edit system services
service-deployment servers server-name] hierarchy level. To configure client
certification, include the local-certificate statement at the [edit system services
service-deployment] hierarchy level. [System Basics]

Autonegotiation on Gigabit Ethernet interfaces—Autonegotiation is enabled by
default on all Gigabit Ethernet interfaces. Support is added to permit
autonegotiation in three different modes: default, explicit enable, and explicit
disable:

In default mode, autonegotiation is automatically enabled (existing behavior).
No explicit action is taken after the autonegotiation is complete or if the
negotiation fails.

In explicit mode, you can manually configure the flow-control and
remote-fault options on a specific interface. To configure explicit mode,
include the auto-negotiation statement at the [edit interfaces ge-fpc/pic/port
gigether-options] hierarchy level. To enable flow control, include the
flow-control statement at the [edit interfaces ge-fpc/pic/port gigether-options
auto-negotiation] hierarchy level. To configure remote fault, include the
(local-intf-online | local-intf-offline) statement at the [edit interfaces
ge-fpc/pic/port gigether-options auto-negotiation] hierarchy level.

Explicit disable mode lets you manually disable autonegotiation on an
interface. To configure explicit disable, include the no-auto-negotiation
statement at the [edit interfaces ge-fpc/pic/port gigether-options] hierarchy
level.

Release 7.6 Features ®W 5
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& NOTE: Autonegotiation is enabled by default. You cannot disable the feature on
Gigabit Ethernet 1Q2 PICs. Therefore, you cannot connect a 4-port IQ2 PIC to a device
with older Gigabit Ethernet ports that do not support autonegotiation.
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To display Gigabit Ethernet interface details, issue the show interfaces
ge-fpc/pic/port extensive operational mode command. [Network Interfaces,
Command Reference: Interfaces]

Support for ctl to dsO channelization (M5, M10, M7i, M10i, M40e, M320, T320,
and T640 routing platforms)— Channelized OC12 IQ PICs now support ctl to
dsO channelization. To create a dsO interface through the interface hierarchy
[cstm4/caud/ct3/ctl/ds0] on the Channelized OC12 IQ PIC, include the framing
sdh statement at the [edit chassis fpc slot-number pic pic-number framing] hierarchy
level. To display the cstm4 interface details, issue the show interfaces
cstm4-fpc/pic/port extensive operational mode command. [NetworR Interfaces,
Command Reference: Interfaces, System Basics, Feature Guide]

Cell-relay VP shaping on ATM2 PICs—ATM2 PICs now support ATM circuit
cross-connect (CCC) cell-relay promiscuous mode. Virtual path (VP) promiscuous
mode allows incoming traffic on all virtual channel identifiers (VCIs) under the
virtual path identifier (VPI) to be bundled and directed to a label-switched path
(LSP). Port promiscuous mode allows all traffic coming on the entire VPI/VCI
range to be forwarded to an LSP. ATM2 PICs now also support traffic shaping in
VP promiscuous mode and cell relay virtual circuit (VC) mode. To configure
promiscuous mode, include the promiscuous-mode statement at the [edit interfaces
at-fpc/pic/port atm-options] hierarchy level. To configure shaping for either VP
mode or VC mode, include the shaping statement at the [edit interfaces
at-fpc/pic/port unit logical-unit-name] hierarchy level. For both modes, include the
cell statement at the [edit chassis fpc fpc-number pic pic-number atm-12-circuit-mode]
hierarchy level. No new statements or operational mode commands are added
to support this feature. [Network Interfaces]

External synchronization interface (M320 routing platform)—Adds support for
synchronizing the system Stratum 3 interface clock to an external source. The
external synchronization interface can be configured to synchronize the internal
Stratum 3 clock to an external source, and then synchronize the chassis interface
clock to that external source. This feature can be configured for external primary
and secondary interfaces that use Building Integrated Timing System (BITS) or
SDH Equipment Timing Source (SETS) timing sources. When internal timing is
set for SONET/SDH, Plesiochronous Digital Hierarchy (PDH), and DS1 interfaces
on the PICs, the transmit clock of the interface is synchronized to BITS/SETS
timing and traceable to timing within the network. To configure, include the
synchronization statement at the [edit chassis] hierarchy level. To view settings,
issue the show chassis synchronization operational mode command. [System
Basics, Command Reference: System]

For nonchannelized OC3, OC12, and OC48 SONET/SDH interfaces on T-series
and M40e platforms only, you can configure interoperation with SONET/SDH
line-terminating equipment (LTE) that is provisioned for unidirectional linear
Automatic Protection Switching (APS) in 1 + 1 architecture. [Network Interfaces]
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GRES support for LSQ interfaces (M-series and T-series platforms)—Graceful
Routing Engine switchover (GRES) functionality is provided for all features
supported by link services 1Q (LSQ) interfaces. No new configuration is required.
[Services Interfaces, System Basics]

LSQ redundancy interface (M-series and T-series platforms)—Adds support for
a redundant LSQ logical interface (rlsq), similar to the existing redundant adaptive
services (rsp) interface. The new interface type allows you to designate primary
and secondary LSQ interface pairs, which must reside within the same router to
provide fully stateful failover support. It requires Multilink Point-to-Point Protocol
(MLPPP) encapsulation and supports hot-standby failover. To configure, include
the primary and secondary statements at the [edit interfaces rlsqnumber
redundancy-options] hierarchy level. The hot-standby statement can be optionally
included at the same hierarchy level. A new show interfaces risqnumber
operational mode command provides settings information and the new interface
is included in the output for the existing show interfaces redundancy and show
services crtp commands. [Services Interfaces, Command Reference: Interfaces]

LSQ interfaces high availability enhancement (M10i and M40e platforms)—Adds
link state replication (also called interface preservation) to the existing support
for LSQ failover using the Automatic Protection Switching (APS) configuration
available on SONET/SDH networks. This version of stateful failover is supported
only with LSQ interfaces and SONET APS-enabled network interfaces (Channelized
OC3, Channelized OC12, and Channelized STM1 1Q PICs) within the same router
(intrachassis), and requires MLPPP encapsulation. To configure, include the
preserve-interface statement at the [edit interfaces interface-namesonet-options
aps] hierarchy level. New fields have been added to the following operational
mode command output displays:

The show aps output includes a field for Interface Preservation that shows
whether the new option is enabled.

The show interfaces output includes a Redundant Link field.

[Services Interfaces, Command Reference: Interfaces]

[PSec support for IPv6 addresses (M-series and T-series routing platforms)—Adds
support for IP version 6 (IPv6) address format in IP Security Protocol (IPSec)
services configurations. The following existing statements support the additional
address format:

service statement at the [edit interfaces interface-name unit logical-unit-number
family inet6] hierarchy level

family inet6 statement at the [edit interfaces sp-fpc/pic/port unit
logical-unit-number] hierarchy level

local-gateway statement at the [edit services service-set name ipsec-vpn-options]
hierarchy level

Release 7.6 Features W 7
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source-address and destination-address statements at the [edit services
ipsec-vpn rule rule-name term term-name from] hierarchy level

remote-gateway and backup-remote-gateway statements at the [edit services
ipsec-vpn rule rule-name term term-name then] hierarchy level

remote and local statements at the [edit access profile profile-name client ike
allowed-proxy-pair] hierarchy level

To configure IPv6 IKE policy addresses, include the ipv6_addr statement at the
[edit services ipsec-vpn ike policy policy-name (local-id | remote-id)] hierarchy level.
[Services Interfaces, System Basics, Feature Guide]

[PSec support for AES encryption algorithms (M-series and J-series routing
platforms, except the M320 router)—Adds support for Advanced Encryption
Standard (AES) algorithms for Internet Key Exchange (IKE) and IPSec proposals
in three key sizes: 128, 192, and 256 bits. Also adds support for the Secure Hash
Algorithm 2 (SHA-2) for 256-bit authentication, in IKE proposals only. To
configure, include the aes-128-cbc, aes-192-cbc, or aes-256—cbc option at the
[edit services ipsec-vpn ike proposal proposal-name encryption-algorithm], [edit
services ipsec-vpn ipsec proposal proposal-name encryption-algorithm], or [edit
services ipsec-vpn rulerule-name term term-name then manual direction direction
encryption algorithm] hierarchy level. With any of the encryption options, you
may also include the sha-256 option at the [edit services ipsec-vpn ike proposal
proposal-name authentication-algorithm] hierarchy level. To display the key size
for security associations (SAs) that use the AES encryption algorithm, issue the
show services ipsec-vpn ike security-associations detail operational mode
command. [Services Interfaces, Command Reference: Services, Feature Guide]

NAT enhancements—The following enhancements have been made to the
Network Address Translation (NAT) feature:

Support for multiple prefixes and address ranges—You can now specify up
to 10 prefixes or address ranges, or a combination of both, in a dynamic or
static source NAT pool. To configure, include the address or address-range
statement, or both, at the [edit services nat pool pool-name] hierarchy level.
A dynamic NAT pool with no address port translation configured supports
up to 65,535 addresses. With Network Address Port Translation (NAPT)
configured, a dynamic pool is limited to 32 addresses. Multiple prefixes and
addresses are not supported for destination static NAT.

Ability to statically assign NAT addresses from a dynamic NAT pool—Enables
you to advertise one subnet that represents the NAT pool and use an address
within that subnet for static rules. The statically assigned addresses are not
reused for dynamic assignment. Statically assigned addresses from a dynamic
pool can be used only for source static NAT and not for destination static
NAT.

Support for NAT rules without requiring a pool definition—You can now
configure NAT rules without having to define a pool. To configure, specify
the translated prefix within the NAT rule by including the destination-prefix
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or source-prefix statement at the [edit services nat rule rule-name term
term-name then translated] hierarchy level.

Oversubscribed source NAT pool—You can now configure an overflow pool
to be used with NAT when an address pool is exhausted. If all the addresses
in the source pool are in use, additional NAT sessions are supported using
the overflow NAPT pool. You can include either the overload-pool statement
or the overload-prefix statement at the [edit services nat rule rule-name term
term-name then translated] hierarchy level. The overload pool must have
NAPT configured.

Original or transparent NAT mode—You can configure NAT to skip certain
addresses or prefixes for a particular NAT rule. To do so, include the
no-translation statement at the [edit services nat rule rule-name term term-name
then] hierarchy level.

Support for NAT without implementing a stateful firewall rule—You can now
configure NAT without configuring a stateful firewall to accept NAT traffic.
In previous releases, you were required to configure a stateful firewall rule
in the service set to accept traffic when configuring NAT; all traffic was
dropped unless it was explicitly configured to be accepted. The new default
behavior is to accept all traffic unless it is explicitly configured to be dropped.
If only NAT is configured in a service set, all traffic is accepted.

Support for address ranges as a match condition in a stateful firewall, NAT,
or IDS rule—You can now specify address ranges as a match condition in
stateful firewall, NAT, or intrusion detection services (IDS) rules. To configure,
include the destination-address-range or source-address-range statement at
any of the following hierarchy levels:

[edit services stateful-firewall rule rule-name term term-name from]

[edit services nat rule rule-name term term-name from]

[edit services ids rule rule-name term term-name from]

[Services Interfaces]

RPM discovery through BGP—Allows you to configure real-time performance

monitoring (RPM) services to determine automatically if a path exists between
a host router and its configured Border Gateway Protocol (BGP) neighbors. You
can obtain results from the discovery through the SNMP agent using the following

MIBs or by issuing the CLI RPM show commands. Results are stored in the
pingResultsTable, jnxPingResultsTable, jnxPingProbeHistoryTable, and the

pingProbeHistoryTable. The following RPM configuration statements are available

at the [edit services rpm bgp] hierarchy level:

data-fill

data-size

destination-port

Release 7.6 Features ® 9
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Routing Protocols

Multicast
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history-size
probe-count
probe-interval
probe-type
routing-instances

test-interval

[Services Interfaces]

Support is added for the clear passive-monitoring statistics operational mode
command. [Command Reference: Services, Feature Guide]

Multiple NSSA support—When a router is designated as both an area border
router (ABR) and an autonomous system (AS) border router with or without a
configured backbone area and connects one or more not-so-stubby areas (NSSASs),
Type 7 link-state advertisements (LSAs) are exported into the NSSA or multiple
NSSAs by default. To disable exporting Type 7 LSAs into NSSAs, include the
no-nssa-abr statement at the [edit protocols ospf] hierarchy level. [Routing]

Enhanced timers for RIP—Enables you to set a route timeout interval. If a route
is not refreshed after being installed into the routing table by the specified time
interval, the route is removed from the routing table. To configure the route
timeout for RIP, include the route-timeout statement at the [edit protocols rip],
[edit protocols rip group group-name], and [edit protocols rip group group-name
neighbor neighbor-name] hierarchy levels. You can set an update time interval to
periodically send out routes learned by RIP to neighbors. To configure the update
time interval, include the update-interval statement at the [edit protocols rip], [edit
protocols rip group group-name], and [edit protocols rip group group-name neighbor
neighbor-name] hierarchy levels. [Routing]

Ignore LSP metric in OSPF traffic engineering—To ignore Resource Reservation
Protocol (RSVP) LSP metrics in OSPF traffic engineering shortcut calculations,
specify the ignore-Isp-metrics statement at the [edit protocols ospf traffic-engineering
shortcuts] hierarchy level. [Routing]

OSPFv3 Graceful Restart—JUNOS software is fully compliant with the OSPFv3
graceful restart Internet draft. [Hierarchy and RFC Reference, Feature Guide]

PIM Register message filtering—Allows you to specify a filtering policy for Protocol
Independent Multicast (PIM) Register messages. Existing policy configuration is
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used to do the filtering. To specify where to apply the policy, include the following
new statements at the [edit protocols pim rp] hierarchy level:

For a policy applied at the rendezvous point (RP) to incoming Register
messages, include the rp-register-filter-policy policy-name statement.

For a policy applied at the source designated router (DR) to outgoing Register
messages, include the dr-register-filter-policy policy-name statement.

The show pim statistics operational mode command includes new fields to
tabulate the filtered messages. The new clear pim register command resets the
filter count. [Multicast, Command Reference: Protocols]

PIM Bootstrap Router Protocol for IPv6—Support is added for the Bootstrap
Router Protocol as specified in Internet draft draft-ietf-pim-sm-bsr-05.txt, with the
exception of the scoping mechanism described in the draft. To configure, include
the bootstrap statement at the [edit protocols pim rp] hierarchy level. The show
pim rps operational mode command is enhanced to display IPv6 RPs with the
Type value of bootstrap. [Multicast, Command Reference: Protocols]

Display output for the show pim join extensive and show multicast scope
operational mode commands has been enhanced. [Command Reference: Protocols]

The clear multicast statistics command includes a new keyword, instance
instance-name. [Command Reference: Protocols]

A new clear multicast scope command has been added. [Command Reference:
Protocols]

BFD for MPLS—Enables you to configure Bidirectional Forwarding Detection
(BFD) for MPLS LDP and RSVP IPv4 LSPs to quickly detect MPLS LSP data plane
faults. It can be used in conjunction with LSP ping. You can enable BFD on all
RSVP LSPs configured on a router by configuring the bfd-liveness-detection
statement at the [edit protocols mpls oam] hierarchy level or on specific RSVP
LSPs by configuring the statement at the [edit protocols mpls label-switched-path
label-switched-path-name oam] hierarchy level. To enable BFD for LDP LSPs, include
the statement at the [edit protocols Idp oam] hierarchy level. [MPLS]

Interarea traffic engineering—Allows an LSP to traverse multiple OSPF areas
within a service provider’s network. Enable this feature by including the
expand-loose-hop statement at the [edit protocols mpls] hierarchy level on each
of the LSP transit routers. [MPLS]

&

NOTE: Please refer to Technical Bulletin PSN-2006-04-008 before implementing
interarea traffic engineering.

Release 7.6 Features ® 11
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VPNs

VPLS operation without a Tunnel PIC—You can now configure virtual private
LAN service (VPLS) on routers that do not have a Tunnel Services PIC installed
by including the no-tunnel-services statement at the [edit routing-instances
routing-instance-name protocols vpls] hierarchy level. This feature uses a
label-switched interface (LSI) to provide VPLS functionality. An LSI MPLS label
is used as the inner label for VPLS. This label maps to a VPLS routing instance.
On the provider edge (PE) router, the LSI label is stripped away and the packet
is mapped to a logical LSI interface. The LSI interface is used to forward the
Ethernet frame to the appropriate VPLS routing instance. [VPNs, Feature Guide]

VREF table-label enhancement—You can now configure the vrftable-label statement
at the [edit routing-instances routing-instance-name] hierarchy level over 4-port
and 8-port IQ2 and ATM2 PICs. [VPNs]

Routing Policy and Firewall Filters

Class of Service

12
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Configuring a filter within a filter—Enables you to configure a firewall filter within
the term of another filter to minimize the configuration needed to configure

common terms in numerous filters. You can configure one filter with the desired
terms and apply them to other filters. To configure a filter within a filter, include
the filter statement at the [edit firewall filter] hierarchy level. [Policy Framework]

Configuring a filter sequence—Enables you to specify a list of filters to be
evaluated when a packet reaches an interface. To specify an input list of filters,
include the input-list statement at the [edit interfaces interface-name unit
logical-unit-number family family-name filter] hierarchy level. [Policy Framework,
Network Interfaces]

Configuring simple filters—To configure simple filters, include the simple-filter
statement at the [edit firewall family inet] hierarchy level. [Policy Framework]

MPLS EXP classifiers for MPLS explicit-null labels (M320 and T-series
platforms)—Enables you to configure MPLS EXP classifiers for MPLS explicit-null
labels. The MPLS EXP classifier can be different from an IPv4 or IPv6 classifier
configured on the same logical interface. To configure, include the exp statement
at the [edit class-of-service classifiers] and [edit class-of-service interfaces
interface-name unit logical-unit-number classifiers] hierarchy levels and include the
explicit-null statement at the [edit protocols mpls] hierarchy level. [CoS, MPLS]

Extended support for output shaping on physical interfaces (IQ PICs on M320
and T-series platforms)—Enables you to configure traffic shaping based on the
rate-limited bandwidth of the total interface bandwidth. This allows you to shape
the output of the physical interface so that the interface transmits less traffic
than it is physically capable of carrying. To configure, include the shaping-rate
statement at the [edit class-of-service interfaces interface-name] hierarchy level.
[CoS]
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m  Extended support for tricolor marking (T640 platform with Enhanced Scaling
FPC4)—Enables you to configure two-rate tricolor marking (TCM) (as defined in
RFC 2698, A Two Rate Three Color Marker) on the T640 platform with an
Enhanced Scaling FPC4. With TCM, you can provision more granular service-level
agreements (SLAs) across the Differentiated Services (DiffServ) domain. You
configure TCM by defining tricolor marking policers, and three levels of packet
loss priority (PLP) for classifiers, rewrite rules, RED drop profiles, and firewall
filters. The color of a packet, as used or set by a TCM policer, corresponds to the
packet’s drop precedence (loss priority or PLP). To enable TCM, include the
tri-color statement at the [edit class-of-service] hierarchy level. To configure a TCM
policer, include the three-color-policer statement at the [edit firewall] hierarchy
level. [Class of Service, Policy Framework]

NOTE: For LSQ interfaces, egress scheduling of three loss priorities is not supported.
LSQ interfaces support only two loss priorities for egress scheduling. However, three
loss priorities for classification and rewrite rules are supported on LSQ interfaces.

m  Simple filters for metropolitan Ethernet applications (4-port and 8-port Gigabit
Ethernet IQ2 PICs)—Enables you to configure noncomplex filters for classifying
traffic. Unlike normal filters, simple filters support [Pv4 traffic only and have the
following restrictions:

The nextterm action is not supported.

Qualifiers such as the except and protocol-except statements are not supported.
Noncontiguous masks are not supported.

Multiple source addresses and destination addresses in a single term are not
supported.

Output filters are not supported. You can apply a simple filter to ingress
traffic only.

Configurable terminating actions, such as accept, reject, and discard, are not
supported.

To configure, include the simple-filter statement at the [edit firewall family inet]
and [edit interfaces interface-name unit logical-unit-number family inet] hierarchy
levels. [CoS, Policy FrameworR]

m  Oversubscribing interface bandwidth (Gigabit Ethernet IQ and Channelized 1Q
PICs)—Allows you to configure shaping rates so that their sum exceeds the
physical interface bandwidth, also known as oversubscription of the physical
interface. If the actual data traffic does not exceed the physical interface
bandwidth, oversubscription allows you to sell more bandwidth than the physical
interface can support. To configure, include the per-unit-scheduler statement at
the [edit interfaces interface-name] hierarchy level; include the shaping-rate
statement at the [edit class-of-service traffic-control-profiles] hierarchy level; and
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include the output-traffic-control-profile statement at the [edit class-of-service
interfaces interface-name unit logical-unit-number] hierarchy level. [CoS]

Provisioning a guaranteed minimum rate and sharing excess bandwidth (Gigabit
Ethernet IQ and Channelized 1Q PICs)—Allows you to configure guaranteed
bandwidth for each logical interface. You cannot provision the sum of the
guaranteed rates to be more than the physical interface bandwidth. However,
if excess physical interface bandwidth is available, the logical interface receives
more than the guaranteed rate. To configure, include the per-unit-scheduler
statement at the [edit interfaces interface-name] hierarchy level; include the
guaranteed-rate statement at the [edit class-of-service traffic-control-profiles]
hierarchy level; and include the output-traffic-control-profile statement at the [edit
class-of-service interfaces interface-name unit logical-unit-number] hierarchy level.
[CoS]

Shared ingress and egress shaping and scheduling (4-port and 8-port Gigabit
Ethernet IQ2 PICs)—Allows you to oversubscribe interfaces to the extent that
the traffic coming from the line to the Physical Interface Card (PIC) can be several
orders of magnitude greater than the maximum bandwidth from the PIC to the
Flexible PIC Concentrator (FPC). To handle the oversubscribed traffic, you can
configure shared ingress and egress shaping and scheduling based on Layer 2,
MPLS, and Layer 3 packet fields. Each logical interface shares a set of scheduling
and shaping resources with other logical interfaces that are on the same physical
port and that have the same shared instance applied. To configure, include the
traffic-control-profiles statement at the [edit class-of-service] hierarchy level and
the input-traffic-control-profile, output-traffic-control-profile, and shared-instance
statements at the [edit class-of-service interfaces interface-name unit
logical-unit-number] hierarchy level. [CoS]



Release 7.6 Features

=

NOTE: To define the RED drop profile on Gigabit Ethernet 1Q2 PICs, only two fill
levels are supported. When you define the RED drop profile, we recommend that
you set the minimum fill-level's drop probability to 0. For example:

[edit class-of-service drop-profiles drop-ig2-examplel]
drop-profiles {
drop-ig2-examplel {
fill-level 20 drop-probability O;
fill-level 100 drop-probability 80;
!
}

Although 1Q2 PICs support the interpolate option in the definition of the RED drop
profile, its usage is not recommended. If you define the RED drop profile with the
interpolate option, we recommend that you set the maximum fill level set to 100
percent.

When you apply an input or output shaping rate to two logical interfaces and to a
physical interface (dual-level hierarchical input or output shaping) with no guaranteed
rate (which is the same as the committed information rate [CIR]), the rate specified
at the physical level is not distributed among the logical interfaces based on their
input shaping-rate ratio; it is distributed equally among the two logical interfaces. As
a workaround, configure three or more logical interfaces.

Gigabit Ethernet 102 PICs support only one queue in the scheduler map with high
or strict-high priority. If more than one queue is configured with high or strict-high
priority, the one that appears first in the configuration is implemented as strict-high
priority. This queue receives unlimited transmission bandwidth. The remaining
queues are implemented as low priority, which means they may be starved.

Gigabit Ethernet 1Q2 PICs support a transmission rate within a queue, but do not
support an exact rate within a queue. Therefore you can apply a weight to a queue,
but you cannot put an upper limit on the queue transmission rate less than the logical
interface can support. Consequently, the exact statement at the [edit class-of-service
schedulers scheduler-name transmit-rate (rate | percent)] hierarchy level is not supported
for Gigabit Ethernet 102 interfaces.

Network Management

m  Support is added for RFC 2024, Definitions of Managed Objects for Data Link
Switching using SMIv2 (syntax corrections, read only). The following are not
supported in the DLSw MIB:

The object groups diswinterface and diswSdlc

The tables diswDirLocateMacTable, diswDirNBTable, and dlswDirLocateNBTable
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The tabular objects dlswCircuitDiscReasonLocal and
diswCircuitDiscReasonRemote

The scalar objects diswCircuitS1Dlc, diswDirMacCacheNextindex, and
diswDirNBCacheNextindex

You can find the DLSw MIB at
http://www.juniper.net/techpubs/software/index_mibs.html. [Network Management,
Hierarchy and RFC Reference]

SNMP trap for ftp destination switch—An SNMP trap is generated when the flow
collector application switches between primary and secondary ftp destinations.
[Network Management]

Linux server support—In addition to supporting Sun Solaris 5.8 and later, the
JUNOScope software now supports Red Hat Enterprise Linux ES versions 3 and
4.

Security enhanced audit logging—The JUNOScope software supports the following
security enhancements:

Logging user authentication activity and privileged operations that change
information on the network to a new internal audit log, the system log (syslog)
server, and an optional RADIUS accounting server.

Configuring and enforcing an authentication policy for each JUNOScope user.
The JUNOScope administrator can edit the user authentication policy,

including locking up the account, specifying maximum login attempts, and
specifying an access window within which the failed login attempts occur.

& NOTE: The Security Enhanced Audit Logging feature in Red Hat Enterprise Linux is
not supported in this release of the JUNOScope software.

Release 7.6 Features

Configuration Editor commit synchronization—The JUNOScope Configuration
Editor now synchronizes committed configuration changes on devices with
redundant Routing Engines.

Operation scripts—Operation (op) scripts are user-created Extensible Stylesheet
Transformation (XSLT) scripts. They can perform any function available through
JUNOScript remote procedure calls (RPCs). A script can build and run an
operational mode command, receive the command output, inspect the output,
and determine the next appropriate action. This process can be repeated until
the source of a problem is determined and reported to the command-line interface
(CLD). To configure, include the file filename.xsl statement at the [edit system



Changes in Default Behavior and Syntax

scripts op] hierarchy level. To run an op script, issue the op script-name operational
mode command. [Configuration and Diagnostic Automation]

Operation scripts for JUNOS event policy—Enables you to configure an event
policy that causes op scripts to be run automatically in response to a detected
error condition on the routing platform. The output of those scripts is then
uploaded to a specified location. To configure, include the event-script statement
at the [edit event-options policy policy-name then] hierarchy level. [Configuration
and Diagnostic Automation]

Table 1 on page 17 lists the new JUNOS Extensible Markup Language (XML)
operational request tag elements and their corresponding CLI commands.

Table 1: JUNOS 7.6 CLI Commands and Equivalent JUNOS XML Tag Elements

CLI Command Request Tag Element Response Tag Element
clear passive-monitoring <clear-passive-monitoring> None
clear passive-monitoring statistics <clear passive-monitoring-statistics> None

show class-of-service
traffic-control-profile

<get-cos-traffic-control-profile-information> <cos-traffic-control-profile-information>

show services ggsn inspection <get-ggsn-inspection-information> <inspection-information>
show system snapshot <get-snapshot-information> <snapshot-information>
show system configuration archival <get-system-archival> <directory-list>

[JUNOS XML Operational Reference]

Changes in Default Behavior and Syntax

Hardware

Combinations of PICs—On Juniper Networks routing platforms, you can typically
install any combination of Physical Interface Cards (PICs) in a single Enhanced
Flexible PIC Concentrator (FPC). Newer JUNOS services for some PICs can require
significant Internet Processor ASIC memory, and some configuration rules might
limit certain combinations of PICs on some platforms. To conserve memory,
group PICs in the same family together on the same FPC. Ethernet and SONET
PICs typically do not use large amounts of memory. Gigabit Ethernet, ATM2, 1Q
serial PICs, and Adaptive Services PICs use more.

Configuration rules might affect PICs installed on standard Enhanced FPCs used
on the following routers: M5, M10, M20, M40, M40e, M160, M320, ]J20, T320,
and T640.

No configuration rules affect PICs installed in the following:
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J-series, M7i, M10i, or M120 routing platforms

Enhanced Plus FPCs on M-series and |20 platforms

Enhanced Scaling FPCs

When you upgrade the JUNOS software, a warning appears if any configuration
rules affect your PIC combinations. If you continue the installation, the PICs
appear to be online (the LEDs are on), but the JUNOS software cannot enable
them and they cannot pass traffic. As a workaround, you need to plan which
PICs to install on the Enhanced FPCs or PIC slots on your routing platform. For
specific information about PIC combination rules, consult Technical Bulletin
PSN-2007-01-003. Go to http://www.juniper.net/customers/support and under the
Research A Problem section, click Technical Bulletins. On the JTAC Technical
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Bulletins Web page, enter PSN-2007-01-003 in the Search field, select the CS
Technical Bulletin ID radio button, and click Search.

Routers running JUNOS Release 7.4 or earlier that include logical-router
configuration might display the following error when an upgrade to Release 7.6
or later is installed:

Validating against /config/juniper.conf.gz
Init daemon: /var/etc/init.inc+:19: syntax error near "re-mode”
Init daemon: /var/etc/init.inc+:25: syntax error near “re-mode-
Init daemon: /var/etc/init.inc+:32: syntax error near "re-mode*
mgd: error: configuration check-out failed

Validation failed

If this is the only error message that is reported, perform the upgrade by issuing
the request system software add package-name command with the no-validate
option.

User Interface and Configuration

Root password enforcement—Setting the root password on the router is now
enforced when a commit command is issued. To configure the root password,
include the root-authentication statement at the [edit system] hierarchy level. If
the root password is not set, the commit fails and the following error message
appears: “'system' Missing mandatory statement: 'root-authentication' error:
commit failed: (missing statements).” [System Basics, J-Series Getting Started)]

The J-Web menu framework has been expanded to include four levels of menu
options from the current three-level structure. The left pane of the new J-Web
screen displays the navigation path. [[-Web Guide, all J-series manuals]

J-Web Quick Configuration now supports configuration of Gigabit Ethernet
interfaces on M-series and T-series routing platforms. [J-Web Guide]

On the J-Web interface, the default search mechanism for HTML files has changed
from the router to the extranet. [J-Web Guide]

For the user statement at the [edit system login] hierarchy level, the username
length has increased from 16 to 64 characters. [System Basics]

Operation, Administration, and Maintenance (OAM) cell output from tcpdump

now references only function = Loopback (8). Previously, it referenced Alarm
Indication Signal (AIS) also, which was an error. [Network Interfaces]
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The default source 1D checking is disabled on OAM ping replies. [System Basics]

JUNOS software once again supports IPv6 addresses of the form ::x:y:z:0/127,
which were supported in Release 7.3 and earlier. [System Basics]

Previously, when you committed the following configuration:

bgp {
authentication-key "$9$2s4ZjTz6tpOHOVL"; ## SECRET-DATA

local-as 65000;
group ibgp {
type internal;
allow 172.25.40.0/24;
}
group ebgp {
peer-as 65002;
neighbor 10.1.1.1;
}
}

MD5 authentication was applied to the BGP peering session with address 10.1.1.1.
However, no authentication was applied to the promiscuous iBGP peering sessions
(172.25.40.0/24).

The authentication functionality has been enhanced to accommodate keychains.
As a result, if you include the allow statement, you cannot include
authentication-key or authentication-key-chain at the same level or at the next level
higher. This might cause scripts based on previous releases to break.

Previously, you could commit the allow 0.0.0.0/0 statement with MD5
authentication, despite a manual warning. Now, this configuration is not
supported for either authentication keys or keychains, and the CLI issues a
warning and fails to commit such configurations. [Routing, System Basics]

Previously, when a connection between SDX and a Juniper Networks router was
established, the SDX process (sdxd) started a JUNOScript session as user root.

This is still the default, but you now have the option of configuring user sdx with
a different classification at the [edit system login] hierarchy level. [System Basics]

The CLI output from tcpdump for ATM Operation, Administration, and
Maintenance (OAM) cells has changed; the output information is expressed in a
different format from previous releases. [System Basics]

Previously, if you added information to a configuration as a string delimited by
quotation marks and used JUNOScript or J-Web, these applications enclosed the
string in an additional set of quotation marks that caused the commit to be
rejected. The software now automatically compensates for this condition.

Changes to Daylight Saving Time—Beginning in 2007, DST (Daylight Saving
Time) for US and Canada will begin at 2:00 AM on the second Sunday of March,
and end at 2:00 AM on the first Sunday of November. The JUNOS software will
automatically switch to the new DST schedule in 2007.
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The show system connections extensive command output has been enhanced to
include statistics for the retransmission timer. [Command Reference: System Basics
and Services]

Previously, when the client provided an incorrect client-identifier-string, the
Dynamic Host Configuration Protocol (DHCP) server did not issue a lease. Now,
a unique lease and IP address are assigned from the pool for each unique
client-identifier-string. [System Basics]

Link aggregation maximum links—On T-series and TX Matrix platforms, link
aggregation now supports a maximum number of 16 links per bundle (increased
from 8). The maximum number of links supported on M-series platforms remains
at 8. To configure the number of links, include the minimum-link statement at the
following hierarchy levels: [edit interfaces aex aggregated-ether-options] or [edit
interfaces asx aggregated-sonet-options]. [Network Interfaces]

LACP functionality moved from Routing Engine kernel to LACP process—To
improve overall system reliability, the Link Aggregation Control Protocol (LACP)
functionality has been moved out of the Routing Engine kernel. This change
isolates potential failures within the LACP code so that they do not affect the
overall state of the Routing Engine. Instead, an LACP failure restarts the LACP
process (lacpd) to quickly reacquire the configuration. To configure LACP
traceoptions, include the traceoptions statement at the [edit protocols lacp]
hierarchy level. To display LACP interface information, issue the show lacp
interfaces ge-fpc/pic/port operational mode command. [Network Interfaces,
Command Reference: Interfaces]

Because of a change in default naming conventions, when you upgrade to JUNOS
Release 7.6 or later, channelized OC12 interfaces previously configured for SDH
framing might not come up. If you encounter this issue, rename the controller
from coc12 to cstm4.

On [-PICs installed in 20 routers, if the PIC receives packets containing an empty
URL, the packets might be dropped.

GRES commits are now allowed even when GGSN [-PICs are present and are not
rebooted after Routing Engine switchover.

Previously, when you configured a Channelized E1 PIC with the framing unframed
option, you could also configure the timeslots statement, although it had no
effect. Now, this combination is not permitted. [Network Interfaces]

The show interfaces interface-name brief command now displays the configured
autonegotiation values. [Command Reference: Interfaces]

On 1Q2 PIC interfaces, configuration of the per-unit-scheduler statement requires
that you configure vlan-tagging also. [Network Interfaces]

The JUNOS software has been enhanced to provide a 5-second wait time before
reading the XENPAK EEPROM 10GBASE-ZR (740-011268). This now conforms
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with the standard and corrects a display error in the show chassis hardware
command output. [Command Reference: System Basics]

On 1Q2 PICs, the default value for maximum retention of entries in the MAC
address table when the table is not full has changed. The new holding time is
12 hours. The previous retention time of 3 minutes is still in effect when the
table is full.

On J-Series Services Routers, ATM constant-bit-rate (CBR) shaping is not
supported. The cbr statement at the [edit interfaces interface-name atm-options
vpi number shaping] hierarchy level is disabled on this platform. [Network
Interfaces]

For Fast Ethernet interfaces configured with autonegotiation, when the PIC is
taken offline and then brought back online, the link partner interface at the other
end of the connection defaults to half-duplex mode. In previous releases, the
link partner interface remained in full-duplex mode. [Network Interfaces]

Support for NAT without implementing a stateful firewall rule—You can now
configure NAT without configuring a stateful firewall to accept NAT traffic. In
previous releases, you were required to configure a stateful firewall rule in the
service set to accept traffic when configuring NAT; all traffic was dropped unless
it was explicitly configured to be accepted. The new default behavior is to accept
all traffic unless it is explicitly configured to be dropped. If only NAT is configured
in a service set, all traffic is accepted, including IP option packets. [Services
Interfaces]

A stateful firewall, NAT, or IDS rule with a 0.0.0.0/0 prefix or address-range low
0.0.0.0 high 0.0.0.0 in the match condition (from statement) now behaves the
same way as a rule configured with the any-unicast statement. Previously, such
a rule would not match any packets. [Services Interfaces]

The following new constraints are added for destination static NAT:

You must configure the destination-address or destination-address-range
statement in the from term of the NAT rule.

Only one occurrence of the destination-address or destination-address-range
statement is allowed in a rule. If you configure multiple occurrences, all but
one of them must include the except qualifier.

The maximum number of addresses you can configure in the
destination-address or destination-address-range statement is 1.

The MLPPP minimum-link statement now has the following restrictions:

The statement value is a runtime requirement; in other words, the software
monitors the number of active links that have joined the bundle and changes
the bundle state to UP only when the number of active links exceeds the
minimum-link value configured on the bundle interface.
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The minimum-link values on both ends of the bundle have to be identical.
Configuring different minimum link values is not recommended. By default,
the minimum-link value is 1.

On monitoring services interfaces, the boot-command statement at the [edit
interfaces interface-name multiservice-options] hierarchy level has been deprecated.
The command has been moved to the [edit chassis images pic] hierarchy level.
[Services, System Basics]

Previously, when a passive monitoring flow was fragmented, the JUNOS
implementation of cflowd sent two records. Now one cflowd record is sent per
flow, regardless of whether the flow was fragmented. [Services Interfaces]

Support is added for the new AES-192 and AES-256 encryption algorithms within
the existing SHA-1 family of hash algorithms. [Services Interfaces]

The show interfaces Isq command has been enhanced to display inactive links
as well as active ones. [Command Reference: Services]

The default drop-timeout value for LSQ bundles is changed from 2000 ms to 500
ms for bundles greater than or equal to the T1 bandwidth value and 1500 ms
for other bundles. Any CLI-configured value continues to override these defaults.
[Services Interfaces]

On link services (Is- and Isq-) interfaces, the default value for the
action-red-differential-delay statement has changed. The new default value is
remove-link. In addition, the default values for the red-differential-delay and
yellow-differential-delay statements have changed. The new default values are 60
and 36 milliseconds, respectively. [Services Interfaces]

Overlapping address pools—When you configure address pools for NAT and user
access, these address pools can now overlap. Previously, each address pool had
to be unique. To configure overlapping address pools, include the address or
address-range statement at the [edit access address-pool pool-name] and [edit
services nat pool pool-name] hierarchy level. [Services Interfaces, System Basics]
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To comply with Internet draft draft-ietf-ospf-ospfv3-graceful-restart-02.txt, the
JUNOS implementation of OSPFv3 now accepts a grace link-state advertisement
(LSA) with a type of Oxb and checks that the LSA ID in the received grace LSA is
the interface ID on which the restarting router generated the LSA. Previously the
software accepted grace LSA type Oxa and checked for an LSA ID of 0x03000000
in the received grace LSA.

= NOTE: OSPFv3 graceful restart does not work between a router running JUNOS
Release 7.5 (or earlier) software and another router running Release 7.6 software.

MPLS Applications

[Routing, Feature Guide]

The minimum BGP hold time value is 20 seconds. Previously, the range was
from 6 through 65,535 seconds. To configure the BGP hold time, include the
hold-time statement at the [edit protocols bgp], [edit protocols bgp group
group-namel], or [edit protocols bgp group group-name neighbor ip-address] hierarchy
level. You can also configure the BGP hold time for routing instances and logical
routers at the global, group, and neighbor hierarchy levels. [Routing]

The minimum value for the RIP route-timeout statement at the [edit protocols rip
group group-name] hierarchy level is now 30 seconds. Previously, it was 60
seconds. [Routing]

When an OSPF ROUTER-ID value changes, the LSA is flushed and a new one is
sent. [Routing]

Strict LSA checking—]JUNOS Release 7.5 and later releases implement strict LSA
checking, as defined in RFC 4167. With strict LSA checking, an LSA change
terminates the graceful restart process, which avoids potential routing loops.

An example is a broadcast link with a single neighbor that initiates an OSPFv3
graceful restart operation. When the local router assumes the role of a helper,
the broadcast link's subnet prefix moves from the link's transit intra-area-prefix
LSA to the local router's intra-area-prefix LSA. This change in topology terminates
the graceful restart operation. [Routing]

Because of changes in Internet draft draft-raggarwa-mpls-p2mp-te-02.txt, Establishing
Point to Multipoint MPLS TE LSPs, the JUNOS 7.6 implementation of
point-to-multipoint LSPs is not compatible with earlier versions of the JUNOS
software. For point-to-multipoint LSPs to function properly, all routers
participating in a point-to-multipoint MPLS LSP must be running Release 7.6 of
the JUNOS software.

By default, LSP filters are now shared across LSPs. [MPLS]

The show route command output has changed for display of link-protection next
hops by clients of RSVP label-switched paths (LSPs):
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Clients that use RSVP next hops “as is” display the protected LSP name as
well as the bypass LSP name in the next-hop display.

Clients that create stacked next hops over the LSP (by adding another label)
display only the protected LSP name in the next-hop display for both
gateways.

[Command Reference: Protocols]

If you configure logical routers in your routing platform, you can configure VPLS
only in the main router at the [edit routing-instances instance-name protocols vpls]
hierarchy level. [MPLS, Feature Guide]

Change to the default range for static MPLS LSP labels—The recommended range
for static MPLS label-switched path (LSP) labels is now 1,000,000 through
1,048,575. The previous recommended range for static labels was 10,000 through
99,999. Old configurations that have static labels outside the new range cause
a commit failure. This change affects only the label range configured at the [edit
protocols mpls interface interface-name label-map] hierarchy level. The range of
10,000 through 99,999 is used by the JUNOS software for processing LSI labels.
[MPLS]

For interoperability reasons, router LSAs for sham links now contain only one
entry, a Type 1 point-to-point link to the remote sham-link neighbor. Previously,
they contained a second entry, a Type 3 stub link to the remote sham-link
endpoint. [VPNs]

With the new VPLS support of LSI logical interfaces instead of virtual tunnel (vt)
logical interfaces, traffic statistics are no longer supported. As a result, the show
vpls statistics display no longer includes traffic counters for LSI logical interfaces.
[Command Reference: Protocols]

While the number of configurable logical routers has not changed, if you configure
exactly 15 logical routers, one of the them must be named juniper_Irl. [VPNs]

Previously, you could not configure non-IEEE classifiers and IEEE classifiers on
logical interfaces belonging to the same physical interface. For 1Q2 PICs, this
restriction no longer applies. [CoS]

By default, transmission scheduling is not enabled on logical interfaces. Logical
interfaces without shaping configured share a default scheduler. This scheduler
has a committed information rate (CIR) that equals 0. (The CIR is the guaranteed
rate.) The default scheduler has a peak information rate (PIR) that equals the
physical interface shaping rate. [CoS]

On IQ2 PIC interfaces, the IEEE 802.1p classifier is now the last classifier to be
applied, instead of the all-match classifier. [CoS]
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The branch used by the proprietary LDP MIB (Idpmib.mib) conflicts with RFC
3812. I[dpmib.mib is being deprecated. [Network Management]

When you insert or remove a redundant power module on a 6300 Services
Router, an SNMP trap is now generated and logged. [Network Management, J-series
User Guide]

For the show chassis redundancy feb redundancy-group operational mode
command, <get-feb-redundancy-group-info> replaces
<get-pfe-redundancy-group-information> as the request tag element. The response
tag element has changed to <feb-redundancy-group-info>. [JUNOS XML Operational
Reference]

In JUNOS Release 7.5 and earlier, the default value was 128 KB for the size
statement at the [edit system syslog archive] and [edit system syslog file filename
archive] hierarchy levels. In JUNOS 7.6 and later, the default depends on the
routing platform:

128 KB for J-series Services Routers

1 MB for M-series and T-series routing platforms

10 MB for the TX Matrix platform

[System Log, System Basics]

Previously, when you enabled the accept-source-mac mac-address statement for
source-filtering on 1Q2 logical interfaces, an error message (LOG_ERR) was
generated. The system log level for this action has changed to a notification
(LOG_NOTICE). [System Log]

Current Software Release

The current software release is Release 7.6R4. For information about obtaining the
software packages, see “M-series and T-series Upgrade and Downgrade
Instructions” on page 75 or “J-series Upgrade and Downgrade Instructions” on page 78.

Resolved Issues

The following issues have been resolved since JUNOS Release 7.6R3. The identifier
following the description is the tracking number in our bug database.
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m If you configure the log-out-on-disconnect statement at the [edit system ports]
hierarchy level and the console statement at the [edit system syslog] hierarchy
level, and you remove and replace the console cable, the console port might
lock. [PR/69459. This issue has been resolved.]

m  When the SMART process performs an automatic power check every 20 seconds
to determine if a disk drive is in standby mode, this check might cause some
Routing Engine hard drives to become unresponsive. To resolve this issue, the
automatic power checking function has been disabled by default. [PR/77503:
This issue has been resolved.]

m  On M-series routing platforms, when excessive route advertisement leads to high
memory utilization, the router stops operating and the forwarding engine board
creates a core file. [PR/78090: This issue has been resolved.]

m  When you configure IPv6 on an interface and the interface comes up late in the
duplicate address detection (DAD) retry cycle, if you issue a ping to the IPvé
address from another router, the ping might result in partial packet loss and the
output of the show ipv6 neighbors command might display the neighbor state as
incomplete. [PR/78212: This issue has been resolved.]

m  When you configure real-time performance monitoring (RPM) for BGP, the output
of the show services rpm probe-results command might not display all of the
information for all routing instances. [PR/78888: This issue has been resolved.]

m Inavirtual private LAN service (VPLS) network, if you use an aggregated Ethernet
interface to connect a provider edge (PE) router to a provider core (P) router,
VPLS traffic might leak between VPLS instances. Additionally, if you add or
remove member links from the aggregate bundle, traffic might be forwarded
with the wrong VPN label and be placed into the wrong VPLS instance. [PR/79702:
This issue has been resolved.]

m  After you issue the request chassis routing-engine diagnostics command with the
compactflash, hard-disk, or all option, the memory utilization of the Routing
Engine increases significantly. The amount of increase depends on the total size
of the files located on the compact flash and the hard disk. [PR/80095: This issue
has been resolved.]

m Indexed next-hop load balancing is not supported for IPv4-to-MPLS next hops.
[PR/80261: This issue has been resolved.]

m  When a label-switched path (LSP) flaps or is rerouted due to LSP optimization,
the routing platform might stop forwarding flooded virtual private LAN service
(VPLS) traffic such as unknown unicast, multicast, or broadcast traffic. The
problem can occur if the LSP egress interface is an aggregated interface, the
member links of the aggregated interface are located on different Packet
Forwarding Engines, and the LSP is configured with fast reroute, as a secondary
LSP in standby mode, or with link protection. As a workaround, configure the
LSP without fast reroute, link protection, or standby LSP, or create the LSP egress
aggregated interface with all member links located on the same Packet
Forwarding Engine. [PR/81164: This issue has been resolved.]
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On routing platforms that use IPv6 addresses, duplicate address detection (DAD)
fails after some operations (including graceful Routing Engine switchover). As a
result, ping requests are sent from an invalid source address and fail. [PR/94946:
This issue has been resolved.]

When a TCP session is initiated from a local endpoint that is defined in a VPN
routing and forwarding (VRF) table, the session can fail when the path maximum
transmission unit (MTU) changes to a value small enough to make packet
fragmentation necessary. [PR/95379: This issue has been resolved.]

User Interface and Configuration

Interfaces and Chassis
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Piping the output of a show command to the compare command might cause
the management process (mgd) to terminate. [PR/71905: This issue has been
resolved.]

If you issue the load update command and there are duplicate elements in a BGP
import or export policy, the system might resequence those elements in the
configuration. [PR/76909: This issue has been resolved.]

RADIUS authentication and accounting operations can fail because the software
does not try to access secondary RADIUS servers when the primary RADIUS
server is down or unreachable. [PR/78362: This issue has been resolved.]

If there is an XML comment at the end of a configuration file that contains JUNOS
XML tags, the commit process might fail. The failure is reported by an "internal
communication failure" message. [PR/80464: This issue has been resolved.]

If you issue the replace pattern command to modify the value of a configuration
statement that can take several values (such as the route-filter statement in a
policy definition at the [edit policy-options policy-statement statement-name term
term-name from] hierarchy level) and the new pattern is the same as the old
pattern, the management process (mgd) might terminate and generate a core
file. [PR/81347: This issue has been resolved.]

On ATM2 1Q interfaces, when you include the atm-12circuit-mode aal5 statement
at the [edit chassis fpc slot-number pic pic-number] hierarchy level, the initial
control word sequence number is not set to 1. [PR/31974: This issue has been
resolved.]

On Gigabit Ethernet interfaces, when traffic flows on any logical interfaces that
you have disabled, the input rate shown by the show interfaces interface-name
command is incorrect. As a workaround, instead of disabling the logical interfaces,
deactivate them. [PR/66560: This issue has been resolved.]

On M-series and T-series routing platforms, when a link participating in a multilink
bundle transitions down and up (for example, when a physical link fails), the
multilink bundle might become unresponsive and affect the traffic flowing on
all the links of the bundle. [PR/72151: This issue has been resolved.]

Current Software Release



Services Applications

Current Software Release

Even when you do not configure aggregated Ethernet interfaces, the Link
Aggregation Control Protocol process (lacpd) might consume excessive amounts
of CPU time and memory. [PR/78739: This issue has been resolved.]

When you configure the routing platform as data terminal equipment (DTE) for
a Frame Relay Local Management Interface (LMI) and a circuit goes down and
comes back up (flaps), some data-link connection identifiers (DLCIs) configured
on the circuit might remain in the DOWN state. As a workaround, disable and
re-enable these DLCIs. [PR/79208: This issue has been resolved.]

On a 10-port Gigabit Ethernet PIC, if you configure extended-vlan-vpls
encapsulation on multiple logical interfaces for one port and configure a different
encapsulation type on a second port, the MAC address filter for the logical
interfaces might change in a way that causes VPLS connections to terminate. As
a workaround, deactivate the port that has the VPLS-encapsulated logical
interfaces and then re-enable it. [PR/81069: This issue has been resolved.]

ATM-over-SHDSL interfaces on J-series Services Routers sometimes discard
incoming MPLS packets. [PR/94353: This issue has been resolved.]

When you unconfigure a logical unit on an aggregated Ethernet interface that
has Link Aggregation Control Protocol (LACP) enabled and then reconfigure it
(remove and re-add a unit statement at the [edit interfaces aex] hierarchy level),
the interface does not come up. As a workaround, unconfigure and reconfigure
one of the interfaces assigned to the aggregate and commit the configuration.
[PR/95015: This issue has been resolved.]

When you configure Network Address Translation (NAT) pool addresses with the
same prefix as the address for an interface on which a service set has been
applied, and you configure NAT in the output direction, the routing protocol
process (rpd) might not respond to ARP requests for the NAT addresses.
[PR/67901: This issue has been resolved.]

If traffic is heavy in a tunnel that has numerous concurrent Layer 2 Tunneling
Protocol (L2TP) sessions, the AS PIC might discard some Layer Control Protocol
(LCP) echo messages. [PR/72334: This issue has been resolved.]

When you configure a stateful firewall for an AS PIC or MultiServices PIC and
issue the show services stateful-firewall statistics command, the output might

display a larger value for the Reject counters field than the number of packets
actually rejected by the stateful firewall rule. [PR/75593: This issue has been

resolved.]

On Adaptive Services PICs configured with a stateful firewall, a packet with
overlapping TCP fragments might cause the PIC to stop operating. [PR/79443:
This issue has been resolved.]

For Adaptive Services PICs configured for Layer 2 Tunneling Protocol (L2TP),
when a bundle is deleted and there are outstanding fragments to be transmitted
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in a Multilink PPP (MLPPP) session, the PIC might stop operating. [PR/80540:
This issue has been resolved.]

In active FTP mode on a services PIC, FTP application level gateways (ALGS)
refuse connection attempts that originate at port numbers other than 20.
[PR/82232: This issue has been resolved.]

If you type Ctrl + c to interrupt the request security pki ca-certificate enroll
ca-profile ca-profile-name command, the key management process (kmd) might
terminate and create a core file. [PR/94713: This issue has been resolved.]

If BGP receives multiple routes to the same prefix from different neighbor
autonomous systems and the routes differ only in their IGP cost to the next hop,
BGP might select the wrong one as the best route. [PR/78975: This issue has
been resolved.]

You cannot include the restrict statement at the [edit ospf area-range range]
hierarchy level when the area range is 0/0. [PR/79657: This issue has been
resolved.]

When you configure Virtual Router Redundancy Protocol (VRRP) on an interface
in a routing instance, and you include the accept-data statement at the [edit
interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-number] hierarchy level, and if no router ID is configured at the
[edit routing-instances routing-instance-name routing-options] hierarchy level in the
routing instance, the VRRP virtual IP address might be selected as the router ID
for the routing instance. [PR/79825: This issue has been resolved.]

The default multicast route might be deleted during graceful Routing Engine
switchover. [PR/81874: This issue has been resolved.]

If the traffic rate for an ingress MPLS LSP exceeds 2 Gbps when you issue the
monitor label-switched-path command, a negative value might appear in the
column that shows packets or bytes per second (pps/bps) in the Traffic statistics
section of the output. [PR/77924: This issue has been resolved.]

When the graceful-restart statement is included at the [edit routing-options]
hierarchy level and the routing protocol process (rpd) restarts twice in a short
time period, the process might terminate and generate a core file. [PR/78539:
This issue has been resolved.]

When an RSVP session goes down and comes back up (flaps), LSP counters might
not be reset to zero. [PR/79295: This issue has been resolved.]
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When host sampling is configured, some rarely occurring conditions can cause
the Packet Forwarding Engine to stop functioning. [PR/74173: This issue has
been resolved.]

Including the port statement along with either the source-port or destination-port
statement in a match condition in a firewall filter term is invalid, but no error
message is generated when you commit a configuration that has this error.
[PR/76674: This issue has been resolved.]

When you configure source class usage and change the configuration for a policer,
the changes might not take effect. [PR/78754: This issue has been resolved.]

On T-series routing platforms, if you include the from traffic-class match condition
in an IPv6 firewall filter, the filter might not work as expected. [PR/80359: This
issue has been resolved.]

On AS PICs, if you change or rename a service set, the output of the show snmp
mib walk jnxSpSvcSet command does not display the correct service set name.

As a workaround, issue the restart adaptive-services command before reissuing
the show snmp mib walk jnxSpSvcSet command. [PR/78130: This issue has been
resolved.]

The values returned for the ifChassisFpc Management Information Base (MIB)
don't match the corresponding index values used in the Juniper Networks chassis
MIB (for example, jnxContentsDescr). [PR/78429: This issue has been resolved.]

If the router receives a series of ICMP port unreachable messages (such as a
response to a system log message request when the system log message process
is not running) over an MPLS link using RSVP, and you issue the monitor traffic
interface extensive command, the tcpdump application might enter an infinite
loop, consume large amounts of CPU, and cause the system to hang. [PR/81607:
This issue has been resolved.]
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For hard disks that were originally formatted by JUNOS Release 4.4 or earlier,
after you issue the request system snapshot partition command, the router cannot
boot from the hard disk. As a workaround, issue the request system snapshot
command before upgrading. [PR/36742]

When the Monitoring Services PIC is overloaded, the output from the show
services accounting flow-detail command might freeze. [PR/32896]

If multiple CLI sessions execute show services ggsn commands and any session
exits abnormally before receiving command output, the services process
(serviced) might restart. [PR/35226]

On T-series platforms, a Layer 2 maximum transmission unit (MTU) check is not
supported for MPLS packets arriving at egress provider edge (PE) routers.
[PR/46238]

When you configure a source class usage (SCU) name with an integer (for
example, 100) and use this source class as a firewall filter match condition, the
class identifier might be misinterpreted as an integer, which might cause the
filter to disregard the match. [PR/50247]

On a T640 routing platform, you can exceed the hardware limit of the platform
if you configure link protection by including the link-protection statement at the
[edit protocols mpls label-switched-path Isp-name] hierarchy level, or if you configure
a triple-push operation by including the exp-push-push-push statement at the [edit
class-of-service interfaces interface-name unit logical-unit-number rewrite-rules]
hierarchy level in conjunction with VLAN tagging and Ethernet-based Layer 2
circuit configuration. In the case of link protection, the problem is transitory
while the platform changes to link-protection mode. [PR/51688]

On M320 and T-series routing platforms, when you configure destination class
usage and port mirroring, port mirroring might stop working. [PR/51916]

On M-series and J-series routing platforms, when you include the vrf-table-label
statement at the [edit routing-instances routing-instance-name] hierarchy level, the
incoming traffic is considered to come from the internal label-switched interface
(LSI) associated with the VRF instance. The original incoming logical interface is
unknown, so the traffic is not accounted for by the original incoming logical unit.
Furthermore, the LSI is an internal interface and has no accounting support.
[PR/53148]

When a Monitoring Services PIC is overloaded with traffic, the FPC might take

the PIC offline and repeatedly send the same error message. The error message
does not affect normal operation of the FPC and PICs. As a workaround, restart
the FPC and bring the PIC online. [PR/55981]
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Even if you do not configure IPSec, the key management process (kmd) opens
UDP port 500. [PR/59054]

If you configure several DNS servers by including the hame-server statement at
the [edit system] hierarchy level, the JUNOS software uses only the first three
configured DNS servers. [PR/59172]

On a Monitoring Services Il PIC configured as a dynamic flow capture (DFC)
interface (dfc-fpc/pic/port), when you configure the DFC interface as the next
hop in a forwarding path, port-mirrored packets might become corrupted.
[PR/60799]

On an M320 router with an Enhanced FPC Type 2, an interrupt might be sent
to an interface that has transitioned to the Down state. An error will be recorded
for this event. [PR/61236]

If you configure IS-IS to run IPvé between two logical routers in the same physical
router, IS-IS routes might not be installed into the inet6.0 routing table. As a
workaround, manually configure unique IPv6 link-local addresses on the interfaces
that connect the two logical routers. [PR/61530]

Packet capture is not supported with MLPPP encapsulation. However, the CLI
does not prevent you from enabling packet capture on an interface with MLPPP
encapsulation. If packet capture is enabled in the input direction on an interface
with MLPPP encapsulation, input packets on that interface are captured on the
output interfaces. [PR/64615]

If you configure 11 or more logical interfaces, VPLS statistics might not be
reported correctly. [PR/65496]

VPN routing and forwarding (VRF) routing-instance support in the helper
functionality does not work properly. [PR/67766]

After a label-switched path (LSP) changes path, LSP policing might not work
correctly. [PR/68323]

If a router receives multicast packets that fail RPF check on an interface and the
packets do not have an existing multicast forwarding entry, the following log
entry might appear: “resolutions from iif X throttled.” [PR/71205]

If you apply classifiers to different interfaces in the same FPC and one of the
interfaces carries multicast VPN traffic, the classifiers for the multicast VPN traffic
might be applied incorrectly. [PR/71288]

When a large number of kernel system log messages are generated, the log
information might become garbled and the severity level could be changed. This
behavior has no operational impact. [PR/71427]

If one logical interface is assigned two IPv6 addresses belonging to same subnet,
the backup Routing Engine might restart. [PR/72069]

On M320 and T-series routing platforms, there is a process that monitors FPCs
while they transition to an online state. If an FPC is busy and cannot complete
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the transition within the time limit, the process might time out and prevent the
FPC from coming online. [PR/72364]

If you configure the same IPv6 address on fxpO and on another public interface
within the same routing instance, the backup Routing Engine might restart.
[PR/72573]

For M320 and T-series routing platforms, when you configure the local gateway
of an IPSec tunnel in a routing instance, IPSec over a generic routing
encapsulation (GRE) tunnel might not function properly. [PR/73864]

When a packet's outer label is set to explicit null and the S bit is not set, the LSP
ping command does not work. The JUNOS software does not conform with RFC
4182, Removing a Restriction on the use of MPLS Explicit NULL. [PR/74963]

For J-series Services Routers, if you configure a real-time performance monitoring
(RPM) probe and include the hardware-timestamp statement at the [edit services
rpm probe owner-name test test-name] hierarchy level, the round-trip time for a
UDP ping does not improve. [PR/75467]

For J-series Services Routers, if you send a real-time performance monitoring
(RPM) probe through an IPSec tunnel and the probe includes the
hardware-timestamp statement at the [edit services rpm probe owner-name test
test-name] hierarchy level, RPM icmp-ping type probes might not work. [PR/75927]

When you configure the router to log activity with a firewall filter or perform
Routing Engine-based sampling, and heavy traffic passes through the router, the
following error message might be displayed: "PKTR DMA age error cell counter
incremented". The error indicates that there might be some packet loss in firewall
filter logging or Routing Engine-based sampling. However, transit traffic is not
affected. [PR/78712]

On M160 routers, if the router generates the system log message "router fpcX
DXO: Plane 2, links inactive (0x00)," traffic loss and loss of routing protocol
adjacencies might occur. [PR/78795]

On M160 and M40e routers, a hardware error on the Switch Fabric Module (SFM)
might cause the board to reboot. [PR/79236]

On Fast Ethernet and Gigabit Ethernet PICs, LACP is not supported on an
aggregated Ethernet interface that is configured with either extended-vlan-vpls
encapsulation or ethernet-vpls encapsulation. As a workaround, use vlan-vpls
encapsulation on the aggregated Ethernet interface. This limitation does not
apply to aggregated Ethernet interfaces configured on Gigabit Ethernet 1Q2 PICs.
[PR/94480]

When an FPC reports a hardware error for a PIC, a FRU failure trap might not
be generated. [PR/95006]

The output of show pfe statistics traffic command reports both input and output
statistics in the Output packets field while the Input packets field remains zero.
[PR/95566]
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If you use NETCONF to modify the configuration database when it has been
locked by another NETCONEF session, or if you try to delete a configuration
statement that does not exist, the NETCONF server returns both the <rpc-error>
and <ok/> tag elements as children of the <rpc-reply> tag element. [PR/62664]

When you modify the date on the router, the time at which an event should be
generated might be changed from its original configuration at the [edit
event-options generate-event event-name time-of-day hh:mm:ss] hierarchy level.
[PR/66801]

In the J-Web interface, when you select System Log > File > Messages >
explicit-priority, the ]-Web Event Viewer does not show the event ID. When you
select System > System Log > Time-format > milliseconds, the J-Web Event Viewer
does not filter messages. [PR/70523]

If a static route's next hop is simultaneously edited by two private edit sessions,
it might cause a commit conflict and loss of some next-hop entries. [PR/72039]

When a router reboots, any time values stored in JUNOS configurations as
timestamps might be readjusted as if the local time were GMT. As a workaround,
issue a rollback command and then commit again; this adjusts the timestamps
to the local time configured on the system. [PR/73324]

The router fails to boot successfully if the configuration includes a commit script
that uses the jcs:invoke routine. [PR/95960]

On aggregated SONET/SDH interfaces, the counter for drops and errors in the
show interfaces command output does not display the correct value, because the
counter does not collect data from the constituent interfaces within the aggregate.
[PR/23577]

On ATM interfaces, when the [P address of a remote device is changed, the
output of the show ilmi interface command on the local routing platform might
continue to display the old IP address for the remote device. [PR/24126]

On channelized E1 interfaces, you might be able to configure clocking on
ds-fpc/pic/port:n interfaces, where n is not unit 0. This is an invalid configuration
and might cause a clocking selection problem on the other channels. [PR/24722]

If virtual channel identifiers (VCls) for a large number (approximately 400) of
virtual connections (VCs) on an ATM DS3 interface are changed frequently, the
interface might mishandle the ATM cells. As a result, OSPF and IS-IS neighbor
adjacencies might not remain stable. [PR/25639]

On a 2-port OC12 ATM2 1Q interface, the total virtual path (VP) downtime might
not appear correctly in the show interfaces command output. [PR/27128]
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On a 2-port OC12 ATM2 1Q interface, if you configure and then change the virtual
path (VP) setting, the SNMP jnxAtmVpTotalDownTime counter might be reset.
[PR/27131]

When you configure a shaping rate greater than the speed of an OC3 link on an
OC3 ATMZ 1Q interface, the configuration might commit but the actual shaping
rate is less than the interface speed. [PR/27459]

The show interfaces extensive command does not obtain and display per-VC
statistics for point-to-point interfaces on ATM1 PICs. [PR/30940]

On ATM2 1Q interfaces, when you configure the atm-I2circuitmode statement at
the [edit chassis fpc slot-number pic pic-number] hierarchy level, the control-word
sequence number is not reset to 1 after the transmit sequence number reaches
65,535. [PR/31669]

On M20 and M40 routers, when a physical layer problem affects a SONET/SDH
interface, carrier transition statistics might not increment correctly in the output
of the show interfaces extensive command. [PR/33325]

When you configure both the bundle link and constituent links at the [edit
logical-routers logical-router-name interfaces] hierarchy level, the constituent links
do not come up. As a workaround, configure the constituent links at the [edit
interfaces] hierarchy level. [PR/35578]

On DS3 and E3 ATM2 1Q interfaces, when you configure ATM point-to-multipoint
permanent virtual circuits (PVCs), the following error messages might appear in
the system log: “/kernel: RT_COS: COS IPC op 4 (CLASS TO IFL) failed, err 1
(Unknown),” “ssb BCHIP 0: invalid entry type 127 at stream 8 channel O for ifl
83,” and “ssb COSMAN: mapping table bind to ifl 83 failed.” There is no
operational impact. [PR/36524]

On logical tunnel (It) interfaces, if you configure IPv6 addresses and an interior
gateway protocol (IGP) between peering It logical interfaces, the peer interfaces
might not be able to establish an adjacency. As a workaround, configure different
[Pv6 link-local addresses on each of the peers. [PR/37537]

When an ATM interface configured for circuit cross-connect (CCC) encapsulation
receives MPLS packets that exceed 484 bytes, the packets can overflow the buffer
and cause the ATM PIC to hang. As a workaround, take the PIC offline and bring
it back online. [PR/39918]

When you apply an IPSec firewall filter to match traffic sent across a generic
routing encapsulation (GRE) tunnel and originating from the local routing platform,
the local traffic is dropped. Transient traffic is not affected. [PR/44871]

On channelized T3 interfaces, the T1 loopback state does not reflect the loopback
set by facilities data link requests using the remote-loopback-respond statement
at the [edit interfaces interface-name tl-options] hierarchy level. [PR/45837]
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When the data-link connection identifier (DLCI) is greater than 335 on a Link
Services PIC with Multilink Frame Relay (MLFR) configured, the ping command
might fail. [PR/49567]

On a Link Services PIC, the CLI might incorrectly allow you to configure a logical
tunnel interface (interface identifier It); however, the resulting interface might
not work correctly. [PR/49818]

When you deactivate and reactivate a remote LSQ interface, the show interface
Iso-fpc/ pic/port extensive command might display erroneous counter values for
the LSQ bundle. [PR/54855]

On Channelized STM1 PICs, a tributary unit alarm indication signal (TU-AIS)
alarm enabled for one channel might cause another channel to shut down.
[PR/55357]

If an MLPPP LSQ bundle carries a large volume of link fragmentation and
interleaving (LFI) traffic and a small proportion of multilink traffic, packets might
be dropped on the egress constituent links. [PR/56664]

For ISDN dialer interfaces in a J-series Services Router, when you configure the
no-keepalives statement at the [edit interfaces dIO unit logical-unitnumber] hierarchy
level and you issue the show interfaces dl0 command, the Link flags field might
still show Keepalives. [PR/58520]

If you disable an adaptive services interface by including the disable statement
at the [edit interfaces sp-fpc/pic/port] hierarchy level and then delete the disable
statement from the configuration, IPSec service is not reset correctly. As a
workaround, either issue the deactivate services command followed by the
activate services command, or issue the request chassis pic offline fpc-slot
slot-number pic-slot pic-number command followed by the request chassis pic
online fpc-slot slot-number pic-slot pic-number command. [PR/58522]

For J-series Services Routers, when you issue the show dialer interfaces command,
[Pv6 prefixes are not displayed. [PR/59143]

When you take an FPC with an ISDN interface card offline, or restart or reboot
a J-series Services Router, the LEDs on the ISDN interface card might not turn
off. [PR/59536]

On ISDN interfaces in a J-series Services Router, if you configure the vrf-table-label
statement at the [edit routing-instances instance-name] hierarchy level, packets
might be dropped from the connection. [PR/59718]

On ISDN dialer interfaces in a J-series Services Router, if you configure the
minimum-links statement at the [edit interfaces dIO unit logical-unit-number]
hierarchy level and then deactivate the BRI interface associated with the dialer
interface, the output packets counter displayed in the output of the show interfaces
dl0 command might continue to increment. [PR/59986]

On ISDN dialer interfaces in a J-series Services Router, when you configure the
load-threshold 100 statement at the [edit interfaces dlO unit logical-unit-number
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dialer-options] hierarchy level and the 56-Kbps bandwidth threshold is exceeded,
the interface does not support additional network traffic and might not activate
another BRI interface. [PR/60045]

On J-series Services Routers, if you oversubscribe an E1 interface, latency on the
high priority queue might be higher than expected. As a workaround, configure
a shaping rate on the E1 interface that is equal to the line rate minus the E1
framing overhead. [PR/60595]

When a switchover event occurs on router where you have configured IS-1S,
MPLS, and graceful Routing Engine switchover (GRES), PPP IP Control Protocol
(IPCP) sessions might be terminated and renegotiated. [PR/61121]

If you configure graceful Routing Engine switchover and issue the request chassis
routing-engine master acquire command, in rare cases the master Routing Engine
might fail to relinquish mastership or the switchover to the backup Routing
Engine might take up to 360 seconds. [PR/61821]

On J4300 and J6300 Services Routers with a G.SHDSL PIM, at a line rate of 320
Kbps, ping fails to work with an AdTran DSLAM. [PR/62177]

On J4300 and J6300 Services Routers with a G.SHDSL PIM, at a line rate of 448
Kbps the line flaps and the ping command fails to work with an AdTran DSLAM.
[PR/62179]

On J-series Services Routers, for the 320-Kbps and 256-Kbps line rates only,
when the software is bringing up the G.SHDSL line with an AdTran DSLAM, the
line takes more than a minute to negotiate successfully. [PR/62462]

On J2300 Services Routers with a G.SHDSL PIM, at a line rate of 320 Kbps the
ping command fails to work with an AdTran DSLAM. [PR/64727]

On J2300 Services Routers with a G.SHDSL PIM, at a line rate of 448 Kbps the
line flaps with an AdTran DSLAM. [PR/64729]

For Automatic Protection Switching (APS) on SONET/SDH interfaces, there are
no operational mode commands that display the presence of APS mode
mismatches. An APS mode mismatch occurs when one side is configured to use
bidirectional mode, and the other side is configured to use unidirectional mode.
[PR/65800]

For aggregated Ethernet interfaces on T640 and TX Matrix platforms, the show
interfaces extensive command sometimes reports extremely large incorrect values
in the Dropped packets column of the Queue counters output. As a workaround,
issue the clear interfaces statistics command. [PR/65857]

On M7i Fast Ethernet PICs, the two Fast Ethernet ports support 10/100 megabits
per second (Mbps) in full-duplex mode only. Autonegotiation and manual
configuration of speed and full-duplex mode are the available capabilities.
[PR/I67069]
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On J-series Services Routers, when an ISDN dialer interface is configured as a
watch list and is then deactivated and connected as a backup interface and a
commit is performed, the dialer interface will not dial out even if the primary
interface is down. As a workaround, disable the primary interface and perform
a commit. Then enable the primary interface and perform a commit. [PR/67355]

If the chassis process (chassisd) is restarted, the generated hardware database
does not contain entries for PICs, because the entry corresponding to the FPC
that holds the PICs has not been created. [PR/68753]

On serial interface connections between a Juniper Networks router and another
vendor's equipment, after a subsidiary link has been opened and shut on the
other vendor's side, the overall connection might go down, causing 1Pv4 ping
attempts to fail with different packet sizes. [PR/69454]

When an M40e router chassis repeatedly sends a “failed reading voltage” error
message, it might indicate that an incorrect power supply (M20 instead of M40e
router) is installed. [PR/70868]

On M20 routers, when you start the router with Routing Engine 0 and System
and Switch Board (SSB) 0 as master components, issue the request chassis
routing-engine master switch command, and then log in to Routing Engine 1 and
issue the request chassis ssb master switch and request system reboot commands,
the ONLINE LED might remain lit on both SSBs. [PR/74283]

On J-series Services Routers, if you configure an IPSec-over-GRE tunnel, there
might be fragmentation issues. As a workaround, delete the clear-dontfragment
statement and the mtu statement on the GRE interface, and include the tunnel-mtu
9192 statement at the [edit services ipsec-vpn rule rule-name term term-name then]
hierarchy level on both sides of the connection. [PR/74377]

When both the underlying LSQ PICs are congested by high traffic volume, the
rlsq interface might enter a “both down” state. You can clear this state by taking
the PICs offline and online. [PR/78742]

For link services intelligent queuing (LSQ) interfaces on Adaptive Services or
MultiServices PICs, if you include the buffer-size percent statement at the [edit
class-of service schedulers scheduler-name] hierarchy level and you attempt to
configure a temporal buffer greater than 200 milliseconds, the maximum
temporal buffer is 200 milliseconds worth of buffer per queue. In addition, the
queue's buffer is a function of transmit-rate on the queue. [PR/81303]

If you ping a nonexistent IPv6 address that belongs to the same subnet as an
existing point-to-point link, the packet loops between the two point-to-point
interfaces until the time-to-live expires. [PR/94954]

On M7i routers, when you disable the integrated Gigabit Ethernet interface, you
might see a ping round-trip time (RTT) delay of about 50 msec. As a workaround,
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do not disable the interface, but deactivate the configuration for the integrated
interface. [PR/95572]

The output from the show interface at-fpc/pic/port extensive detail command
incorrectly reports a zero value for all statistics under the ATM Statistics header.
[PR/96186]

The output of the show services nat pool command displays duplicate entries for
a single Network Address Translation (NAT) pool. [PR/34678]

The show services accounting flow-detail extensive command reports input and
output interfaces incorrectly. [PR/40446]

When you configure intrusion detection services (IDS) on J-series platforms,
including the threshold statement at the [edit services ids rule rule-name term
term-name then logging] hierarchy level has no effect. [PR/46577]

On Adaptive Services PICs configured for IPSec tunnel redundancy, if there is a
large number of tunnels, sometimes a few of the tunnels might switch over to
the backup tunnel. [PR/46733]

On routing platforms configured for Internet Key Exchange (IKE)-based IPSec,
if a remote peer using other vendors equipment does not renegotiate the IKE
security association (SA) when it is about to expire and continues to send dead
peer detection (DPD) requests on the same SA, the routing platform might not
be able to reply to these messages. [PR/47004]

If the socket buffer becomes full on a remote router, you cannot clear all the
[PSec security associations (SAs) from the router. [PR/55189]

When a routing platform is configured for graceful Routing Engine switchover
and Adaptive Services (AS) PIC redundancy, and a switchover to the backup
Routing Engine occurs, the redundant services interface (rsp-) only uses the
primary services interface (sp- if the primary interface is operational. [PR/59070]

On Monitor Services and Monitor Services II PICs, under certain circumstances,
outgoing packets might be dropped. As a workaround, restart the PIC. [PR/59432]

On Monitoring Services Il PICs configured for flow collection services, during
memory overload conditions, the flow collector interface might create files lacking
cflowd records and these files might not be sent to the external FTP server.
[PR/62599]

When you delete a virtual routing instance that includes a services interface and
then roll back the configuration, the forwarding table is marked as deleted. For
logical services interfaces in any routing instance and in the service set, the key
management process (kmd) adds the corresponding decrypt route in the

corresponding forwarding table. When you deactivate the routing instance, the
corresponding forwarding table is deleted only if all routes in the table are deleted.
However, in this case, since the service set still exists, the decrypt routes are not
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deleted. As a result, the forwarding table is marked as deleted, but is not actually
deleted. [PR/63607]

When you modify a flow collection configuration and commit the changes, the
system log might contain error messages regarding the commit. These messages
do not affect the operation of the router and can be ignored. [PR/64201]

When you issue a sufficiently large number of show services CLI commands, the
AS PIC memory becomes fragmented and does not permit any more new show
commands. [PR/64626]

MIB object diswTConnStatCloseldles returns an incorrect value. [PR/68696]

Some probe types require particular options to be configured using specific
attributes. For example, the udp-ping-timestamp statement requires a minimum
data size of 12. The minimum data size for TCP probe packets is 1. Using a
smaller value (or none) for data size results in a commit error. [PR/69765]

On J-series Services Routers, an erroneous value of zero is displayed for the DLSw
MIB object diswTConnTcpConfigKkeepAlivelnt. [PR/70002]

On J-series Services Routers, when you configure NAT and stateful firewall services
and the router experiences sustained CPU overload over an extended duration,
the forwarding process (fwdd) might restart. [PR/70009]

When you configure dynamic flow capture and specify a packet-based timeout
value, the JUNOS software might not terminate the filter immediately when the
packets counter exceeds the timeout-packets value. [PR/73089]

For Adaptive Services 11 PICs, even if you do not configure flow collector services,
a temporary file might be created every 15 minutes in the /var/log/flowc/
directory. The file is deleted if there are no clients, and recreated only when a
client connects and attempts to write to the file. [PR/75515]

On Adaptive Services PICs, when you apply class-of-service (CoS) marking and
reclassification for the SIP application, voice and video packets might be marked
incorrectly in terms of direction, initiator, and responder. [PR/77249]

If you delete or deactivate the rib inet.0 statement at the [edit routing-options]
hierarchy level, this action might not remove the static routes configured under
the statement. [PR/61533]

If you issue the show Idp traffic-statistics command, the following system log
message might be generated for all forwarding equivalence classes (FECs) with
an ingress counter set to zero: “send rnhstats GET: error: ENOENT -- Item not
found.” [PR/67647]
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When you include the as-path atomic-aggregate statement at the [edit
routing-options aggregate defaults as-path] hierarchy level to manually add the
ATOMIC_AGGREGATE attribute on a BGP AS path, the attribute is not added.
[PR/2527]

When you issue the show pim statistics command to view traced PIM protocol
traffic, messages sent to the rendezvous point (RP) might not increment the
Register counter. [PR/13887]

When you issue the mtrace command from a UNIX client, the router does not
respond to a query that requires multicast response, but responds correctly to
any query that requires unicast response. As a result, the first two probes time
out. The third probe is the unicast response probe, which usually succeeds.
[PR/17237]

If you issue the ospfNbrAddressLessIindex SNMP query for an interface configured
with an IP address, you might receive output containing the value of the SNMP
interface index instead of the value 0 suggested by RFC 1850. [PR/20104]

When you configure a DVMRP interface, the CLI incorrectly allows you to
configure a metric higher than 32. Values higher than 32 are not valid. [PR/33429]

When virtual links are configured on a router, OSPF graceful restart might not
work as expected. [PR/36947]

If a router receives a Pragmatic General Multicast (PGM) Source Path Message
(SPM), it does not create a forwarding cache, nor does it forward the message
to other routers as a heartbeat, as specified in RFC 3208. Also, the router's
multicast cache might time out if it does not receive actual PGM data (ODATA)
for more than 6 minutes. As a workaround, configure the PGM source application
to send PGM ODATA at least once every 6 minutes. The ODATA acts as the
heartbeat message in lieu of the SPM messages and ensures the multicast and
forwarding caches are created and updated. [PR/37504]

Bidirectional Forwarding Detection (BFD) might not work as expected within a
logical router. [PR/38332]

If secondary addresses are configured on an interface, Bidirectional Forwarding
Detection (BFD) might establish a session for only one address at a time on a
random basis. [PR/38498]

If you configure the sham-link statement at the [edit routing-instances instance-name
protocols ospf area] or [edit routing-instances instance-name protocols ospf]
hierarchy level on a provider edge (PE) router, extraneous OSPF link-state
advertisements (LSAs) might be added. In some cases, this can result in a routing
loop between the customer edge (CE) and PE routers. [PR/40000]

OSPF trace information might include misleading authentication data for
outbound packets. [PR/43254]
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The address fields in the BGP MIB are not compatible with IPv6 address lengths.
[PR/51150]

If you include the vpn-group-address statement at the [edit routing-instance
routing-instance-name protocols pim] hierarchy level for a routing instance of type
VRF, and you change the router ID or loopback address value in a master routing
instance, the router might lose connectivity with other provider edge (PE) routers
for the VPN. As a workaround, deactivate the vpn-group-address statement,
commit the configuration, reactivate the statement, and commit the configuration
again. [PR/51839]

When you configure damping globally and use the import policy to not damp
specific routes, and a new route is received from a peer with the local interface
address as the next hop, the route is added to the routing table with default
damping parameters, even though the import policy has a nondefault setting.
As a result, damping settings do not change appropriately when the route
attributes change. [PR/51975]

When the Internet Group Management Protocol (IGMP) multicast listener
discovery (MLD) source-specific multicast (SSM)-Map feature is enabled on a LAN
interface with multiple receiving hosts, the router might continue to forward
traffic for the group until the IGMP group membership timeout interval expires,
even though all receivers might have already left the group. [PR/61538]

If the three-way state of the smaller MTU host transitions to Initializing before it
can send an Intermediate System-to-Intermediate System Hello (IIH) message
to the larger MTU host, the IS-IS three-way handshake on a GRE link does not
properly prevent an adjacency from forming. [PR/64825]

The hidden no-holddown statement does not completely bypass the adjacency
hold-down mechanism. As a result, IS-IS might quench BGP for a short time even
though the no-holddown statement is configured. [PR/65471]

If you issue the show Idp traffic-statistics command, the following system log
message might be generated for all forwarding equivalence classes (FECs) with
an ingress counter set to zero: “send rnhstats GET: error: ENOENT -- Item not
found.” [PR/67647]

If the sender of a RIP message is not in the RIP interface's subnet, the message
is discarded. This situation could arise when RIP runs on unnumbered interfaces
or when the addressing on the two ends of the interface does not fall in the same
subnet. [PR/70859]

If you configure identical static and backup-router prefixes, the routing platform
might incorrectly trigger a warning message. [PR/78615]

If ICMP tunneling is enabled on the router and you configure a new logical router

that does not have ICMP tunneling enabled, the feature is globally disabled.
[PR/81884]
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If you configure a label-switched path (LSP) with the no-cspf statement at the
[edit protocols mpls] hierarchy level, the LSP might cycle up and down several
times before stabilizing. [PR/10415]

The local bandwidth log for a Constrained Shortest Path First computation might
show an incorrect value. [PR/21369]

If you include the explicit-null statement at the [edit protocols bgp family inet
labeled-unicast] hierarchy level, the traceroute command might not work properly.
[PR/44814]

If a cross-connected circuit (CCC) traverses a forwarding adjacency (FA)
label-switched path (LSP), traffic forwarding might be affected. [PR/60088]

RSVP graceful restart does not function for LSPs that have a forwarding adjacency
(FA) label-switched path (LSP) as a next hop. [PR/60256]

When you modify the primary path for an MPLS LSP by using the delete protocols
mpls label-switched-path Isp-path-name primary path-name command in
configuration mode, followed by the set protocols mpls label-switched-path
Isp-path-name primary path-name command, and then issue the commit command,
the entire LSP (both primary and secondary) is torn down and then rebuilt from
scratch. As a workaround, issue the delete protocols mpls label-switched-path
Isp-path-name primary path-name command in configuration mode followed by
the commit command. Then issue the set protocols mpls label-switched-path
Isp-path-name primary path-name command followed by the commit command.
[PR/62365]

If you configure a point-to-multipoint label-switched path (LSP) and a
point-to-multipoint transmit switch and commit the configuration, the routing
protocol process (rpd) might stop operating and dump core. [PR/67488]

When acting as a transit label-switching router (LSR), an area border router (ABR)
might not take Constrained Shortest Path First (CSPF) constraints into
consideration while expanding loose hops. [PR/68429]

When you enable per-packet load balancing on parallel label-switched paths
(LSPs), traffic is evenly balanced across the paths even though the output of the
show mpls Isp ingress command might display all the routes on only one of the
LSPs. [PR/70487]

If you include the resolve option when you issue the show Idp neighbor and show
ldp session commands, addresses might not be resolved in the output. [PR/77732]

If the traffic rate for an ingress MPLS LSP exceeds 2 Gbps when you issue the
monitor label-switched-path command, a negative value might appear in the
column that shows packets or bytes per second (pps/bps) in the Traffic statistics
section of the output. [PR/77924]
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When you modify the frame-relay-tcc statement at the [edit interfaces
interface-name unit logical-unit-number] hierarchy level of a Layer 2 VPN, the
connection for the second logical interface might not come up. As a workaround,
restart the chassis process (chassisd) or reboot the router. [PR/32763]

When a logical tunnel (LT) interface is used in a VPLS domain, static MAC
addresses might not be learned. [PR/65971]

When you configure an ES PIC, a log message similar to “fpcO LCHIP(3): Unable
to fathom what channel used by IFD 432" might be displayed. There is no
operational impact. [PR/36184]

If you deactivate or activate an aggregated Ethernet interface, the Packet
Forwarding Engine might report errors. [PR/50090]

If you include the dscp-ipv6 statement at the [edit class-of-service interfaces
interface-name unit logical-unit-number classifiers] hierarchy level and then
deactivate it or delete it from the configuration, the default [Pv6 classifier is not
activated. As a workaround, explicitly specify the default option to the dscp-ipv6
statement. [PR/54906]

When a logical tunnel (It) interface is the outbound interface, JUNOS software
does not support the IEEE-802.1p rewrite rule. [PR/55903]

If you try to configure a scheduler map containing two forwarding classes that
are mapped to the same queue, the class-of-service scheduler is not applied to
the Packet Forwarding Engine. As a workaround, configure a single forwarding
class for each of the available queues. [PR/57907]

On M-series routers connected by VLAN circuit cross-connects (CCCs) and
configured with class of service (CoS), when explicit forwarding (EF) traffic is
generated from the ingress customer edge router (CE1) to the egress customer
edge router (CE2), the ingress provider edge router (PE1) properly marks the
packets with default EXP bits and sends the packets out queue 1, but the
intermediary core router forwards all traffic through queue 0 instead of sending
it through the EF queue. As a workaround, include the no-control-word statement
at any of the following hierarchy levels: [edit logical-routers logical-router-name
protocols 12circuit neighbor address interface interface-name], [edit protocols I12circuit
neighbor address interface interface-name], [edit logical-routers logical-router-name
routing-instances routing-instance-name protocols 12vpn], or [edit routing-instances
routing-instance-name protocols [2vpn]. [PR/65280]

When you configure a specific classifier for a logical unit, it does not override
the fixed classifier configured using wildcards. [PR/68888]

Unusually high memory allocation might occur for link services (Is-) interface

queues, because the queues' buffer allocation is not based on bundle bandwidth.
As a workaround, apply a scheduler map to the multilink bundle, with buffer
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sizes configured to be a fraction of the original buffer sizes. The maximum buffer
size allocated to the multilink bundle interface does not affect other interfaces
as long as the sum of buffer sizes of the queues on the multilink interface equals
a fraction of the maximum buffer size. [PR/70562]

When you use wildcards to configure logical interfaces, the configuration includes
a default scheduler map even though per-logical-interface queuing is not
configured and the interface is not residing on a PIC that supports logical interface
queuing. [PR/71529]

On J-series Services Routers, if you configure a single policy statement that
includes both the from community match condition (to match on BGP communities)
and the then forwarding-class action (to apply a class-of-service forwarding class),
the policy might not work and the router might generate the following system
log message: “kernel: RT_PFE: RT msg op 12 (Undefined) failed, err 5 (Invalid).”
[PR/73885]

When you perform Routing Engine based sampling without a Collector PIC
installed, the /var/log/sampled trace file reports that it is unable to update the
collector configuration. This message can be ignored. [PR/68198]

On M320 and T-series routing platforms, when you configure interface output
sampling, packets sometimes might travel through the output firewall. As a
workaround, configure a firewall filter on the output interface with the then
sample and then nextterm statements. The workaround provides the same
functionality as the other configuration, but avoids the problem behavior.
[PR/70473]

If you configure Routing Engine-based sampling on a Monitoring Services or
Adaptive Services Il PIC, the output of a cflowd record might show the destination
port field for ICMP as 0. As a workaround, configure PIC-based sampling.
[PR/70906]

The following groups of MIB objects do not segregate the data they return
according to the routing instance specified in an SNMP request: vrrpMIB,
jnxCoslfqStatsTable, and jnxCosQstatTable. [PR/63045]

Sometimes the default routing instance (configured at the default logical router
level) does not report the physical interface associated with the logical interface.
[PR/66793]
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The following issues have been resolved since JUNOS Release 7.6R2. The identifier
following the description is the tracking number in our bug database.

Platform and Infrastructure

m  When you issue the show interfaces interface-name extensive command, the
Label-switched interface (LS]) traffic statistics, Input bytes (bps) counter value
might report erroneously large values. [PR/66088: This issue has been resolved.]

m If you configure Bidirectional Forwarding Detection (BFD) on a routing platform
that synchronizes with an unstable Network Time Protocol (NTP) server, the BFD
session might time out. [PR/67529: This issue has been resolved.]

m  OnJ-series Services Routers, under certain circumstances the forwarding process
(fwdd) might dump core and reset while executing CoS instructions. To avoid
this condition, separate the shape state from the scheduler state. [PR/67912:
This issue has been resolved.]

m  On MLPPP bundles, the MRRU value was not correctly set; there was a 2-byte
miscalculation. [PR/69526: This issue has been resolved.]

m  On J-series Services Routers, the UDP and TCP port numbers have incorrect
(reversed) byte ordering in the sampling (cflowd) output. [PR/69836]

m  Within an IPvé firewall filter, if you configure tcp-reset as a reject action, the
router generates an ICMPv6 destination unreachable message instead of returning
a TCP message with the Reset bit set. [PR/70058: This issue has been resolved.]

m  On M7iand M10i routing platforms, hardware initialization errors might lead to
data corruption and cause the Compact Forwarding Engine Board (CFEB) to reset
unexpectedly. Note: The fix for this problem is not compatible with the 256 MB
CFEB module. [PR/70882: This issue has been resolved.]

m  When you ping a remote loopback interface that has an IPv6 address configured,
the show firewall command output displays the wrong byte count value.
[PR/71508: This issue has been resolved.]

m  When you configure multiple ports in a flow specification route, the resulting
firewall filter programming is missing the ports because of an issue in handling
range matches. [PR/72942: This issue has been resolved.]

m Routing Engine-generated packets matching IPv6 output firewall filter terms
whose actions include discard cause a memory leak. This memory leak might
eventually cause the router to stop operating. As a workaround, replace the
discard action with the reject action. [PR/73763: This issue has been resolved.]
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When you issue the show chassis environment command on an M40 platform,
the display output of the Routing Engine Status field might be "Testing." This
condition has no operational impact. [PR/74342: This issue has been resolved.]

A malformed MPLS packet that is missing the S-bit might cause the kernel to
reset unexpectedly. [PR/74568: This issue has been resolved.]

On 8-port Gigabit Ethernet IQ2 PICs, if a port is receiving continuous flow control
packets from an external source and packets are sent out that port, the egress

traffic flow on other ports stops until the flow control condition is cleared. As a
workaround, disable flow control on the port that is receiving flow-control frames.
[PR/74688: This issue has been resolved.]

On ATM2 IQ logical interfaces with Layer 2 circuits configured, if you issue a
statistics request, the request might not work. In addition, a related memory
leak might eventually cause a kernel panic. [PR/74714: This issue has been
resolved.]

On J-series Services Routers, if you configure next-hop sampling, there might be
a memory leak in the sample process (sampled). [PR/74718: This issue has been
resolved.]

When a control plane link goes down on an internal interface, the control plane
neighbors are not removed immediately, causing the control plane protocol to
disconnect. [PR/74840: This issue has been resolved.]

On a TX Matrix platform, if you request information from the Packet Forwarding
Engine, such as interface statistics, CoS statistics, MPLS statistics, firewall
statistics, or any show pfe command output, a memory leak might occur on the
T640 routing node. Eventually it will be unable to respond to any further requests
and will reload. [PR/75089: This issue has been resolved.]

On Gigabit Ethernet interfaces configured with flexible Ethernet services
encapsulation, if you configure proxy Address Resolution Protocol (ARP) on a
VLAN-based translational cross-connect (TCC) connection and include a MAC
address and an IP address for the remote address, the router might not reply to
ARP requests. As a workaround, remove the MAC address from the [edit
ge-fpc/pic/port unit logical-unit-number family tcc remote] hierarchy level and
configure static ARP on the remote device. [PR/76182: This issue has been
resolved.]

On M-series and T-series routers that use a compact flash card greater than 128
MB on a system with at least 512 MB RAM, the root partition created by the
request system snapshot partition command might be too small, which prevents
installing an upgrade image. [PR/76568: This issue has been resolved.]

For M160 routers, if you configure IS-IS and graceful Routing Engine switchover
(GRES), and then take the first Switching and Forwarding Module (SFM) in the
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chassis offline, IS-1S neighbor adjacencies might transition down and up.
[PR/77771: This issue has been resolved.]

On TX Matrix platforms, if you reboot the backup Routing Engine or Control
Board (CB), the entry for the secondary Switch Processor Mezzanine Board
(SPMB1) on the backup CB is not visible in the output of the show chassis hardware
command. [PR/78050: This issue has been resolved.]

User Interface and Configuration

Under certain conditions, when you issue the load update relative command, the
management process (mgd) might restart unexpectedly. [PR/65235: This issue
has been resolved.]

If the software cannot find a referenced policy, the routing protocol process (rpd)
might dump core. [PR/67098: This issue has been resolved.]

If a configured name server is the same as the backup router's subnet, commit
synchronization takes longer than the expected time. [PR/68632: This issue has
been resolved.]

For certain configuration modifications, the commit synchronize operation does
not enable synchronization between Routing Engines. [PR/69461: This issue has
been resolved.]

On Routing Engines with 2 GB or more of RAM installed, the J-Web interface
might incorrectly report memory usage with values as high as 180 percent,
whereas the show chassis routing-engine command output reflects actual memory
utilization values. [PR/72390: This issue has been resolved.]

When a configuration change is applied using the J-Web Configuration->View and
Edit->Edit Configuration Text and Upload Configuration tool, an empty red error
box appears. However, there are no errors and the commit succeeds. [PR/72601:
This issue has been resolved.]

During large configuration commits, the routing protocol process (rpd) might
experience unusual scheduler slips. [PR/72687: This issue has been resolved.]

In configuration private mode, when you add and deactivate different terms in
the same firewall and then perform a commit, firewall terms might be reordered.
[PR/72741: This issue has been resolved.]

When the router's configuration is updated frequently, issuing the load update
command might produce an empty configuration file. As a workaround, rebuild

the configuration database. [PR/73164: This issue has been resolved.]

When a loopback interface is deleted from a routing instance, the management
process (mgd) might dump core. [PR/73507: This issue has been resolved.]

In JUNOScript APIs, if you include the commit synchronize statement at the [edit
system] hierarchy level, the commit operation is successful, but the configuration
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does not propagate to the backup Routing Engine as expected. [PR/73873: This
issue has been resolved.]

m  Because of an error in commit script handling logic, the cscript process exited
unexpectedly. [PR/75156: This issue has been resolved.]

m If you issue the configure private command and then configure privileges for a
user at the [edit system login user] hierarchy level, a user ID (UID) might not be
assigned to the user. [PR/75376: This issue has been resolved.]

Interfaces and Chassis

= On ATM2 IQ interfaces, when you include the atm-I2circuitmode statement at
the [edit chassis fpc slot-number pic pic-number] hierarchy level, the control word
with the sequence number 0 is not treated as a nonsequenced packet. [PR/31392:
This issue has been resolved.]

m  On ATM2 IQ interfaces, if you configure OAM F4 on the physical interface by
including the oam-liveness and oam-period statements at the [edit interfaces
at-fpc/ pic/port atm-options vpi identifier] hierarchy level, and the remote interface
goes down and comes up again, the VP might not come up again. As a
workaround, deactivate and reactivate the interface. To avoid this problem,
configure OAM on the logical interface by including the oam-liveness and
oam-period statements at the [edit interfaces interface-name unit logical-unit-number]
hierarchy level. [PR/51435: This issue has been resolved.]

m  On 1-port 10-Gigabit Ethernet PICs with XENPAK installed in an M320 or T-series
routing platform, after the FPC is restarted or the Routing Engine is rebooted,
the following error message might be logged: “XGE(x/y): runaway interrupt count
(1000001).” After this message, the interrupt on the PIC is disabled and it might
take up to one second to detect LINK fault and bring down the interface on the
PIC. As a workaround, manually take the PIC offline and then bring it online by
issuing the request chassis pic fpc-slot fpc-slot pic-slot pic-slot (offline | online)
command once. This step prevents the PIC from entering the interrupt runaway
state. [PR/57376: This issue has been resolved.]

m  Ona Channelized E1 Intelligent Queuing (IQ) PIC, when you configure Frame
Relay encapsulation on a point-to-multipoint interface and issue the ping
command, the ping might fail. As a workaround, reconfigure the interface as a
point-to-point interface. [PR/61074: This issue has been resolved.]

m  On 4-port E3 1Q interfaces, if you configure 160 DLCIs on a port, you might not
be able to configure additional DLCIs on the remaining ports. [PR/62361: This
issue has been resolved.]

m  The output of the show interfaces (detail | extensive) command might be different
for Gigabit Ethernet IQ PICs and Gigabit Ethernet PICs with small form-factor
pluggable transceivers (SFP). The 1Q0-based PICs provide statistics (bytes) that
include Layer 2 information, while the SFP-based PICs provide the same for
Layer 3. For informational purposes: this is not an error; the feature is working
as designed. [PR/62455: This issue has been resolved.]
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On J-series Services Routers, the Network Control Protocol (NCP) state is shown
as Opened in the output of the show interface dix command, even when the
multilink dialer is inactive. [PR/63141: This issue has been resolved.]

On J-series Services Routers, for multilink dialer interfaces, the NCP inet6 status
in the output of the show interface dix command always displays not-configured,
even when the IPv6 addresses are configured and are reachable. [PR/63344:
This issue has been resolved.]

Frames lost because of an internal MAC error on small form-factor pluggable
transceivers (SFPs) and 1Q Gigabit Ethernet PICs are incorrectly reported in the
show interfaces extensive command output as transmit FIFO errors rather than
receive FIFO errors. [PR/65476: This issue has been resolved.]

When a multicast next hop is added and deleted, the packet and byte rate
counters are not zeroed out. These counters continue to show the old values.
[PR/68074: This issue has been resolved.]

For link services intelligent queuing (LSQ) interfaces on AS PICs, if there are
several missing sequence number drops within the bundles, all bundles on the
LSQ interface might stop forwarding traffic for a period of time. As a workaround,
configure a drop-timeout of 100 msec on all bundles to reduce the frequency of
forwarding interruption. [PR/70798: This issue has been resolved.]

When an ATM interface or PIC flaps or the router is rebooted, LSQ bundles with
atm-mlppp-lic encapsulation might stop forwarding traffic. An additional result
might be a lockup of the ATM PIC. [PR/71238: This issue has been resolved.]

When you configure an input firewall filter with log action on the loopback
interface, locally originated VRRP packets might be logged incorrectly. [PR/72623:
This issue has been resolved.]

When you enable accounting services on an Adaptive Services Module (ASM), a
memory leak might develop. [PR/72837: This issue has been resolved.]

On T-series routing platforms, FPCs with certain AS2 PIC configurations did not
handle the channel table setup properly. [PR/73288: This issue has been resolved.]

When you modify the Virtual Router Redundancy Protocol (VRRP) priority setting
and commit the configuration, the VRRP process (vrrpd) might dump core.
[PR/74180: This issue has been resolved.]

On J-series Services Routers, you cannot configure clocking on E1 ports using
the group configuration. The workaround is to execute a load merge command
instead of using group configuration. This issue is not seen on M-series or T-series
routers. [PR/74254: This issue has been resolved.]

Fragmentation maps or CoS maps are not applied to newly configured rlsq

interfaces. As a workaround, deactivate and reactivate the entire rlsq bundle.
[PR/75986: This issue has been resolved.]
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For link services intelligent queuing (LSQ) interfaces on AS PICs, an error in
counting the address control overhead caused the throughput for multilink PPP
(MLPPP) bundles to be reduced. [PR/76160: This issue has been resolved.]

The show interfaces fxpO command output does not show the date and time for
the last link flap. There is no workaround. [PR/76567: This issue has been
resolved.]

On Fast Ethernet interfaces installed in J-series Services Routers, if the interface
receives traffic with a destination MAC address set to broadcast (ff:ff:ff:ff:ff:ff), it
might handle this traffic as keepalive traffic and limit the throughput to
approximately 2500 packets per second. [PR/77376: This issue has been
resolved.]

If more than 200 RADIUS requests are outstanding in the router and some of
these requests have been retried more than 3 times, the L2TP process (12tpd)
might stop working. [PR/70357: This issue has been resolved.]

When you configure IDS along with NAT and stateful firewall, clearing the flows
manually after running live traffic for some time might cause the forwarding
process (fwdd) to restart. To avoid this issue, allow the flows to clear
automatically. [PR/70749]

When the DFC PIC is stressed with more than 1.2 million flows, an excessive
number of overload log messages is generated. [PR/71643: This issue has been
resolved.]

When RADIUS-related IPv6 packets are processed by the protocol stack, the
Layer 2 Tunneling Protocol (L2TP) process gets into an infinite loop leading to
high CPU utilization. [PR/72588: This issue has been resolved.]

For Monitoring Services 11l PICs configured for dynamic flow capture, if you issue
the show services dynamic-flow-capture control-source command, the output might
show incorrect information for the Active criteria and Dynamic criteria fields.
[PR/72594: This issue has been resolved.]

On Monitoring Services Il PICs configured for dynamic flow capture, if you send
a criteria range that is above the current maximum criteria ID, the routing
platform might reply with the following incorrect error message: “(500 Internal
Server Error).” [PR/73519: This issue has been resolved.]

When you configure an Adaptive Services PIC with stateful firewall rules, Network
Address Translation (NAT) services, and the NetShow application layer gateway,
the PIC might stop functioning. [PR/73745: This issue has been resolved.]

On J-series Services Routers, the output from the show services accounting
aggregation source-destination-prefix command does not display the inbound and
outbound interface of the flow, or the flow count, packet count, and byte count.
[PR/75306: This issue has been resolved.]
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When there is a lot of output, the DFC PIC console might lock up. [PR/76100:
This issue has been resolved.]

On DFC PICs running at high traffic rates, a criteria add instruction might cause
packets to be dropped. [PR/77380: This issue has been resolved.]

A constraint check prevented the L2TP and stateful firewall/NAT IP address pools
from overlapping. This constraint has been lifted. [PR/78105: This issue has been
resolved.]

A T1 interface might continue flapping with flooding network control messages.
This can cause excessive tail-drop on the network-control queue. The workaround
is to increase the capacity of the network-control queue. [PR/55898: This issue
has been resolved.]

If you configure Bidirectional Forwarding Detection (BFD) and graceful restart
for OSPF or 1S-IS, graceful restart might not work as expected. This is a known
limitation. [PR/37106: This issue has been resolved.]

In PIM sparse mode, when a router transitions from designated router (DR) to
non-DR and has (*,G) group state, it sends prune messages upstream even though
it might be an assert winner. [PR/72293: This issue has been resolved.]

When a SONET interface flaps because of transport path errors, BGP might also
flap. To resolve the issue, you must address the transport errors that are causing
the interface to reset. For defects that get cleared very quickly, increasing the

hold-time might avoid interface resetting, but make sure you take the necessary
precautions while configuring hold-time. [PR/72570: This issue has been resolved.]

When a BGP session is in the Established state, MIB object bgpPeerState (RFC
1269) incorrectly returns value 7 rather than value 6. [PR/72895: This issue has
been resolved.]

When you enable BGP multipath, under rare circumstances, BGP might restart
unexpectedly. [PR/73523: This issue has been resolved.]

If the remove-private statement removed all AS numbers from the received AS
path, and the local-as statement added an AS number to the sent AS path, the
routing protocol process (rpd) might have dumped core. [PR/73589: This issue
has been resolved.]

The IS-IS routing software did not check whether the hostname length is nonzero
before creating an entry in the internal database, which led to a creation of an
erroneous zero-length hostname type, length, and value (TLV) #137. Link-state
PDU updates containing zero-length TLVs might be rejected by other vendors'

routing software. [PR/73638: This issue has been resolved.]
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IS-IS routing software does not properly mask out set host bits in invalid
advertisements of IP reachability and external IP reachability type, length, and
value (TLV) messages. [PR/73802: This issue has been resolved.]

When the local iBGP peer within a virtual router instance advertises to its remote
iBGP peer static or IGP routes imported from a second local virtual router instance,
it might include a malformed AS-Path attribute in the Update message. [PR/73951:
This issue has been resolved.]

VPN routes might not be sent to all BGP neighbors that requested them by sending
a route-target route if there are multiple routes for the same route target or the
advertise-default statement has been configured and there is also at least one
received default route-target route. [PR/74517: This issue has been resolved.]

When BGP is configured with prepended AS paths, the routing protocol process
(rpd) might stop functioning. [PR/75325: This issue has been resolved.]

The JUNOS software did not check whether a received Multicast Source Discovery
Protocol (MSDP) SA has a valid group or source address. When an SA received
with group address 0 was processed, the routing protocol process (rpd) exited

unexpectedly. [PR/75451: This issue has been resolved.]

When you configure 1S-IS and include the maximum-routes statement at the [edit
routing-options] hierarchy level, the maximum routes value might not be
implemented by the JUNOS software. [PR/75897: This issue has been resolved.]

If a routing platform running IS-IS receives a link-state PDU fragment 0 with a
valid IS type, the routing platform might still check the IS type field in the header
of all subsequent fragments and drop fragments containing invalid IS types.
[PR/76250: This issue has been resolved.]

For routing platforms configured with OSPF and graceful restart, if a not-so-stubby
area (NSSA) default summary link-state advertisement (LSA) is originated, the
neighbor might become stuck at the loading state. As a workaround, issue the
clear ospf neighbor command to reestablish OSPF adjacencies. [PR/76327: This
issue has been resolved.]

If an mtun interface was created for a VRF instance without an IP address on the
loopback interface, the self-neighbor's IP address on the mtun interface was
improperly set, which caused the PIM asserts to behave incorrectly. [PR/76501:
This issue has been resolved.]

For routing platforms configured with OSPF and graceful restart, after a graceful
restart event occurs, a not-so-stubby area (NSSA) area border router (ABR) might
stop advertising the NSSA's self-originated default summary link-state
advertisement (LSA). [PR/77097: This issue has been resolved.]
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If a BFD peer changes the detection times rapidly in quick succession, BFD
sessions on Juniper Network routing platforms might flap. [PR/78116: This issue
has been resolved.]

In some Layer 3 VPN scenarios, the routing protocol process (rpd) might exit
unexpectedly at the provider edge (PE) router upon receipt of a /32 route.
[PR/78358: This issue has been resolved.]

After a label-switched path (LSP) is established, increasing the LSP bandwidth
beyond what is available does not bring down the LSP. The show mpls Isp
command displays the configured bandwidth value rather than the actual
bandwidth used. [PR/40164: This issue has been resolved.]

If you issue the show mpls Isp statistics command on an ingress router with the
slower Routing Engine (RE2) and there are many label-stacked VPNs, the Packet
Forwarding Engine might restart. [PR/51305: This issue has been resolved.]

Rarely, during a point-to-multipoint (P2MP) make-before-break procedure, the
branches for a P2MP LSP that have the same downstream link are assigned a
different outgoing label. This might cause packet drops for some of the branches.
As a workaround, clear the RSVP session to fix the problem. [PR/66354: This
issue has been resolved.]

When you configure node-link protection and an RSVP authentication key on an
interface, and the label-switched path (LSP) traffic switches over to the bypass
LSP, the authentication key might prevent the backup LSP from being established.
[PR/72776: This issue has been resolved.]

In JUNOS Release 7.6 and later, the RSVP default maximum session limit has
been increased from 50,000 to 100,000 sessions. [PR/72854: This issue has been
resolved.]

When you configure an IPv6 static route with a point-to-multipoint label-switched
path (LSP) as the next hop, the routing protocol process (rpd) might stop
operating. [PR/75284: This issue has been resolved.]

If you include the include-all and include-any statements at the [edit protocols mpls
label-switched-path Isp-name fast-reroute] hierarchy level, Constrained Shortest
Path First (CSPF) reoptimization might not work as expected. [PR/75578: This
issue has been resolved.]
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When you rename the Layer 2 circuit interface that is being used for local
switching, the renamed interface is not used and the existing interface is changed
to the down state. As a workaround, delete the local-switching interface at the
[edit protocols [2circuit local-switching] hierarchy level and reconfigure it with the
new interface. [PR/65598: This issue has been resolved.]

Virtual private LAN service (VPLS) might not work reliably in a logical router.
[PR/72753: This issue has been resolved.]

On small form-factor pluggable transceiver (SFP) Gigabit Ethernet PICs and SFP
Gigabit Ethernet 1Q PICs configured with Ethernet VPLS encapsulation, tagged

packets are dropped. There is no workaround. [PR/73897: This issue has been

resolved.]

When the routing platform receives more than one BGP route update for the
same Layer 2 VPN site, the connectivity status of the remote site might not be
updated correctly and the remote site might be marked incorrectly as VC-Dn in
the output of the show [2vpn connections command. [PR/76679: This issue has
been resolved.]

When you remove or omit the shaping-rate statement from a scheduled VLAN
configuration, the routing platform might drop large numbers of packets.
[PR/47057: This issue has been resolved.]

The error message indicating that an IEEE 802.1 rewrite rule cannot be applied
on a nontagged interface references a classifier instead of a rewrite rule. There
is no operational impact. [PR/50980: This issue has been resolved.]

When you enable classification based on EXP bits, an invalid rewrite table lookup
might cause the following log message: “ft_pktproc_tag_fwd: invalid rewrite
table type 4.” [PR/72115: This issue has been resolved.]

When using a Tunnel PIC inside a VREF, traffic is incorrectly mapped to four
queues on the VRF egress interface, because vt interfaces are treated as supporting
restricted queues, rather than the configured queue number. [PR/72455: This
issue has been resolved.]

When you configure a VRF table label on one VRF instance, VRF instances on
which VRF table labels are not configured classify MPLS packets incorrectly.
[PR/74404: This issue has been resolved.]

On 1Q PIC interfaces, if you include the scheduler-map-chassis derived statement
at the [edit class-of-service interfaces interface-name] hierarchy level, the
class-of-service (CoS) policy might fail and the following error messages might
be generated: “COSMAN_ABC: tcp_plp_hi_drop_prof_id failed at slot 2,”
“COSMAN: policy update failed,” and “COSMAN: drop profile overflow in FPC
2.” As a workaround, reduce the number of drop profiles in the CoS configuration



Forwarding and Sampling

Network Management

Release 7.6R2

Previous Releases

by merging similar drop profiles together. [PR/76244: This issue has been
resolved.]

m  For aggregated interfaces, if you configure a transmission rate for a class-of-service
(CoS) scheduler on the aggregated interface and then a constituent interface
included in the bundle transitions down and up, the CoS scheduler for that
constituent interface might use an incorrect transmission rate of 0 percent.
[PR/76642: This issue has been resolved.]

m  On J-Series Services Routers, an interface with shaping configured stops
forwarding traffic every 49 days and 17 hours because of a 32-bit shaping
tick-timer overflow condition. The only way to recover is to deactivate and
reactivate the interface. [PR/77912: This issue has been resolved.]

m  When a firewall filter includes more than 10 out-of-specification policer counters,
the additional counters might appear incorrect or corrupted. [PR/68871: This
issue has been resolved.]

m  You cannot configure a tacacs-ds text synonym in place of numeric port value
65 in a firewall filter match condition because an entry for the keyword is missing
from a keywords file. [PR/71158: This issue has been resolved.]

m  The flow route filter does not match TCP flags and fragment packets. [PR/77420:
This issue has been resolved.]

m  The interface statement at the [edit firewall filter name term name from] hierarchy
level is not fully supported. If interface matching is included after the firewall is
compiled, it might not work properly. [PR/77801: This issue has been resolved.]

m  On Monitoring Services PICs, the Overload trap might contain a garbled interface
name. [PR/70708: This issue has been resolved.]

m  When a router is configured to simultaneously send SNMPv1, SNMPv2c and
SNMPV3 traps, SNMPv3 and SNMPv2c¢ routing and MPLS traps are not sent.
[PR/74181: This issue has been resolved.]

m  The LDP MIB (Idpmib.mib) has been deprecated in JUNOS Release 7.5 and later.

A comment was added in the MIB to indicate that this MIB will be replaced by
jnx-mpls-ldp.mib. [PR/78167: This issue has been resolved.]

The following issues have been resolved since JUNOS Release 7.6R1. The identifier
following the description is the tracking number in our bug database.

Previous Releases MW 57



JUNOS 7.6 Internet Software Release Notes

Platform and Infrastructure

58 =

Previous Releases

When you issue the show interfaces interface-name extensive command, the
Label-switched interface (LS]) traffic statistics, Input bytes (bps) counter value
might report erroneously large values. [PR/66088: This issue has been resolved.]

On M-series or T-series routers configured with multiple logical routers, in some
cases IP packets with the router-alert option set might be delivered to an incorrect
logical router. [PR/67153: This issue has been resolved.]

Certain kinds of route updates might cause the forwarding process (fwdd) to
exhibit memory leaks and eventually restart. [PR/67780: This issue has been
resolved.]

On T-series routing platforms, Enhanced FPCs might corrupt Direct Memory
Addressing (DMA) transactions between a PowerPC host bus and the JBUS.
[PR/68820: This issue has been resolved.]

When you configure destination or source class usage and assign a filter to the
loopback interface, packets sent to an interface's broadcast or subnet address
might report “(illegal size) in DESRD” in the message log. There is no operational
impact. [PR/69090: This issue has been resolved.]

On MLPPP bundles, the MRRU value was not correctly set; there was a 2-byte
miscalculation. [PR/69526: This issue has been resolved.]

If the routing platform receives packets containing DHCPDISCOVER overload
options, but not the End option required by RFC 2131, the DHCP server process
(dhcpd) might not respond to the message. To interoperate better with DHCP
clients that do not conform to RFC 2131, the fix allows the DHCP process (dhcpd)
to accept and process DHCP packets even if the overload options field is not
properly terminated with the End option. [PR/71143: This issue has been
resolved.]

When GRES is enabled, a router might not synchronize an SSH key between
Routing Engines. [PR/71239: This issue has been resolved.]

When socket, timer, or other events are destroyed and created during run time,
unpredictable errors might occur on PICs and other components that run off
microkernel code. [PR/71340: This issue has been resolved.]

When you ping a remote loopback interface that has an IPv6 address configured,
the show firewall command output displays the wrong byte count value.
[PR/71508: This issue has been resolved.]

The JUNOS FIPS implementation of SSH incorrectly disallows use of the
diffie-hellman-group1-shal cipher for key exchange. [PR/71559: This issue has
been resolved.]

CRTP flows over MLPPP bundles are not hashed evenly across the links in the
bundle. [PR/71927: This issue has been resolved.]
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Clocking Mode was inadvertently removed from J-Web Quick Configuration. To
configure it, use either the CLI or the Configuration Editor under serial-options.
[PR/703773: This issue has been resolved.]

During the bootup script processing, dump variables that govern the behavior
of the system controls for managing kernel dumps were set incorrectly.
[PR/71280: This issue has been resolved.]

On Routing Engines with 2 GB or more of RAM installed, JWeb might incorrectly
report memory usage with values as high as 180 percent, whereas the show
chassis routing-engine command output reflects actual memory utilization values.
[PR/72390: This issue has been resolved.]

During large configuration commits, the routing protocol process (rpd)
experienced unusual scheduler slips. [PR/72687: This issue has been resolved.]

In configuration private mode, when you add and deactivate different terms in
the same firewall and then perform a commit, firewall terms might be reordered.
[PR/72741: This issue has been resolved.]

When the router's configuration is updated frequently, issuing the load update
command might produce an empty configuration file. As a workaround, rebuild
the configuration database. [PR/73164: This issue has been resolved.]

When you activate and then deactivate a 0.0.0.0/0 filter source or destination
selector, it causes an IPSec rule mismatch. [PR/47466: This issue has been
resolved.]

When you configure a 10-Gigabit Ethernet interface with the disable statement,
the interface continues to report errors. [PR/59215: This issue has been resolved.]

On Adaptive Services PICs installed in M10i routers, if you add more peers to
an existing IPSec services configuration, all services might stop functioning and
the Single Board Router (SBR) might dump core. [PR/61692: This issue has been
resolved.]

Frames lost because of an internal MAC error on small form-factor pluggable
transceivers (SFPs) and 1Q Gigabit Ethernet PICs are incorrectly reported in the
show interfaces extensive command output as transmit FIFO errors rather than
receive FIFO errors. [PR/65476: This issue has been resolved.]

On Adaptive Services 11 PICs, configurations containing a large number of service
sets might not be fully loaded onto the PIC. [PR/68917: This issue has been
resolved.]

When the router downloads a large number of service sets (such as 500 service

sets of 64K each), memory might become fragmented. As a result, the application
stops processing additional service sets, TCP slows to a halt, and eventually the
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router advertises a window with a size of 0. [PR/68976: This issue has been
resolved.]

On Fast Ethernet interfaces installed in ]-series Services Routers, if you configure
the interface for autonegotiation while the peer is configured for full-duplex
operation, the interface might stop receiving traffic. As a workaround, explicitly
set the duplex mode to either half or full on both peers. [PR/69576: This issue
has been resolved.]

When you configure the per-unit-scheduler statement on an Ethernet IQ PIC,
logical interfaces on the PIC might flap. As a workaround, restart the PIC.
[PR/70396: This issue has been resolved.]

The PPP process (pppd) loopback detection mechanism was not working correctly.
[PR/70629: This issue has been resolved.]

When the from selector mask length is 32 bits (0.0.0.0/0), the IPSec security
association (SA) is not installed in the PIC. [PR/70640: This issue has been
resolved.]

On Routing Engine 333 (also known as Routing Engine 2.0), if the internal sensor
falsely detects a very high temperature, the routing platform might start an
over-temperature shutdown timer, send an SNMP trap, and log messages that
a shutdown will occur in 240 seconds. [PR/70690: This issue has been resolved.]

When you configure timeslots on an LSQ bundle, incorrect bandwidth is assigned
to the bundle from its member interface. E1 link speeds do not account for the
framing overheads. [PR/70879: This issue has been resolved.]

If you provide interface descriptions that are too similar (such as the same first
two characters and identical after the “-”), the user interface displays raw XML.
There is no operational impact. [PR/71053: This issue has been resolved.]

The show interfaces Isqg-fpc/pic/port.logical command times out after about 1
second and might not show LSQ statistics correctly. [PR/71200: This issue has
been resolved.]

If you explicitly configure the fxp1 interface, the device control process (dcd)
might terminate unexpectedly. As a workaround, remove all explicit configuration
of the fxpl interface. [PR/71426: This issue has been resolved.]

On 10-Gigabit Ethernet PICs with XENPAK, if you take the PIC offline and bring
it back online, then issue the show chassis hardware command, the entry for the
PIC might be displayed incorrectly as NON-JNPR and UNKNOWN. [PR/72003:
This issue has been resolved.]

The IPSec module on AS PICs did not handle IGMP packets correctly and dropped
the packets. [PR/72642: This issue has been resolved.]
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When accounting services are enabled, a memory leak develops in the Adaptive
Services Module (ASM). [PR/72837: This issue has been resolved.]

On T-series routing platforms, FPCs with certain AS2 PIC configurations did not
handle the channel table setup properly. [PR/73288: This issue has been resolved.]

After a Dynamic Flow Capture (DFC) PIC boots up, it might incorrectly generate
a system log indicating that a control source is missing in response to a control
request, until it receives its configuration from the Routing Engine. [PR/69243:
This issue has been resolved.]

After graceful Routing Engine switchover (GRES), redundant LSQ (rlsq) interfaces
are not able to pass nontransit data traffic through MLPPP bundles. [PR/71159:
This issue has been resolved.]

When you change the maximum received reconstructed unit (MRRU) value on
an active redundant LSQ (rlsq) bundle, the bundle stops forwarding traffic.
[PR/71182: This issue has been resolved.]

When you configure more than 600 Service PIC units to attach L2TP sessions,
all units above the 600th might not be created properly in the kernel when the
Service PIC or the router reboots. All attempts to attach new PPP or L2TP sessions
to these units are unsuccessful. [PR/71285: This issue has been resolved.]

Under certain circumstances, the L2TP process (12tpd) might consume up to 100
percent of the CPU time in an infinite loop. [PR/71558: This issue has been
resolved.]

In L2TP LNS sessions, the calling-station-id and called-station-id values are truncated
in the RADIUS accounting start record. [PR/71564: This issue has been resolved.]

In 7.4R2.6 and older releases, LCP MRU renegotiation causes incorrect assumption
of local and remote MRU values. Depending on size, this might result in packet
drops. [PR/71716: This issue has been resolved.]

L2TP LNS sessions handled L2TP sequence numbers very slowly and incorrectly.
[PR/720873: This issue has been resolved.]

When a Dynamic Flow Capture (DFC) PIC is under heavy load, filter add requests
might fail. [PR/72503: This issue has been resolved.]

Configuration changes to Dynamic Flow Capture notification targets are not

working properly and require a reboot to take effect. [PR/72991: This issue has
been resolved.]
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If you configure the syslog time-format millisecond option at the [edit system]
hierarchy level, traceoptions messages should display values in milliseconds.
[PR/70415: This issue has been resolved.]

When you configure the traceoptions statement at the [edit protocols] hierarchy
level and no filenames are assigned, a warning should be generated. [PR/70871:
This issue has been resolved.]

When you configure auto-export for use with directly connected routes that are
exchanged between two VRFs on the same system, routes might not get leaked
into all routing instances. [PR/70985: This issue has been resolved.]

If the next hop for a BGP route changes during a graceful restart, forwarding
might be disrupted. [PR/71254: This issue has been resolved.]

Because insufficient memory was allocated for an internal data structure, in
some cases the routing protocol process (rpd) corrupted other adjacent data
structures and restarted. [PR/71447: This issue has been resolved.]

If you configure a Layer 2 VPN to use BGP multipath, the routing process might
restart. Multipath should not be used in conjunction with Layer 2 VPNs.
[PR/71670: This issue has been resolved.]

If you perform an SNMPwalk on the multicast ipoMRouteTable at the same time
that a deleted route is being processed, the SNMPwalk function might stop at
the entry for the deleted route and the remaining entries might be ignored.
[PR/53196: This issue has been resolved.]

When the clear bgp neighbor soft command or a received BGP REFRESH request
coincides with generating the initial advertisement set for a peer that is not the
first peer to become established in a group, the routing protocol process (rpd)
might restart. [PR/64938: This issue has been resolved.]

In a OSPF not-so-stubby area (NSSA) configuration, an area border router (ABR)
might wrongly advertise both type 5 and type 7 link-state advertisements (LSAS)
for the same prefix. [PR/68255: This issue has been resolved.]

When PIM routers receive semantically fragmented bootstrap messages from
the elected bootstrap router (BSR), they might not populate the rendezvous point
(RP) set correctly. [PR/68751: This issue has been resolved.]

When you use LDP tunneling with OSPF as the interior gateway protocol (IGP),
traffic loss might occur after a graceful restart. [PR/68915: This issue has been
resolved.]

In PIM dense mode configurations, the router does not update the RPF neighbor
if it changes as a result of an assert. [PR/69258: This issue has been resolved.]
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When a multicast VPN is used, a PIM interface mode configuration change can
cause the routing protocol process (rpd) to dump core. [PR/69288: This issue
has been resolved.]

In multicast VPN configurations, the provider edge (PE) router did not process
prune overrides or grafts from the downstream customer edge (CE) router for
automatic rendezvous point (auto-RP) dense groups. As a result of the fix: The
join override interval can be set to less than 3 seconds in some cases. The assert
winner cannot reinitialize the assert refresh timer upon receiving an assert
message on the downstream interface or send an assert immediately upon
receiving the assert message. For PIM dense mode configurations, join messages
are ignored if the router is in the prune active state for an (S,G). The assert loser
begins forwarding upon receiving a join or graft. [PR/69319: This issue has been
resolved.]

Trace pointers for some BGP tasks were not updated on reconfiguration.
[PR/69321: This issue has been resolved.]

In PIM dense mode configurations, if another vendor's router is the upstream
assert winner, the traffic stops flowing one interval after the assert winner has
been elected. The reason is that Juniper Networks routers do not send joins in
response to receiving an assert message from the winner. [PR/69433: This issue
has been resolved.]

When a Juniper Networks router receives a multicast distribution tree (MDT)
packet with multiple join type, length, and value (TLV) messages, it processes
only the first join TLV message. [PR/69671: This issue has been resolved.]

Enabling a PIM multicast distribution tree (MDT) might lead to high CPU utilization
and cause the routing protocol process (rpd) to dump core. [PR/70063: This issue
has been resolved.]

The show multicast usage command displays entries in batches of ten, but the
display job is terminated after the first batch. [PR/70611: This issue has been
resolved.]

IS-IS does not check for common subnets on point-to-point interfaces or check
for duplicate IP addresses on all interface types. [PR/70816: This issue has been
resolved.]

When the PIM assert timer expires, the router resets the shortest-path tree (SPT)
bit on (S,G) state for RPF neighbors. [PR/70982: This issue has been resolved.]

When several BGP sessions are established simultaneously that have both the
family route-target and inet-vpn statements enabled for the neighbor or group, the
routing protocol process (rpd) might restart. [PR/71170: This issue has been
resolved.]

A multicast VPN provider edge (PE) router joined an upstream next-hop PE router

rather than the PE router that advertised the data multicast distribution tree
(MDT) group. [PR/71248: This issue has been resolved.]
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m [n PIM sparse mode, when a router transitions from designated router (DR) to
non-DR and has (*,G) group state, it sends prune messages upstream even though
it might be an assert winner. [PR/72293: This issue has been resolved.]

m  Following graceful restart, an interface that does not have ldp-synchronization
configured behaves as if the statement were configured. [PR/72502: This issue
has been resolved.]

m  When a BGP session is established, MIB object bgpPeerState (RFC 1269)
incorrectly returns value 7 rather than value 6. [PR/72895: This issue has been
resolved.]

m Ifan IS-IS Level 2 or Level 1 / Level 2 router is changed to a Level 1 only router,
the attached bit might still remain set on its Level 1 Link-State PDU. This problem
occurs when IS-IS is globally configured as a Level 1 router. As a workaround,
configure each IS-IS interface for Level 1 operation, or restart IS-IS. [PR/73090:
This issue has been resolved.]

m  When you enable BGP multipath, under rare circumstances, BGP might restart
unexpectedly. [PR/73523: This issue has been resolved.]

m  The IS-IS routing software did not check whether the hostname length is nonzero
before creating an entry in the internal database, which led to a creation of an
erroneous zero-length hostname type, length, and value (TLV) #137. Link-state
PDU updates containing zero-length TLVs might be rejected by other vendors'
routing software. [PR/73638: This issue has been resolved.]

MPLS Applications

m  Certain configuration changes that swap interfaces between two connections
might prompt CCC to complain about misconfiguration because the same
interface is in two different connections, causing the routing protocol process
(rpd) to restart. As a workaround, perform the configuration change in two steps,
one connection at a time (and deactivate the other connection in the first step).
[PR/69401: This issue has been resolved.]

m  With interarea traffic engineering label-switched paths (LSPs), if the path towards
the IGP's best area border router (ABR) does not satisfy the Constrained Shortest
Path First (CSPF) constraints, at ingress the crankback mechanism might not
take effect. As a result, the ingress router might not try the path towards other
ABRs that satisfy the CSPF constraints. [PR/70939: This issue has been resolved.]

m  When you issue the show mpls Isp extensive command, the output shows only
the Record Route Object (RRO) for the Constrained Shortest Path First (CSPF)
computation after the signaled path is up. The output has now been changed to
display all successful CSPF results (in the form of a sequence of source route),
regardless of whether the signalled LSP is up or not. [PR/71132: This issue has
been resolved.]
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m  Virtual private LAN service (VPLS) might not work reliably in a logical router.
[PR/727573: This issue has been resolved.]

m  On small form-factor pluggable transceiver (SFP) Gigabit Ethernet PICs and SFP
Gigabit Ethernet IQ PICs, configured with Ethernet VPLS encapsulation, tagged
packets are dropped. There is no workaround. [PR/73897: This issue has been
resolved.]

m  On M-series and T-series routers, the T3 interface subrate option is not supported
by the class-of-service (CoS) process (cosd). [PR/70056: This issue has been
resolved.]

m  When using a tunnel PIC inside a VREF, traffic is incorrectly mapped to four queues
on the VRF egress interface, because vt interfaces are treated as supporting
restricted queues, rather than the configured queue number. [PR/72455: This
issue has been resolved.]

m In J-series Services Router ISDN configurations, time-to-live (TTL) offset was
computed incorrectly. [PR/60400: This issue has been resolved.]

m  When a firewall filter processes a filter add message for a flow-specific port
match, the bytes might not be swapped correctly. [PR/65898: This issue has
been resolved.]

m  You cannot configure chained firewall filters that use the nextterm statement in
the last term of the secondary filter. [PR/69640: This issue has been resolved.]

The following issues have been resolved since JUNOS Release 7.5R1. The identifier
following the description is the tracking number in our bug database.

m If you configure both destination class usage (DCU) and output interface sampling,
all traffic exiting the sampling-enabled interface will stop incrementing the DCU
counters. As a workaround, configure an output filter, then deactivate and activate
the sampling configuration. [PR/57023: This issue has been resolved.]

m If your configuration file is very large, a memory mapping issue might occur,
and you might see the error message: "pmap_collect: collecting pv entries -
suggest increasing PMAP_SHPGPERPROC." [PR/60742: This issue has been
resolved.]
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If the IPv6 unicast reverse-path forwarding (RPF) check drops packets that have
identical IPv6 source link-local addresses assigned to multiple router interfaces,
OSPFv3 might not be able to establish adjacencies with neighbors. [PR/63084:
This issue has been resolved.]

On Ethernet-based interfaces configured for graceful Routing Engine switchover,
if the next hop reaches the replicated kernel before the tag family for that
interface, in some cases the replication of the tagged next hops might fail.
[PR/65136: This issue has been resolved.]

On a T320 router acting as a provider edge (PE) router, if the router receives
Dynamic Host Control Protocol (DHCP) request packets from the DHCP server
and forwards them across an MPLS backbone, the DHCP relay service might fail
to determine which interface should forward the DHCP inform packets received
from clients. [PR/65866: This issue has been resolved.]

After removing a faulty PIC and installing another PIC, an erroneous error
message might have continued to be generated. A workaround was to take the
PIC offline and bring it back online again. [PR/66083: This issue has been
resolved.]

If you configure an output filter on a discard interface, the filter might not work,
traffic might not be forwarded, and the firewall filter counters might not
increment in the output of the show firewall filter command. [PR/67663: This
issue has been resolved.]

When using RADIUS, the ssh process (sshd) sets the template user as the
username rather than the actual username used to log in. The login and telnet
processes use the actual username. [PR/67947: This issue has been resolved.]

On an M-series and T-series platforms, when a tunnel route next hop points to
a discard next hop, the routing platform might restart. [PR/69003: This issue has
been resolved.]

Any configuration that requires a PIC reset can result in a filter without an
associated index. If a backup RE is present, this can cause the platform to dump
core. [PR/69452: This issue has been resolved.]

User Interface and Configuration
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When you configure TACACS + authentication on a routing platform to
interoperate with another vendor's tac_plus server (which returns a sign on
successful message), then you attempt to log in to the routing platform by using
JUNOScope, the login attempt might fail. [PR/66244: This issue has been
resolved.]

The system log process (syslogd) might log NETCONF errors as JUNOScript errors.
[PR/667473: This issue has been resolved.]

If you use the copy configuration mode command to copy a statement that
includes the apply-groups statement, the new object might fail to expand the
configuration groups. [PR/67225: This issue has been resolved.]
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Changes to DSO timeslots on a channelized interface do not synchronize with
the parent Multilink Frame Relay (MLFR) bundles on the Link Services II PIC.
The new interface speed is updated on the channelized interface but the link
speed tracked on the MLFR bundle displays the original value. As a workaround,
deactivate and reactivate the channelized interface. [PR/53030: This issue has
been resolved.]

On M10i routers configured with graceful Routing Engine switchover, when
Routing Engine 1 is the master Routing Engine, the fxpO0 interface link state is
always up, even when the port on the interface is not connected. [PR/58911:
This issue has been resolved.]

When you manually configure interfaces, link type and speed are both required
values. If both these values are not provided, the router uses autonegotiation for
the link and ignores the user-configured settings. [PR/62539: This issue has been
resolved.]

On ATM2 Intelligent Queuing (1Q) interfaces installed in an M-series router acting
as a provider edge (PE) router, if you configure the ATM2 1Q interface toward
the core of a Layer 3 VPN, then configure a loopback interface in the VPN routing
and forwarding (VRF) instance, and issue the ping command to test connectivity
to the loopback interface, the output of the show interfaces at-fpc/pic/port
extensive command might show the “Invalid VCs” counter incrementing
incorrectly. [PR/63379: This issue has been resolved.]

When a show interfaces queue command is issued on one of the non-LSQ
interfaces, the LSQ interface returns the following error message: “IFRT: 'IFL
Queue Stats info' (opcode 127) failed.” [PR/63999: This issue has been resolved.]

While committing a Frame Relay interface with the ANSI or ITU LMI type and a
large number of DLCIs, the commit fails with the error message: "The current
MTU configured is less than the minimum MTU value required.” However, the
required minimum MTU value displayed as part of the CLI commit failure message
is incorrect (off by 14 bytes for ANSI LMI and 13 bytes for ITU LMI). As a
workaround, you can add 14 or 13 bytes (based on the LMI type configured) to
the minimum MTU value displayed in the error message to find out the real
minimum MTU value required and configure this value on the physical interface.
[PR/64209: This issue has been resolved.]

If an FPC stopped operating, the routing platform might have stopped operating
and dumped core. A workaround was to reload the FPC. [PR/66958: This issue
has been resolved.]

On T640 platforms, a major alarm was erroneously raised for the rear fan tray.
It has no operational impact. [PR/67093: This issue has been resolved.]

If you enable Automatic Protection Switching (APS) to work in a multirouter
environment, when the working circuit is active and the working router fails,
the protect circuit is not used until the APS adjacency timeout expires. [PR/67443:
This issue has been resolved.]
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Under heavy traffic conditions, the AS PIC and the Adaptive Services module on
the M7i platform stopped operating. [PR/67517: This issue has been resolved.]

The show interface snmp-index terse operational mode command does not execute
properly and generates a core dump file. [PR/67591: This issue has been
resolved.]

On T-series routing platforms, when you perform an online insertion of a Switch
Interface Board (SIM), the following error message might appear: "Error during
SGBUS read." [PR/67642: This issue has been resolved.]

Adaptive Services PICs configured for stateful firewall and NAT services might
spontaneously restart and dump core because of a timeout handler issue.
[PR/67753: This issue has been resolved.]

Another vendor's equipment zeroed out the Source ID field in Operation,
Administration, and Maintenance (OAM) Loopback cells, causing the cells to be
dropped by the JUNOS kernel. [PR/68290: This issue has been resolved.]

On M7i routers, under certain conditions, JUNOS software does not perform a
Compact Forwarding Engine Board (CFEB) switchover following a CFEB failure.
[PR/683173: This issue has been resolved.]

On M-series routers, ping requests to ATM PPP logical link control (LLC) interfaces
might not work properly. [PR/68792: This issue has been resolved.]

On TX Matrix platforms, when you configure the link-down ignore statement on
the T640 management Ethernet interface, the management Ethernet link-down
alarm is not removed from the TX Matrix platform. [PR/68967: This issue has
been resolved.]

Adaptive Services PICs configured with the Real-Time Streaming Protocol (RTSP)
application-level gateway (ALG) might spontaneously restart. [PR/63572: This
issue has been resolved.]

For dynamic flow capture, if you issue show commands and abort the output
using Ctrl+C while the PIC is booting up, the dynamic flow capture process (dfcd)
dumps core. [PR/65587: This issue has been resolved.]

On Monitoring and Adaptive Services PICs, the cflowd records generated for
20-byte IP packets with the IP protocol set to UDP, TCP, or ICMP might contain
nonzero values for source port, destination port, and ICMP type/code. [PR/67344:
This issue has been resolved.]

For Release 7.5R1 and above, the DFC PIC implements packet throttling to ensure
that an overload of data packets does not adversely affect its operation. However,
because there is a single backpressure bit signaled to the router, a backlog in
data packets also results in temporary stalling of control packet delivery. As a
workaround, to ensure control packets are not dropped, these packets should
be classified to a high priority queue. This can be done by applying an output
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filter to the DFC PIC on unit 0. To do this, include the filter statement at the [edit
interfaces ge-fpc/pic/port unit O family family] hierarchy level and the
forwarding-class statement at the [edit firewall filter filter-name term term-name
then] hierarchy level, and specify a forwarding class that is associated with a
high priority queue. [PR/67555: This issue has been resolved.]

For non-VLAN-tagged Gigabit Ethernet interfaces on M-series platforms, when
you configure passive monitoring, hardware statistics are not reported properly.
[PR/67562: This issue has been resolved.]

For dynamic flow capture (DFC) interfaces, the Nomatch Drop counter is never
incremented. The Bandwidth Exceeded packet drop counter is not displayed.
[PR/68556: This issue has been resolved.]

When a modification is made to the routes that contribute to an aggregate route,
the routing protocol process (rpd) might stop functioning. [PR/67760: This issue
has been resolved.]

If you enable and then disable Bidirectional Forwarding Detection (BFD), the
routing protocol process (rpd) might leak memory. [PR/68011: This issue has
been resolved.]

When the number of paths for an IBGP route is reduced, the routing protocol
process (rpd) might restart. [PR/69776: This issue has been resolved.]

During graceful restart, OSPF exhibits different overload behavior from IS-IS.
[PR/65607: This issue has been resolved.]

For multicast VPNs, if you configure the interface all statement at the [edit
protocols pim] hierarchy level, the multicast data for the instance might get newly
initialized. As a result, there is a brief multicast traffic interruption. The
workaround is to configure all interfaces defined for this instance explicitly at
the [edit protocols pim] hierarchy level, instead of including the interface all
statement. [PR/66966: This issue has been resolved.]

If BGP is configured with a RIB group and damping is enabled, issuing the clear
bgp damping command might cause the routing protocol process (rpd) to restart.
[PR/67189: This issue has been resolved.]

For MSDP-learned sources, PIM might create the upstream interface entry in the
forwarding cache entry with an invalid multicast tunnel (mt) logical interface unit
number. [PR/67359: This issue has been resolved.]

In some scenarios, MSDP might continue to advertise invalid sources that were
formerly valid. [PR/67399: This issue has been resolved.]
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When the software asserts a winner and the winner is not elected as the DR, the
forwarding cache might not contain the correct interface. [PR/67479: This issue
has been resolved.]

When you enable IS-IS traffic engineering in conjunction with Constrained
Shortest Path First (CSPF)-enabled RSVP label-switched paths (LSPs), and a bad
FPC corrupts inbound IS-IS LSP updates, CPU usage by the routing protocol
process (rpd) might escalate and remain high. As a workaround, take the FPC
offline or replace it. [PR/67548: This issue has been resolved.]

If you configure the BGP path-selection statement at the [edit protocols bgp]
hierarchy level when an aggregate or generated route that references a more
specific static route is present, then you restart the routing platform, the routing
protocol process (rpd) might stop operating. [PR/67567: This issue has been
resolved.]

When an interface running PIM or DVMRP goes down and the Internet Group
Management Protocol (IGMP) is not explicitly configured, IGMP might terminate.
[PR/67694: This issue has been resolved.]

When the PIM last-hop router is the assert winner but not a designated router
(DR) on the interface where the receivers are located, it might not join the
shortest-path tree. [PR/67964: This issue has been resolved.]

When the PIM forwarding cache times out for a local source, <S,G,rendezvous-point
tree> prunes continue to be sent to the rendezvous point (RP). [PR/68057: This
issue has been resolved.]

Even after the source has stopped sending traffic, a PIM router might continue
to send <S,G,rendezvous-point tree> prunes towards the rendezvous point (RP).
[PR/68090: This issue has been resolved.]

If BGP refresh processing coincides with a peer going down, processing of the
clear bgp neighbor soft operational mode command or a REFRESH request might
cause the routing protocol process (rpd) to restart. [PR/68299: This issue has
been resolved.]

After an assert conflict, the rendezvous point (RP) router might not be able to
change the upstream reverse-path forwarding (RPF) neighbor. [PR/68454: This
issue has been resolved.]

When you enable BGP multipath in multiple routing instances and one of those
instances has secondary routes with multipath information, the routing protocol
process (rpd) might restart when processing route changes. [PR/68803: This
issue has been resolved.]

When you enable BGP multipath, an IGP metric change for a BGP next hop might
cause high routing protocol process (rpd) CPU utilization for an extensive period,
as well as incorrect multipath state for prefixes that have the specified next hop.
[PR/69045: This issue has been resolved.]

For multicast VPNs, if a default mode is not specified at the [edit protocols pim
interface all] hierarchy level, the multicast data for the mtun interface is newly
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initialized. As a result, there is a brief multicast traffic interruption. As a
workaround, configure the interface all statement for this instance explicitly at
the [edit protocols pim] hierarchy level and specify a default mode. [PR/69162:
This issue has been resolved.]

If a multicast data packet is received on an interface on which you have not
configured any multicast protocol, the routing protocol process (rpd) might
unexpectedly restart. [PR/69387: This issue has been resolved.]

When a route reflection client session closes, the routing protocol process (rpd)
might restart. [PR/69645: This issue has been resolved.]

The remove-private configuration statement might have incorrectly caused removal
of private autonomous systems past public AS values. [PR/69721: This issue has
been resolved.]

The assert winner might discard the received assert messages from other PIM
neighbors if it is not elected as the DR on that interface. [PR/69885: This issue
has been resolved.]

When you configure RSVP refresh reduction, if the destination IP address in the
request is not the same as the source address in the acknowledgement, the RSVP
sessions do not become established. [PR/61181: This issue has been resolved.]

If you configure explicit NULL on egress, P2MP graceful restart does not work.
[PR/66942: This issue has been resolved.]

When an RSVP-based MPLS LSP is preparing to switchover to an optimized path
and there is a change in Record Route Object (RRO) on the active path, if the
switchover to the optimized path fails, RRO information might be inaccurate in
the output of the show mpls Isp ingress detail|extensive commands. As a
workaround, issue the show rsvp session detail command to display the correct
RRO. There is no operational impact. [PR/67420: This issue has been resolved.]

When you configure load balancing, the routing protocol process (rpd) updates
routes in forwarding tables, even if they are unchanged. [PR/68752: This issue
has been resolved.]

When you are using OSPF with LDP and you configure the Idp-synchronization
statement, graceful restart might fail. [PR/69887: This issue has been resolved.]

If you configure a policer and apply it to RSVP LSPs that carry Layer 2 circuit
traffic, the policer might be split between the circuit cross-connect (CCC)
encapsulated interfaces and heavy traffic loads might not trigger the policer
bandwidth limits. [PR/66197: This issue has been resolved.]
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For VPLS, after you change the binding between a source MAC address and an
interface (also known as a station movement), entries in the VPLS source MAC
table on the Packet Forwarding Engine might not be updated appropriately. As
a result, old entries might not be removed and new entries might not be added.
[PR/66636: This issue has been resolved.]

Modifying a drop profile with an oversubscribed interface might cause the FPC
to reset. [PR/59083: This issue has been resolved.]

If you configure a scheduler map and a random early detection (RED) drop profile
that uses a fill level of 100 percent, and the routing platform receives traffic that
oversubscribes the queue scheduler, the "Resource errors" counter in the output
of the show interfaces extensive command increases and packets going to other
queues and interfaces might be impacted. [PR/60215: This issue has been
resolved.]

On M320 and T-series routing platforms, if you configure both the copy-plp
statement and vrf-table-label statement, packet loss priority (PLP) mapping might
not work as expected. [PR/65448: This issue has been resolved.]

Enabling an IEEE rewrite rule on a Gigabit Ethernet PIC (non-1Q) caused the CFI
bit to be set incorrectly in IEEE 802.1p bits 1, 3, 5, and 7. This caused the
neighboring router to drop this traffic on receipt. [PR/68259: This issue has been
resolved.]

On aggregated Ethernet or aggregated SONET output interfaces, the sampling
process (sampled) reports the wrong ifindex in cflowd records. [PR/59441: This
issue has been resolved.]

The cflowd records for BGP might not include the actual next-hop address.
[PR/66365: This issue has been resolved.]

On a routing platform configured to send cflowd records, if there is a mismatch
of metadata information between the sampling process (sampled) and the routing
protocol process (rpd), the sampling process log might continuously receive the
system log message "rr DELETE: pref <address> len 24 doesn't exist."
[PR/66620: This issue has been resolved.]

When you configure two prefix lists in a firewall term and one of the prefix lists
includes the default route, while the other prefix list is empty, and you commit
the configuration, the system returns an error message and the commit fails.
[PR/67407: This issue has been resolved.]

When you set the SNMP engine ID to use the MAC address of the fxpO0 interface,
the commit might fail. [PR/67723: This issue has been resolved.]
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If an SNMP Get request asks for Juniper Networks MIB values that do not exist,
the SNMP process (snmpd) dumps core. [PR/68288: This issue has been resolved.]

If a MySOL system options file (/etc/my.cnf) exists in the target server, the
JUNOScope installation might fail because the options specified in the system
file might not be compatible with the MySQL server bundled in JUNOScope.
[PR/68396: This issue has been resolved.]

This section lists outstanding issues with the documentation.

No documentation is available for the system log messages that are generated
by the dfc facility. [System Log Messages Reference]

User Interface and Configuration

Interfaces and Chassis

The accounting option for the discard action is only supported for IPv4 (not IPv6)
firewall filters. [J-Web Interface User Guide, J-series Services Router Advanced WAN
Access Configuration Guide]

The following information applies to graceful Routing Engine switchover (GRES):

You cannot configure virtual private LAN service (VPLS) or Bidirectional
Forwarding Detection (BFD) at the same time as GRES.

When you configure GRES and the Link Aggregation Control Protocol (LACP)
simultaneously, you must not configure fast polling.

When you configure GRES and Virtual Router Redundancy Protocol (VRRP),
you must not include the fast-interval statement at the [edit interfaces
interface-name unit logical-unit-number family inet address ip-address vrrp-group
group-number] hierarchy level. [System Basics]

For Gigabit Ethernet 102 PICs, the show interfaces queue command output does
not display the number of queued packets and bytes. A workaround has been
added to show queued bytes in the output, but currently the queued packets
counter is unsupported. [Command Reference: Interfaces]

ACFC limitation—On M320 and T-series routing platforms, address and control
field compression (ACFC) is not supported for any ISO family protocols. Do not
include the acfc statement at the [edit interfaces interface-name ppp-options
compression] hierarchy level when you include the family iso statement at the
[edit interfaces interface-name unit logical-unitnumber] hierarchy level. [Network
Interfaces]
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m  Optimization of VPLS traffic flows—To improve the performance of VPLS traffic
processing in your routing platform, you can implement the following features:

To optimize VPLS traffic flows across multiple paths, you can enable
per-packet load balancing. To configure, include the load-balance per-packet
statement at the [edit policy-options policy-statement policy-name term
term-name then] hierarchy level and apply the policy to the forwarding table
with the export policy-name statement at the [edit routing-options
forwarding-table] hierarchy level.

To optimize hashing of source and destination MAC addresses within VPLS
traffic flows, include the source-mac and destination-mac statements at the
[edit forwarding-options hash-key family multiservice] hierarchy level.

[Policy FrameworR, Feature Guide, VPNS]

m Limitations for LSI-based VPLS—When you configure VPLS without a Tunnel
Services PIC by including the no-tunnel-services statement at the [edit
routing-instances instance-name protocols vpls] hierarchy level, the following
limitations apply:

An Enhanced FPC is required.

Aggregated SONET/SDH interfaces used as core-facing interfaces are not
supported.

[VPNs, Feature Guide]

Class of Service

m  For shaping rate and weighted round robin (WRR), the information included in
the calculations depends on the PIC type, as shown in Table 2 on page 74.

Table 2: Shaping Rate and WRR Calculations by PIC Type

PIC Type Platform Shaping Rate and WRR Calculations
Include

Gigabit Ethernet 102 PIC (ingress and All L3 header + L2 header + frame check

egress) sequence (FCS)

Gigabit Ethernet 1Q PIC All L3 header + L2 header + FCS

Non-1Q PIC

T-series and M320 with enhanced FPCs

L3 header + L2 header + 4-byte FCS
+ interpacket gap (IPG) + start-of-frame
delimiter (SFD) + preamble

T-series with nonenhanced FPCs

L3 header

Other M-series

L3 header + L2 header

1Q PIC with a SONET/SDH interface

All

L3 header + L2 header + FCS
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Table 2: Shaping Rate and WRR Calculations by PIC Type (continued)

Non-IQ PIC with a SONET/SDH interface  T-series and M320 with enhanced FPCs L3 header + L2 header + 4-byte FCS
+ IPG + SFD + Preamble

T-series with nonenhanced FPCs L3 header

Other M-series L3 header + L2 header

m  The JUNOS documentation incorrectly states that firewall filters based on the
Transmission Control Protocol (TCP) cannot be used on Enhanced II FPCs with
tricolor marking (TCM) configured. [Class of Service, Policy Framework]

JUNOS API and other Scripting

m  The section of the JUNOScript API Guide titled “Rolling Back to a Previous or
Rescue Configuration” incorrectly states that a client application reverts to the
rescue configuration by including the rollback="rescue" attribute in the <load
configuration> tag. The correct attribute is rescue="rescue", as in this example:

<rpc>

<load configuration rescue="rescue”/>
<rpc>

M-series and T-series Upgrade and Downgrade Instructions

This section discusses the following topics:
m  Upgrade to Release 7.6 on page 75

m  Downgrade from Release 7.6 on page 78

Upgrade to Release 7.6

When upgrading or downgrading the JUNOS software, always use the jinstall package.
Use other packages (such as the jbundle package) only when so instructed by a Juniper
Networks support representative. For information about the contents of the jinstall
package and details of the installation process, see the JUNOS System Basics
Configuration Guide.
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NOTE: Before upgrading, back up the file system and the currently active JUNOS
configuration so that you can recover to a known, stable environment in case the
upgrade is unsuccessful. Issue the following command:

user@host> request system snapshot

The installation process rebuilds the file system and completely reinstalls the JUNOS
software. Configuration information from the previous software installation is retained,
but the contents of log files might be erased. Stored files on the routing platform,
such as configuration templates and shell scripts (the only exceptions are the
juniper.conf and ssh files) may be removed. To preserve the stored files, copy them
to another system before upgrading or downgrading the routing platform. For more
information, see the JUNOS System Basics Configuration Guide.

The download and installation process for JUNOS Release 7.6R4 is the same as for
previous JUNOS releases.

If you are not familiar with the download and installation process, follow these steps:

1. Using a Web browser, follow the links to the download URL on the Juniper
Networks Web page. Choose either Canada and U.S. Version or Worldwide
Version:

m  https://www.juniper.net/support/csc/swdist-domestic/ (customers in the United
States and Canada)

m  https://www.juniper.net/support/csc/swdistww/ (all other customers)

2. Login to the Juniper Networks authentication system using the username
(generally your e-mail address) and password supplied by Juniper Networks
representatives.

3. Download the software to a local host.

M-series and T-series Upgrade and Downgrade Instructions



M-series and T-series Upgrade and Downgrade Instructions

4. Copy the software to the routing platform or to your internal software distribution
site.

5. Install the new jinstall package on the routing platform.

= NOTE: We recommend that you upgrade all software packages out-of-band using
the console because in-band connections are lost during the upgrade process.

Customers in the United States and Canada use the following command:

user@host> request system software add validate reboot
source/jinstall-7.6R4.3-domestic-signed.tgz

All other customers use the following command:

user@host> request system software add validate reboot
source/jinstall-7.6R4.3-export-signed.tgz

Replace source with one of the following:

m /pathname—For a software package that is installed from a local directory
on the router.

m  For software packages that are downloaded and installed from a remote
location:

ftp://hostname/pathname

http://hostname/pathname

scp://hostname/pathname (available only for Canada and U.S. version)

The validate option validates the software package against the current
configuration as a prerequisite to adding the software package to ensure that
the router reboots successfully. This is the default behavior when the software
package being added is a different release.

Adding the reboot command reboots the router after the upgrade is validated
and installed. When the reboot is complete, the router displays the login prompt.
The loading process can take 5 to 10 minutes.

Rebooting occurs only if the upgrade is successful.

= NOTE: After you install a JUNOS 7.6 jinstall package, you cannot issue the request
system software rollback command to return to the previously installed software.
Instead you must issue the request system software add validate command and specify
the jinstall package that corresponds to the previously installed software.
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Downgrade from Release 7.6

To downgrade from Release 7.6 to another supported release, follow the procedure
for upgrading, but replace the 7.6 jinstall package with one that corresponds to the
appropriate release.

NOTE: You cannot downgrade more than three releases. For example, if your routing
platform is running JUNOS Release 7.5, you can downgrade the software to Release
7.2 directly, but not to Release 7.1; as a workaround, you can first downgrade to
Release 7.2 and then downgrade to Release 7.1.

For more information, see the JUNOS System Basics Configuration Guide.

J-series Upgrade and Downgrade Instructions

This section contains the following topics:
m  Upgrade Instructions on page 78

m  Downgrade Instructions on page 82

Upgrade Instructions

78 =

This section contains the following topics:

m  Before You Begin on page 78

m  About the junos-jseries Package on page 79

m Installing Software Upgrades with the ]-Web Interface on page 79

m Installing Software Upgrades with the CLI on page 81

Before You Begin

Before upgrading, be sure to back up the currently running and active file system
and configuration so that you can recover to a known, stable environment in case
the upgrade is unsuccessful. To back up the file system, you must have a removable
compact flash disk installed on the J4300 or J6300 Services Router, or a USB drive
installed on any J-series Services Router. The backup device must have a storage
capacity of at least 256 MB.

To back up the file system to the removable compact flash disk, issue the following
command:

user@host> request system snapshot media removable-compact-flash
To back up the file system to the removable USB drive, issue the following command:

user@host> request system snapshot media usb
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Before installing the software upgrade, issue the following command, which frees
storage by rotating noncurrent log files in /var/log , deleting files in /var/tmp that
have not been modified in two days, and deleting all crash files in /var/crash:

user@host> request system storage cleanup

Before deleting the files, you can view the files to be deleted by issuing the following
command:

user@host> request system storage cleanup dry-run

About the junos-jseries Package

All junos-jseries software is delivered in signed packages that contain digital signatures.
A package is installed only if the digital signature within it matches the signature
recorded in its corresponding .sig file. (For example, -export.tgz contains -export.tgz
and -export.tgz.sig. The junos-jseries-release-export.tgz package is installed only if the
digital signatures match in the two -export.tgz.sig files.)

The junos-jseries package completely reinstalls the software. This package rebuilds
the file system but retains configuration files and similar information from the

previous version.

For more information, see the J-series Services Router Administration Guide.

NOTE: If the router is running a software version previous to JUNOS Release 7.2R3
or 7.3R2, you might need to upgrade to one of these interim software releases before
you can upgrade to JUNOS Release 7.6.

Installing Software Upgrades with the J-Web Interface

You can install software upgrades from a remote server, or by uploading files to the
Services Router.

m Installing Software Upgrades from a Remote Server on page 79

m Installing Software Upgrades by Uploading Files on page 80

Installing Software Upgrades from a Remote Server

You can use the J-Web interface to install software upgrades on the Services Router
from a remote server.

To install software upgrades from a remote server:
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1. Using a Web browser, follow the links to the following download URL on the
Juniper Networks Web page. Choose either Canada and U.S. Version or

Worldwide Version.

m https://www.juniper.net/support/csc/swdist-domestic/

m  https://www.juniper.net/support/csc/swdist-ww/

2. Log in to the Juniper Networks authentication system using the username
(generally your e-mail address) and password supplied by Juniper Networks

representatives.

3. Download the software to your local host or internal software distribution site.

4. In the J-Web interface, select Manage > Software > Install Remote.

5. On the Install Remote Quick Configuration page, enter information into the fields

described in Table 3 on page 80.

6. Click Fetch and Install Package. The software is activated after the router has

rebooted.

Table 3: Install Remote Quick Configuration Field Descriptions

Field

Function

Your Action

Package Location

Specifies the FTP or HTTP server, file path, and

Type the full address of the software package

(required) software package name location. location on the FTP or HTTP server.
User Specifies the username, if the server requires one.  Type the username.
Password Specifies the password, if the server requires one.  Type the password.

Reboot If Required

If this box is checked, the router is automatically
rebooted when the upgrade is complete.

Check the box if you want the router to
automatically reboot when the upgrade is
complete.

Installing Software Upgrades by Uploading Files

You can use the J-Web interface to install software upgrades by uploading files to

the Services Router.

To install software upgrades by uploading files:
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Using a Web browser, follow the links to the following download URL on the
Juniper Networks Web page. Choose either Canada and U.S. Version or
Worldwide Version.

m https://www.juniper.net/support/csc/swdist-domestic/

m  https://www.juniper.net/support/csc/swdist-ww/

Log in to the Juniper Networks authentication system using the username
(generally your e-mail address) and password supplied by Juniper Networks
representatives.

Download the software to your local host or internal software distribution site.
In the J-Web interface, select Manage > Software > Upload Package.

On the Upload Package Quick Configuration page, enter information into the
fields described in Table 4 on page 81.

Click Upload Package. The software is activated after the router has rebooted.

Table 4: Upload Package Quick Configuration Field Descriptions

Field Function Your Action

File to Upload (required)  Specifies the location of the software Type the location of the software package, or click
package. Browse to navigate to the location.

Reboot If Required If this box is checked, the router is Select the check box if you want the router to
automatically rebooted when the upgrade is  automatically reboot when the upgrade is complete.
complete.

Installing Software Upgrades with the CLI

To install software upgrades on a router using the CLI:

1.

Using a Web browser, follow the links to the following download URL on the
Juniper Networks Web page. Choose either Canada and U.S. Version or
Worldwide Version.

m  https://www.juniper.net/support/csc/swdist-domestic/

m  https://www.juniper.net/support/csc/swdist-ww/

Log in to the Juniper Networks authentication system using the username
(generally your e-mail address) and password supplied by Juniper Networks
representatives.
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3. Download the software to your local host.
4. Install the new package on the router:
user@host> request system software add validate unlink reboot source

Replace source with one of the following:

m /pathname/package-name—For a software package that is installed from a
local directory on the router.

m  For software packages that are downloaded and installed from a remote
location:

ftp://hostname/pathname/package-name

http://hostname/pathname/package-name

The validate option validates the software package against the current
configuration as a prerequisite to adding the software package to ensure that
the router reboots successfully. This is the default behavior when the software
package being added is a different release.

The unlink option removes the package at the earliest opportunity in order to
make room to complete the installation.

Adding the reboot command reboots the router after the upgrade is validated
and installed. When the reboot is complete, the router displays the login prompt.

Rebooting occurs only if the upgrade is successful.

Downgrade Instructions

82 =m

This section contains the following topics:
m  Downgrading the Software with the ]-Web Interface on page 82

m  Downgrading the Software with the CLI on page 83

NOTE: You cannot downgrade more than three releases. For example, if your routing
platform is running JUNOS Release 7.5, you can downgrade the software to Release
7.2 directly, but not to Release 7.1. As a workaround, first downgrade to Release 7.2
and then downgrade to Release 7.1.

Downgrading the Software with the J-Web Interface

You can downgrade the software using the J]-Web interface. When you downgrade
the software to a previous version, the software version that is saved in junos.old is
the version of the JUNOS software that your router is downgraded to. For your changes
to take effect, you must reboot the router.
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1. Go to Manage > Software > Downgrade. The previous version (if any) is displayed
on this page.

& NOTE: After you perform this operation, you cannot undo it.

2. Select Downgrade to downgrade to the previous version of the software or Cancel
to cancel the downgrade process.

3. When the downgrade process is complete, for the new software to take effect,
click Manage > Reboot to reboot the router.

Downgrading the Software with the CLI

You can revert to the previous set of software using the request system software
rollback command in the CLI.

You can issue the request system software rollback command only once. Issuing the
request system software rollback command again results in an error.

To downgrade to an earlier version of software, follow the procedure for upgrading,
using the junos4series software bundle labeled for the appropriate release.

Changes to Documentation Titles
For Release 7.6 of the JUNOS Internet software, the following additions and changes
have been made to the documentation titles:

m  For the documentation formerly covered in the JUNOS System Basics Configuration
Guide, three new titles have been added:

JUNOS CLI User Guide (New title)—Describes how to use the command line
interface (CLI) to monitor and configure Juniper Networks routing platforms.

JUNOS Software Installation and Upgrade Guide (New title)—Provides details
about installing and upgrading JUNOS software.

JUNOS Hierarchy and RFC Reference (New title)—Provides the complete JUNOS
CLI hierarchy for configuration statements and operational commands and
a list of supported RFC numbers and titles.

JUNOS System Basics Configuration Guide —Includes the remaining topics

from the previous version, which describe system-level configuration, access
methods, security, and chassis software.

List of Technical Publications

Table 5 on page 84 lists the software and hardware guides and release notes for
Juniper Networks J-series, M-series, and T-series routing platforms and describes the
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contents of each document. Table 6 on page 87 lists the books included in the Network
Operations Guide series.

Table 5: Technical Documentation for Supported Routing Platforms

Book Description

JUNOS Internet Software for Supported Routing Platforms

Class of Service Provides an overview of the class-of-service (CoS) functions of the
JUNOS software and describes how to configure CoS features,
including configuring multiple forwarding classes for transmitting
packets, defining which packets are placed into each output queue,
scheduling the transmission service level for each queue, and
managing congestion through the random early detection (RED)
algorithm.

CLI User Guide Describes how to use the JUNOS command-line interface (CLI) to
configure, monitor, and manage Juniper Networks routing
platforms. This material was formerly covered in the JUNOS System
Basics Configuration Guide.

Secure Configuration Guide for Common Criteria  Provides an overview of secure Common Criteria and JUNOS-FIPS

and JUNOS-FIPS protocols for the JUNOS Internet software and describes how to
install and configure secure Common Criteria and JUNOS-FIPS on
a routing platform.

Feature Guide Provides a detailed explanation and configuration examples for
several of the most complex features in the JUNOS software.

MPLS Applications Provides an overview of traffic engineering concepts and describes
how to configure traffic engineering protocols.

Multicast Protocols Provides an overview of multicast concepts and describes how to
configure multicast routing protocols.

Network Interfaces Provides an overview of the network interface functions of the
JUNOS software and describes how to configure the network
interfaces on the routing platform.

Network Management Provides an overview of network management concepts and
describes how to configure various network management features,
such as SNMP and accounting options.

Policy Framework Provides an overview of policy concepts and describes how to
configure routing policy, firewall filters, and forwarding options.

Routing Protocols Provides an overview of routing concepts and describes how to
configure routing, routing instances, and unicast routing protocols.

Services Interfaces Provides an overview of the services interfaces functions of the
JUNOS software and describes how to configure the services
interfaces on the router.

Software Installation and Upgrade Guide Provides a description of JUNOS software components and
packaging, and includes detailed information about how to initially
configure, reinstall, and upgrade the JUNOS system software. This
material was formerly covered in the JUNOS System Basics
Configuration Guide.
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Table 5: Technical Documentation for Supported Routing Platforms (continued)

Book

Description

System Basics

Describes Juniper Networks routing platforms, and provides
information about how to configure basic system parameters,
supported protocols and software processes, authentication, and
a variety of utilities for managing your router on the network.

VPNs

Provides an overview and describes how to configure Layer 2 and
Layer 3 virtual private networks (VPNs), virtual private LAN service
(VPLS), and Layer 2 circuits. Provides configuration examples.

JUNOS References

Hierarchy and RFC Reference

Describes the JUNOS configuration mode commands. Provides a
hierarchy reference that displays each level of a configuration
hierarchy, and includes all possible configuration statements that
can be used at that level. This material was formerly covered in
the JUNOS System Basics Configuration Guide.

Interfaces Command Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot interfaces.

Routing Protocols and Policies Command
Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot routing policies and protocols,
including firewall filters.

System Basics and Services Command Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot system basics, including
commands for real-time monitoring and route (or path) tracing,
system software management, and chassis management. Also
describes commands for monitoring and troubleshooting services
such as class of service (CoS), IP Security (IPSec), stateful firewalls,
flow collection, and flow monitoring.

System Log Messages Reference

Describes how to access and interpret system log messages
generated by JUNOS software modules and provides a reference
page for each message.

J-Web User Guide

J-Web Interface User Guide

Describes how to use the J-Web graphical user interface (GUI) to
configure, monitor, and manage Juniper Networks routing
platforms.

JUNOS API and Scripting Documentation

JUNOScript API Guide

Describes how to use the JUNOScript application programming
interface (API) to monitor and configure Juniper Networks routers.

JUNOScript API Configuration Reference

Provides reference pages for the configuration tag elements in the
JUNOS XML API.

JUNOScript API Operational Reference

Provides reference pages for the operational tag elements in the
JUNOS XML API.

NETCONF API Guide

Describes how to use the NETCONF API to monitor and configure
Juniper Networks routing platforms.

List of Technical Publications
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Table 5: Technical Documentation for Supported Routing Platforms (continued)

Book

Description

JUNOS Configuration and Diagnostic Automation
Guide

Describes how to use the commit script and self-diagnosis features
of the JUNOS software. This guide explains how to enforce custom
configuration rules defined in scripts, how to use commit script
macros to provide simplified aliases for frequently used
configuration statements, and how to configure diagnostic event
policies.

JUNOS Comprehensive Index and Glossary

JUNOS Comprehensive Index and Glossary

Provides a complete index of all JUNOS Internet software books,
the JUNOScript API Guide, and the NETCONF API Guide. Also
provides a comprehensive glossary.

Hardware Documentation

Hardware Guide

Describes how to install, maintain, and troubleshoot routing
platforms and components. Each platform has its own hardware
guide.

PIC Guide

Describes the routing platform's Physical Interface Cards (PICs).
Each platform has its own PIC guide.

JUNOScope Documentation

JUNOScope Software User Guide

Describes the JUNOScope software graphical user interface (GUI),
how to install and administer the software, and how to use the
software to manage router configuration files and monitor router
operations.

J-series Services Router Documentation

Getting Started Guide

Provides an overview, basic instructions, and specifications for
J-series Services Routers. The guide explains how to prepare your
site for installation, unpack and install the router and its
components, install licenses, and establish basic connectivity. Use
the Getting Started Guide for your router model.

Basic LAN and WAN Access Configuration Guide

Explains how to configure the interfaces on J-series Services Routers
for basic IP routing with standard routing protocols, ISDN backup,
and digital subscriber line (DSL) connections.

Advanced WAN Access Configuration Guide

Explains how to configure J-series Services Routers in virtual private
networks (VPNs) and multicast networks, configure data link
switching (DLSw) services, and apply routing techniques such as
policies, stateless and stateful firewall filters, IP Security (IPSec)
tunnels, and class-of-service (CoS) classification for safer, more
efficient routing.

Administration Guide

Shows how to manage users and operations, monitor network
performance, upgrade software, and diagnose common problems
on J-series Services Routers.
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Table 5: Technical Documentation for Supported Routing Platforms (continued)

Book Description

Release Notes

JUNOS Release Notes Summarize new features and known problems for a particular
software release, provide corrections and updates to published
JUNOS, JUNOScript, and NETCONF manuals, provide information
that might have been omitted from the manuals, and describe
upgrade and downgrade procedures.

Hardware Release Notes Describe the available documentation for the routing platform and
summarize known problems with the hardware and accompanying
software. Each platform has its own release notes.

JUNOScope Release Notes Contain corrections and updates to the published JUNOScope
manual, provide information that might have been omitted from
the manual, and describe upgrade and downgrade procedures.

J-series Services Router Release Notes Briefly describe Services Router features, identify known hardware
problems, and provide upgrade and downgrade instructions

Table 6: JUNOS Internet Software Network Operations Guides

Book Description

Baseline Describes the most basic tasks for running a network using Juniper
Networks products. Tasks include upgrading and reinstalling JUNOS
software, gathering basic system management information,
verifying your network topology, and searching log messages.

Interfaces Describes tasks for monitoring interfaces. Tasks include using
loopback testing and locating alarms.

MPLS Describes tasks for configuring, monitoring, and troubleshooting
an example MPLS network. Tasks include verifying the correct
configuration of the MPLS and RSVP protocols, displaying the status
and statistics of MPLS running on all routers in the network, and
using the layered MPLS troubleshooting model to investigate
problems with an MPLS network.

MPLS Log Reference Describes MPLS status and error messages that appear in the output
of the show mpls Isp extensive command. The guide also describes
how and when to configure Constrained Shortest Path First (CSPF)
and RSVP trace options, and how to examine a CSPF or RSVP
failure in a sample network.

Hardware Describes tasks for monitoring M-series and T-series routing
platforms.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
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techpubs-comments@juniper.net, or fill out the documentation feedback form at
http://www.juniper.net/techpubs/docbug/docbugreport.html. If you are using e-mail, be
sure to include the following information with your comments:

m  Document name

m  Document part number
m Page number

m Software release version

Requesting Support

Revision History

For technical support, open a support case with the Case Manager link at
http://www juniper.net/support/ or call 1-888-314-JTAC (from the United States, Canada,
or Mexico) or 1-408-745-9500 (from elsewhere).

If you are reporting a hardware or software problem, issue the following command
from the CLI before contacting support:

user@host> request support information | save filename

To provide a core file to Juniper Networks for analysis, compress the file with the
gzip utility, rename the file to include your company name, and copy it to
ftp.juniper.net:pub/incoming. Then send the filename, along with software version
information (the output of the show version command) and the configuration, to
support@juniper.net. For documentation issues, fill out the bug report form located at
https://www.juniper.net/beta/junos/docbug/.
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autonegotiation feature, and two additional default changes in behavior.
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