
Chapter 6

SNMPv3 Overview

In contrast to SNMPv1 and SNMPv2, SNMPv3 supports authentication and
encryption. SNMPv3 uses the user-based security model (USM) for message
security and the view-based access control model (VACM) for access control. USM
specifies authentication and encryption. VACM specifies access-control rules.

USM uses the concept of a user for which security parameters (levels of security,
authentication, privacy protocols, and keys) are configured for both the agent and
the manager. Messages sent using USM are better protected than messages sent
with community strings, where passwords are sent in the clear. With USM,
messages exchanged between the manager and the agent can have data integrity
checking and data origin authentication. USM protects against message delays and
message replays by using time indicators and request IDs. Encryption is also
available.

To complement the USM, SNMPv3 uses the VACM, a highly granular access-control
model for SNMPv3 applications. Based on the concept of applying security policies
to the name of the groups querying the agent, the agent decides whether the group
is allowed to view or change specific MIB objects. VACM defines collections of data
(called views), groups of data users, and access statements that define which views
a particular group of users can use for reading, writing, or receiving traps.

Trap entries in SNMPv3 are created by configuring the notify, notify filter, target
address, and target parameters. The notify statement specifies the type of
notification (trap) and contains a single tag. The tag defines a set of target addresses
to receive a trap. The notify filter defines access to a collection of trap OIDs. The
target address defines a management application's address and other attributes to
be used in sending notifications. Target parameters define the message processing
and security parameters to be used in sending notifications to a particular
management target.

To configure SNMPv3, perform the following tasks:

1. Create SNMPv3 Users on page 52

2. Configure MIB Views on page 57

3. Define Access Privileges for an SNMP Group on page 59

4. Configure SNMP Traps on page 67
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