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These release notes accompany Release 8.5R4 of JUNOS software with enhanced
services for J-series Services Routers. They briefly describe new software and hardware
features and provide a summary of the current software limitations and known
defects that exist in this release.

= NOTE: ]-series Services Routers are currently shipped with the JUNOS software. To
install JUNOS software with enhanced services on your Services Router, see the
JUNOS Enhanced Services Migration Guide. The J-series Services Router Quick Start is
shipped with the router. You can download the JUNOS Enhanced Services J-series
Services Router Quick Start from the Juniper Web site at http://www.juniper.net/techpubs/.

You can also find these release notes on the Juniper Networks Technical Publications
Web page located at http://www.juniper.net/techpubs/.
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JUNOS Software with Enhanced Services Features

Hardware Support

J-Web User Interface

Security Features

JUNOS software with enhanced services Release 8.5 includes the following features.
For more information, see the following manuals:

m  JUNOS Enhanced Services Migration Guide

m JUNOS Enhanced Services J-series Services Router Getting Started Guide
m JUNOS Enhanced Services J-series Services Router Quick Start

m  JUNOS Enhanced Services Design and Implementation Guide

m  JUNOS Enhanced Services Interfaces and Routing Configuration Guide

m  JUNOS Enhanced Services Administration Guide

m  JUNOS Enhanced Services CLI Reference

m  WXC Integrated Services Module Installation and Configuration Guide

You can install JUNOS software with enhanced services on the following J-series
Services Routers. Most models support DS3 (T3), T1, Gigabit Ethernet, Fast Ethernet,
E3, E1, serial, ATM-over-ADSL, ATM-over-SHDSL, Channelized T1/E1/ISDN PRI, and
ISDN BRI interfaces.

m  ]2320 and ]J2350 (DS3 and E3 interfaces not supported)
m 4350

m 6350

m  SSG320m and SSG350m (requires conversion Kit)

m  SSG520m and SSG550m (requires conversion Kit)

For more information, see the JUNOS Enhanced Services J-series Services Router Getting
Started Guide.

J-Web user interface—A graphical user interface enables you to configure and
monitor J-series Services Routers through an Internet browser. The J-Web interface
includes Quick Configuration pages to perform basic configuration of the routers and
monitoring tools to view system health, routes, and statistics. The J-Web interface
also provides diagnostic tools (such as ping and traceroute) and file utilities to manage
configuration files, licenses, and temporary files on the router.

m  Network Address Translation (NAT)—NAT is the method by which an IP address
used within a network is translated to a different IP address within a different
network. Optionally, NAT also enables port number translation. This release
supports the following NAT features:
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Static NAT—Direct translation of one IP address to another without Port
Address Translation (PAT).

Policy-based NAT-dst—You can define policies to translate the destination
[P address. There are three ways to configure policy-based NAT-dst:

= Translate one or multiple destination IP addresses to a single IP address.

= Translate one or multiple destination IP addresses and port numbers to
a single IP address and a specific port number.

= Translate a range of destination IP addresses to another range of IP
addresses. The mapping is one-to-one and static.

Allow-incoming table—Supports voice over IP (VolP) incoming calls that are
initiated from a public network to a private network.

Interface-based NAT—Enables configuration of predefined source pools.

Source pool with PAT—Enables translation of the source IP address and port
number.

Source pool without PAT—Enables translation of the source IP address.

Static source pool—The system defines a one-to-one mapping from an
original source IP address to a translated source IP address for a range of 1P
addresses.

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

m  IKE and IPsec VPN—JUNOS software with enhanced services support a full
Internet Key Exchange (IKE) and IP Security (IPsec) virtual private network (VPN)
implementation, including the following features:

Site-to-site manual and IKE-negotiated (AutoKey) IPsec VPNs for policy-based
VPNs and route-based VPNs

Authentication by preshared key and RSA public key certificates

Perfect Forward Secrecy (PFS) to use Diffie-Hellman Groups 1, 2, and 5.
NAT Traversal (NAT-T) of IPsec Encapsulating Service Payload (ESP) packets
IKE dead peer detection (DPD) as defined in RFC 3706

Next Hop Tunnel Binding (NHTB)—Binding multiple IPsec security
associations to the same tunnel interface. This applies to static routes and
OSPF only.

[Psec remote access with extended authentication (XAuth) support of the
NS-Remote client v8.8

VPN monitoring
Priority queuing of IKE packets

Invalid security parameter index (SPI) response to invalid packets
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= Route-based hub-and-spoke VPNs
= Generic routing encapsulation (GRE) in tunnel mode

m  Don’t Fragment (DF) bit, including a clear option

For more information, see the JUNOS Enhanced Services Security Configuration
Guide and JUNOS Enhanced Services Design and Implementation Guide.

NetScreen-Remote—]Juniper NetScreen-Remote (NS-Remote) is a VPN client
that you can use to send and receive secure communications over the Internet.

NS-Remote creates a VPN tunnel between an end user and a J-series Services
Router. NS-Remote software secures traffic sent from a desktop or laptop
computer across a public or private TCP/IP network. NS-Remote allows users to
specify an internal network IP address for client-to-gateway communications.

For detailed information about installing and using the NS-Remote client, see
the Juniper NetScreen-Remote VPN Client Installation Guide and the Juniper
NetScreen-Remote VPN Client Administrator’s Guide. For information about
configuring a Services Router to support remote access, see the JUNOS Enhanced
Services Design and Implementation Guide.

Firewall screens—]JUNOS software with enhanced services provide various
detection methods and defense mechanisms to combat the following security
breaches at all stages of their execution:

= SYN, UDP, and ICMP flood attacks

m Firewall denial of service (DoS) attacks
m  Network DoS attacks
= Operating system-specific DoS attacks
m  Fragment reassembly

Policy support—sStateful firewalls use policies to create flows that allow or deny
traffic through the Services Router. When packets match a policy, the policy

instructs the flow to apply different rules for features such as NAT, IPsec tunnel,
and authentication to the packets. The following policy features are supported:

m Predefined addresses

m  User addresses and address groups
m  Predefined services and groups

m  User services and groups

m  Configurable service timeout

m  Policy-based IPsec VPNs

m  Policy-based NAT

m  Schedulers

m  Traffic logs
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= Authentication

= Policy application attachment/detachment for Application Layer Gateways
(ALGs)

= Policy counters

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

m  Authentication—JUNOS software with enhanced services support two types of
authentication:

= Administrator user authentication. This is for users who configure and
manage the device. The system supports the Challenge Handshake
Authentication Protocol (CHAP) for Point-to-Point Protocol (PPP) serial
connections. The system also supports Layer 2 Tunneling Protocol (L2TP)
for both Password Authentication Protocol (PAP) and CHAP authentication
for PPP users over L2TP.

Administrative authentication supports local, RADIUS, and TACACS + servers.
For more information on administrator authentication, see the JUNOS
Enhanced Services Administration Guide.

= Firewall user authentication. This is for users accessing a protected resource
from inside a network. The resource can be on the Internet or in another
protected network behind the firewall.

Firewall users are authenticated through either of the following methods:

m  Pass-through authentication—FTP, Telnet, and HTTP clients access the
IP address of the protected resource.

= Web authentication—Clients use HTTP to access the IP address on the
Services Router that is enabled for Web authentication.

Firewall user authentication supports local, RADIUS, and Lightweight
Directory Access Protocol (LDAP) authentication servers. For more
information on firewall user authentication, see the JUNOS Enhanced Services
Security Configuration Guide.

m Interfaces and zones—You can use security zones as follows:

= Define policies that control traffic based on source zone and destination
zone.

m Associate the interfaces in a zone with a routing instance that defines the
routing table to be used for traffic entering from the zone.

= Apply firewall screen options to a zone.

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

m  DNS enhancements—You can configure your Services Router running JUNOS
software with enhanced services as a Domain Name System (DNS) proxy server
with the following features:
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= Split DNS, which enables the Services Router to redirect DNS queries to a
specified DNS server in the private network over a secure connection

= Dynamic DNS (DDNS) client, which enables servers that are protected by
the Services Router to remain accessible despite dynamic [P address changes

= DNS Proxy MIB, which supports production of SNMP statistics

For more information, see the JUNOS Enhanced Services Administration Guide.

Secure context and router context—You can operate the Services Router either
in secure context or router context. The Services Router operates in secure
context by default. The basic configuration for secure context binds the ge-/0/0/0
interface on built-in Gigabit Ethernet port 0/0 to a preconfigured zone called
trust. All other interfaces are bound to a preconfigured untrust zone. The ge-0/0/0
interface is configured to allow management access with SSH and HTTP services
enabled.

The following host-inbound services are configured in the trust zone: Hypertext
Transfer Protocol (HTTP), Hypertext Transfer Protocol over Secure Sockets Layer
(HTTPS), SSH, and Dynamic Host Configuration Protocol (DHCP). For the trust
zone, TCP reset is enabled. The default policy for the trust zone allows
transmission of traffic from the trust zone to the untrust zone. All traffic within
the trust zone is allowed.

To protect against attacks launched from within the zone, the following screens
are enabled for the untrust zone: ICMP ping-of-death attack, IP source route
options attack, 1P teardrop attack, TCP LAND attack, and TCP SYN flood attack.
The TCP SYN flood screen has the following settings: alarm threshold set to 1024,
attack threshold set to 200, source threshold set to 1024, destination threshold
set to 2048, a queue size of 2000, and a timeout value of 20 seconds. The default
policy for the untrust zone denies all traffic.

In router context, all security checks of the transit traffic are disabled. The default
policy allows all transit traffic, and all interfaces are bound to the trust zone.
For more information, see the JUNOS Enhanced Services Administration Guide.

ALG module—By inspecting traffic at the application level, the ALG module
supports applications that embed IP addressing information in the user data.
Many protocols open secondary channels on the dynamically assigned ports to
improve performance. The ALG module identifies dynamic port assignments
and allows legitimate traffic to bypass the security device.
JUNOS software with enhanced services support the following ALGs:
= Multimedia application protocols:

= REAL

m  Real-Time Streaming Protocol (RTSP)

= Basic Internet protocols:
s DNS
= FTP
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m Trivial File Transfer Protocol (TFTP)
m  TALK
= Remote Shell Protocol (RSH)

m  Point-to-Point Tunneling Protocol (PPTP)

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

Database and network support protocol, SQLNET V2, H.323 ALG—The JUNOS
software with enhanced services H.323 Application Layer Gateway (ALG) supports
the H.323 protocol, which includes a suite of protocols that together provide
gatekeeper discovery, endpoint registration, admission and status, and call setup
and control for voice over IP (VoIP) traffic.

The H.323 ALG follows a common ALG processing framework and supports the
following features:

m  H.323 decoding for H.323 v3 and v4

= H.323 slow start

= Gatekeeper routed mode

= Incoming NAT to allow calls from public to private zones

m  H.323 fast connect, H.245 tunneling, and H.323 asymmetric media

m  Polycom/Radvision Enhanced Communication Server (ECS) Gatekeeper
= Polycom ViaVideo

m  Advanced call features, including call waiting, call forwarding, voice mail,
call ID, conference calls, call on hold, and music on hold

m  Statistic counters

The H.323 ALG also provides application-layer firewall screening to protect
gatekeepers, and allows users to specify the number of Remote Access Service
(RAS) request messages to be processed by a gatekeeper.

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

SIP ALG—The JUNOS software with enhanced services Session Initiation Protocol
(SIP) ALG supports the features of SIP, a VoIP signaling protocol. The SIP ALG is
scalable and modular so that new Internet Engineering Task Force (IETF) and
RFC-generated features and customer proprietary behavior can be quickly
incorporated.

The SIP ALG follows a common ALG processing framework and supports the
following features:

JUNOS Software with Enhanced Services Features
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m  SIP signaling payload inspection

m  Stateful processing

= NAT

= Management of pinholes (temporary openings in the firewall) for VolP traffic
m  Security policy enforcement

= DosS attack protection

= Packet encoding according to SIP RFCs with translated IP addresses

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

SCCP ALG—The JUNOS software with enhanced services Skinny Client Control
Protocol (SCCP) ALG supports the Cisco SCCP proprietary protocol for VoIP. SCCP
is based on a call control architecture that negotiates media endpoint
parameters—specifically the Real-Time Transport Protocol (RTP) port number
and the IP address of media termination—by embedding information in the
control packets. The SCCP ALG implements rate limiting of calls and helps protect
critical resources from overloading due to DoS attacks.

The SCCP ALG follows a common ALG processing framework and supports the
following features:

= Validation of SCCP protocol data units (PDUs)

= Translation of embedded IP address and port numbers

=  Allocation of firewall resources (pinholes and gates) to pass media
= Rate limits on calls flowing through the Services Router

= Aging out of idle calls

m  Configuration API for SCCP ALG parameters

=  Operational mode API for displaying counters, status, and statistics

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

MGCP ALGs—The JUNOS software with enhanced services Media Gateway Control
Protocol (MGCP) ALG supports MGCP for VolIP call traffic. MGCP is a text-based
application layer protocol used for call setup and control between a Media
Gateway (MG) and a Media Gateway Controller (MGC).

The MGCP ALG follows a common ALG processing framework and supports the
following features:

= Inspection of VolP signaling payload

m  Stateful processing

= NAT
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= Management of pinholes for VolP traffic
m  Security policy enforcement

= DoS attack protection

For more information, see the JUNOS Enhanced Services Security Configuration
Guide.

Cisco-compatible Frame Relay encapsulation—]J-series Services Routers support
Cisco-compatible Frame Relay encapsulation.

To configure Frame Relay encapsulation on a physical interface, include the
encapsulation statement at the [edit interfaces interface-name] hierarchy level and
specify the frame-relay-ether-type, frame-relay-ether-type-tcc, or
frame-relay-ether-type-ext-tcc encapsulation type.

To configure Frame Relay encapsulation on a logical interface, include the
encapsulation statement at the [edit interfaces interface-name unit
logical-unit-number] hierarchy level and specify the frame-relay-ether-type or
frame-relay-ether-type-tcc encapsulation type.

For more information, see the JUNOS Network Interfaces Configuration Guide.

Flow-based stateful processing—In addition to packet processing, J-series
Services Routers running JUNOS software with enhanced services perform
flow-based stateful processing.

1. When an IPv4 packet arrives, any packet-based filter processing associated
with the interface is applied to the packet.

2. Next, flow-based processing is performed. Each packet is processed in the
context of its flow state. The first packet in the flow is used to create the
flow state.

When a packet enters the router, the flow-based forwarding engine attempts
to match the packet against an existing session based on a session’s match
criteria (source and destination addresses, source and destination ports, and
protocol and session tokens derived from the zone and virtual router).

If a packet matches an existing session, it is processed according to the

flow’s session features, security policies, NAT, screens, and other features.
If the packet does not match an existing session, a new session is established
for the packet based on routing, policy, and other classification information.

3. Before a packet leaves the router, filters and traffic shaping are applied to

1t.

For details, see the JUNOS Enhanced Services Security Configuration Guide and
the JUNOS Enhanced Services Design and Implementation Guide.
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DHCP enhancements—JUNOS software with enhanced services supports the
DHCP server, client, and relay. For details, see the JUNOS Enhanced Services
Administration Guide.

Class of service (CoS) support—The router provides for improved high-priority
packet delivery and protection for control packets through implementation of
enhanced differential packet processing on the output (egress) interface as well
as the input (ingress) interface. After its ingress processing, the Services Router
processes a packet in a first-in, first-out (FIFO) manner, and the packet loses its
priority status. Applying differential packet processing again before a packet
leaves the router reinstates priority handling.

For details, see the JUNOS Enhanced Services Security Configuration Guide and
the JUNOS Enhanced Services Design and Implementation Guide.

USB modem support for WAN backup—USB modems are supported on J-series
Services Routers as a backup for the primary Internet connection. The router
can be configured to “fail over” to a USB modem connection when the primary
connection experiences interruptions in Internet connectivity. You can use the
umdoO interface configured for a USB modem connected to the USB port on a
Services Router for WAN backup. The USB modem interface supports the
following WAN interface features:

m  CoS

= Services such as NAT, stateful firewall, and generic routing encapsulation
(GRE) tunneling

m  Packet capture (PCAP), sampling, and tcpdump

= Interface statistics

To specify whether dial-in calls are for management console access or routable
calls, use the dialin (console | routable) statement at the [edit interfaces umdO
modem-options] hierarchy level.

For more information, see the JUNOS Enhanced Services Interfaces and Routing
Configuration Guide and the JUNOS Enhanced Services CLI Reference.

Ethernet Layer 2 switching on uPIMs—Gigabit Ethernet universal Physical
Interface Modules (uUPIMs) with 6 ports, 8 ports, and 16 ports can forward traffic
at both Open Systems Interconnection (OSI) Layer 2 (for switching) and OSI
Layer 3 (for routing).

You can configure a uPIM to operate in either routing mode (the default) or
switching mode. Routing mode provides traditional routing services. Switching
mode provides the following features:

m Layer 3 forwarding—Routing of traffic destined for any WAN interface that
is installed on the chassis

m  Layer 2 forwarding—Switching of intra-LAN traffic from one host on the LAN
to another LAN host—one port on a uPIM to another port on the same uPIM

JUNOS Software with Enhanced Services Features ® 11
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WXC Integrated Service Module

To enable routing or switching mode, include the routing or switching statement
at the [edit chassis fpc pim-slot-number pic O ethernet pic-mode] hierarchy level.
To view Layer 2 switching statistics, issue the show interfaces interface-name
switch-port command. To clear Layer 2 switching statistics, issue the clear
interfaces statistics interface-name switch-port command.

& NOTE: Gigabit Ethernet uPIMs support virtual LANs (VLANSs) in routing mode only.

WXC Integrated Services Module 200 for J-series routers—The WXC Integrated
Services Module (ISM 200) can be added to J2320, ]2350, J4350, and J6350
Service Routers running JUNOS software with enhanced services. The module
occupies two slots, and provides WAN traffic optimization and acceleration. For
more information, see the WXC Integrated Services Module Installation and
Configuration Guide.

Management, Monitoring, and Configuration Features

12 =

SNMP enhancements—JUNOS software with enhanced services support new
MIBs for monitoring and gathering statistics about firewall authentication,
certificate authorities (CAs), DNS proxies, IPsec flow, NAT, security policy entries,
and security policy statistics.

Shared client lists and prefix lists for SNMP and policies—Instead of adding
clients or IP address prefixes individually to an SNMP community or a routing
policy, you can create a list of clients or a list of prefixes that can be shared by
multiple communities and policies. Use the client-list or prefix-list statement at
the [edit snmp] or [edit policy-options] hierarchy level to create the lists. To add
a list to an SNMP or policy configuration, use the clientlistname statement.

Because the client list and the prefix list are both added with the client-listname
statement, you must ensure that you do not create a client list and a prefix list
with the same name.

Dataplane tracing—JUNOS software with enhanced services extends JUNOS
trace options to support dataplane tracing. Use the CLI to configure and display
traces. For more information, see the JUNOS Enhanced Services Security
Configuration Guide and JUNOS Enhanced Services CLI Reference.

CLI configuration wizard—A CLI configuration wizard helps you to configure a
Services Router from the factory default configuration. The configuration wizard
interactively guides you through the initial configuration so that the router is
connected to a network, allowing further configuration with the CLI or ]-Web
interface.

You configure the following settings with the configuration wizard:
= Hostname

= Root password
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= Domain name

= Domain Name System (DNS) servers
= Management interfaces

m  Default gateway

m  New user account (nonroot user)

= SNMP

= Security zone information

To start the configuration wizard, enter config-wizard at the console prompt after
initial login:

% config-wizard

For more information, see the JUNOS Enhanced Services J-series Services Router
Getting Started Guide.

m  Element management support on J2320 and J2350 Services Routers—The
JUNOScope software allows you to configure J2320 and J2350 Services Routers
and manage them using element management tools such as Looking Glass,
Configuration Manager, Software Manager, and Inventory Management. For
JUNOScope information, see the JUNOScope Software User Guide.

m Logging infrastructure—JUNOS software with enhanced services allows security
events to be logged and distributed to external system log (syslog) processes.
Both traditional syslog format (RFC 3164) and structured system logs are
supported. Use the CLI to configure the log format at the device level. For details,
see the JUNOS System Log Messages Reference.

m Licensing—Permanent licenses are required for the J-Flow traffic analysis feature
and the BGP route reflectors feature. You must install and configure the license
to use the feature. However, so as not to interrupt configuration processing, the
router allows you to commit a configuration with a feature that requires a license
even if the license is not current. For license details, see the JUNOS Enhanced
Services J-series Services Router Getting Started Guide.

m  Active and passive FTP modes—]UNOS software with enhanced services supports
FTP usage on or to a server in both active and passive modes.

m  Netconf “hello” message—The Netconf “hello” message includes the JUNOS
software release version.
Changes in Default Behavior and Syntax

The following current system behavior, configuration statement usage, and operational
mode command usage might not yet be documented in the JUNOS software with
enhanced services documentation:

Changes in Default Behavior and Syntax ® 13
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For Security

J-series Services Routers do not support the authentication order password radius
or password ldap in the edit access profile profile-name authentication-order
command. Instead, use the order radius password or Idap password.

You can configure a USB modem interface under a security zone even though it
does not support logical units. When you add a USB modem interface, you must
add the USB modem interface and the dialer interface to the same security zone.

You can run the CLI command set security screen screen-name tcp port-scan
without specifying the optional threshold value. In such a case, the J-series
Services Router takes the default value, which is 5000 microseconds.

You can run the CLI command set security screen screen-name limit-session
source-ip-based without specifying the optional source/destination session limits.
In such a case, the J-series Services Router takes the default value for the source
and destination session limits, which is 128 concurrent sessions.

You can run the set security screen ids-option screen-name commands without
specifying the optional values. In these cases, the J-series Services Router uses
the default values.

= set security screen ids-option screen-name tcp alarm-threshold—Default is 512
half-complete proxy connections.

m  set security screen ids-option screen-name tcp attack-threshold—Default is 200
SYN packets per second.

m  set security screen ids-option screen-name tcp destination-threshold— Default
is 4000 SYN segments received for a destination IP address.

m set security screen ids-option screen-name tcp queue-size—Default is 1024
proxy connection requests.

= set security screen ids-option screen-name tcp source-threshold—Default is
4000 SYN segments received per second.

m  set security screen ids-option screen-name tcp timeout—Default is 20 seconds.

m  set security screen ids-option screen-name tcp syn-ack-ack-proxy
threshold—Default is 512 connections.

m set security screen ids-option screen-name icmp flood-threshold—Default is
1000 packets per second.

m  set security screen ids-option screen-name udp flood-threshold—Default is
1000 packets per second.

You can run the CLI command set security screen screen-name icmp ip-sweep
without specifying the optional threshold value. In such a case, the J-series
Services Router takes the default value, which is 5000 microseconds.

If the egress filter-based forwarding (FBF) redirects an incoming packet to a zone
different from the original one obtained from the previous route lookup and flow
processing, then the incoming packet is dropped.

Some screen protection statistics relating to ICMP, TCP, and IP are missing from
show interfaces flow-statistics interface-name command output. To display this

Changes in Default Behavior and Syntax



For WAN Acceleration

For Licenses

Unsupported JUNOS Features

information, use the command show security screen statistics interface
interface-name instead.

Although you can use or omit the term term-name statement to configure
applications at the [applications application] hierarchy level, the methods are
mutually exclusive. Configuration information for the nonterm method is not
automatically inherited from the term configuration.

Previously, the WXC integrated Services Module (ISM 200) was referred to in
command output as wx-pim, and WAN acceleration commands used the suffix
—pim. Now the WXC ISM 200 appears as ISM in command output, and the -pim
suffix is no longer valid in WAN acceleration commands:

= set system process wan-acceleration-pim is changed to set system process
wan-acceleration.

= restart wan-acceleration-pim is changed to restart wan-acceleration.
= request wan-acceleration-pim login is changed to request wan-acceleration login.

J-series Services Routers with a WXC Integrated Services Module installed no
longer support the negotiate-address and unnumbered-address options for
configuring the wx-slot/0/0 interface at the [edit interfaces wx-slot/0/0 unit
logical-unit-number family inet] hierarchy level.

Pings between customer edge (CE) routers might fail because all J-series Services
Routers have enforced hard-licensing from this release onwards.

Unsupported JUNOS Features

The high availability (HA) and MPLS features are not supported in this release of
JUNOS software with enhanced services.

Outstanding Issues

ALG

Authentication

Flow

On ]J6350 Services Routers handling more than 1000 simultaneous MGCP calls,
the success rate for all MGCP ALG calls is approximately 95 percent. [PR/254297]

During user authentication, the firewall authentication table in the output of the
security firewall-authentication users command displays multiple failures even
though the network table in the output of show network-access requests statistics
shows successful authentications. [PR/250780]

Firewall filter counters for ingress (inbound) and egress (outbound) forwarding
table filters (FTFs) do not work for IPv4. [PR/97230]

OSPF over GRE over IPsec does not work. [PR/105279]

Even when forwarding options are set to drop packets for the ISO protocol family,
the router forms End System-to-Intermediate System (ES-IS) adjacencies and
transmits packets because ES-IS packets are Layer 2 terminating packets.
[PR/252957]
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Infrastructure

Interfaces and Chassis

Routing

User Interfaces and
Configuration

WXC Integrated
Services Module

Resolved Issues

Authentication

Interfaces and Chassis

Errata

Screens
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Resolved Issues

m If the router does not have an ARP entry for an IP address, it drops the first
packet from itself to that IP address. [PR/233867]

m If you enable security traceoptions, the log file might not be created in the default
location at /var/log/security-trace. As a workaround, manually set the log file to
the directory /var/log/security-trace. [PR/254563]

m  The link status of the onboard Gigabit Ethernet interfaces (ge-0/0/0 through
ge-0/0/3) or the 1-port Gigabit Ethernet ePIM interface on J4350 and J6350
Services Routers fails when you configure these interfaces in loopback mode.
[PR/72381]

m  Asymmetric routing, such as tracing a route to a destination behind J-series
routers running JUNOS software with enhanced services with Virtual Router
Redundancy Protocol (VRRP), does not work. [PR/237589]

m A user cannot log in to the J-Web client through RADIUS or TACACS +
authentication if the user profile already has authorization parameters specified
on the server side. As a workaround, ensure that the user profile parameters are
not specified or are set with empty values on the server. [PR/94445]

m  When two J-series routers with WXC Integrated Services Modules (ISM 200s)
installed are configured as peers, traceroute fails if redirect-wx is configured on
both peers. [PR/227958]

The following issues have been resolved since JUNOS software with enhanced services
8.5R3. The identifier following the description is the tracking number in our bug
database.

m Sending user IDs through Web authentication at the rate of seven users per
second causes a resource limitation. [PR/250508: This issue has been resolved.]

m  The HA LED was not operational. [PR/228263: This issue has been resolved.]

The following guides contain incorrect screen configuration instructions:

m  JUNOS Software Enhanced Services Security Configuration Guide, “Attack Detection
and Prevention Overview” chapter

m JUNOS Enhanced Services Design and Implementation Guide, “Implementing Firewall
Deployments for Branch Offices” chapter

Examples throughout both of these guides describe how to configure screen options
using the [set security screen screen-name] CLI statements. Instead, you should use
the [set security screen ids-option screen-name] CLI statements. All screen configuration
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options are located in the [set security screen ids-option screen-name] level of the
configuration hierarchy.

Power and Heat Dissipation Requirements for J-series PIMs

On J-series Services Routers, the system monitors the PIMs and verifies that the PIMs
fall within the power and heat dissipation capacity of the chassis. If power
management is enabled and the capacity is exceeded, the system prevents one or
more of the PIMs from becoming active.

CAUTION: Disabling power management can result in hardware damage if you
overload the chassis capacities.

You can also use CLI commands to choose which PIMs are disabled. For details about
calculating the power and heat dissipation capacity of each PIM and troubleshooting
procedures, see the JUNOS Enhanced Services J-series Services Router Getting Started
Guide.

Supported Third-Party Hardware

USB Modem

Storage Devices

The following third-party hardware is supported for use with J-series Services Routers
running JUNOS software with enhanced services.

We recommend using a Multi-Tech MultiModem MT5634ZBA-USB-V92 USB modem
with ]-series Services Routers.

The USB slots on J-series Services Routers accept a USB storage device or USB storage
device adapter with a compact flash disk installed, as defined in the CompactFlash
Specification published by the CompactFlash Association. When the USB device is
installed and configured, it automatically acts as a secondary boot device if the
primary compact flash disk fails on startup. Depending on the size of the USB storage
device, you can also configure it to receive any core files generated during a router
failure. The USB device must have a storage capacity of at least 256 MB.

Table 1 on page 17 lists the USB and compact flash storage devices supported for
use with the J-series Services Routers.

Table 1: Supported Storage Devices on the J-series Services Routers

Manufacturer Storage Capacity Third-Party Part Number
SanDisk—Cruzer Mini 2.0 256 MB SDCZ2-256-A10
SanDisk 512 MB SDCZ3-512-A10
SanDisk 1024 MB SDCZ7-1024-A10
Kingston 512 MB DTI/512KR

Kingston 1024 MB DTI/1GBKR
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Table 1: Supported Storage Devices on the J-series Services Routers (continued)

Manufacturer Storage Capacity Third-Party Part Number
SanDisk—ImageMate USB 2.0 Reader/Writer for N/A SDDR-91-A15
CompactFlash Type I and II

SanDisk CompactFlash 512 MB SDCFB-512-455

SanDisk CompactFlash 1 GB SDCFB-1000.A10

J-series Compact Flash and Memory Requirements

Table 2 on page 18 lists the compact flash and DRAM requirements for J-series
Services Routers.

Table 2: J-series Compact Flash and DRAM Requirements

Model Minimum Compact Flash Required Minimum DRAM Required Maximum DRAM Supported
J2320 512 MB 512 MB 1 GB
J2350 512 MB 512 MB 1 GB
14350 512 MB 512 MB 2 GB
]6350 512 MB 1 GB 2 GB

JUNOS Software with Enhanced Services Upgrade and Downgrade Instructions

= NOTE: This information applies only to upgrading one release of JUNOS software
with enhanced services to another. To upgrade from the JUNOS software to JUNOS
software with enhanced services, see the JUNOS Software with Enhanced Services
Migration Guide.

In JUNOS Release 8.5, the JUNOS software was extended to use FreeBSD version
6.1. As a result, the following requirements apply when you upgrade your router to
JUNOS Release 8.5 and later:

m  Toupgrade with the JUNOS CLI, the minimum requirement for installation media
(such as a compact flash disk, internal flash disk, or PC card) is 256 MB. To use
the J-Web interface for an upgrade, you must have 512 MB or more.

m  For J-series Services Routers with a 256-MB compact flash:

= You must perform the upgrade with the CLI. Do not use the J-Web interface
for the upgrade.
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m Before upgrading, see the important information in “Special Instructions for
J-series Routers with a 256-MB Compact Flash” on page 26.

m  To upgrade without copying the software image to the router—as we
recommend—you need at least 68 MB of available space on the compact
flash. To copy the software image to the router and upgrade using that image,
you need at least 130 MB of available space on the compact flash.

This section contains the following topics.

m  Upgrade and Downgrade Overview on page 19

m  Before You Begin on page 20

m  Downloading Software Upgrades from Juniper Networks on page 21

m Installing Software Upgrades with the J-Web Interface on page 21

m Installing Software Upgrades with the CLI on page 23

m  Downgrade Instructions on page 25

m  Special Instructions for J-series Routers with a 256-MB Compact Flash on page 26
m  Cleaning Up Files on page 27

m  Verifying Available Compact Flash Space on page 27

m  Removing the Swap Partition on page 28

Upgrade and Downgrade Overview

Typically, you upgrade JUNOS software with enhanced services on a Services Router
by downloading a set of images onto your router or onto another system on your
local network, such as a PC. You then uncompress the package and install the
uncompressed software using the CLI. Finally, you boot your system with this
upgraded device.

A JUNOS software package is a collection of files that make up a software component.
You can download software packages either for upgrading JUNOS software or for
recovering a primary compact flash.

All JUNOS software and JUNOS software with enhanced services is delivered in signed
packages that contain digital signatures, Secure Hash Algorithm (SHA-1) checksums,
and Message Digest 5 (MD5) checksums. For more information about signed software
packages, see the JUNOS Software Installation and Upgrade Guide.
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Before You Begin

Upgrade Software Packages

Download an upgrade software package, also known as an install package, to install
new features and software fixes as they become available.

An upgrade software package name is in the following format:
package-name-m.nZx-distribution.tgz.

m  package-name is the name of the package—for example, junos-jsr.

m  m.nis the software release, with m representing the major release number—for
example, 9.0.

m  Zindicates the type of software release. For example, R indicates released
software, and B indicates beta-level software.

m  x represents the version of the major software release—for example, 1.

m  distribution indicates the area for which the software package is
provided—domestic for the United States and Canada and export for worldwide
distribution.

A sample JUNOS software with enhanced services package name is
junos-jsr-8.54-domestic.tgz.

Recovery Software Packages

Download a recovery software package, also known as an install media package, to
recover a primary compact flash device.

A recovery software package name is in the following format:
package-name-m.nZx-export-cfnnn.gz.
m  package-name is the name of the package—for example, junossr.

m  m.nis the software release, with m representing the major release number—for
example, 8.5.

m  Zindicates the type of software release. For example, R indicates released
software, and B indicates beta-level software.

m  x represents the version of the major software release—for example, 1.

m  export indicates that the recovery software package is the exported worldwide
software package version.

m cfnnn indicates the size of the target compact flash device in megabytes—for
example, cf256.

A sample JUNOS software with enhanced services recovery package name is
junos-jsr-8.5R1-export-cf256.gz.

Before upgrading, be sure to back up the currently running and active file system
and configuration so that you can recover to a known, stable environment in case
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the upgrade is unsuccessful. To back up the file system, you must have a removable
compact flash disk installed on a J2320 or J2350 Services Router, or a USB drive
installed on any J-series Services Router. The backup device must have a storage
capacity of at least 256 MB.

To back up the file system to the removable compact flash disk, issue the following
command:

user@host> request system snapshot media removable-compact-flash
To back up the file system to the removable USB drive, issue the following command:

user@host> request system snapshot media usb

Downloading Software Upgrades from Juniper Networks

Follow these steps to download software upgrades from Juniper Networks:

1. Using a Web browser, follow the links to the download URL on the Juniper
Networks Web page. Depending on your location, select either Canada and U.S.
Version or Worldwide Version:

m  https://www.juniper.net/support/csc/swdist-domestic/ (customers in the United
States and Canada)

m  https://www.juniper.net/support/csc/swdist-ww/ (all other customers)

2. Login to the Juniper Networks Web site using the username (generally your
e-mail address) and password supplied by Juniper Networks representatives.

3. Using the J-Web interface or the CLI, select the appropriate JUNOS software with
enhanced services image for your application. For information about JUNOS
software with enhanced services packages, see “Upgrade and Downgrade
Overview” on page 19.

4. Download JUNOS software with enhanced services to a local host or to an internal
software distribution site.

= NOTE: For downloads to J-series Services Routers with a 256-MB compact flash, see
“Special Instructions for J-series Routers with a 256-MB Compact Flash” on page 26.

Installing Software Upgrades with the J-Web Interface

If your router has at least a 512-MB compact flash, you can use the J-Web interface
to install software upgrades from a remote server using FTP or HTTP, or by uploading
the software image to the router. This section contains the following topics:

m Installing Software Upgrades from a Remote Server on page 22

m Installing Software Upgrades by Uploading Files on page 22
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Installing Software Upgrades from a Remote Server

If your router has at least a 512-MB compact flash, you can use the ]-Web interface
to install software packages on the router that are retrieved with FTP or HTTP from
the location specified. Installing software upgrades using this method copies the
software image to the router.

& NOTE: This procedure applies only to upgrading one release of JUNOS software with
enhanced services to another. To upgrade from the JUNOS software to JUNOS software
with enhanced services, see the JUNOS Software with Enhanced Services Migration
Guide.

To install software upgrades from a remote server:

1. Download the software package as described in “Downloading Software Upgrades
from Juniper Networks” on page 21.

2. Inthe J-Web interface, select Manage > Software > Install Package.

3. On the Install Package Quick Configuration page, enter information into the
fields described in Table 3 on page 22.

4. Click Fetch and Install Package. The software is activated after the router reboots.

Table 3: Install Package Summary

Field Function Your Action
Package Location Specifies the FTP or HTTP server, file path, and  Type the full address of the software package
(required) software package name. location server—one of the following:

ftp://hostname/pathname/package-name

http://hostname/pathname/package-name

User Specifies the username, if the server requires Type the username.
one.

Password Specifies the password, if the server requires Type the password.
one.

Reboot If Required If this box is checked, the router is automatically ~ Check the box if you want the router to reboot
rebooted when the upgrade is complete. automatically when the upgrade is complete.

Installing Software Upgrades by Uploading Files

If your router has at least a 512-MB compact flash, you can use the J-Web interface
to install software packages uploaded from your computer to the router.
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NOTE: This procedure applies only to upgrading one release of JUNOS software with
enhanced services to another. To upgrade from the JUNOS software to JUNOS software
with enhanced services, see the JUNOS Software with Enhanced Services Migration
Guide.

To install software upgrades by uploading files:

1. Download the software package as described in “Downloading Software Upgrades
from Juniper Networks” on page 21.

2. In the J-Web interface, select Manage > Software > Upload Package.

3. On the Upload Package page, enter information into the fields described in
Table 4 on page 23.

4. Click Upload Package. The software is activated after the router has rebooted.

Table 4: Upload Package Summary

Field Function Your Action

File to Upload Specifies the location of the software package Type the location of the software package, or click
(required) on the local system. Browse to navigate to the location.

Reboot If Required If this box is checked the router is Select the check box if you want the router to

automatically rebooted when the upgrade is reboot automatically when the upgrade is complete.
complete.

Installing Software Upgrades with the CLI

You can use the CLI to install software upgrades from a remote server using FTP or
by downloading the software image to the router. If your router has a 256-MB compact
flash, see “Special Instructions for J-series Routers with a 256-MB Compact

Flash” on page 26.

This section contains the following topics:

m Installing Software Upgrades by Downloading Files on page 23
m Installing Software Upgrades from a Remote Server on page 24
Installing Software Upgrades by Downloading Files

To install software upgrades by downloading files to the router:

1. Download the JUNOS software with enhanced services package to the router
using the following command:

user@host> file copy source destination

Replace source with one of the following paths:

m  ftp://hostname/pathname/package-name
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or

m  http://hostname/pathname/package-name

Replace destination with the path to the destination directory on the router. We
recommend the /var/tmp directory.

Install the new package on the Services Router, entering the following command
in operational mode in the CLI:

user@host> request system software add validate unlink no-copy source

Replace source with /pathname/package-name (for example,
/var/tmp/junos-jsr-8.5R2.1.tar.gz).

By default, the request system software add command uses the validate option
to validate the software package against the current configuration as a prerequisite
to adding the software package. This validation ensures that the router can reboot
successfully after the software package is installed. This is the default behavior
when you are adding a software package.

The unlink option removes the package at the earliest opportunity so that the
router has enough room to complete the installation.

(Optional) The no-copy option specifies that a software package is installed, but
a copy of the package is not saved. Include this option if you do not have enough
space on the compact flash to perform an upgrade that keeps a copy of the
package on the router.

After the software package is installed, reboot the router:
user@host> request system reboot

When the reboot is complete, the router displays the login prompt.

Installing Software Upgrades from a Remote Server

To install the software upgrades from a remote server:

1.

Install the JUNOS software with enhanced services package on the Services
Router, entering the following command in operational mode in the CLI:

user@host> request system software add validate unlink no-copy source

Replace source with one of the following paths:

m  ftp://hostname/pathname/package-name

or

m  http://hostname/pathname/package-name

By default, the request system software add command uses the validate option
to validate the software package against the current configuration as a prerequisite
to adding the software package. This validation ensures that the router can reboot
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successfully after the software package is installed. This is the default behavior
when you are adding a software package.

The unlink option removes the package at the earliest opportunity so that the
router has enough room to complete the installation.

(Optional) The no-copy option specifies that a software package is installed, but
a copy of the package is not saved. Include this option if you do not have enough
space on the compact flash to perform an upgrade that keeps a copy of the
package on the router.

2. After the software package is installed, reboot the router:
user@host> request system reboot

When the reboot is complete, the router displays the login prompt.

Downgrade Instructions

This section contains the following topics:
m  Downgrading the Software with the J-Web Interface on page 25
m  Downgrading the Software with the CLI on page 26

& NOTE: juniper Networks supports direct software downgrades for a maximum of
three releases.

Downgrading the Software with the J-Web Interface

You can downgrade the software from the J-Web interface. For the changes to take
effect, you must reboot the router.

= NOTE: This procedure applies only to downgrading one release of JUNOS software
with enhanced services to another. To downgrade JUNOS software with enhanced
services to the JUNOS software, see the JUNOS Software with Enhanced Services
Migration Guide.

To downgrade software with the J-Web interface:

1. In the J-Web interface, select Manage > Software > Downgrade. The image of
the previous software version (if any) is displayed on this page.

= NOTE: After you perform this operation, you cannot undo it.

2. Select Downgrade to downgrade to the previous version of the software or Cancel
to cancel the downgrade process.
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3.  When the downgrade process is complete, for the new software to take effect,
click Manage > Reboot from the ]-Web interface to reboot the router.

After you downgrade the software, the previous release is loaded, and you cannot
reload the running version of software again. To downgrade to an earlier version of
software, follow the procedure for upgrading, using the software image of JUNOS
software with enhanced services labeled with the appropriate release.

Downgrading the Software with the CLI

You can revert to the previous version of software using the request system software
rollback command in the CLI. For the changes to take effect, you must reboot the
router. To downgrade to an earlier version of software, follow the procedure for
upgrading, using the software image of JUNOS software with enhanced services
labeled with the appropriate release.

= NOTE: This procedure applies only to downgrading one release of JUNOS software
with enhanced services to another. To downgrade JUNOS software with enhanced
services to the JUNOS software, see the JUNOS Software with Enhanced Services
Migration Guide.

To downgrade software with the CLI:

1. Enter the request system software rollback command to return to the previous
JUNOS software version:

user@host> request system software rollback

The previous software version is now ready to become active when you next
reboot the router.

2. Reboot the router:
user@host> request system reboot
The router is now running the previous version of the software. To downgrade to an

earlier version of software, follow the procedure for upgrading, using the software
image of JUNOS software with enhanced services labeled with the appropriate release.

Special Instructions for J-series Routers with a 256-MB Compact Flash

J-series Services Routers with a 256-MB compact flash might need more flash memory
space for an upgrade.

To provide enough space for an upgrade:
m Clean up files on the router (see “Cleaning Up Files” on page 27).

m  Verify the available compact flash space (see “Verifying Available Compact Flash
Space” on page 27).
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m [f required, increase the compact flash space, (see “Removing the Swap
Partition” on page 28).

To clean up files, you use CLI commands to delete the backup software image, rotate
log files, and remove other unnecessary files.

When you upgrade software on the router, it creates a backup image of the software
that was previously installed. To create enough space on a 256-MB compact flash
for an upgrade, use the request system software delete-backup command to delete
this image. In addition, use the request system storage cleanup command to rotate
log files and delete unnecessary files.

NOTE: To review the list of files that can be deleted without actually deleting files,
you can use the request system storage cleanup dry-run command.

To delete the backup software image, rotate log files, and delete unneeded files:

1. From operational mode in the CLI, enter the following command:
user@host> request system software delete-backup

2. Enter yes when prompted:
Delete backup system software package [yes,no] (no) yes

3. Enter the following command:
user@host> request system storage cleanup

The router rotates log files and displays the files that you can delete.
4. Enter yes at the prompt to delete the files.

5. Delete any files that you created by entering the following command:
user@host> file delete filename

Replace filename with the name of the file or directory to delete.

6. Verify that you have enough space on the compact flash to successfully upgrade
(see “Verifying Available Compact Flash Space” on page 27).

Verifying Available Compact Flash Space

Before you start the upgrade, verify that you have enough space on the compact
flash to successfully upgrade.

To see how much space is available on the compact flash, use the CLI operational
mode command show system storage:
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user@host show system storage

Filesystem Size Used Avail Capacity Mounted on
/dev/adOsla 213M 119M 92M 57% /

devfs 1.0K 1.0K OB 100% /dev

devfs 1.0K 1.0K 0oB 100% /dev/
/dev/mdO 155M 155M [o]:} 100% /junos

/cf 213M 119M 92M 57% /junos/cf
devfs 1.0K 1.0K 0oB 100% /junos/dev/
procfs 4_0K 4_0K [o]:} 100% /proc
/dev/bo0Osle 24M 16K 24M 0% /config
/dev/md1l 168M 7.2M 147M 5% /mfs

/dev/md2 58M 42K 53M 0% /jail/tmp
/dev/md3 7.7M 100K 7.0M 1% /jail/var/etc
devfs 1.0K 1.0K 0oB 100% /jail/dev
/dev/md4 1.9M 6.0K 1.7M 0% /jail/html/oem

The show system storage command output displays information about the root file
system on the compact flash on the line that contains only a forward slash (/) in the
Mounted on column. In this example, the compact flash has 92 MB of available space.

If the show system storage command output displays:

m  Available compact flash space—135 MB or more. See “Installing Software
Upgrades with the CLI” on page 23 to proceed with the upgrade.

m  Available compact flash space—Iless than 135 MB. See “Removing the Swap
Partition” on page 28 to increase the compact flash space.

Removing the Swap Partition

=

NOTE: On J-series Services Routers running JUNOS Release 8.2 or later, you can no
longer specify the internal compact flash as the medium used to store system software
failure memory snapshots when using the set system dump-device CLI command.
For J4350 or J6350 Services Routers, you need to specify a USB storage device (usb
option) as the medium. For J2320 and ]J2350 Services Routers, you can specify a USB
storage device (usb option) or the external compact flash (removable-compact-flash
option) as the medium.

To increase the compact flash space, remove the swap partition:

1. Insert a Juniper Networks-supported 256-MB USB storage device into an available
USB port of the Services Router to be upgraded. See “Supported Third-Party
Hardware” on page 17 for a list of supported storage devices.

2. From operational mode in the CLI, enter the following command:

user@host> request system snapshot as-primary partition swap-size 0 media
usb

3. Enter the following command:

user@host> request system reboot media usb
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This command reboots the router and boots from the USB storage device with
the original configuration file intact. After rebooting, the router is online and
uses the configuration file as the running configuration.

Enter the following command:

user@host> request system snapshot as-primary partition swap-size 0 media
compact-flash

This command repartitions the internal compact flash so that it has no swap
partition.

Enter the following command:
user@host> request system reboot media compact-flash

This command reboots the router from the internal compact flash. After
rebooting, the router is online with your running configuration, but the swap
partition on the compact flash is removed.

Remove the USB storage device.

See “Installing Software Upgrades with the CLI” on page 23 to proceed with the
upgrade.

JUNOS Software with Enhanced Services and Related Documentation

Table 5 on page 29 lists the JUNOS Software with Enhanced Services manuals and
release notes.

To configure and operate a J-series Services Router running JUNOS Software with
Enhanced Services, you must also use the configuration statements and operational
mode commands documented in JUNOS configuration guides and command
references. To configure and operate a WXC Integrated Services Module (ISM 200),
you must also use WX documentation. Table 6 on page 30 lists the JUNOS software
manuals and release notes and WX manuals.

All documents are available at http://www.juniper.net/techpubs/.

Table 5: JUNOS Enhanced Services Documentation

Book

Description

JUNOS Enhanced Services Design and Provides guidelines and examples for designing and

Implementation Guide

implementing IP Security (IPSec) virtual private networks
(VPNs), firewalls, and routing on J-series routers running
JUNOS Software with Enhanced Services.

JUNOS Enhanced Services J-series Services Router  Explains how to quickly set up a J-series router. This

Quick Start

document contains router declarations of conformity.
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Table 5: JUNOS Enhanced Services Documentation (continued)

Book

Description

JUNOS Enhanced Services J-series Services Router
Getting Started Guide

Provides an overview, basic instructions, and specifications
for J-series Services Routers. This guide explains how to
prepare a site, unpack and install the router, replace router
hardware, and establish basic router connectivity. This guide
contains hardware descriptions and specifications.

JUNOS Enhanced Services Migration Guide

Provides instructions for migrating an SSG device running
ScreenOS software or a J-series router running the JUNOS
software to JUNOS Software with Enhanced Services.

JUNOS Enhanced Services Interfaces and Routing
Configuration Guide

Explains how to configure J-series router interfaces for basic
[P routing with standard routing protocols, ISDN service,
firewall filters (access control lists), and class-of-service (CoS)
traffic classification.

JUNOS Enhanced Services Security Configuration
Guide

Explains how to configure and manage security services
such as stateful firewall policies, IPSec VPN, firewall screens,
Network Address translation (NAT) and Router interface
modes, Public Key Cryptography, and Application Layer
Gateways (ALGs).

JUNOS Enhanced Services Administration Guide

Shows how to monitor the router and routing operations,
firewall and security services, system alarms and events,
and network performance. This guide also shows how to
administer user authentication and access, upgrade software,
and diagnose common problems.

JUNOS Enhanced Services CLI Reference

Provides the complete JUNOS Software with Enhanced
Services configuration hierarchy and describes the
configuration statements and operational mode commands
not documented in the standard JUNOS manuals listed in
Table 6 on page 30.

WXC Integrated Services Module Installation and
Configuration Guide

Explains how to install and initially configure a WXC
Integrated Services Module in a J-series router for application
acceleration.

JUNOS Software with Enhanced Services Release
Notes

Summarize new features and known problems for a
particular JUNOS Software with Enhanced Services release
on J-series routers, including J-Web interface features and
problems. The release notes also contain corrections and
updates to JUNOS Software with Enhanced Services manuals
and software upgrade and downgrade instructions.

Table 6: Related JUNOS and WX Documentation

Book

Description

JUNOS Software Configuration Guides
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Table 6: Related JUNOS and WX Documentation (continued)

Book

Description

JUNOS Class of Service Configuration Guide

Provides an overview of the class-of-service (CoS) functions of the
JUNOS software and describes how to configure CoS features,
including configuring multiple forwarding classes for transmitting
packets, defining which packets are placed into each output queue,
scheduling the transmission service level for each queue, and
managing congestion through the random early detection (RED)
algorithm.

JUNOS Feature Guide

Provides a detailed explanation and configuration examples for
several of the most complex features in the JUNOS software.

JUNOS MPLS Applications Configuration Guide

Provides an overview of traffic engineering concepts and describes
how to configure traffic engineering protocols.

JUNOS Multicast Protocols Configuration Guide

Provides an overview of multicast concepts and describes how to
configure multicast routing protocols.

JUNOS Network Interfaces Configuration Guide

Provides an overview of the network interface functions of the
JUNOS software and describes how to configure the network
interfaces on the routing platform.

JUNOS Network Management Configuration Guide

Provides an overview of network management concepts and
describes how to configure various network management features,
such as SNMP and accounting options.

JUNOS Policy Framework Configuration Guide

Provides an overview of policy concepts and describes how to
configure routing policy, firewall filters, and forwarding options.

JUNOS Routing Protocols Configuration Guide

Provides an overview of routing concepts and describes how to
configure routing, routing instances, and unicast routing protocols.

JUNOS Services Interfaces Configuration Guide

Provides an overview of the services interfaces functions of the
JUNOS software and describes how to configure the services
interfaces on the router.

JUNOS Software Installation and Upgrade Guide

Describes the JUNOS software components and packaging and
explains how to initially configure, reinstall, and upgrade the JUNOS
system software.

JUNOS System Basics Configuration Guide

Describes Juniper Networks routing platforms and explains how
to configure basic system parameters, supported protocols and

software processes, authentication, and a variety of utilities for

managing your router on the network.

JUNOS References

JUNOS Hierarchy and RFC Reference

Describes the JUNOS configuration mode commands. Provides a
hierarchy reference that displays each level of a configuration
hierarchy, and includes all possible configuration statements that
can be used at that level.

JUNOS Interfaces Command Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot interfaces.

JUNOS Software with Enhanced Services and Related Documentation
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Table 6: Related JUNOS and WX Documentation (continued)

Book

Description

JUNOS Routing Protocols and Policies Command
Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot routing policies and protocols,
including firewall filters.

JUNOS System Basics and Services Command
Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot system basics, including
commands for real-time monitoring and route (or path) tracing,
system software management, and chassis management. Also
describes commands for monitoring and troubleshooting services
such as class of service (CoS), IP Security (IPSec), stateful firewalls,
flow collection, and flow monitoring.

JUNOS System Log Messages Reference

Describes how to access and interpret system log messages
generated by JUNOS software modules and provides a reference
page for each message.

User Interface Guides

J-Web Interface User Guide

Describes how to use the J-Web graphical user interface (GUI) to
configure, monitor, and manage Juniper Networks routing
platforms.

JUNOS CLI User Guide

Describes how to use the JUNOS command-line interface (CLI) to
configure, monitor, and manage Juniper Networks routing
platforms.

JUNOS API and Scripting Documentation

JUNOScript API Guide

Describes how to use the JUNOScript application programming
interface (API) to monitor and configure Juniper Networks routing
platforms.

JUNOS XML API Configuration Reference

Provides reference pages for the configuration tag elements in the
JUNOS XML API.

JUNOS XML AFI Operational Reference

Provides reference pages for the operational tag elements in the
JUNOS XML API.

NETCONF API Guide

Describes how to use the NETCONF API to monitor and configure
Juniper Networks routing platforms.

JUNOS Configuration and Diagnostic Automation
Guide

Describes how to use the commit script and self-diagnosis features
of the JUNOS software. This guide explains how to enforce custom
configuration rules defined in scripts, how to use commit script
macros to provide simplified aliases for frequently used
configuration statements, and how to configure diagnostic event
policies.

JUNOScope Documentation

JUNOScope Software User Guide

Describes the JUNOScope software graphical user interface (GUI),
how to install and administer the software, and how to use the
software to manage routing platform configuration files and monitor
routing platform operations.

JUNOS and JUNOScope Release Notes

JUNOS Software with Enhanced Services and Related Documentation
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Table 6: Related JUNOS and WX Documentation (continued)

Book

Description

JUNOS Release Notes

Summarize new features and known problems for a particular
software release, provide corrections and updates to published
JUNOS, JUNOScript, and NETCONF manuals, provide information
that might have been omitted from the manuals, and describe
upgrade and downgrade procedures.

JUNOScope Release Notes

Contain corrections and updates to the published JUNOScope
manual, provide information that might have been omitted from
the manual, and describe upgrade and downgrade procedures.

WX Manuals

WX Central Management System (CMS) Describes how to manage, monitor, and configure up to 2000 WAN

Administrator's Guide

acceleration platforms and WXC Integrated Services Modules.

WX/WXC Operator's Guide

Describes how to use the WXOS Web interface and CLI to configure,
monitor, and manage individual WAN acceleration platforms and
WXC Integrated Services Modules.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
http://www.juniper.net/techpubs/docbug/docbugreport.html. If you are using e-mail, be sure
to include the following information with your comments:

Document name
Document part number
Page number

Software release version

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC support
contract, or are covered under warranty, and need postsales technical support, you
can access our tools and resources online or open a case with JTAC.

JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/customers/support/downloads/710059.pdf.

Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

JTAC Hours of Operation —The JTAC centers have resources available 24 hours
a day, 7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with
the following features:

m  Find CSC offerings: http://www.juniper.net/customers/support/
m  Search for known bugs: http://www2.juniper.net/kb/
m  Find product documentation: http://www.juniper.net/techpubs/

m  Find solutions and answer questions using our Knowledge Base:
http://kb.juniper.net/

m  Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

m Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

m  Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

m  Open a case online in the CSC Case Manager: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number
Entitlement (SNE) Tool located at https://tools.juniper.net/SerialNumberEntitlementSearch/ .

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.
m  Use the Case Manager tool in the CSC at http://www.juniper.net/cm/ .
m Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit
us at http://www.juniper.net/support/requesting-support.html.

If you are reporting a hardware or software problem, issue the following command
from the CLI before contacting support:

user@host> request support information | save filename

To provide a core file to Juniper Networks for analysis, compress the file with the
gzip utility, rename the file to include your company name, and copy it to
ftp.juniper.net:pub/incoming. Then send the filename, along with software version
information (the output of the show version command) and the configuration, to
support@juniper.net. For documentation issues, fill out the bug report form located at
http://www.juniper.net/techpubs/docbug/docbugreport.htmi.
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Revision History

August 2008—Revision 4, Release 8.5R4 of JUNOS software with enhanced services.
April 2008—Revision 3, Release 8.5R3 of JUNOS software with enhanced services.

12 February 2008—Revision 2, Release 8.5R2 of JUNOS software with enhanced
services.

16 November 2007—Revision 1, Release 8.5R1 of JUNOS software with enhanced
services.
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