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IVE Platform Version 7.3R2 Build # 22751 
 
This is an incremental release notes describing the changes made from 7.3R1 release to 7.3R2. The 7.3R1 
GA release notes still apply except for the changes mentioned in this document. Please refer to 7.3R1 GA 
release notes for the complete version. 
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Noteworthy Changes: 
1. Support of Mac OS X 10.8 and Safari 6 
 Support for Mac OS X 10.8 and Safari 6 has been added in SA 7.2R4. For information on the 
access mechanisms supported on this platform, please refer to the Supported Platforms document. For 
known issues, please read through this document. 
2. Default ESAP 
 The default ESAP has been changed from ESAP 2.1.2 to ESAP 2.1.9. Upon upgrade, if the ESAP 
version on the SA is lower than 2.1.9 then 2.1.9 will become the active version. 
3. Secure Meeting 
 The meeting process will be proactively restarted weekly if there are no meetings on the device. 
This is to prevent the process from consuming too many resources. This change should have no impact on 
meeting users. 
4. Compatibility issue due to User-Agent change in iOS/Android client 3.2 
 For iOS and Android devices, if HC is configured on 7.2R2 or greater then Junos Pulse client 
versions 3.2 and greater are required for the connection to be successful. (776459). 
5. Ace authentication library 
 Starting with release 7.2R3, the RSA ACE authentication library that is responsible for 
communication with backend RSA ACE authentication servers has been upgraded. This upgrade will not 
result in any change in the behavior of existing or new ACE authentication server instances defined on the 
SSL VPN platform. (770003). 
6. AAA 
 HTML id attribute has been added to some elements within the custom sign-in package samples. 
These do not alter the functionality in anyway and can be safely ignored. No re-customization of existing 
custom sign-in pages is needed on account of this change. (792219). 
7. Network Connect 
 This release adds support for 32 bit Network Connect and 32 bit Agentless Host checker: on 
Linux 64 bit platforms as specified in the SA 7.3 Supported Platforms document. Please also see 
http://kb.juniper.net/KB25230 for more details. 
8. Pulse Collaboration 
 Meeting custom sign-in page template has undergone substantial revisions in this release. For 
customers who have created their own meeting custom sign-in pages, it is strongly recommended that 
they re-create those sign-in pages using the new template. 
9. Dropped environment variables in Custom File Rules in Host Checker for MAC OS 

From 7.2 onwards, the following environment variables in “Custom File rule for Macintosh in 
Host Checker” are no longer supported, <%java.home%>, <%java.io.tmpdir%>, <%user.dir%> and 
<%user.home%>.  If these environment variables are configured in the rules, during an upgrade to 7.3R2, 
the following changes are made: 
a. <%java.io.tmpdir%> to /tmp 
b. <%user.dir%> to <%HOME%> 
c. <%user.home%> to <%HOME%> 



 
If <%java.home%> env variable is configured, a message is logged with critical level in the event logs. 
The environment variable, <%USER%> can be used in the rules. This variable corresponds to the logged 
in user name on the client machine 
 

NSM Schema for 7.3R2 
 The NSM schema for this software version will not be published. 
 

General NSM Limitations 
 If there is a mismatch between software-catalog build version and release build version on the 
device, upgrading the device using NSM will not work. For example, 6.5R3 schema was published using 
build 15215 (software catalog version), but subsequently, 6.5R3.1 was released with build 15255.  In this 
case, NSM will not recognize build 15255 as a valid upgradable release.  However, if device is manually 
upgraded to build 15255, since there were no additional schema changes, the device should still be 
manageable via NSM (523868). 

Best Practices for FIPS Devices 
 The following does not apply to configs exported from 6.5R5 and beyond:  
1. Do not import a previously exported system config since it might contain a corrupted FIPS keystore 
database. If you must import an older system config, the option “Import Device Certificate(s)” must be 
unchecked when importing.  
2. After upgrading to 6.5R2 it is strongly recommended that the system config be exported to take a back 
up of FIPS keystore database. The newly created system config will contain a clean FIPS keystore 
database. 
3. After upgrading to 6.5R2, in case the admin console reports a “FIPS disassociated” state, go into serial 
console and reload the FIPS keystore database (Option 9 -> Sub-option 1). 

Known Issues/Limitations Fixed in 7.3R2 Release 
 

1. aaa-active-directory - If AD server has more than 1000 groups and “Group Search with LDAP” is 
enabled then groups listed after the first 1000 groups are not retrieved by the IVE.  (812311) 

 
2. aaa-other - Unix file bookmarks show garbled characters for Japanese language. (696806) 

 
3. aaa-other - Associated sessions with a single user record are not cleared when admin does Delete 

All Sessions from admin page. (801500) 
 

4. aaa-other - If the total number of active IVS users is greater than the allotted number of minimum 
users for the root IVS, root users cannot complete authentication. (821155) 

 



5. aaa-saml - The user doesn't logout of an SA automatically when the same user logs out of another 
SA, where the user has already logged into two SAs configured as SP and PingFederate 
configured as IDP with Single Logout option enabled. (810967) 

 
6. aaa-saml - Certificate selection was not being honored with SAML Peer SP configuration based 

on Metadata when manual certificate selection option is enabled. (820549) 
 

7. cifs-other - No error message or warning is thrown when a file larger than 2GB is downloaded 
through file browsing. (784865) 

 
8. email-other - When using the email proxy functionality for IMAP/POP/SMTP traffic, the DNS 

resolution for the email servers is done at the time of the initial connection. The DNS data is not 
refreshed during the email proxy session. (809600) 

 
9. endpointintegrity-esap - When uploading an ESAP package to a 4-node cluster, the ESAP 

package may not get copied to all nodes in the cluster causing some users may not be able to 
authenticate. (779118) 

 
10. endpointintegrity-liveupdate - In a clustered environment, the “Auto-update virus signatures list” 

occasionally fails to download thereby causing all users to fail the Host Check. (733352) 
 

11. endpointintegrity-others If the client machine is in a time zone for which Daylight saving is 
effective and if the "Adjust clock for Day light Savings" option is enabled then checking for latest 
Virus Definition  might fail, even if the latest updates are installed.  (808018) 

 
12. endpointintegrity-others - When a Mac client resumes from sleep, Host checker’s CPU usage 

increases significantly. (822138) 
 

13. logging-admin - User access log fails to show bytes sent/received for Pulse in standard view. 
(813840) 

 
14. pulse-hostchecker - Finding delay in Host Checker due to Shavlik dlls, even when patch 

assessment is not required. (795901) 
 

15. pulse-hostchecker - If Cache Cleaner is enforced on the IVE and if the versions of Pulse and IVE 
are different then Pulse is unable to connect to the IVE.  (811597) 

 
16. pulse-hostchecker - When Pulse is launched through browser in proxy auth scenario, Host 

Checker fails to download files for ESAP, Shavlik and EES if they are required to complete the 
TNC handshake.  (815046) 

 
17. pulse-sa-nc-am - Pulse session start and end scripts are copied to C:\Windows\Temp instead of 

the user's temp folder. (817082) 
 



18. pulse-soft-token - Junos Pulse client does not handle New PIN mode with Blackshield 
Cryptocard. (815692) 

 
19. system-other - If a license increment request fails, it is logged every 17 mins on the Enterprise 

license server and on the IVE with a log severity level of MAJOR. (800699) 
 

20. system-other - iveDiskNearlyFull SNMP trap being erroneously sent if archiving takes longer 
than 30 minutes. (815915) 

 
21. web-other - In some cases of XML data chunks, XML garbage is not handled properly. (722277) 

 
22. web-other - The "edit" button on the portal page on a Japanese iPad is vertical rather than 

horizontal. (798473) 
 

23. web-other - The ‘add’ and ‘delete’ buttons on the portal page on a Japanese iPad are vertical 
rather than horizontal. (798504) 

 
24. web-other - Oracle JDE Enterprise One application when accessed through IVE is calling a 

function detectClose() which is closing the previous window when a new window is opened. 
(802412) 

 
25. web-other - Certain types of Javascript content greater than 14 K in length are not being rewritten 

correctly. (803749) 
 

26. web-other - Javascript error in rewriting the SAP portal page. (820388) 
 

27. web-sso - Rewriter server crashes intermittently during Web SSO. (797257) 
 

28. web-sso - SSO with SAML 2.0 with SA as IdP and using Artifact does not work (810583) 
 

29. web-sso - SA Kerberos SSO requests are not falling back when the KDC is down. (813216) 
 

30. win-term-svcs-other - Under peak load, WSAM, Windows Terminal Services, Citrix Terminal 
Services users experience slow response times if RADIUS accounting is enabled for this traffic. 
(787199) 

 
31. win-term-svcs-other - The Hob applet used in the "Premier Java RDP applet" has been upgraded 

to version 3.3.0692.  (813806) 
 

32. win-term-svcs-other - Clicking the “Restore Window/Maximize Window” buttons in the Premier 
Java RDP client window on Mac OS X 10.7/10.8  can cause a crash. (814936) 

 


