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Trend Micro Policy Based Host Check

Executive Summary

Host Checker can be configured using Policy Based host checksto require that Trend Micro
OfficeScan isrunning and up to date before allowing a user to connect to the IVE.

This can be done with two checks.
1 Check to seeif the software and signatures are up to date.
2. Check to seeif the real time scan option is enabled and the processis running.
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Trend Micro Office Scan Version Check

Thispolicy verifies that OfficeScan is up to date with the version specified by the administrator.
Thisincludes checking for the virus pattern version, and the scanning engine version.

Pattern Version Check

Attribute Check: Registry Settings
HKEY_LOCAL_MACHINBSSOFTWARE\TrendMicro\PC-
cillinNTCorp\CurrentVersion\Misc.\PatternVer dword; 951

EngineVersion Check

Attribute Check: Registry Settings
HKEY_LOCAL_MACHINESOFTWARE\TrendMicro\PC-
cillinNTCorp\CurrentVersion\Misc.\EngineZipVer string; 7.100
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Trend Micro Policy Based Host Check

Trend Micro OfficeScan Realtime Scan

This policy verifiesthat OfficeScanis currently enabled and running on the workstation.
It can also verify that it isthe correct version using an MD5 sum.

Host Check tolook for the NTRT Scan process
Attribute Check: Process
NTRTScan.exe required MD5:

Host Check to ensurethat Real Time scan isenabled

Attribute Check: Registry Settings
HKEY_LOCAL_MACHINBESOFTWARE\TrendMicro\PC-cillinNTCorp\CurrentVersion\Real Time Scan
Configuration\Enable dword; 1
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Host Checker Policies Applied to Authentication Realm

Thisisascreen shot of all the above Host Checker policies being applied to an authentication
regm.

An administrator would go to Users...Authentication...”realm name” ... Authentication
Policy...Host Checker

They would the select the available policy and click the add button. Thiswill add it to thelist of
checked policies.
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