How to integrate RSA ACE Server SecurlD Authentication with Juniper
Networks Secure Access SSL VPN (IVE) with Single Node or Cluster

(A/A or A/P)

The following steps are on:

SA Version 6.4 R1
RSA ACE Version 6.1

Scenario # 1: Single Node or Standalone SA

There are four configuration steps required to integrate RSA SecurID with the IVE

appliance.

1.

2.
3.
4

Add IVE as an Agent Host in the RSA Authentication Manager’s database
and create sdconf.rec file.

Add ACE server to the IVE configuration and import the sdconf.rec file.
Bind the Ace server to an IVE authentication realm

Configure role mapping rules

Step 1: Add the IVE as an Agent Host within the RSA Authentication
Manager’'s database and create an sdconf.rec file.

1. On the RSA Authentication Manager computer, go to Start > All Programs
- RSA Security 2 RSA Authentication Manager Host Mode. On the
Agent Host menu, choose “"Add Agent host”.

Name: Type the hostname of the IVE

Network Address: Type the real IP address of the IVE internal
interface for NodeA

Agent Type: Select Communication Server

Encryption Type: Choose your encryption method. The IVE supports
both SDI & DES encryption

Assign users to the Agent Host by choosing either “Open to All
Locally Known Users” or click “"User Activations” and assign
users. In our example we choose “"Open to All Locally Known
Users”.



#3 RSA Authentication Manager 6.1 Administration sry-ma-ssl-01.JTACSSLMA.COM
File Systern User Token Group | Agenmt Host Realm  Sike RADIUS Log Repork Help

Edit Eent Host, ..

Copy Agent Host...
List Mgent Hosks., ..
Celete Agent Hosts. ..

Server Assignrmentk, ..
Generate Configurakion Files. .,




Add Agent Host Ed I

Mame: |SA Device

MNetwork address: [172.28.80.43

Site: |

Agent type: |[UNIX Agent

Encryption Type: © SDI # DES

Group Activations...

Communication Server
Single-Transaction Comm Server hd

I Node Secret Created

[+ Open to All Locally Known Users

[~ Search Other Realms for Unknown Users
[~ Requires Name Lock

¥ Enable Offline Authentication

¥ Enable Windows Password Integration

[~ Create Yerifiable Authentications

User Activations...

Secondary Nodes...

Delete Agent Host

Edit Agent Host Extension Data...

Configure RADIUVS Connection...

Assign Acting Servers...

Create Node Secret File...

oK Cancel Help

2. Click OK to add the IVE as an Agent Host to the RSA Authentication

Manager’s database.

3. In the RSA Authentication choose Generate Configuration File>One
Agent Host. Select the Agent Host for the SA created in Step 2 and Click OK
and save the sdconf.rec file in a known directory. The same sdconf.rec file will
be used in subsequent steps to import on the ACE server instance created on

the SA device.



Generate Configuration File

— Generate Configuration File For:

" All Agent Hosts
&+ One Agent Host
" Arange of Agent Hosts using Acting Master:

< No Selection >

Cancel

Step 2: Add the ACE server as an authentication server instance on the IVE
by importing the sdconf.rec file

In the Administrator Console, choose Authentication>Auth Servers>ACE>New
Server. The configuration page for the ACE server appears.
After the sdconf.rec is imported, the ACE configuration is synchronized across all
members of the cluster.

¢ Name: Enter a name to identify the ACE Server instance

e Port: Change if needed but the default is 5500

« Import new config file: Click the "Browse” button and upload the

sdconf.rec file.
e Click Save Changes



Auth Servers =

ACE Server

N

Mame:  |ACE Sewer

ACE Part: 5500

Configuration File

Current config file:
Imported on;

Import new caonfig file:

Node VYerification File

Node
[] this node

Save Changes ?

[ Save Changes l [ Resst l

Label to rafarenca this sarver,

C\RS&_SA Fileshsdeonfrec
Thu Jul 23 08;59;55 2009

Browse... Specify new configuration file and click Save ¢

Creation Time

Note that under Node Verification file, the “"Creation Time"” is blank. This
will not be filled in until at least one user authenticates successfully to

this SA device.

Step 3: Bind the ACE Server to an IVE Authentication Realm:

e Go to Users > Roles and create a role for your SecurlID users based on
your secure access policies.

« Go to Users > Realm > New and enter the appropriate information for
the Authentication Realm



New Authentication Realm

Mame: !ACE | Label to raference this razlm

Description:

[l When editing, start on the Role Mapping page

Servers

Specify the servers to use for authentication and authorization. To creste or manage servers, see the Sarvers page.

= . [ 3 z
Authentication: | ACE Vl Specify the serverto use for suthenticatin
Directory/Attribute: I_NEIFIE V"l Specify the sarver to wse for aothorizatior

e J Lo . :
Accounting: | Mone V| Specify the server-to use for Radius accow

Name: Give the Realm a Name
Authentication Server: Select the ACE server defined step above
and save changes

Step 4: Configure Role-Mapping rules.



W Juniper

= RETWDRKS

Central Manager

Stabus ¢| UserAuthentication Realms =
Conlil:igurai:iu;n,n k ACE
Metwark '

Clustering 4

LogiMonitoring ¢

Signing In k

s SPECIY hOW 10 assign roles toousers when they sign in, Users that are not assigned a role will not be able to sign in,
i ﬁdn‘iinishraj:prg

Authentication

Calagation

[ Mew Rule... H Duplicate ”Delete] E] [E

2 Users

Authentication

i b When users meet these conditions assigh these roles
oles

Mew User
= Resource Policies

Web H| When more than one role is assigned to a user;

Files ¥ ] )

34 .| @ Merge settings for all assigned roles

Telnet55H O User must select from among assigned roles

Win Term Sucs ¢
r:te'twqu Conned: ¢
Meetings

() User must select the sets of merged roles assigned by sach rule

Ernail Client Mote: Users that do not meet any of the above rules will not be able ta sign intae this realm,

e Click "New Rule” and create a role mapping rule.



User Authentication Realms >

ACE

ey | Role Mapping

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be =

[ Mew Rule_.. ] [ Duplicate ] [ Delete ] E] E]

P When users meet these conditions

[] 1. | usernameis "*"

assign these roles

¢ Lsers

When more than one role is assigned to a user:
(¥} Merge settings for all assigned roles
) User must select from among assigned roles

) User must select the sets of merged roles assigned by each rule

Note: Users that do not meet any of the above rules will not be able to sign into this realm.

After successfully configuring the server, SecurID authentication is enabled on the

IVE. Users who are configured to use SeucurID authentication can sign in with their
username and their SecurID Passcode.



Auth Servers >

ACE Server

e e

Name: ‘ACE Serer

ACE Port:

Configuration File

Current config file:
Imported on:

Import new config file:

Node Yerification File

Node
[] this node

Save Changes ?

l Save Changes HReset]

‘Label to reference this server,

C:\RSA_SA Files\sdconf.rec
Thu Jul 23 08;59;55 2009

| H Browse... |

Specify new configuration file and «

Creation Time
Thu Jul 23 10:35:37 2009



Scenario # 2: Active / Active or Active / Passive SA Cluster

There are four configuration steps required to integrate RSA SecurID with the IVE
appliance.

1. Add each IVE nodes of the cluster as an Agent Host in the RSA
Authentication Manager’s database and create sdconf.rec file.

Add ACE server to the IVE configuration and import the sdconf.rec file.
Bind the Ace server to an IVE authentication realm

Configure role mapping rules

PwN

Step 1: Create an Agent Host within RSA Authentication Manager, one for
each member in the IVE Cluster with its corresponding IP address.

¢ On the RSA Authentication Manager computer, go to Start> All
Programs>RSA Security>RSA Authentication Manager Host Mode. On
the Agent Host menu, choose "Add Agent host”.
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Edit Eent Host, ..

Copy Agent Host...
List Mgent Hosks., ..
Celete Agent Hosts. ..

Server Assignrmentk, ..
Generate Configurakion Files. .,

« Name: Type the hostname of the IVE

* Network Address: Type the real IP address of the IVE internal
interface for NodeA

« Agent Type: Select Communication Server



 Encryption Type: Choose your encryption method. The IVE supports
both SDI & DES encryption

e Assign users to the Agent Host by choosing either “"Open to All
Locally Known Users” or click “User Activations” and assign
users. In our example we choose “"Open to All Locally Known
Users”.

e Click OK to add the IVE as an Agent Host to the RSA Authentication
Manager’s database.

Edit Agent Host

Name: |[NodeA

Network address: [172.19.48.158

Site: Select |

Agent type: |[UNIX Agent

‘Communication Server
Single-Transaction Comm Server |

Encryption Type: " SDI « DES
[ Node Secret Created
v Open to All Locally Known Users %
[~ Search Other Realms for Unknown Users
[~ Requires Name Lock
I+ Enable Offline Authentication
v Enable Windows Password Integration

[~ Create Yerifiable Authentications

Group Activations... User Activations...
Secondary Nodes... Delete Agent Host
Edit Agent Host Extension Data... Configure BADIUS Connection...
Assign Acting Servers... Create Mode Secret File...
Ok Cancel Help

« Go back and repeat step one for NodeB as shown in the
screenshots below.



Edit Agent Host

MName: MNodeB

Network address: [172.19.48.159

Site: Select

Agent type: | 2
Communication Serser

Single-Transaction Comm Server |

Encryption Type: " SDI = DES
" Node Secret Created
v Open to All Locally Known Users

[~ Search Other Realms for Unknuwn%sers
[~ Requires Name Lock

¥ Enable Offline Authentication
v Enable Windows Password Integration

[~ Create Yerifiable Authentications

Group Activations... User Activations...
Secondary Nodes... Delete Agent Host
Edit Agent Host Extension Data... Configure RADIUS Connection...
Assign Acting Servers... Create Node Secret File...
oK Cancel Help

4. In the RSA Authentication choose Generate Configuration File>One
Agent Host. Select the Agent Host for the SA created in Step 1 and Click OK
and save the sdconf.rec file in a known directory. The same sdconf.rec file will
be used in subsequent steps to import on the ACE server instance created on
the SA device.
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fdd Agent Host, .,
Edit fgent Host, ..
Copy Agent Host, ..
List Agent Hosts., ..
Celete Agent Hosts. ..
Server Assignrenk, ..

Configuration Files, .,

Generate Configuration File | x|

— Generate Configuration File For:

" All Agent Hosts

* One Agent Host

" Arange of Agent Hosts using Acting Master:
< No Selection >

Step 2: Add the ACE server as an authentication server instance on the IVE
by importing the sdconf.rec file



In the Administrator Console, choose Authentication>Auth Servers>ACE>New
Server. The configuration page for the ACE server appears.
After the sdconf.rec is imported, the ACE configuration is synchronized across all

members of the cluster.
« Name: Enter a name to identify the ACE Server instance
e Port: Change if needed but the default is 5500
« Import new config file: Click the "Browse” button and upload the
sdconf.rec file.
e Click Save Changes

Auth Servars =

ACE
Mame; ACE Label to refarance thiz servar,

&CE Port: (5500

Configuration File

Current config file: C:4Everyoneshareysdconf.rec
Irmported on: Wed Jul 22 04:54:37 2009

Ir'l"l[:II:II't niesw I:Dﬂﬁg file: Browse... Specify new configuration file and cick Save Chang:
Irnport

Node Yerification File

Mode Creation Time
[] Moded -
[] ModeB -

Save Changes ?

l Save Changes J l Heset J

Note that under Node Verification file, the “Creation Time"” is blank. This will
not be filled in until at least one user authenticates successfully to each of
the nodes. You will need to log into the physical IP of each node to allow the
SA and the ACE server to negotiate a node secret on first successful login.



Step 3: Bind the ACE Server to an IVE Authentication Realm:
« Go to Users>Roles and create a role for your SecurlID users based on
your secure access policies.

¢« Go to Users>Realm>New and enter the appropriate information for the
Authentication Realm

New Authentication Realm

Mame: _ACE Label to referance this rezlm

Diescription:

[l When editing, start on the Role Mapping page

Servers

Specify the servars o 2 far authentication o authorization. To cregte or manage servers, see the Saenvers page
Authentication: ACE | Specify the sarverto use for suthenticatin
Directm"g,f,-',&ttribute: MNaone b Specity the'sarver to use for acthorizatior
Accounting: Mone w Specify the server-to use for Badius accol

Name: Give the Realm a Name
Authentication Server: Select the ACE server defined step above
and save changes

Step 4: Configure Role-Mapping rules.

e Click "New Rule” and create a role mapping rule.



W Juniper

o NETWORKS

Central Manager

= System
Status i
Con'{‘igura.tipn [
Metwotk [
Clustaring ¢
LogfMonitaring
Signing In k
= Administrators

Authenitication

Dalagation

Authentication

Rolas

Mew User

5l '
Telnet/S5H [
iifin Tarm &ucs +
Ne’twork Conned ¢
Meetings

Emnail Client

User Authertication Realms »

ACE

Specify how to assign roles to-users when they sign in, Users that are not assigned a role will not be able to sign in,

[ [ew Rule... ” Cuplicate HDeIeIe] [ﬂ[ﬂ

b When users meet these conditions assigh these rales

YWhen more than one role is assigned to a user;

(%) Merge settings for all assigned roles
() User must select from among assigned rales

() User must select the sets of merged roles assigned by each rule

Note: Users that do not meet any of the above rdles will not be able to sign into this realm.

After successfully configuring the server, SecurlD authentication is enabled

on the IVE.

Users who are configured to use SeucurID authentication can

sign in with their username and their SecurID Passcode.

Log directly into NodeA Physical IP, 172.19.48.158, and you will now see
node secret file created for NodeA

Save Ch

Ruile Mar



N —

Mame; !-&.CE Label to referance this servar,

ACE Port: 5500

Gonfiguration File

Current config file: C:8\EveryoneSharetsdconf.rec
Imported on: Thu Jul 23 10:13:31 2009
Import new config file: Specify new configuration fils

Mode ¥Yerification File

MNode Creation Time
|:| Mode s, Thu Jul 22 10:14:11 2009
[] ModeB -

Save Changes ?

[ oave Changes ] [ Reset ]

Log directly into NodeB Physical IP, 172.19.48.158, and you will now see
node secret file created for NodeB as well.



N

Mame: ACE

ACE Port: 5500

Configuration File

Current config file:
Imported on;

Import new config file:

Mode Yerification File

Mode
[] Modes

[] ModeB

Save Changes ?

[ save Changes ] [ Heset ]

Label to referance this zervar,

C:\EveryoneSharetsdconf.rec
Thu Jul 23 10:13:31 2009

Browse...

Specfy new configuration file

Creation Time
Thu Jul 22 10:14:11 2009

Thu Jul 23 10:14: 59 2009



In ACE 7.1 Authentication Manager Version:

To add an authentication agent:

1. Click Access > Authentication Agents > Add New.

2. From the Security Domain drop-down menu, select the security domain to
which you want to add the new agent.

3. Use the Hostname buttons to specify whether you want to enter a new name
for the agent or use an existing server name.

If you choose to enter a new name, the name must be unique.

If you choose to use an existing server node, the IP Address and Alternate IP
Address fields are automatically populated with information for the host and
are read-only.

4. In the IP Address field, enter the IP address of the agent.

If you choose to use an existing server name, this field is automatically
populated and read-only.

5. From the Agent Type drop-down menu, select the type of agent you want to
add. The default choice is Standard Agent.

6. Configure rest of the options as per your requirements.

7. Click Save.

[E Help on this par

Authentication agents provide a secure bwo-way cammunication path to and from the RSA Authentication Manager, When a user attempts to gain access to a network resource, the ¢
receives the authentication request and submits it over a secure line to the Authentication Manager,

| Cancel | Save | Save & Add Another

Required Field

Administrative Control

[E] security Domain: ISvstemDDmain - I administrators may manage this authentication agent

Authentication Agent Basics

[5] Hostname: @ | Resolve IP

™ Existing nade: I-- Choose One - = I

[E P address: |
Resolve Hostname

[ Protect IP Address: [¥ Prevent auta registration From unassigning IP address

[i] Alternate IP Addresses: 1P Address

| [ add [ update




This procedure configures communication between the authentication agent and RSA
Authentication Manager, and generates the Authentication Manager configuration
file, sdconf.rec. Before an authentication agent can communicate with the
Authentication Manager, you must copy this file to the agent host.

To configure communication options and generate the configuration file:

1. Click Access > Authentication Agents > Generate Configuration File.

2. From the Maximum Retries drop-down menu, enter the number of times
you want the authentication agent to attempt to establish communication
with Authentication Manager before returning the message "Cannot initialize
agent - server communications."

3. From the Maximum Time Between Each Retry drop-down menu, enter the

number of seconds you want to set between attempts by the authentication

agent to establish communications with Authentication Manager.

Click Generate Config File.

Click Download Now to download the configuration file.

vk

-

23| Generate Configuration File

Cptionally, configure the maximum number of retries and the maximum time between each retry,

Cancel IE | Reset E] | Generate Config File

Agent Timeout and Retries

[i] Maximum Retries: Allowe |5 _x | attempts before timing ook

[i] Maxirurn Time Bebween Each Retry: Al |5 - | seconds between each attempt




Additional ACE features:

IVE ACE-Challenge Intermediation Pages
The IVE supports the following ACE challenges
New PIN Mode
System Generated PIN
Next TOKENCODE Screen

New Pin Mode:

¥ Juniper

Welcome to the

Insta[\}t Virtual Extranet

(&) New PIN Required

You must create a new Personal Identification Number (PIN) before you can sign in. Your PIN shou

New PIN: |

Confirm PIN: |

# Be sure to remember your PIM, because vou need it to sign in.
® If you prefer, the system can generate 3 PIN for you., Generated PIMs are typically more secure.
® If you decde not to create a new PIN now, click Cancel.

Save PIN Cancel




System Generated PIN:

Juniper’

Melcoma to the

Instant Virtual Extranet

L) Gunerote Nev PINT

The systom wll Ndow Gonorate 5 PN fowr youi. Mako Sure tThat no Ond alse Can 86 your SCroen And the

GQHH-J\PN ] CWHI
4

Walcome to the

Instant Virtual Extranet

A) Naw PIN Generated

Your ngw PIN = buat. Be swre 1o remember it, beciuse you negd your PIN each Lme you ssgn n. Wi
ther Sigri-m Duagdo.




Next Token Code Screen:

¢ Juniper’

HNETWORKSE

Welcome to the

Instant Virtual Extranet

/% Token Resync Required

Please enter an additional token code to continue,

The server requires that vou enter an additional token code to verify that vour credentials are valid, To continue, w.
change and then enter the new code in the SecurlD Token Code field,

SecurlD Token Code:

Enter Cancel




