ESAP 1.4.9

Note:

In ESAP 1.4.9, under Anti-Spyware List, the product “Norton Antivirus (15.x)” (as in ESAP 1.4.8) will
appear as “Norton Antivirus [Antispyware] (15.x)” (in ESAP 1.4.9). So any policy with product name
“Norton Antivirus (15.x)” should be deleted and created again while upgrading to ESAP 1.4.9.

Support has been added for the following products in ESAP 1.4.9:
Anti-Virus Products:
e ESET NOD32 Antivirus 4.x
e ESET Smart Security 4.x
e FairPoint Security Suite Virus Protection 7.x
e TrustPort Antivirus 2.8.x
e ThreatFire 4.1 4.x

e Verizon Internet Security Suite Anti-Virus 8.x

Firewall Products:
e ESET Smart Security 4.x
e FairPoint Security Suite Firewall 7.x
e TrustPort Personal Firewall 4.x

e Verizon Internet Security Suite Firewall 8.x

Anti-Spyware Products:
o TUTR ANAEDO 2009 3x

. BigFix AntiPest 2.x
. FairPoint Security Suite Spyware Protection 7.x

. Kingsoft Internet Security 9 [AntiSpyware] 2008.x

e  #IUEFH 2009 [AntiSpyware] 2009.x
. Norton AntiVirus [AntiSpyware] 15.x

. Verizon Internet Security Suite Anti-Spyware 8.x



Known Issues/Limitations in ESAP 1.4.9:
- ESET NOD32 3.x is not getting detected under a specific scenario. (428404)
- Rising Internet Security 2009 (21.x) is not supported. (437022)

- Last Scan Time for Symantec Antivirus 10.x is not returning correct values.

(436248)
. Fortinet Client 4.x is not supported. (440024)

- Avira AntiVir Personal 8.x gives incorrect value for LastSystemScan on German XP.

(441460)
- AV Check fails for Norton 360 v2 with UAC Enabled on Vista. (386088)

- The Anti-Virus Check for Norton Internet Security 2009 (v16) and Norton AntiVirus

2009 will not be correct on a non-XP-32bit machine with security centre disabled.

Workaround:

If the security center service is disabled and you are on a Non-XP 32 bit machine it is
required that the “Early Load” of the Auto-Protect feature be enabled. This feature
can be enabled by opening the AntiVirus or Internet Security Options, selecting the

Real-Time Protection tab, and under Auto-Protect, you will find "Early Load".

Known Issues/Limitations Fixed in ESAP 1.4.9:

. Microsoft Firewall XP SP2+ now gets detected under a specific configuration.

(394523)

. The spyware check for Symantec Endpoint Protection 11.x will now fail if “Proactive

Threat Protection” is disabled. (407796)

. HC Firewall policy now fails for Symantec Endpoint Protection 11.x if 'smc -stop’

command is executed. (429997)



4. FSRTP check for F-Secure AV (5.x) now passes. (430515)

5. Norton Antivirus 10.x now gets detected. (435099)



