Juniper Networks NetScreen Secure Access Release
Notes

IVE Platform version 6.3R7 Build # 14969

Thisisan incremental release notes describing the changes made from 6.3R1.2 release to 6.3R7.
The 6.3R1.1 GA release notes still apply except for the changes mentioned in this document. Please
refer to 6.3R1.1 GA release notesfor the complete version.

Known Issues/Limitations Fixed in 6.3R7 Release

1. aaa-netegrity — Fixed an issue, where the sigielicy for a URL that does Siteminder authentarat
is modified to use different authentication seivevill always use Siteminder authentication. (488%

2. aaa-saml - Fixed an issue with a crash thatdwoctur during SAML POST authentication. (443323)
3. cifs-cdl — Fixed an issue where push configfaiith XML import. (473674)

4. clustering-active-passive — Fixed an issue waitlActive/Passive cluster where both cluster member
are sending gratuitous ARPs for the cluster's VF9322)

5. cs-nc-enduser - Fixed an issue where a deadloald occur under heavy load if NC was configured
to use DHCP to assign IP addresses (463427)

6. cs-nc-enduser — Fixed an issue with the fulh sagn-in URL on a standalone NC client on Mac is
saved improperly (469587)

7. cs-nc-enduser - Fixed an issue in NC, wher&iNA login would fail with HC enabled in a certain
customer scenario. (471911)

8. endpointintegrity - hostchecker — Fixed an issitk incorrect Japanese translations of someef th
Host Checker reason strings. (468249)

9. endpointintegrity - hostchecker — Enhanced mgmmanagement for Host Checker during every check
it performs (480730)

10. meeting-series-other — Fixed an issue relat@dsecure meeting critical event in the events log
(460390)

11. system-other — Fixed an issue where the netagmkice does not respond when the IVE console
displays "do you wish to reboot?" on the IVE cors@59221)



12. system-other — Fixed an issue with the SSLlaa®n card which could cause lockup issues.
(463889)

13. web-javascript - Fixed an issue in the cookiedber for Safari 4.0.x browsers. (473037)

14. web-other — Fixed an issue where when accessastgmer-specific auth servers via rewriter, a use
enters credentials, but keeps getting redirecteddifferent auth server. (460828)

15. web-selective-rewrite - Added support for daveling docx, xIsx, pptx file types through the
rewriter. (474538)

Known Issuesin the 6.3R6 maintenancereease and earlier

1. asg-cs-nc-policies - NC log viewer doesn’t worleapected. To view the debug logs, go to advanced
view and click on ‘Explore Log Files’. (415885)

2. endpointintegrity-hostchecker - Advanced Endpoiatddse will erroneously flag certain versions of
mstsc.exe as a key logger. (455966)

Known I ssues/Limitations Fixed in 6.3R6 Release

1. aaa-admin — Fixed an issue where an adminisitatdd be locked out of the serial console if the
console is password protected and if a passwonagehis required on first log on (438998)

2. aaa-client-cert - User authentication may faé idual authentication setup where the primary
authentication is a certificate authentication eetdeving the attributes from the certificate sartakes
greater than 120 seconds. (440750)

3. aaa-client-cert - Fixed an issue where LDAP t&3eL download fails if download takes more than
30 seconds. (451664)

4. aaa-client-cert - Removed expired Root CA dediés from Trusted Server CA's list. (460118)
5. aaa-other - Fixed German localization issuenéw PIN message. (452495)

6. aaa-radius - Fixed a Radius issue where IVEssdoplicate Request ID under heavy user load.
(437865)

7. cachecleaner-end-user - If the DSPREAUTH comskieo long, Cache Cleaner users' sessions may end
unexpectedly." (450686)

8. cifs-bookmarks - Now the Windows File book muauikh special characters or Japanese characters does
not get garbled. (448799)

9. cifs-other - The user can now specify the donading with user credentials when accessing Windows
File shares. (440168)



10. cifs-other - When uploading a file through Womg file browsing, the progress bar may not extend
100% even though the file has been transferred Eatp. This issue has been fixed. (448528)

11. cs-jsam-supportedapps - Fixed an issue whetledBuaccess via JSAM would fail for certain
restricted users. (455380)

12. cs-nc-admin - Fixed an issue, where the NQicliession tab was truncating the URL of the IVE in
certain client scenario. (428763)

13. cs-nc-enduser - Fixed an issue where powes gseitd not install NC/GINA through JIS if NW
GINA was present. (459460)

14. cs-nc-enduser - Fixed an issue where the wgpdge for other users being logged in was nohetig
well in the standalone NC client. (465339)

15. cs-nc-other - Fixed an issue where Mac NC waoldaunch if the proxy PAC file was not
accessible. (431670)

16. cs-nc-other - IGMP packets are now tunneleabidin Network Connect. (451647)

17. endpointintegrity-others - Fixed an issue wliga download of the Virus Update/Patch management
file. (430610)

18. juns-access-service - The issue with odTraynexdollowing shared component guidelines has been
resolved. (458009)

19. meeting-series-clustering - Improved the clgawof file descriptors in certain scenarios. (45172

20. sensors-xml-import-export - The XML Import ofleleted custom rule attached to an anonymous
authentication server would result in failure. This been fixed. (439491)

21. virtual-desktop-end-user - Acrobat attach bwikoption does not work when Outlook is restricted
inside virtual desktop (449604)

22. web-active-x - Fixed a rewriter issue in GE FACentricity SPa06. (458208)

23. web-html - Fixed an issue with the rewritingiRL base tags. (444645)

24. web-java-sun-jvm - The reports of InfoVista getperly loaded displaying entire content (456537)
25. web-other - The issue with ActiveX deleting B®ID cookie has been resolved. (437140)

26. web-other - Fixed an issue in the SSO Form Pfa&tlire where it would fail to automatically send
credentials for every alternate login request. #49

27. web-other - Emails created on iNotes will neger contain embedded HTTP links and will therefore
be clickable on the LAN. (460149)

28. win-term-svcs-admin - Now the JICA applet s&eonfigurable by the admin specified values.
(448713)



29. win-term-svcs-nsm-rendering - Fixed a WTS issbere WTS bookmarks are named the same when
user logs in if the TS bookmarks are created frddivIN(440705)

Known I ssues/Limitations Fixed in 6.3R5 Release

1. aaa-netegrity - Fixed an issue in Netegrity FORMSFQ@uthentication that would get triggered when
SSL acceleration was enabled. (422509)

2. aaa-netegrity - Siteminder: Validation of protentlevel of resource was not being done at logiretim
if the user authenticated with auto-login. User ldaget authenticated even if the protection legel i
below the required value. This has been resolvi31.359)

3. aaa-policies - Fixed an Issue, where the host nantks-' are denied by the wide open WSAM ACL.
(408667)

4. aaa-radius - Now Radius interim updates will ba &&mlVS NC users also. (436659)

5. aaa-realms - Now the “username” attribute is retriesuccessfully from the directory of primary
authentication server for secondary authenticdtiarase of dual authentication on the user realm.
(428025)

6. aaa-roles - Now idle session reminder won't popvben the cts session is in use. (387605)

7. cifs-other - Fixed an issue where the first attetoiccess an NTLM-v2-protected file server through
the file browsing functionality would always faf891947)

8. cifs-other - Fixed an issue where windows file bsowg would fail if the domain query returned a
positive response for the DFS root referral. (4113

9. cifs-other - During windows file browsing, the colefe file name will be displayed when user hovers
the mouse over the file link. (428165)

10. cifs-other - Multiple file download where file nameontain special characters are now supported.
(435178)

11. cifs-other - The multiple file upload with the umapress option will now succeed even when the file
name is identical to the folder name. (437190)

12. cs-nc-enduser - Siteminder authenticated usera@ariaunch Network Connect on the Mac.
(428511)

13. cs-nc-enduser - The Network Connect client willoreger download the .ins file to the client even if
it is configured as a pac file in the IE browsdmefe is no loss in functionality since the .ine fNas
not supported. (431726)

14. cs-nc-enduser - On Vista platforms that had madtiger profiles, NC would sometimes retrieve the
proxy.pac file from an incorrect location. This Heesen fixed. (435304)
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17.
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21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

cs-nc-enduser - The Linux-NC RPM file now indicates name and version info specific to the
release. (437812)

cs-nc-enduser - The issue with shortname DNS |laokumpa domain that is at the end of a DNS suffix
list has been resolved. (440945)

cs-nc-enduser - NC has extended wait time to 60rgscfor the NC start scripts to be copied to the
client. (441293)

cs-nc-enduser - Fixed an NC issue where GINA iilexl by default on Vista irrespective of SA
admin configuration. (445252)

cs-nc-enduser - NC will now restart the client D&®n after the tunnel is established. (448374)

cs-nc-other - Fixed an issue in NC where NC diseotswwhen round robin DNS is used in Vista.
(420442)

cs-nc-other - Fixed a crash in Network Connect @sedhat could occur after 1 million NC tunnels
were established. (421558)

cs-nc-other - Fixed an issue in NC where RADIUSoacoting-request stop packets sent by IVE
contain zero data value. (432580)

cs-nc-other - Fixed an Issue with NC GINA whereltgn fails when the password is about to
expire. (432960)

cs-nc-policies - Fixed an Issue on NC Connectiaifiles where the 'No Compression' setting
defaults after a refresh on 'Proxy' setting. (4BJ91

cs-nc-policies - Fixed an Issue where the updaguiency of proxy under NC connection profile
should be a multiple of 10. (430587)

cs-wsam-other - Fixed an Issue in WSAM, where tientand proxy are in the same domain and
there are multiple requests generated via the WSiMiltaneously fail to authenticate with the
proxy. (426866)

cs-wsam-other - In some instances, WSAM wouldtéadlose the connection with the IVE when the
client closed the connection with WSAM. This is$iaes been resolved. (443464)

cs-wsam-ppc - Fixed an issue in the WSAM Ul exddetan the Windows mobile platform.
(430674)

cs-wsam-ppc - Fixed an issue where WSAM can redovesise of a samUI crash on a Windows
Mobile Client platform. (438091)

endpointintegrity-hostchecker - Advanced Endpoiafddse will no longer flag valid system
processes such as outlook.exe, mstsc.exe, andrcdreoas keyloggers. (385172)

endpointintegrity-hostchecker - Fixed an issue whke Japanese reason string for a failed HC
policy was showing up garbled. (386373)
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endpointintegrity-tncs - An issue where TNCS senrashed, generated a process snapshot, and
exceeded number of file descriptors has been redo(428722)

meeting-series-enduser - Meeting type options agctsupport Meeting" and "User cannot create
meetings" were being merged incorrectly if a usas wapped to multiple roles. (445626)

meeting-series-mysecuremeeting - Fixed an issuealgSecureMeeting would not allow attendees
to login when the meeting ID contained eight or enoonsecutive numeric characters. (440503)

msp-ivs - Fixed an issue for certain corrupted 8Afigs where adding a new authentication server
may potentially lead to the deletion of an existiegver. (420249)

msp-ivs - Now the auto-update of NC PAC file reqs@se sent on the vlan of the IVS with the
corresponding vlan IP address. (420882)

system-digital-cert — Resolved issue with missiatadlt root server CAs. (440731)

system-install-upgrade — Resolved an issue wheredhal console display was stuck at "BIOS
check successful”. (443475)

system-time - Now a major event error messagebeilogged in event logs when NTP server is
unreachable. (425973)

system-webserver - Returned an error if a non-I'éEue Meeting user accessed a web page that
was accessible to authenticated IVE users. (431794)

virtual-desktop-end-user - Upon launching SVW withan IVS, it launches successfully and no
longer gives the error, "You do not have permisslogin. Contact system Admin." (411591)

web-java-sun-jvm - Fixed issues in the Java rewr{t&!3409)
web-java-sun-jvm - Supported the rewriting of tinebed tag in javascript. (446551)
web-javascript - Fixed a javascript rewriting issni¢he XML rewriter. (431654)

web-javascript - Fixed an issue in the javascepiriter so that Citrix 5.0 Web Interface page
displays correctly in Safari. (440219)

web-javascript - Issue with a Remedy web interfagesolved. (440670)
web-other - Fixed an issue in the javascript rewspecific to Firefox browsers. (423548)

web-other - Fixed a problem with reusing of SSLsa®ss in the webserver , when the SSL client is
caching connections (423748)

web-other - Resolved an issue where the OWA SavgAlayin was not working through the IVE
rewriter. (427815)

web-other - Fixed a rewriter issue where the liwksen't rewritten properly. (429414)

web-other - Resolved a javascript rewriter issd481749)
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web-other - Fixed an issue in the rewriting of theL parameter of a META tag (434997)
web-other - Fixed an issue in the javascript reewffior Firefox browsers. (440635)
web-pdf - Fixed an issue in the rewriting of certkinds of PDF documents. (424913)

web-ptp-other - IVE will now handle the white spatkat precedes the HTML Response Headers
properly. (426180)

web-ptp-other - Fixed an issue in the web rewridédated to case sensitivity of the "filename”
parameter in the Content Disposition header. (4802

web-rewrite-filter - The URL field in the Rewritélfer Resource Policy page now accepts wildcards.
(425849)

web-rewrite-filter - Fixed an issue in the rewrgiof javascript that is embedded within XML
content. (429144)

web-supportedapps - Accepting a meeting invitatio@WA 2007 through the rewriter with framed
toolbar resulted in the browser trying to closelitsThis is now fixed so that the expected behagfo
simply closing the message is performed. (429133)

win-term-svcs-enduser - Fixed an issue of acceshm@itrix custom ICA application, when screen
size is different with SSO enabled. (415809)

win-term-svcs-enduser - Fixed an issue with Citisted Applications where single sign on would
occasionally fail on low bandwidth connections.3435)

win-term-svcs-enduser - A malicious URL was caumP session launch, hence causing an
exception. This has been fixed so that RDP sessioo longer launched. (442988)

win-term-svcs-other - The Juniper Citrix Listed Aipptions functionality now supports the
?Encryption? settings that are configured on ax(iletaframe Presentation server. (418081)

win-term-svcs-other - Fixed an issue in the SesBioactory functionality of the Juniper Terminal
Services client. (435034)

win-term-svcs-other - Characters such as &, !, greenow supported in passwords for the Citrix
Listed Applications functionality. (445466)

Known Issues/Limitations Fixed in 6.3R4 Release

1. aaa-client-cert — Fixed an issue where CRL dakowas not occurring if the OCSP responder
was not reachable. (401516)

2. aaa-client-cert — Importing a client certificthat contains an unsupported public key no
longer results in an assertion. (411006)



3. aaa-netegrity — The Siteminder Automatic Reditd#RL field can now accept text that is
greater than 2048 characters. (418022)

4. aaa-radius - Fixed an issue with Casque Raditreatication. (423304)

5. aaa-realms - Fixed an issue when a corruptedrogs config may prevent a user from
logging in because the max number of concurrensusmit is reached. (414162)

6. aaa-sign-in-pages - Fixed an issue with sigoeiicies when a realm name starts with “nan”.
(393522)

7. aaa-sign-in-pages - Session remainder popupwaoWs fine with custom pages on Firefox.
(425034)

8. cifs-other - During the file browsing operatidhe IVE will now stop reading files from the
file server when the client closes the connecti8n5199)

9. clustering-active-active - IP address assignedhe management port will not be cleared
when the node joins a cluster. (389028)

10. cs-jsam-enduser - Fixed an issue of JSAM otaVigere it would not intercept traffic if the
JSAM application name was a duplicate of an alreadsting entry in the hosts file. (417275)

11. cs-jsam-other - Fixed the issue of JSAM acogd$ie registry as appropriate in cases of
automatic host-mapping and Web-proxy registry ci{88i8407)

12. cs-nc-enduser - Fixed an NC issue where N@drsects when logged in via credential
provider if domain server's netbios name is diifikfeom domain name. (404787)

13. cs-nc-enduser — Fixed an issue where NC lagintbm ncsvc fails for all sign-in URLS
even if Host Checker is enabled for only one osthsign-in URLS. (405695)

14. cs-nc-enduser - When "Automatic metric" is@df route metric is modified, no error is
observed by the Vista users (426844, 426579)

15. cs-nc-policies - With the fix, NC connectiorofiles "AES128/SHA1" is not automatically
enabled if changes are made in DNS tab. (411786)

17. cs-wsam-enduser - Now, DNS request to a hogtvemald not go the IVE if it is a localhost
in WSAM session. As, anyway localhost name carebelved locally through windows API.
(396403)

18. cs-wsam-enduser - Fixed the Issue of WSAM gstting disconnected and the UDP based
application traffic goes secured via the WSAM. (4Q0)



19. endpointintegrity-hostchecker — Fixed a smahmory leak in Host checker on Windows XP
and Vista clients. (394646)

20. endpointintegrity-hostchecker - Host CheckercBss checks with MD5 no longer fail on
Mac OS 10.5.x. (420691)

21. Endpoint integrity-others - No cookies remdteraogout if 'delete all cookies at session
termination’ option is selected. (385440)

22. general-product-architecture — Provided a moganingful error message when
authentication to a file browsing server failed’/§986)

23. meeting-series-end-user - The dates displayestheduled recurring meetings are no longer
shifted back one day for the month of November724B3)

24. meeting-series-performance - Resolved an isssecure meeting where the viewers screen
would not accurately represent the screen of thegmter. (424950)

25. sysmgmt-archiving - The FTP archiving feature/rallows specification of credentials to
access the backend FTP server in the format "doosgmame”. (403256)

26. sysmgmt-SNMP - Fixed an issue where SNMP GHVEoCpuUtil would stay at 100%
even when after the CPU utilization has gone dqwi2243)

27. system-dashboard - In a cluster (A/A), theapfor selecting 'All members' is removed
from the pull down menu of throughput on dashbddi®006)

28. system-digital-cert - No assertion is generatkdn certificate with policies is used for
authentication. (386065)

29. System-other - Fixed an issue that would oadwen processing IPSec packets when SSL
acceleration was enabled. (407791)

30. System-other - Fixed an issue on how SNMPthet€PU numbers so no false critical
events are generated. (422050)

31. system-security - Client certificate autheritaaworks even after the upgrade from 5.3R8 to
6.0 and above. (403755)

32. system-time - Fixed a system issue where I¢latsk gains more than 5 minutes per day on
SA2500. (399091)

33. ui-admin - With the fix, the last configuredwerk settings of the VLAN does not disappear
unexpectedly. (408351)



34. virtual-desktop-end-user — Microsoft Office Z(es (word/excel/ppt) can now be saved in
SVW on Vista. (385957)

35. web-flash - Fixed an issue when rewriting Flpages. (403022)
36. web-flash - With the fix, the flash applicatimorks through the rewriter. (410531)

37. web-java script - Web applications developaedgu&oogle Web toolkit (GWT) are now
supported by the rewriter. (417550)

38. Web-other - User gets prompt to download IG& fiiom the website for Citrix Client
Deployment method optionl and after download, weammnect to the server (393769)

39. Web-other - Rewritten URL in the FORM POST Ug&dnfiguration will not longer cause an
assertion. (401839)

40. web-pdf - Fixed an issue related to PDF-FDFitewy. (415730)

41. web-policies - Fixed an issue where under gedecumstances the IVE would re-sign the
rewritten Java applet with the default code sigrdagificate instead of the code signing
certificate imported on the device. (416816)

42. win-term-svcs-other — Fixed an issue where 88@d fail in a WTS or a CTS session if the
username parameter contained a “\”. (384718)

43. win-term-svcs-other - The cab file can be d@madked from the citrix website. (392378)

44. win-term-svcs-other - Citrix web access pagereaw display the folder contents even when
the folder is more than 3 levels deep. (421374)

Known Issues/Limitationsin 6.3R3 Release

1. asg-cs-nc-policies - NC stays in reconnect modewvialticast network is defined in split tunnel
network and "Enable Split Tunneling with route chamonitor” option is selected. (415472)

2. asg-cs-nc-policies - NC log viewer doesn’t worleapected. To view the debug logs, go to advanced
view and click on ‘Explore Log Files’. (415885)

Known Issueg/Limitations Fixed in 6.3R3 Release
The following list enumerates known issues whichenfexed in this release:

1. aaa-admin - Incorrect NTLM V1 related informatiwill no longer be logged when IP based matching
for Hostname based policy resources is enable@9(B3¥3)

2. aaa-ldap - LDAP login causes internal servesremhen the User DN has got '\' in the member
attribute. (386186-2)



3. aaa-ldap - Custom expressions with names camgamultiple spaces can now be deleted/ modified.
(389405-2)

4. aaa-ldap - On the Auth Server Configuration pabeuld be able to delete or modify the groups wit
two or more than two spaces in the name of theyr(399896-4)

5. aaa-local - Now displaying the accurate mestagead-user when user is required to change padswor
the next time they sign in. (391332-4)

6. aaa-local - If the language option is set to-Baglish via the Control Panel, the warning message
"New password must not repeat previous 1 passwasdsow displayed in the correct language.
(396788-3)

7. aaa-local - "Manage users on" drop-down box whimntains the list of Auth server names will now
list the exact server names and not the server arsn02316-3)

8. aaa-radius - Resolved an issue with loggingrafrenessages when the RADIUS server is not
reachable. (379527-6)

9. aaa-radius - Fixed an issue where invalid charaevould show up in Radius accounting logs.
(404203-7)

10. aaa-resource-profiles - IVE configuration withltiple roles assigned to a Resource Profile works
fine. (403843-3)

11. aaa-saml - CER format of the certificate is rsopported with the SAML SSO POST method.
(386265-2)

12. cs-jsam-other - Fixed a crash while handlirgWP traffic in NC. (399674-2)

13. cs-jsam-resource-profiles - The dangling refees that are created to older JSAM profile booksar
will be resolved. (386327-2)

14. cs-nc-enduser - The Network Connect Mini-Bravesidress bar now supports URLs up to 2048
characters long whereas earlier it supported 2 toharacters. (386376-3)

15. cs-nc-enduser - Fixed a NC issue where NC thifow.windows.app.23712" error and exits on Vista.
(388051-4)

16. cs-nc-enduser - Resolved an issue where VistaSérs randomly received error
(nc.windows.setup.24084) when launching NC via N@icner while NC was being upgraded. (391155-
3)

17. cs-nc-enduser - The NC standalone client on Meg diplays correct sign-in page when custom-sign
in pages are used (391555-3)

18. cs-nc-enduser - Fixed a NC issue where dafawuleé can be changed to get access to the local
network on Vista and NC does not disconnect evengh NC is set to "disable split tunneling" mode.
(397983-3)



19. cs-nc-enduser - Fixed a NC issue where clieNS suffix is always replaced by IVE DNS suffix.
(401652-5)

20. cs-nc-enduser - Fixed a NC issue where pacridated excludes wildcards for respective proscol
when |E uses different servers for ftp, http, atgph. (410253-3)

21. cs-nc-other - Fixed an NC issue where proxymggtin Firefox are not getting restored after NC
disconnects when the PAC file size is greater tGB. (385137-3)

22. cs-nc-other - Network Connect on Mac OS X nddsaa route to the NC client IP via localhost.
(397950-3)

23. cs-nc-other - Fixed an assertion in Networkri@ah (404753-3)

24. cs-nc-policies - Fixed a NC issue where unebgaemulticast route is added to routing table even
though its not defined in Split Tunnel networks8§399-5)

25. cs-nc-policies - In NC, fixed an issue where IWME retrieves the PAC file from the proxy server
every 10 minutes regardless of the configuratidoeraf the update frequency. (391335-5)

26. cs-nc-policies - Now "@" can be used in Frankedddress attribute from the IAS server in NC
Connection Profiles configuration. (401792-4)

27. cs-wsam-other - Resolved an issue with adhéwitige configuration of optional WSAM Application
Path. (382440-6)

28. email-other - Fixed an issue in the secure lgonaxy feature where the SA would stop responding.
(383995-5)

29. endpointintegrity-hostchecker - Fixed an isstere the message would be blank on the remediation
page when the HC Registry Check failed due to g tegistry entry. Now the message will appear, but
only in English. Localized messages will be madalable in the next maintenance release. (379564-2)

30. endpointintegrity-hostchecker - HC gets instalbroperly on Vista clients. (386375-3)

31. endpointintegrity-hostchecker - SVW launchespprly when the signin url for SVW starts with a
numeric value. (387233-3)

32. endpointintegrity-hostchecker - In "Add CustBuoie: Patch Assessment” page for adding HC rules,
what should be "Criteria" was earlier displayed@stera" is resolved. (389835-3)

33. endpointintegrity-hostchecker - The Antivirdigies with latest updates option are interpreted
correctly. (399500-5)

34. endpointintegrity-hostchecker - No HC cliergdon debug.log when client side logging is disdble
on admin. (400462-4)

35. endpointintegrity-hostchecker - Fixed a hostodler issue related to Advanced Endpoint Defense.
(404360-3)



36. endpointintegrity-hostchecker - The Host Chedkectory no longer gets corrupted when HC with
AV policy is configured on IVS. (408505-7)

37. endpointintegrity-hostchecker - Fixed an issudost checker so that Sygate Enforcement APl is
accurately detected. (411738-3)

38. juns-ax-java-installer - The complete texttaf NC installation message on a Japanese Windows XP
now displays. (384011-7)

39. meeting-series-admin - When a meeting preseastag Vista with Aero theme shares a single
Internet Explorer Window, other users no longer®ealapping unshared applications. (401226-4)

40. meeting-series-clustering - IVS User can naw foeeting via meeting page if conductor is on
another cluster node in same IVS. (386207-5)

41. meeting-series-mysecuremeeting - For userngmesclude the '@', MySecureMeeting meeting
URL no longer replaces '@" with '%40'. (390915-4)

42. meeting-series-other - Secure Meeting URL ifonger missing '/meeting’ in description shown on
user page. (401268-3)

43. meeting-series-other - Auth Server meetingpaties can be configured using the Meeting Role lin
(404714-5)

44. nfs-other - Fixed a DNS query tool issue whH¥Ee sends DNS queries with the Class set to ANY
instead of IN. (406076-4)

45. sysmgmt-snmp - Improved the algorithm by wig®tMP traps are generated for high memory and
CPU utilization. (385905-2)

46. sysmgmt-snmp - Trap messages longer than 1@24 are truncated. So, SNMP traps are not
fragmented. (400829-3)

47. system-admin - Fixed an issue where the SSéleator card would get enabled on an upgrade even
if the option were disabled in the admin cons@84(/76-5)

48. system-admin - Eliminated some unnecessarynkgsages. (401338-2)

49. system-network - The option to "Disable extemmizrface when internal interface fails" works
properly. (385960-4)

50. system-webserver - Fixed an issue in the wekese/hen it receives a partial block of data fritra
Network Connect client. (401947-6)

51. uac-agentless - Agentless logout page is ngeloblank on pocketpc. (394007-6)
52. virtual-desktop-end-user - Disasble "run-asSVAV. (384601-4)

53. web-active-x - Clients are now able to prirtigret reports through web rewriter. (410730-2)



54. web-encoding - Resolved a rewriter issue whava PDF Viewer was displaying a PDF file as
random text. (391188-5)

55. web-html - Access to the requested protectealuree is granted after authentication to GetAccess
and AUTH_SESSION_ID cookie is received. (383647-4)

56. web-html - Fixed an issue related to rewritimg properties of an object. (384141-2)

57. web-javascript - Fixed a javascript rewritesuis related to the use of href as a property abgerct.
(397495-9)

58. web-javascript - Resolved a javascript rewet@or involving document.write. (406999-4)
59. web-other - Web page with UTF-16 encoding $pldiyed properly via core rewrite. (386110-3)
60. web-other - Fixed an issue related to the estarage. (396114-4)

61. web-other - Fixed an issue where bookmark namees changed extraneously during an upgrade.
(398319-3)

62. web-pdf - Fixed a small PDF rewriting issu€dq844-5)

63. web-pdf - Add rewrite support for PDF links sfied with Launch in the action dictionary. (40220
4)

64. web-ptp-other - IVE toolbar is now visible whaecessing web resource via PTP. (397172-6)
65. web-rewrite-filter - Spurious event log messageated to filters will no longer be seen. (38353

66. web-rewrite-filter - Fixed an issue in the regarwhen it is processing gzip data from the backe
web server. (385591-2)

67. web-selective-rewrite - Fixed an issue relae8SO FORM POST. (376950-5)

Known I ssues/Limitations Fixed in 6.3R2 Release

The following list enumerates known issues whichenfexed in this release:

1. aaa-active-directory - Now a new error code addatistinguish between authentication server
connect failures and invalid user credentials. {3233)

2. aaa-active-directory - Resolved an issue with PassManagement and Kerberos in Active
Directory authentication. (385281-1)

3. aaa-admin - Fixed an issue with an error pageaysp the default background color, despite
custom background color being configured. (3794B86-2

4. aaa-client-cert - Fixed an issue with role mappailgng, when two or more certificate restrictions
are configured on the role level. (385557-6)



5. aaa-ldap - Now PMI attributes which goes beyond soffix will NOT be searched to reduce the
time delay in authentication. (385951-3)

6. aaa-local - Fixed an issue where usernames wéegd lis random order when added by an Admin
user (385199-3)

7. aaa-local - Now proper error message will be diggdato convey the fact that 'system' is not allowed
as a username. (386271-5)

8. aaa-passwd-mgmt-ldap — Now Japanese translatmovsled for “New password must not repeat
previous one passwords”. (387934-2)

9. aaa-radius - The corresponding Radius accountir@PSfiessage was missing if the user exited the
IVE without properly signing out and then re-loggedefore the session expired. (377464-3)

10. aaa-radius - Fixed an issue in Radius AccountingreviRadius session ID was login time based,
resulting in issues due to system time change aadre-logging into the same session. (377663-3)

11. aaa-radius - Fixed an issue where the class atrddithe start and stop Radius accounting packet
was mismatched if a user exited without signingamd then logged in before the session expired.
(379458-5)

12. aaa-radius - Resolved an issue with logging ofremessages when the RADIUS server is not
reachable. (379527-3)

13. aaa-radius - Now the Radius challenge responsewiéigisplay correctly even if the Radius
Access-Challenge does not contain the STATE at&ili385256-5)

14. aaa-radius - Resolved an issue with re-sendingA@IRBS Access requests, when Additional
attributes/values are asked by the RADIUS serd86199-4)

15. aaa-realms - Resolved as issue where the guaramiedsker of users for each Realm was not
working as expected. (384121-2)

16. aaa-realms - Now role mapping rules based on userfiar usernames with spaces can be created.
(385963-5)

17. aaa-roles - Now idle session reminder wont pop bprwthe CTS session is in use. (387605-3)

18. aaa-session-timeout - Fixed maximum session timeadue issue and max value is set to 9999999.
(385644-5)

19. aaa-session-timeout - When an IVE user sessiomesphe new popup window now shows the
URL. (386254-2)

20. aaa-sign-in-pages - Fixed an issue with displagingassword Management messages when
standalone Network Connect is used to login tdWte (384390-5)

21. cifs-bookmarks - Fixed a Japanese character erg@sline in Windows File sharing. (385048-3)



22. cifs-enduser - Fixed an issue with unzipping of dlmaded zip archive, when as particular Japanese
Character is present. (382659-7)

23. cifs-other - Fixed an issue with accessing ofghares in NAS through CIFS. (384830-3)

24. cifs-other - Now windows file share with single ¢eian the folder name can be bookmarked.
(385410-3)

25. cifs-other - Now DFS-referral points to a physidaliice by SAN and NetApp devices are supported.
(385800-5)

26. cs-nc-acls - Fixed a NC Used-IP list looping issedrere NC disconnects with a 23792 error.
(376582-3)

27. cs-nc-enduser - Now NC wont get disconnected whemdute metric changes to a higher value.
(385049-2)

28. cs-nc-enduser - NC: DNS Service in Vista SP1 wilvirestart after NC shuts down prematurely
(385558-2)

29. cs-nc-enduser - Fixed an NC issue where NC alwalisliack to SSL mode. (386284-2)

30. cs-nc-i18n - Corrected the Korean translation ofiNéhu items that get displayed when you right-
click on the NC icon. (393802-2)

31. cs-nc-other - Fixed the Network Connect rpm paclsagersion to be in sync with the IVE version.
(384756-6)

32. cs-nc-other - Fixed a high CPU issue caused whaéyiGaaser connected using ssl mode suspends the
client machine while downloading data over the N@hel. (391044-5)

33. cs-wsam-enduser - Resolved WSAM on 64-bit systeneidy re-directing to a web-page with the
message - WSAM is not supported on 64-bit syste&36531-8)

34. email-other - The description of email passworddw translated to Japanese. (385411-3)

35. endpointintegrity-hostchecker - Fixed an issue wliea user has two Realms (one with HC, one
without) they are still able to login to the non-lé@en if ActiveX & Java is disabled. This applady
to XP. If the user is running Vista, they will NGiaive access to the non-HC Realm. (381049-2)

36. endpointintegrity-hostchecker - Resolved an issitle Most Checker remediation action not working
inside IVS. (384338-3)

37. endpointintegrity-hostchecker - Fixed a HC issuemtHostChecker parses IE proxy exceptions
incorrectly. (385578-5)

38. endpointintegrity-hostchecker - Verified that thiemt is now remediated when the AnhLab V3
Internet Security 2007 definitions are out of dafince the definitions are updated, the user can no
connect. (385773-3)



39. endpointintegrity-hostchecker - HC policies no lentail when Korean characters are included in
computer name or user account name of a clien{3®2074-4)

40. endpointintegrity-others - Resolved an issue withlgation of Host Checker policies for various
sign-in pages. (385034-3)

41. endpointintegrity-tncs - Fixed an issue in Host €de& where policy of one IVS is getting evaluated
from another IVS (385901-3)

42. endpointintegrity-tncs - Memory allocation issuleattwere causing TNCS crashes are now fixed.
(385982-5)

43. msp-ivs - Resolved an issue with the functionalitypynamic Policy Evaluation inside IVS.
(378364-2)

44. msp-logging - Fixed an access error on VS whiléiagl new filter for logging. (385020-3)

45. sysmgmt-config-import-export - Fixed an issue infig export where ivs config export with
password protection fails due to absence of passeanfirmation field. (385684-3)

46. sysmgmt-snmp - Fixed an issue with High CPU SNMipgrbeing sent even when there are not
much activities on a Cluster. (382589-2)

47. sysmgmt-snmp - Now SNMP community string can hanexl characters like ~"|@#$%"&*()_+|-
=\([:"<>?,./ (385170-6)

48. sysmgmt-snmp - The SYNTAX for certain SNMP metfezre changed from Integer32 to Gauge32.
(385469-5)

49. system-debugging - Enhanced logging capabilitieenthe IVE is running at high CPU. (383607-9)

50. system-network - From the IVE trouble shooting sotthe IVE will yield the correct result when
doing an NS lookup on a DNS server with more than Hosts for the same name. (385649-4)

51. system-other - Fixed a buffer issue in TCP dumptmoapture small bytes of data. (379087-4)

52. system-other - Windows Terminal Services sessiolomger freezing for 1-2 minutes when looking
at flash content. (384304-2)

53. system-security - Admin Sign-in page should notlisplayed through external interface. (386123-2)
54. system-webserver - Fixed a high CPU issue whent&8tware Acceleration enabled. (385993-8)

55. virtual-desktop-end-user - Resolved an issue withiting when Citrix session is running inside a
Secure Virtual Workspace. (379544-8)

56. virtual-desktop-end-user - Fixed an issue with Se®Vdisplaying the login page when launched
through Internet Explorer in Windows Vista. (3841381

57. virtual-desktop-end-user - Resolved an issue whetigeX controls could not launch within SVW if
they were installed previously on the desktop. 63348)



58. virtual-desktop-end-user - Improved response timiuniper Windows Terminal Service in an SVW
environment. (385019-3)

59. virtual-desktop-end-user - Fixed an SVW issue whieeeoriginal Office 2007 Excel (.xlIsx) file on
the real desktop is deleted after .xIsx file isexhin SVW on Vista. (386078-3)

60. virtual-desktop-end-user - Fixed an issue in SV\WerghHaunching SVW a second time fails when IE
"Protected Mode" is off. (386296-3)

61. virtual-desktop-other - Using Java applets (SSHbmaok, Citrix WI via JICA, etc.) now works
inside SVW with JRE 1.6 installed on the clien83390-2)

62. web-acl - Resolved a problem where rewriting ara¢titnate applet caused 100% CPU. (385243-3)

63. web-ive-toolbar - Resolved an issue where if a fiewindow would open with out any content and
the session counter was enabled it would causerdwveser to hang. (385286-5)

64. web-ive-toolbar - Resolved a problem when the 1@ bar would be used to return back to the
homepage from a framed page. (385502-3)

65. web-java-sun-jvm - Resolved a rewrite issue wittustom chat application. (385142-2)
66. web-javascript - Resolved some rewrite issuestdistam RSA web applications (383125-4)
67. web-javascript - Fixed a javascript rewriter isselated to the location object. (385507-7)

68. web-javascript - Fixed an issue with incorrect tigmf search results after the initial search on a
website through the rewriter. (393496-2)

69. web-javascript - Resolved an issue with rewriteewtjavascript:" is present inside the HREF tag.
(395398-2)

70. web-other - Resolved an issue with a "dot" beirgsent in the Personal Greeting Area of the
Bookmark Ul, when it is disabled. (383660-5)

71. web-other - Resolved an issue with displaying d&panese web page when accessed through the
rewriter. (384641-6)

72. web-other - Fixed a rewriting issue where using OR087 and IE7 the IVE sign-on page flashes in
email preview pane or when your try to open theiberfg85105-4)

73. web-other - Now Juniper Copyright footer won't ligpthyed on error pages if it's disabled in Ul
option. (385552-3)

74. web-other - Resolved an issue related to booknthdtshave java applet as a web bookmark.
(385776-3)

75. web-other - Fixed an issue where a Hosted Javaet\ppload fails when Uncompress jar/cab file
option checked. (385948-5)



76. web-other - Fixed cookie handling for the authdi@aonly proxy component (394359-2)

77. web-pdf - Resolved an issue with saving of PDFsfilmough OWA when HTTP 1.1 is enabled.
(384755-5)

78. web-pdf - Resolved a PDF re-writing issue wher®& Rle has further links to other PDF files.
(394954-2)

79. web-supportedapps - Fixed an encoding issue ineSPaint rewriting. (384881-3)

80. web-supportedapps - Web: Fixed an issue where Dohotus Inotes attachment uploads were not
working through the rewriter. (385107-3)

81. web-supportedapps - Resolved an issue with regrafrimages/gifs in a javascript file. (386693-6)
82. web-vbscript - Resolved a small VBScript error (386-4)

83. win-term-svcs-admin - Fixed an issue where BitmapHhing did not get disabled after disabling in
WTS bookmark. (385161-3)

84. win-term-svcs-other - Now duplicate terminal seevilookmarks wont appears for users when
terminal server resource profile is created. (38530

Known Issues/Limitations Fixed in 6.3R1.2 Release

The following list enumerates known issues whicheafexed in this release:

1. cs-nc-other — Addressed a high CPU issue as a resulihgfN€ in SSL mode. (391044)



