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Software License

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase order or, to the 
extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks. By using this software, you 
indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions against certain 
uses. The software license may state conditions under which the license is automatically terminated. You should consult the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.

End User License Agreement

READ THIS END USER LICENSE AGREEMENT ("AGREEMENT") BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY 
DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU 
(AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND 
BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE 
SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS. 

1. The Parties. The parties to this Agreement are Juniper Networks, Inc. and its subsidiaries (collectively “Juniper”), and the person or organization that 
originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”) (collectively, the “Parties”). 

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, and updates and 
releases of such software, for which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller. 

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive 
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use the Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper or an 
authorized Juniper reseller, unless the applicable Juniper documentation expressly permits installation on non-Juniper equipment.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer 
has paid the applicable license fees. 

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to 
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls, 
connections, subscribers, clusters, nodes, or transactions, or require the purchase of separate licenses to use particular features, functionalities, services, 
applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing, temporal, or geographical 
limits. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.    

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable 
license(s) for the Software from Juniper or an authorized Juniper reseller. 



4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall not: 
(a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as necessary 
for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove any 
proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded; (e) distribute any copy of the 
Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted 
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even 
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to 
any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper 
reseller; (i) use the Software on non-Juniper equipment where the Juniper documentation does not expressly permit installation on non-Juniper equipment; 
(j) use the Software (or make it available for use) on Juniper equipment that the Customer did not originally purchase from Juniper or an authorized Juniper 
reseller; or (k) use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish 
such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer 
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes 
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software, 
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in the 
Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that 
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services 
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT 
PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS 
OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER 
OR JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF 
ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY 
LAW, JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), 
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES 
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR 
INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to 
Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave 
rise to the claim, or if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and 
agrees that Juniper has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth 
herein, that the same reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause 
consequential loss), and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license 
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s 
possession or control.

10. Taxes. All license fees for the Software are exclusive of taxes, withholdings, duties, or levies (collectively “Taxes”).  Customer shall be responsible for 
paying Taxes arising from the purchase of the license, or importation or use of the Software.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign 
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or 
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption 
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or 
disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, 
FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface 
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any. 
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any 
applicable terms and conditions upon which Juniper makes such information available.



14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology 
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor 
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the 
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and 
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License 
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate) 
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. 
Mathilda Ave., Sunnyvale, CA  94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the 
LGPL at http://www.gnu.org/licenses/lgpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The 
provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the 
Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This 
Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and 
contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that 
the terms of a separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are 
inconsistent or conflict with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless 
expressly assented to in writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not 
affect the validity of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the 
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de même que tous 
les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related 
documentation is and will be in the English language)).
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Client-Side Changes Guide

This guide lists the package file names used by the IVE to install client-side 
components, files the packages install and uninstall, and registry changes they 
make to the user’s system. It also describes the rights that are required in order to 
install and run various Instant Virtual Network (IVE) client-side components. Topics 
in this section include:

“Client-Side changes made by IVE applications” on page 1

“Required rights to run and install applications” on page 31

Client-Side changes made by IVE applications
This section describes the components that the IVE uses to install and run its client-
side applications. The following descriptions include the components’ names, 
installer locations, and log directories, as well as registry changes that the 
components make during installation:

“Juniper Installer Service” on page 2

“Juniper Setup” on page 4

“Host Checker” on page 7

“Secure Virtual Workspace” on page 11

“Cache Cleaner” on page 11

“Secure Meeting” on page 13

“Windows Secure Application Manager (WSAM)” on page 15

“Java Secure Application Manager (JSAM)” on page 21

“Network Connect and GINA” on page 23

“Windows Terminal Services” on page 28

“Citrix Terminal Services” on page 29

Environment variables are used throughout this document. The environment 
variable definitions are as follows:
Client-Side changes made by IVE applications 1
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%ProgramFiles% =%SystemDrive%\Program Files

For Windows 2000 and Windows XP:

%USERPROFILE% =%SystemDrive%\Documents and Settings\%USERNAME%

%ALLUSERSPROFILE%=%SystemDrive%\Documents and Settings\All User

%APPDATA% =%USERPROFILE%\Application Data

%TEMP% =%USERPROFILE%\Local Settings\Temp

For Windows Vista:

%USERPROFILE% =%SystemDrive%\Users\%USERNAME%

%APPDATA% =%USERPROFILE%\AppData\Roaming

For low medium/high integrity processes:

%TEMP% =%USERPROFILE%\AppData\Local\Temp

For low integrity processes:

%TEMP% =%USERPROFILE%\AppData\Local\Temp\low

Juniper Installer Service
When installing a Windows-based IVE client application on a user’s Windows 
system, the Juniper Installer Service deploys two files on the client machine:

JuniperSetup.ocx 

AccessServiceComponent.exe (The IVE auto-starts this service on installation, 
then stops and removes it on uninstall.) 

Package file and file location
The IVE loads the installer service files in the following locations: 

C:\Program files\Juniper Networks\Installer 
Service\AccessServiceComponent.exe

C:\WINNT\Downloaded Program Files\JuniperSetupSP1Control.ocx (Windows NT 
and 2000)

C:\Windows\Downloaded Program Files\JuniperSetupSP1Control.ocx 
(Windows XP)

Additional files installed by package and file locations

Windows NT and Windows 2000

The Juniper Installer Service installs the following files in C:\WINNT\Downloaded 
Program Files:

string_de.properties
Client-Side changes made by IVE applications
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string_en.properties

string_es.properties

string_fr.properties

string_ja.properties

string_ko.properties

string_zh.properties

string_zh_cn.properties

Windows XP and Windows Vista

The Juniper Installer Service installs the following files in C:\Windows\Downloaded 
Program Files:

string_de.properties

string_en.properties

string_es.properties

string_fr.properties

string_ja.properties

string_ko.properties

string_zh.properties

string_zh_cn.properties

Files remaining after uninstall
When the ActiveX control is deleted from within Internet Explorer, it leaves the 
following files behind:

C:\Documents and Settings\<user>\Application Data\Juniper 
Networks\Setup\JuniperSetupCtl.log

C:\Program Files\Juniper Networks\Installer Service\NeoterisSetupService.log

Registry modifications
The installer package creates a registry key under 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Neoteris Setup Service 

Log file location
C:\Program Files\Juniper Networks\Installer Service
Client-Side changes made by IVE applications 3
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Juniper Setup
When a Windows user signs in to the IVE, the IVE attempts to install an ActiveX 
control (Juniper Setup) on the user’s system. If the IVE successfully installs Juniper 
Setup, Juniper Setup manages the installation of Windows-based IVE client 
applications.

Package files
The IVE loads the following installer files.

Windows XP and Windows 2000

JuniperSetupSP1.cab

JuniperSetup.exe.cab

Windows Vista

JuniperSetupClient.cab

JuniperSetupClientInstaller.exe

Additional files installed by package and file locations

Windows XP and Windows 2000

The Juniper Setup installs the following files in C:\Documents and 
Settings\<username>\Application Data\Juniper Networks\Setup:

dsmmf.exe

dsmmfres_de.dll

dsmmfres_es.dll

dsmmfres_fr.dll

dsmmfres_ja.dll

dsmmfres_ko.dll

dsmmfres_zh.dll

dsmmfres_zh_cn.dll

JuniperSetupApp.exe

JuniperSetupCtrl.log

JuniperSetupDLL.dll

JuniperSetupDLL.log

NeoterisSetup.ocx

setupResource_de.dll
Client-Side changes made by IVE applications
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setupResource_en.dll

setupResource_es.dll

setupResource_fr.dll

setupResource_ja.dll

setupResource_ko.dll

setupResource_zh.dll

setupResource_zh_cn.dll

string_de.properties

string_en.properties

string_es.properties

string_fr.properties

string_ja.properties

string_ko.properties

string_zh.properties

string_zh_cn.properties

uninstall.exe

versionInfo.ini

Windows Vista

The Juniper Setup installs the following files in 
C:\Users\<username>\AppData\Roaming\Juniper Networks\Setup Client:

dsmmfs.exe

dsmmfres_de.dll

dsmmfres_es.dll

dsmmfres_fr.dll

dsmmfres_ja.dll

dsmmfres_ko.dll

dsmmfres_zh.dll

dsmmfres_zh_cn.dll

JuniperSetupClient.exe

JuniperSetupClient.ini

JuniperSetupClientOCX.exe
Client-Side changes made by IVE applications 5
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JuniperSetupDll.dll

JuniperSetupOCX.exe

setupResource_de.dll

setupResource_en.dll

setupResource_es.dll

setupResource_fr.dll

setupResource_ja.dll

setupResource_ko.dll

setupResource_zh.dll

setupResource_zh_cn.dll

string_de.properties

string_en.properties

string_es.properties

string_fr.properties

string_ja.properties

string_ko.properties

string_zh.properties

string_zh_cn.properties

uninstall.exe

uninstallOCX.exe

Registry modifications
For Windows Vista, the Juniper Setup creates the following registry keys in 
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Internet Explorer\Low 
Rights\ElevationPolicy\{3E8944DC-79B5-4650-9C2E-83885548A119}:

String: AppName. Set to “JuniperSetupClient.exe.”

String AppPath. Set to “$OUTDIR”

String Policy. Set to “3”

Additionally, the Juniper Setup creates the following registry keys in 
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\
${NEO_FULL_NAME}:

String DisplayName. Set to “${NEO_COMPANY_NAME} ${NEO_DISPLAY_NAME}”

String UninstallString. Set to “$INSTDIR\uninstall.exe”
Client-Side changes made by IVE applications
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String StartupApp. Set to “$INSTDIR\JuniperSetupClient.exe”

String StopApp. Set to “$INSTDIR\JunipeSetupClient.exe -stop”

String DisplayVersion. Set to “$NEO_SETUP_CLIENT_VERSION}”

String Publisher. Set to “{NEO_COMPANY_NAME}”

String URLInfoAbout. Set to “http://www.juniper.net”

Log file location

Windows XP and Windows 2000

C:\Documents and Settings\All Users\Application Data\Juniper 
Networks\Logging\debuglog.log

C:\Documents and Settings\<user>\Application Data\Juniper 
Networks\Setup\JuniperSetupControlXP.log (ActiveX logs)

Windows Vista

C:\Users\<username>\AppData\Roaming\Juniper Networks\Logging\debuglog.log

C:\Users\<username>\AppData\Local\Temp\Low\JuniperSetupClientControl.log 
(for ActiveX logs)

For low-integrity processes, such as Internet Explorer 7, the ActiveX installer 
installs the following log files in C:\Users\<username>\AppData\Local\Temp\Low:

JuniperSetupClientCtrl.log

JuniperSetupDll.log

Host Checker

Windows clients
To run Host Checker, the IVE downloads the HttpNarSetup.exe.cab package to the 
user’s client. This package is responsible for downloading additional files to the 
user’s system in order to run Host Checker. Host Checker deletes the 
HttpNarSetup.exe.cab package after installation is complete. 

Package file and file location

%TEMP%\HttpNarSetup.exe.cab
Client-Side changes made by IVE applications 7



Juniper Networks Secure Access Client-side Changes Guide

8

Additional files installed by package and file locations

Host Checker installs the following additional files on the client in C:\Documents 
and Settings\<username>\Application Data\Juniper Networks\Host Checker: 

CertAuthIMC.dll

dsHostChecker.exe

dsHostCheckerProxy.exe

dsHostCheckerResource_de.dll

dsHostCheckerResource_en.dll

dsHostCheckerResource_es.dll

dsHostCheckerResource_fr.dll

dsHostCheckerResource_ja.dll

dsHostCheckerResource_ko.dll

dsHostCheckerResource_zh.dll

dsHostCheckerResource_zh_cn.dll

dsnsisdll.dll

dsWinClient.dll

dsWinClientResource_DE.dll

dsWinClientResource_EN.dll

dsWinClientResource_ES.dll

dsWinClientResource_FR.dll

dsWinClientResource_JA.dll

dsWinClientResource_KO.dll

dsWinClientResource_ZH.dll

dsWinClientResource_ZH_CN.dll

EPCheck.dll

hcimc.dll

install.log

JSystemIMC.dll

msvcp60.dll

restore_win2k.txt

restore_win98.txt
Client-Side changes made by IVE applications



Juniper Networks Secure Access Client-side Changes Guide
ShavlikIMC.dll

tnc_config

uninstall.exe

versionInfo.ini

Host Checker installs the additional files in: C:\Documents and 
Settings\<username>\Application Data\Juniper Networks\HostChecker.

In addition, if you implement policies that download or check for third-party 
software, Host Checker may install additional DLLs in sub-folders of: C:\Documents 
and Settings\<username>\Application Data\Juniper Networks\HostChecker.

For example, if you implement Advanced Endpoint Defense Malware Protection 
policies, Host Checker creates a sub-folder called policy_x in this directory and 
installs Whole Security DLLs in this folder. 

Files remaining after uninstall

jnprvamgr.sys.

Registry modifications

Host Checker sets the following registry values: 

Strings: LogFile and level are set in HKEY_CURRENT_USER\SOFTWARE\Juniper 
Networks\Host Checker\Debug\dsHostChecker

Strings: Language and InstallPath are set in 
HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\Host Checker

Additionally, Host Checker sets the following values in 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Uninstall\Neote
ris_Host_Checker: 

String: DisplayName. Set to "Juniper Networks Host Checker"

String: DisplayVersion. Set to current product version number. 

String: Publisher. Set to "Juniper Networks"

String: QuietUninstallString. Set to "C:\Documents and 
Settings\<username>\Application Data\Juniper Networks\Host Checker <version 
number>\uninstall.exe" /S"

String: StartupApp. Set to “C:\Documents and Settings\<username>\Application 
Data\Juniper Networks\Host Checker\dsHostChecker.exe"

String: StopApp. Set to “C:\Documents and Settings\<username>\Application 
Data\Juniper Networks\Host Checker\dsHostChecker.exe” -stop".

String: UninstallString. Set to “C:\Documents and 
Settings\<username>\Application Data\Juniper Networks\Host 
Checker\uninstall.exe"
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String: URLInfoAbout. Set to "http://www.juniper.net"

Log file locations

You can enable or disable client-side logs through the System > Log/Monitoring > 
Client Logs > Settings tab of the Web console. 

When you enable logging, Host Checker adds log files to the following locations: 

C:\Documents and Settings\All Users\Application Data\Juniper 
Networks\Logging\debuglog.log (Windows XP)

C:\users\<username>\AppData\Roaming\Juniper 
Networks\Logging\debuglog.log (Windows Vista)

C:\Users\Public\Juniper Networks\Logging\debuglog.log (Windows Vista)

Linux clients

Application and additional files installed by Host Checker

Host Checker installs $HOME/.juniper_networks/hostchecker.jar on the Linux client: 

Files remaining after uinstall

The following files remain on the Linux client after uninstall: 

$HOME/.juniper_networks/dsHCLauncher_linux1.log

$HOME/.juniper_networks/dsHostChecker_linux1.log

Log files installed by Host Checker

Host Checker installs the following log files on Linux systems. 

$HOME/.juniper_networks/dsHCLauncher_linux1.log

$HOME/.juniper_networks/dsHostChecker_linux1.log

Macintosh clients

Application and additional files installed by Host Checker

Host Checker installs the following files on the Macintosh client: 

~/Library/Application Support/Juniper Networks/hostchecker.jar

~/Library/Application Support/Juniper Networks/hcport.txt

~/Library/Application Support/Juniper Networks/ preauthCookie.txt

Files remaining after uninstall

There is no Host Checker uninstall on the Macintosh client. 
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Log files installed by Host Checker

Host Checker stores the log files in the following location on the Macintosh client: 
~/Library/Logs/Juniper Networks.

Secure Virtual Workspace
If you implement Secure Virtual Workspace (SVW), Host Checker downloads 
neoSVWData.zip and neoSVWDlls.zip. Then, Host Checker unzips the following files 
onto the client computer under C:\Documents and Settings\<username>\Application 
Data\Juniper Networks\Host Checker\policy_<number>:

wallpaper.bmp

dsjvd.dll

dsjvdsvc.dll

dsmonitor.dll

dsVdeskPackage.dll

neoSVWData.zip and neoSVWDlls.zip are removed after unzipping the files.

Registry modifications
SVW creates the key HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\VDesk.

Files remaining after uninstall

None. Host Checker uninstalls SVW as part of the Host Checker uninstallation 
process. 

Cache Cleaner
To execute Cache Cleaner, the IVE downloads the neoCacheCleanerSetup.exe.cab 
package to the user’s client. This package is responsible for downloading additional 
files to the user’s system in order to execute Cache Cleaner. 

Package file and file location
%TEMP%\neoCacheCleanerSetup.exe.cab

This file is removed once the installation is complete.

Additional files installed by package and file locations
Cache Cleaner installs the following additional files on the client in 
%APPDATA%\Juniper Networks\CacheCleaner <version number>: 

dsCacheCleaner.exe

uninstall.exe

versionInfo.ini

dsWinClientResource_DE.dll
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dsWinClientResource_EN.dll

dsWinClientResource_ES.dll

dsWinClientResource_FR.dll

dsWinClientResource_JA.dll

dsWinClientResource_KO.dll

dsWinClientResource_ZH.dll

dsWinClientResource_ZH_CN.dll

For Vista, Cache Cleaner is installed in 
C:\Users\<username>\AppData\Roaming\Juniper Networks\Cache Cleaner <version 
number>.

Files remaining after uninstall
None

Registry modifications
Cache Cleaner sets the following string registry values in 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Uninstall\Juniper_
Networks_Cache_Cleaner <version number>: 

String: DisplayName. Set to “Juniper Networks Cache Cleaner <version>”

String: DisplayVersion. Set to the current software version

String: Publisher. Set to “Juniper Networks”

String: QuietUninstallString. Set to “%APPDATA%\Juniper Networks\Cache Cleaner 
<version number>\uninstall.exe /S”

String: StartupApp. Set to “%APPDATA%\Juniper Networks\Cache Cleaner<version 
number>\dsCacheCleaner.exe”

String: StopApp. Set to “%APPDATA%\Juniper Networks\Cache Cleaner<version 
number>\dsCacheCleaner.exe” -action stop -nodelete 1”

String: UninstallString. Set to “%APPDATA%\Juniper Networks\Cache 
Cleaner<version number>\uninstall.exe”

String: URLInfoAbout. Set to “http://www.juniper.net” 

Log file location
You can enable or disable client-side logs through the System > Log/Monitoring > 
Client Logs > Settings tab of the Web console. For Windows 2000 and Windows 
XP when you enable logging, Cache Cleaner adds log files to 
%ALLUSERSPROFILE%\Application Data\Juniper Networks\Logging\debuglog.log. 

For Vista, Cache Cleaner adds log files to %APPDATA%\Juniper 
Networks\Logging\debuglog.log
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Secure Meeting

Windows clients
To execute the Windows version of Secure Meeting, the IVE downloads the 
neoCBoxSetup.exe.cab package to the user’s client. This package is responsible for 
downloading additional files to the user’s system in order to execute Secure 
Meeting.

Package file and file location

C:\Documents and Settings\<username>\Local 
Settings\Temp\neoCBoxSetup.exe.cab

Additional files installed by package and file locations

With an Active-X based install, Secure Meeting installs additional files in: 
C:\Documents and Settings\<username>\Application Data\Juniper Networks\Secure 
Meeting <version number>. (See directory for a complete list of files.)

Files remaining after uninstall

After Secure Meeting uninstalls, the cbox_cfg.ini and cbox_cfg.txt (for the Java client) 
files remain on the client: 

Registry modifications

Secure Meeting sets the following registry values: 

String: Language is set in HKEY_CURRENT_USER\Software\Juniper 
Networks\Secure Meeting <version number>

String: level is set in HKLM\Software\Juniper Networks\Logging\Level

Log file locations

You can enable or disable client-side logs through the System > Log/Monitoring > 
Client Logs > Settings tab of the Web console. 

When you enable logging, Secure Meeting adds log files to the following locations 
for Windows XP:

C:\Documents and Settings\All Users\Application Data\Juniper 
Networks\Logging\debuglog.log 

C:\Documents and Settings\<username>\Application Data\Juniper 
Networks\Logging\debuglog.log 

C:\Documents and Settings\<username>\Application Data\Juniper 
Networks\Secure Meeting <version number>\SecureMeetingOutlook.log -and- 
SecureMeetingOutlook.log.old 

NOTE: The maximum file size for each of the Secure Meeting log files is 10 MB. 
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C:\Documents and Settings\<username>\Application Data\Juniper 
Networks\Secure Meeting <version number>\SecureMeetingOutlookApp.log -and- 
SecureMeetingOutlookApp.log.old 

When you enable logging, Secure Meeting adds log files to the following locations 
for Windows Vista:

C:\Users\Public\Juniper Networks\Logging\debuglog.log 

C:\Users\<username>\AppData\Roaming\Juniper 
Networks\Logging\debuglog.log 

C:\Users\<username>\AppData\Roaming\Juniper Networks\Secure Meeting 
<version number>\SecureMeetingOutlook.log -and- SecureMeetingOutlook.log.old 

C:\Users\<username>\AppData\Roaming\Juniper Networks\Secure Meeting 
<version number>\SecureMeetingOutlookApp.log -and- 
SecureMeetingOutlookApp.log.old

Macintosh clients

Application and additional files installed by Secure Meeting

Secure Meeting installs the following files on the Macintosh client: 

~/Library/Application Support/Juniper Networks/meetingAppMac.jar

~/Library/Application Support/Juniper Networks/cbox_cnfg.txt

~/Library/Application Support/Juniper Networks/meeting.icns

Files remaining after uninstall

There is no Secure Meeting uninstall on the Macintosh client. 

Log files installed by Secure Meeting

Secure Meeting installs log files in the following location on the Macintosh client: 

~/Library/Logs/Juniper Networks/dsCboxLauncher_mac<x>.log where <x> is 0 or 
1

~/Library/Logs/Juniper Networks/dsCboxUI_mac<x>.log where <x> is 0 or 1

~/Library/Logs/Juniper Networks/dsCboxUISummary_mac<x>.log where <x> is 0 
or 1

~/Library/Logs/Juniper Networks/MacPresenter.log

Linux clients

Application and additional files installed by Secure Meeting

Secure Meeting installs the following files on the Linux client: 

~/.juniper_networks/meetingAppSun.jar
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~/.juniper_networks/libSMJNIXWinLinux.so

Log files installed by Secure Meeting

~/.juniper_networks/LinuxPresenter<x>.log where <x> is 0 or 1

~/.juniper_networks/dsCboxUISummary_linux<x>.log where <x> is 0 or 1

~/.juniper_networks/dsCboxUI_linux<x>.log where <x> is 0 or 1

~/.juniper_networks/dsCboxLauncher_linux<x>.log where <x> is 0 or 1

Secure Meeting Plug-In

File Location
\Documents and Settings\<user>\Application Data\Juniper Networks\Secure Meeting 
Outlook Plugin

Files remaining after uninstall

SecureMeetingOutlook.log

Registry modifications

String: Language is set in HKEY_CURRENT_USER\Juniper Networks\Secure Meeting 
Outlook Plugin

Windows Secure Application Manager (WSAM)
To execute WSAM, the IVE downloads the samsetup.exe.cab or samsetupnt.exe.cab 
package to the user’s client, depending on the user’s platform. These packages are 
responsible for downloading additional files to the user’s system in order to execute 
WSAM.

Package file and file location
WSAM downloads its package files to the following locations: 

Windows 2000 and Windows XP: 
C:\Documents and Settings\<username>\Local 
Settings\Temp\samsetupnt.exe.cab

Windows Mobile 6.0 Pocket PC/6.0 Classic/6.0 Professional: 
\My Documents\WSAMInstARM.cab

Windows Mobile 5.0 SmartPhone/6.0 Standard:
\My Document\WSAMInstARMSP.cab
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Additional files installed by package and file locations
For Windows XP/Vista, WSAM installs the following additional files on the client in 
C:\Program Files\Juniper Networks\Secure Application Manager: 

dsSamProxy.exe

dsSamResource_DE.dll

dsSamResource_EN.dll

dsSamResource_ES.dll

dsSamResource_FR.dll

dsSamResource_JA.dll

dsSamResource_KO.dll

dsSamResource_ZH.dll

dsSamResource_ZH_CN.dll

dsSamUI.exe

dsWinClient.dll

dsWinClientResource_DE.dll

dsWinClientResource_EN.dll

dsWinClientResource_ES.dll

dsWinClientResource_FR.dll

dsWinClientResource_JA.dll

dsWinClientResource_KO.dll

dsWinClientResource_ZH.dll

dsWinClientResource_ZH_CN.dll

NOTE: You may choose to use a WSAM stand-alone installer or scriptable installer 
instead of the standard Web installers mentioned above. If you do, the installers 
are located where you save them, which may not be the same directories listed 
above. The file names for these downloadable installers are:

WSAMInstNt.exe—WSAM stand-alone installer for Windows 2000/XP systems

SamLauncher.exe—Scriptable WSAM installer

WSAMInstARM.cab—WSAM standalone installer for Windows Mobile 5.0 
PocketPC/6.0 Classic/6.0 Professional

WSAMInstARMSP.cab—WSAM standalone installer for Windows Mobile 5.0 
Smartphone/6.0 Standard
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gaptbar.dll

install.log

samclean.exe

samdiagEx.dll (Windows 2000/XP/Vista only) 

SAMNB.dll (Windows 2000/XP/Vista only) 

samnsp.dll (Windows 2000/XP/Vista only) 

UninstallSAM.exe

versionInfo.ini

On Windows 2000/XP/Vista systems, WSAM also installs a TDI driver 
(neofltr_<release number>_<build number>.sys) in $SystemRoot\system32\drivers. 
(For example, for release 5.2.0.9300, WSAM installs NEOFLTR_520_9300.sys in 
C:\WINDOWS\System32\drivers\)

For Windows Mobile, WSAM installs the following additional files on the client in 
\Program Files\Juniper Networks\WSAM:

dsSamProxy.exe

SamResource_DE.dll

SamResource_EN.dll

SamResource_ES.dll

SamResource_FR.dll

SamResource_JA.dll

SamResource_KO.dll

SamResource_ZH.dll

SamResource_ZH_CN.dll

SamUI.exe

Files remaining after uninstall
After WSAM uninstalls, the following files remain on the client: 

Windows 2000/XP

samnsp.dll

samclean.exe
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Registry modifications
WSAM sets the following registry values: 

Installation values

For Windows XP/Vista, WSAM sets the following installation values in 
HKEY_LOCAL_MACHINE\SOFTWARE\Juniper Networks\Secure Application Manager: 

String: InstallPath. Set to: C:\Program Files\Juniper Networks\Secure Application 
Manager

String: Language. Set to: EN (or appropriate language value) 

For Windows Mobile, WSAM sets the following installation values:

HKEY_LOCAL_MACHINE\SOFTWARE\Juniper Networks\WSAM:

String: AutoStart. Set to: 0 or 1

String: ProductVersion. Set to: <version number><build number>

String: ProductName. Set to: WSAM

HKEY_LOCAL_MACHINE\SOFTWARE\Juniper Networks\WSAM\Config

String: Url1. Set to ???

HKEY_LOCAL_MACHINE\SOFTWARE\Juniper Networks\WSAM\Log:

String: LoggingApps. Set to: iexplore.exe; tmail.exe

String: LogLevel. Set to: 3

String: ProductLocation. Set to: \Program Files\Juniper Networks\WSAM

HKEY_LOCAL_MACHINE\SOFTWARE\Juniper Networks\WSAM

String: EnableLogSvr. Set to: 0 or 1 (depending upon server side log setting)

HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\WSAM

String: UpgradeFlag. Set to: 2 or 3 (depending upon auto profile generation 
requirement)

Uninstallation values

WSAM sets the following uninstall values in 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Ne
oteris_Secure_Application_Manager\Commands: 

Windows 2000/XP/Vista:

String: RegisterLSP. Set to: C:\Program Files\Juniper Networks\Secure 
Application Manager\samnsp.dll",DllRegisterServer
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String: SyncBypassList. Set to: C:\Program Files\Juniper Networks\Secure 
Application Manager\samnsp.dll",SyncBypassList

HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\Secure Application 
Manager\\SessionEstablishTasks 

HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\Secure Application 
Manager\\SessionCleanupTasks 

String: EnableLogSvr. Set to 0 or 1, depending on server side log setting. 
HKEY_CURRENT_USER\SOFTWARE\Juniper networks\Secure Application 
Manager.

HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\Secure Application 
Manager\SessionEstablishTasks

HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\Secure Application 
Manager\ SessionCleanupTasks

Current Version values

WSAM sets the following uninstall and version information values in 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Ne
oteris_Secure_Application_Manager: 

String: DisplayName. Set to: “Juniper Networks Secure Application Manager” 

String: DisplayVersion. Set to: <version number><build number>

String: Publisher. Set to: Juniper Networks

String: QuietUninstallString. Set to: C:\Program Files\Juniper Networks\Secure 
Application Manager\UninstallSAM.exe

String: StartupApp. Set to: C:\Program Files\Juniper Networks\Secure Application 
Manager\dsSamProxy.exe

String: UninstallString. Set to: C:\Program Files\Juniper Networks\Secure 
Application Manager\UninstallSAM.exe

String: URLInfoAbout. Set to: http://www.juniper.net/products/ssl

In addition, WSAM sets the following version values: 

Location: 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet 
Settings\Zones\1

Set: 1A00 to: 1

Location: 
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet 
Settings\Zones\1

Set: 1A00 to: 1
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TDI driver values (Windows 2000/XP/Vista only)

WSAM sets the following values for the TDI driver on Windows 2000 and Windows 
XP systems in 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NEOFLTR_<release 
number>_<build number>: 

String: DisplayName. Set to: Juniper Networks TDI Filter Driver 
(NEOFLTR_<release number>_<build number>)

String: Imagepath. Set to: \C:\WINDOWS\System32\Drivers\NEOFLTR_<release 
number>_<build number>.SYS

WSAM sets the following values in 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NEOFLTR_<release 
number>_<build number>\Enum: 

String: 0. Set to: Root\LEGACY_NEOFLTR_<release number>_<build 
number>\0000

DWord: Count. Set to: 0x00000001

DWord: NextInstance. Set to: 0x00000001

WSAM sets the following value in 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AFD\Parameters

String: IrpStackSize. Set to: Applicable TDI Irp stack size, if required.

Miscellaneous

WSAM sets the following miscellaneous registry values: 

Location: 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WinSock2 
\Parameters\NameSpace_Catalog5\Catalog_Entries\0000000000X (where X is 
a number between 1 and 7). Description: WSAM creates these keys when it 
runs from an administrator account for the first time. These keys register the 
namespace provider (NSP) installed by WSAM. 

String: IntranetAuthOptions is set in 
HKEY_LOCAL_MACHINE\SOFTWARE\Neoteris\Secure Application 
Manager\Backup and HKEY_CURRENT_USER\SOFTWARE\Neoteris\Secure 
Application Manager\Backup. 

The list of LSPs ignored when running WSAM are in 
HKEY_CURRENT_USER\SOFTWARE\Juniper Networks\Secure Application 
Manager\AllowedLsps.

Log file location
You can enable or disable client-side logs through the System > Log/Monitoring 
>Client Logs > Settings tab of the Web console. When you enable logging, 
WSAMadds log files to the following location:

For Windows 2000/XP:
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C:\Documents and Settings\All Users \Application Data\Juniper Networks\Secure 
Application Manager 

C:\Documents and Settings\All Users \Application Data\Juniper 
Networks\Logging

For Windows Vista:

C:\Users\<username>\AppData\Juniper Networks\Secure Application Manager 

C:\Users\<username>\AppData \Juniper Networks\Logging.

WSAM also adds an installation log file to the C:\Program Files\Juniper 
Networks\Secure Application Manager directory. 

For Windows Mobile 5 users, WSAM adds log files to the \Program Files\Juniper 
Networks\WSAM\Log directory.

Java Secure Application Manager (JSAM)
To execute JSAM, the IVE launches an applet on the user’s client. This applet 
handles downloading additional files to the user’s system in order to execute JSAM.

In addition, JSAM modifies the hosts file if you choose Automatic host-mapping 
under Users > User Roles > Role > SAM > Options > Java SAM Options. 

Windows clients

Location of additional files

Windows 2000/XP

JSAM installs additional files in the following location: C:\Documents and 
Settings\<username>\Application Data\Juniper Networks\Java Secure 
Application Manager

Windows Vista

If UAC is disabled, JSAM installs 
C:\Users\<username>\AppData\Roaming\Juniper Networks\jsamtool.exe. 

If UAC is enabled, JSAM installs C:\Users\<username> 
\AppData\Local\Temp\Low\Juniper Networks\Java Secure Application 
Manager\jsamtool.exe. 

Files remaining after uninstall

(Windows 2000/XP) After JSAM uninstalls, only the log files remain on the client, as 
described in “Log file locations” on page 22. 

(Windows Vista) After JSAM uninstalls, files in C:\Users 
\<username>\AppData\Local\Temp\Low\Juniper Networks\Java Secure Application 
Manager remain.
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Registry modifications

JSAM sets the following registry values: 

If you configure a standard NetBIOS application through JSAM, or you configure 
a custom application on port 137, 138, or 139, JSAM makes the following 
registry key modification on Windows XP machines (Administrator privileges 
required): SMBDeviceEnabled=dword:00000000 is set in the registry location: 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Parameters
.

If you enable Outlook 5.5, 2000, or 2002 (Administrator privileges required), 
JSAM adds HKEY_LOCAL_MACHINE\Software\Microsoft\Exchange\Exchange 
Provider\Rpc_Binding_Order to the registry. (The second entry for this registry 
key is changed to ncacn_http.)

The original value of this setting is:
ncalrpc,ncacn_ip_tcp,ncacn_spx,ncacn_np,netbios,ncacn_vns_spp

After JSAM is initially used, the value of this setting is:
ncalrpc,ncacn_http,ncacn_ip_tcp,ncacn_spx,ncacn_np,netbios,ncacn_vns_spp

If you disable the Skip Web Proxy Registry Check option under Users > User 
Roles > Role> SAM > Options > Java SAM Options (User read access 
required), JSAM sets: 
HKEY_CURRENT_USER\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Int
ernet Settings\ProxyEnable

Log file locations

You can enable or disable client-side logs through the System > Log/Monitoring > 
Client Logs > Settings tab of the Web console. 

(Windows 2000/XP) When you enable logging, JSAM adds C:\Documents and 
Settings\<username>\Application Data\Juniper Networks\Java Secure Application 
Manager\dsJSAM_win0.log and dsJSAM_win1.log

(Windows Vista) When you enable logging, JSAM adds C:\Users\<username> 
\AppData\Local\Temp\Low\Juniper Networks\Java Secure Application 
Manager\jsamtool.log and dsJSAM_win1.log.

Macintosh clients

Application and additional files installed by JSAM

JSAM installs the following files on the Macintosh client: 

~/Library/Application Support/Juniper Networks/NeoterisMac.jar

~/Library/Java/Extensions/libJNPRAuthKit.jnilib

~/Library/Application Support/Juniper Networks/jsam.icns

~/Library/Application Support/Juniper Networks/logo.gif
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Files remaining after uninstall

The following files remain on the Macintosh client after uninstall:

~/Library/Logs/Juniper Networks/Java Secure Application Manager

Log files installed by JSAM

JSAM installs log files in the following location on the Macintosh client: 

~/Library/Logs/Juniper Networks/Java Secure Application Manager

Linux clients

Application and additional files installed by JSAM

JSAM does not install any application files on the Linux client. 

Files remaining after uninstall

The only files that remain on the Linux client after uninstall are the log files 
(described below). 

Log files installed by JSAM

JSAM adds log files to the ~/.juniper_networks directory. 

Network Connect and GINA

Windows clients
To execute Network Connect and Graphical Identification and Authorization (GINA), 
the IVE downloads the NcSetup.exe.cab package to the user’s client. This package is 
responsible for downloading additional files to the user’s system in order to execute 
Network Connect and GINA.

Package file and file location

C:\Documents and Settings\<username>\Local 
Settings\Temp\neoNCsetup.exe.cab (Windows 2000/XP)

C:\Users\<username>\AppData\Local\Temp\neoNCSetup.exe (Windows Vista)

Hosts file change

A hosts file entry is added by Network Connect to support the following case: 

If, when Network Connect connects, split tunneling is disabled and the original 
externally resolved hostname (the hostname the user initially connected to 
prior to the NC launch) resolves to another IP address against the internal DNS, 
the browser will redirect to a Server not found page, because no route is defined 
within the client system. 
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At a graceful termination (sign-out or timeout) of the Network Connect client 
connection, the hosts file is restored. If the hosts file was not restored in a prior 
case due to an ungraceful termination, the hosts file will be restored the next 
time the user launches Network Connect. 

Additional files installed by package and file locations

On Windows 2000/XP/Vista, Network Connect installs the following additional files 
on the client in the following locations. The following files are installed in 
C:\Program Files\Juniper Networks\Network Connect <version number>: 

dsNcAdmin.dll

dsNetworkConnect.exe

dsNcDiag.dll

versionInfo.ini 

dsNCCredProv.dll

dsNcGina.dll 

dsNCGINACompatible.txt

dsNCResource_EN.dll 

dsNCResource_DE.dll 

dsNCResource_ES.dll 

dsNCResource_FR.dll 

dsNCResource_JA.dll 

dsNCResource_KO.dll 

dsNCResource_ZH.dll 

dsNCResource_ZH_CN.dll 

dsWinClientResource_EN.dll 

dsWinClientResource_DE.dll 

dsWinClientResource_ES.dll 

dsWinClientResource_FR.dll 

dsWinClientResource_JA.dll 

dsWinClientResource_KO.dll 

dsWinClientResource_ZH.dll 

dsWinClientResource_ZH_CN.dll 

JuniperSetupClientOCX.exe

JuniperSetupOCX.exe
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uninstall.exe 

nclauncher.exe

setproxy.html

Network Connect also installs the following files:

C:\Program Files\Juniper Networks\Common Files\dsNcService.exe

C:\<WINDIR>\system32\drivers\dsNcAdpt.sys

C:\<WINDIR>\system32\dsGinaLoader.dll (Windows 2000 and Windows XP)

Files remaining after uninstall

After Network Connect uninstalls, the following files remain on the client: 

dsGinaLoader.dll

If only one Network Connect installation is present on the client, this file is 
removed after you reboot. If there are multiple versions of Network Connect 
installed on the client, this file remains on the client.

C:\Program Files\Juniper Networks\Common Files\Config.ini

Registry modifications

Additionally, if GINA is enabled in the Admin Web console, Network Connect sets 
following string registry value in 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon:

String: GinaDLL. Set to “dsGinaLoader.dll”

Network Connect creates the following keys:

HKEY_LOCAL_MACHINE\SOFTWARE\Juniper Networks\Network Connect 
<version number

HKEY_CURRENT_USER\Software\Juniper Networks\Network Connect 
<version number>

Log file location

You can enable or disable client-side logs through the System > Log/Monitoring > 
Client Logs > Settings tab of the Web console. 

When you enable logging, Network Connect adds log files to the following location: 

For Windows 2000/XP:

C:\Documents and Settings\All Users\Application Data\Juniper 
Networks\Logging\debuglog.log

C:\Documents and Settings\<user>\Application Data\Juniper Networks\Network 
Connect <version number>\debuglog.log
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For Windows Vista:

C:\Users\<username>\AppData\roaming\Juniper Networks\logging\debuglog.log 
and C:\Users\public\Juniper Networks\logging\debuglog.log

Linux clients 

Application and additional files installed by Network Connect

Network Connect installs the following files on the Linux client: 

~/.juniper_networks/ncLinuxApp.jar

~/.juniper_networks/network_connect/installNC.sh

~/.juniper_networks/network_connect/libncui.so

~/.juniper_networks/network_connect/missing.info

~/.juniper_networks/network_connect/ncdiag

~/.juniper_networks/network_connect/NC.jar

~/.juniper_networks/network_connect/ncsvc

~/.juniper_networks/network_connect/version.txt

~/.juniper_networks/network_connect/xlaunchNC.sh

Files remaining after uninstall

No files remain on the Linux client after uninstall, but the 
~/.juniper_networks/network_connect/ directory does remain. 

Log files installed by Network Connect

Network Connect installs the following log files on Linux systems: 

~/.juniper_networks/network_connect/installnc.log

~/.juniper_networks/network_connect/ncsvc.log

~/.juniper_networks/network_connect/ncuijava.log

~/.juniper_networks/network_connect/ncui.log

Macintosh clients

Application and additional files installed by Network Connect 

Network Connect installs the following files on the Macintosh client: 

/Applications/Network Connect.app

/usr/local/juniper/nc/<IVE_version>/ncproxyd

/usr/local/juniper/nc/<IVE_version>/nctun[_tiger].kext
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~/Library/Application Support/Juniper Networks/ 

NetworkConnectMac_de.jar 

NetworkConnectMac_en.jar 

NetworkConnectMac_es.jar 

NetworkConnectMac_fr.jar 

NetworkConnectMac_ja.jar 

NetworkConnectMac_ko.jar 

NetworkConnectMac_zh.jar 

NetworkConnectMac_zh-cn.jar 

~/Library/Application Support/Juniper Networks/ 

NetworkConnectMac_ppc.jar (PowerPC-based Macintoshes)

NetworkConnectMac_i386.jar (Intel-based Macintoshes)

~/Library/Java/Extensions/libJNPRAuthKit.jnilib

/usr/local/juniper/nc/install/NCJarVerify.jar

/usr/local/juniper/nc/install/installer.common

/usr/local/juniper/nc/install/ncinstallhelper

/usr/local/juniper/nc/install/fwk_reference_tool

/usr/local/juniper/nc/install/uninstall_nc.sh

/usr/local/juniper/nc/install/version

Files remaining after uninstall

The following files remaing on the Macintosh client after uninstall:

All files in ~/Library/Logs/Juniper Networks/Network Connect

/usr/local/juniper/nc/install/NCJarVerify.jar

/usr/local/juniper/nc/install/installer.common

/usr/local/juniper/nc/install/ncinstallhelper

/usr/local/juniper/nc/install/fwk_reference_tool

/usr/local/juniper/nc/install/uninstall_nc.sh

Log files installed by Network Connect

Network Connect stores the log files in the following location on the Macintosh 
client: ~/Library/Logs/Juniper Networks/Network Connect. 
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Windows Terminal Services
To execute Windows Terminal Services, the IVE downloads the 
Neotermservsetup.exe.cab package (or the NeotermservsetupNT.exe.cab package for 
Windows 2000 and earlier) to the user’s client. This package is responsible for 
downloading additional files to the user’s system in order to execute Terminal 
Services.

Package file and file location
The IVE downloads Neotermservsetup.exe.cab (or the NeotermservsetupNT.exe.cab 
package for Windows 2000 and earlier) to the user’s %Temp% directory and deletes 
it once the installation is complete. 

Additional files installed by package and file locations
The Windows Terminal Services client installs additional Juniper proxy files in 
%APPDATA%\Juniper Networks\Juniper Terminal Services Client on the client: 

The Windows Terminal Services client installs the following Juniper proxy files on 
the client: 

dsTermServ.exe

dsTermServDt.dll

dsTermServProxy.dll

dsTermServResource_DE.dll

dsTermServResource_en.dll

dsTermServResource_ES.dll

dsTermServResource_FR.dll

dsTermServResource_JA.dll

dsTermServResource_KO.dll

dsTermServResource_ZH.dll

dsTermServResource_ZH_CN.dll

dsWinClient.dll

dsWinClientResource_DE.dll

dsWinClientResource_EN.dll

dsWinClientResource_ES.dll

dsWinClientResource_FR.dll

dsWinClientResource_JA.dll

dsWinClientResource_KO.dll

dsWinClientResource_ZH.dll
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dsWinClientResource_ZH_CN.dll 

uninstall.exe 

versionInfo.ini 

Files remaining after uninstall
None

Registry modifications
The Terminal Services client adds following registry values under registry key, 
HKEY_CURRENT_USER\Software\Juniper Networks\Juniper Terminal Services 
Client.

InstallPath of type REG_SZ to a value of %APPDATA%\Juniper Networks\Juniper 
Terminal Services Client

Language of type REG_SZ to a value of <user locale>. The default is en.

Log file location
You can enable or disable client-side logs through the System > Log/Monitoring > 
Client Logs > Settings tab of the Web console. 

When you enable logging, the Terminal Services client adds the debuglog.log file to 
the following locations: 

Windows 2000/XP: %ALLUSERSPROFILE%\Application Data\Juniper 
Networks\Juniper Terminal Services Client

Windows Vista: %APPDATA%\Juniper Networks\Juniper Terminal Services Client

Citrix Terminal Services
To execute Citrix Terminal Services, the IVE downloads the 
neoCitrixServSetup.exe.cab package to the user’s client. This package is responsible 
for downloading additional files to the user’s system in order to execute Terminal 
Services.

Package file and file location
The IVE downloads Neocitrixsrvsetup.exe.cab to the user’s %Temp% directory and 
deletes it once the installation is complete. 

Additional files installed by package and file locations
The Citrix Terminal Services client installs the following Juniper proxy files on the 
client in %APPDATA%\Juniper Networks\Juniper Citrix Services Client.

For administrators, Citrix client files are also installed to %ProgramFiles%\Citrix.

dsCitrixConnector.dll

dsCitrixProxy.exe
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dsCitrixProxyResource_DE.dll

dsCitrixProxyResource_en.dll

dsCitrixProxyResource_ES.dll

dsCitrixProxyResource_FR.dll

dsCitrixProxyResource_JA.dll

dsCitrixProxyResource_KO.dll

dsCitrixProxyResource_ZH.dll

dsCitrixProxyResource_ZH_CN.dll

dsWinClient.dll 

dsWinClientResource_DE.dll 

dsWinClientResource_EN.dll 

dsWinClientResource_ES.dll 

dsWinClientResource_FR.dll 

dsWinClientResource_JA.dll 

dsWinClientResource_KO.dll 

dsWinClientResource_ZH.dll 

dsWinClientResource_ZH_CN.dll 

uninstall.exe 

versionInfo.ini 

Registry modifications
The Juniper Citrix Services client adds the following registry value under 
HKEY_CURRENT_USER\Software\Juniper Networks\Juniper Citrix Services Client

Language of type REG_SZ to a value of <user locale>. The default is en.

Files remaining after uninstall
None

Log file location
You can enable or disable client-side logs through the System > Log/Monitoring > 
Client Logs > Settings tab of the Web console. When you enable logging, the 
Terminal Services client adds the dsCitrixServ.log file to the following location: 

Windows 2000/XP: \Documents and Settings\<username>\Application 
Data\Juniper Networks\Juniper Citrix Services Client

Windows Vista: \Users\<username>\AppData\Roaming\Juniper 
Networks\Juniper Citrix Services Client
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Required rights to run and install applications
The following tables outline the rights that are required to install and run the 
following IVE client-side components using the IVE’s ActiveX, ActiveX installer 
service, and Java mechanisms:

“Windows Secure Application Manager (WSAM)” on page 31

“Java Secure Application Manager (JSAM)” on page 32

“Network Connect” on page 32

“Terminal Services Component” on page 32

“Citrix Terminal Services Component” on page 33

“Host Checker (includes Secure Virtual Workspace)” on page 33

“Cache Cleaner” on page 33

“Secure Meeting” on page 34

Where applicable, the tables contain links to topics that describe in further detail 
the components that the IVE uses to install and run its client-side applications.

Table 1:  Windows Secure Application Manager (WSAM)

Client/Action

ActiveX

Windows

ActiveX:
Installer Service

Windows

Java

Windows

Java

Mac/Linux More Information

Install Admin Restricted, Power 
User, or Admin 

Admin Not Applicable See “Windows 
Secure Application 
Manager (WSAM)” 
on page 15

Run Power User or 
Admin

Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Not Applicable See “Windows 
Secure Application 
Manager (WSAM)” 
on page 15

Notes:

Restricted users can perform the initial installation of WSAM with the installer service only if they start the installation by 
clicking the WSAM link in the user's portal page. 

The ActiveX installer requires users to reboot their systems after an installation or upgrade. 

Users must have ActiveX components or Java enabled through their browsers to use the WSAM installers. 
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Table 2:  Java Secure Application Manager (JSAM)

Client/Action

ActiveX

Windows

ActiveX:
Installer Service

Windows

Java

Windows

Java

Mac/Linux More Information

JSAM

Run Not Applicable Not Applicable Restricted, Power 
User, or Admin

User See “Java Secure 
Application 
Manager (JSAM)” 
on page 21

JSAM with Host File Modification

Run Not Applicable Not Applicable Admin Admin/Root See “Java Secure 
Application 
Manager (JSAM)” 
on page 21

Notes Client system asks 
for the 
administrator 
password when 
JSAM launches.

Table 3:  Network Connect 

Action

ActiveX

Windows

ActiveX: Installer 
Service

Windows

Java

Windows

Java

Mac/Linux More Information

Install Admin Restricted, Power 
User, or Admin

Admin Admina See “Network 
Connect and GINA” 
on page 23

Run Power User or 
Admin

Restricted, Power 
User, or Admin

Power User or 
Admin

Standard User See “Network 
Connect and GINA” 
on page 23

Note:

Restricted users can perform the initial installation of Network Connect with the installer service only if they start the 
installation by clicking the Network Connect link in the user's portal page.

a. Linux also requires Admin rights to upgrade or downgrade Network Connect. Macintosh does not have this restriction.

Table 4:  Terminal Services Component

Action

ActiveX

Windows

ActiveX: Installer 
Service

Windows

Java

Windows

Java

Mac/Linux More Information

Install Power User or 
Admin

Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Not Applicable See “Windows 
Terminal Services” 
on page 28

Run Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Not Applicable See “Windows 
Terminal Services” 
on page 28
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Table 5:  Citrix Terminal Services Component

Action

ActiveX

Windows

ActiveX: 
Installer Service

Windows

Java

Windows

Java

Mac/Linux Citrix Client More Information

Install Power User or 
Admin

Restricted, Power 
User, or Admin

Restricted, 
Power User, or 
Admin

Not Applicable Power User or 
Admin

See “Windows 
Terminal Services” 
on page 28

Run Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Restricted, 
Power User, or 
Admin

Not Applicable Restricted, 
Power User, or 
Admin

See “Windows 
Terminal Services” 
on page 28

Table 6:  Host Checker (includes Secure Virtual Workspace)

Action

ActiveX

Windows

ActiveX: Installer 
Service

Windows

Java

Windows

Java

Mac/Linux More Information

Install Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Not Applicable See “Host Checker” 
on page 7

Run Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Not Applicable See “Host Checker” 
on page 7

NOTE: If you implement SVW through Host Checker, note that restricted users, power users, and admins all have adequate 
rights to install and run SVW. 

NOTE:  If you enable the Advanced Endpoint Defense Malware Detection Host 
Checker option and enforce the policy to install the Whole Security Confidence 
Online software on users’ computers, be aware of the following: 

Category 1 and Category 2 Signature Scans—Restricted users, power users, 
and administrators can install and run the scanning feature in Confidence 
Online. The scanning feature is supported on Windows NT4, Windows 2000, 
and Windows XP systems. 

Behavior Blocker—Only administrators can install and run the behavior 
blocker feature in Confidence Online. The behavior blocker feature is 
supported on Windows 2000 and Windows XP systems. 

Table 7:  Cache Cleaner

Action

ActiveX

Windows

ActiveX: Installer 
Service

Windows

Java

Windows

Java

Mac/Linux More Information

Install Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Not Applicable See “Cache 
Cleaner” on 
page 11
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Run Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Restricted, Power 
User, or Admin

Not Applicable See “Cache 
Cleaner” on 
page 11

Table 7:  Cache Cleaner (Continued)

Action

ActiveX

Windows

ActiveX: Installer 
Service

Windows

Java

Windows

Java

Mac/Linux More Information

Table 8:  Secure Meeting 

Action

ActiveX

Windows

ActiveX: Installer 
Service

Windows

Java

Windows

Java

Mac/Linux More Information

Secure Meeting: Win32

Install Restricted, Power 
User, or Admin

Not Applicable Restricted, Power 
User, or Admin

Not Applicable See “Secure 
Meeting” on 
page 13

Run Restricted, Power 
User, or Admin

Not Applicable Restricted, Power 
User, or Admin

Not Applicable See “Secure 
Meeting” on 
page 13

Secure Meeting: Java

Install Restricted, Power 
User, or Admin

Not Applicable Restricted, Power 
User, or Admin

User See “Secure 
Meeting” on 
page 13

Run Restricted, Power 
User, or Admin

Not Applicable Restricted, Power 
User, or Admin

User See “Secure 
Meeting” on 
page 13

Secure Meeting: Outlook Plug-in

Install Restricted, Power 
User, or Admin

Not Applicable Restricted, Power 
User, or Admin

Not Applicable See “Secure 
Meeting” on 
page 13

Run Restricted, Power 
User, or Admin

Not Applicable Restricted, Power 
User, or Admin

Not Applicable See “Secure 
Meeting” on 
page 13
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