Juniper Networks NetScreen Secure Access Release
Notes

IVE Platform version 5.4R7 Build # 12921

This is an incremental rel ease notes describing the changes made from5. 4R1
releaseto 5. 4R7. The 5. 4Rl GArel ease notes still apply except for the changes
mentioned in this docunent. Please refer to 5.4R1l GA rel ease notes for the
conpl ete versi on.

Known Issues/Limitations Fixed in 5.4R7 Release

The following list enumerates known issues which were fixed in this release:

1. Endpointintegrity — Resolved a cross site scripting issue. (49795)

Known Issues/Limitations Fixed in 5.4R6 Release

The following list enumerates known issues which were fixed in this release:

AAA - Modified the message displayed to the end-use
the ACE. The user is now requested to wait for the
trying the new pin. (45477)

AAA - Resolved issues with Certificate Authenticati

AAA-Nowmultiple CAswiththesamesubject(Ul)ca
the problem in searching CRL/OCSP using SKI/AKI, in
(48325)

AAA - Fixed an issue where users with memberOf attr
child/parent domains can't login. (46473)

AAA - Resolved an issue with incorrect rewritten UR
authentication is used. (48575)

AAA -Fixedanissuewithidle and sessiontimeouts
the user is authenticated using Siteminder. (41624)

AAA—-Resolved anissue with mismatch in the login/
in the User logs. (46512)

AAA - Fixed an issue in the last sign-in statistics
connectingtothel VE,addsspacesorenterstheus
(46765)

rwhen new-pinis setin
token to change, before

on and PKI. (46762)
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, when the end-user
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10.AAA - The proper certificate chains are now bein
VIPS configured. (42351)

11.AAA-ResolvinganissuewithWebURL gettingtr
of the RADIUS users are being used in constructing

12.AAA - Enhanced the performance of XML Export. (4

13.CIFS - Resolved an issue where file names would
the name was very long. (49218)

14.CIFS - Fixed an issue with browsing of CIFS shar
15.CS JSAM - Now JSAM automatic host-mapping works

16.CS NC - Fixed an issue where standalone NC was s
although it was functioning fine. (46673)

17.CS NC - Fixed an issue in NC upgrade on slow lin
18.CS NC - Resolved an issue with copying of files

19.CSNC-FixedanissuewithNCredirectingtoa
content. (47828)

20.CSWSAM-Fixedanissuewithroutingofredirec

21.Endpointintegrity - Now BitDefender 9 Profession
detectedbyHConwindows2000professionalsystems
than ESAP_1.1.2.pkg needs to be installed on IVE. (

22.Endpointintegrity - Enhanced HC error checking.

23.Endpointintegrity - When Host Checkerfails due
network related informationis logged onto the clie
side logs are enabled for HC. (47485)

24 Endpointintegrity - Fixed HC issue in detecting
Antivirus.ButESAP packagegraterthanESAP_1.2.1.
on IVE. (46875)

25.Logging-Theoption,"Clearlogsafterarchivin
for NC Packet Logging. (48727)

26.Meeting Series - Fixed several issues where Meet
prematurely. (46888)

27.Meeting Series - Meeting URL is displayed in one

28.System-Fixedanissuewithenabling ofnodesi
is enabled. (48709)

29.System - Enhanced IVE performance when many user
languages enabled in their browsers. (49475)

30.Virtual Desktop - Decreasedthetimetakentoin
users so that it is as short as administrators. (47
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31.Virtual Desktop - Fixed Terminal Services connec
Virtual Workspace. (47973)

32.Web - Fixed a flash rewriting issue. (45075, 477
33.Web - Enhanced the flash rewrite engine. (48247)

34.Web - Fixed an issue with Flash rewriting where
properly. (47565)

35.Web—-ResolvedanissueofJavaappletnotgetti
(49372)

36.Web - Resolved some minor javascript errors via
37.Web - Enhanced AJAX rewriting capability. (48641

38.Web - Enhanced the rewriter to handle content-ty
(47856)

39.Web-Fixed anissue wherethe rewriterwas rewr
40.Web - Fixed an XML rewriting issue. (47208)
41.Web - Resolved some write issues that only occur
42 Web - Resolved an issue with rewriting. (44631)

43.Web-ResolvedanissuewithOWA,whenauserse
to another user. (46842)

44 Web - Resolved an issue with the rewriter where
being generated. (47720)

45.Web — Resolved masking of character references w
enabled. (48742)

46.Web-Fixedanissueinrewritingwheretheflas
transitioned to the next slide (47590)

47 Web - Fixed an issue with downloading of documen
language characters through rewriter. (42824)

48.Web - Fixed a rewriter issue with synchronizatio
SharePointsite, using the option"Exportand Link
(47220)

Known Issues/Limitations Fixed in 5.4R5 Release

1. AAA-FixedanissuewithAnonymousLogin,whenthe
are on different time zones. (47712)
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The following list enumerates known issues which were fixed in this release:
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15.

16.

17.
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19.

20.

AAA - Fixed an issue with LDAP authentication where
a login error.(44798)

AAA—Resolvedanissuewithbackgroundcolorsappe
presented to the end user. (46751)

CIFS-ResolvedanissuewithbrowsingofDFSshare
in their path. (46563)

CIFS - Resolved an issue with accessing DFS shares

CS NC - Resolved an issue with saving of URLs in th
(46557)

CSNC-Resolvedanissuewithlaunching of Network
and 2.0 (45543)

CS NC - Fixed an issue where IVE stopped accepting
(46651)

CS NC - Fixed an issue with Network Connect, when u
IVE but either restarts or logs-off from the Client

CS WSAM - Resolved an issue with applications g
WSAM. (46944)

CS WSAM - Fixed a delay issue with WSAM when Ju
running and the client machine is on a proxied envi

Email — Resolved an issue with CPU utilization
is enabled. (46472)

Endpointintegrity—Fixedanissuewithlogini
when Host Checker is enabled. (46363)

Endpointintegrity - Enhanced HC's registry chec
thatitcan handle checks evenwhenthelengthisg

Endpointintegrity — Resolved an issue with Host
downloaded each and every time. (37484)

Endpointintegrity - Enhanced HC logging so that
shows username, IP address, and realm. (45380)

Endpointintegrity — Cleaned up the Host Checker
information is no longer logged into the IVE. (4698

Endpointintegrity — Fixed an issue with Host Ch
are more than two MD5 Checksum checks for a file or

Endpointintegrity—Fixedanissuewithcompres

Logging-Fixedanissuewithdoingscheduleda
the rollover logs. (45402)
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sconsistingofbackslashes
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MeetingSeries-Resolvedanissuewithdisplay
page. (46217)

Meeting Series - Resolved an issue with typing
details when Secure Meeting is launched. (46682)

Meeting Series - Fixed an issue with display of
in the Secure Meeting Logs. (47027)

MSP-Resolvedanissuewithsendingofinterme
IVE when connecting to a virtual system. (46670)

MSP - FTP Archiving now correctly uses the inte
appropriate 1VS instead of always using the interna
IVS. (45530)

SysMgmt - Fixed an issue with archiving of logs
System - Made stdout writes non-blocking. (4676
System - Fixed an issue when creating clusters.

System — Fixed an issue with web server and OWA

VirtualDesktop-Fixedanissuewithlaunching
on client PCs. (46727)

Virtual Desktop - Fixed an issue with adding or
inside Secure Virtual Workspace. (46779)

Web — Resolved an issue with rewriting of intra
is enabled. (46039)

Web — Resolved a rewriter issue with intranet ¢

Web — Fixed an issue with rewriter to consider
same domain. (47163)

Web — Resolved an issue with rewriter to keep i
and tabs in attributes. (47426)

Web - Optimized the loading of some Java applet
rewriter. (47044)

Web - Fixed an issue in loading some web applet

Web — Resolved an issue with rewriter when ther
the “@import” directive. (47410)

Web - Enhanced rewriter for a customer's web ap

Web — Fixed an issue with rewriter and Juniper
calling window is closed before the new page is loa

Web - Fixed a Citrix rewrite issue where users
"Application Servers section not found in ICA file"

intheSecureMeetingWelcome

in of proxy authentication
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diate CAcertificatesbythe
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Known Issues/Limitations Fixed in 5.4R4 Release

Web - Fixed an issue with rewriter when the rew
filenames starting with "." (47048)

Web — Resolved issues with rewriting of VBScrip
VBScript contains Octal Functions or Hexadecimal Fu
operators or Carets or Backslashes. (47008, 47005,

Web — Resolved an issue with rewriting of VBScr
VBScript contains “FORM ACTION".(46784)

WinTerm Svcs—Resolvedanissue with WSAM, wh
disconnected frequently. (46823)

Win Term Svcs — Fixed an issue with Windows Ter
end users were unable to order the created bookmark

Win Term Svcs - Fixed an interoperability issue
and WSAM. (47640)

WinTermSvcs—Resolvedanissuewith“ScreenP
in Windows Terminal Services. (46828)

Win Term Svcs - When using an authenticating pr
asking for credentials will now pop up in the foreg

ritten content contains

t through IVE, when the
nctions or “NOT XOR”
47007, 47009, 47006)

ipts through IVE when the
ereintheclientwasgetting
minal Services wherein the
s. (46932)
between Terminal Services

ercent’parameterinlCAfiles

oxy, the proxy dialog box
round. (46736)

The following list enumerates known issues which were fixed in this release:

AAA —Resolved an issue in ACE authentication, when
mode or next-token mode and the connection is lost.

AAA-Fixedatypomistakeonthe“CreateNew-pin”

AAA—-ResolvedanissueinGroupMappinginActive
name of the DC should be different from the Active
(45919)

AAA - When hitting an intermediate page, the IVE wi
re-replacetheauthenticationservernameifthese
(46734)

AAA - Upgrading a cluster from 5.3R6 to 5.4 now com
error messages. Also fixed an issue with Host Check
signinandtherearealarge numberof HC policies

AAA - Fixed an issue in logging where incorrect IP
HC fail on client PC. (44606)

AAA — Resolved an issue with web server. (45511)

AAA —Resolved an issue in LDAP referral and retrie
user belonging to a sub-domain. (44836)

the useris on new-pin
(45252)

pageontheUserUl.(45476)
Directory,whentheNetBIOS

Directory Server name.
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rvernamefieldisempty.

pletes with out
er when multiple users
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address logged when
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25.

26.

CIFS - When uploading a zipped file with "Uncompres
Japanese filenamesgotgarbled. Thisisfixedforc
"Resource Policies > File Encoding" is set to Japan
compression. (44914)

CS JSAM - JSAM launches more quickly on Macs. (

. CS NC - On Macs, NC was logging at the detailed

when NC client-side logging was disabled on the IVE
a default logging level of standard and will not lo
logging is enabled. (45984)

CSNC-Resolvedanissueinsession/idle timeo
some users sign in and sign out in a short span of

CS NC - Removed extraneous information from log
since occasionally this information was corrupt. (4

CS NC - After uploading files via FTP through N
get interrupted. (46531)

CS NC - The NC install script now allows a comm
language option. (45920)

CSNC-IVS:FixedanissuewithNConlIVS,whe
(44214)

CS NC - With Mac OSX and Safari, the default Lo
displayed when a custom sign-in page is configured.

CS NC - Resolved an issue in NC with pattern ma
mentioned in the proxy exception list on the client

CS NC - Resolved an issue where wrong NC IP's w
specific IP restrictions are enabled at the role le

CS WSAM - Now all processes related to WSAM get
launched on the same client machine. (45330)

CS WSAM - Resolved an issue with display of the
application configured under WSAM. (45800)

Endpointintegrity - Fixed an issue with HC wher
detecting Trend Micro Virus Buster Corporate Client
program). (43899)

AAA - Upgrading a cluster from 5.3R6 to 5.4 now
error messages. (45412)

MeetingSeries—FixedanissueinSecureMeeti
“&” in it.(46067)

Meeting Series - Now meeting chat window size i
initial chat messages with out need for scroll bars

Meeting Series- Themeetinginvitationemailt
links to access the meeting: one for the conductor

S .zip" option,
aseswhenthe IVE option
ese and using no
45608)
level by default even

. Now, Mac NC will have
g unless NC client-side
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time. (45782)
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nnetworksettingsgetchanged.
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tching when hostnames are
browser. (45034)
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vel. (43699)
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MD5 checksum for an
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invitees. (46119)

27. Meeting Series - Resolved an issue with the dis
Meeting email invite, when the timezone of the syst

28.Meeting Series - The IVE's SSL clients no longer
or vice versa to match entries described in the pro
behavior will match IE's behavior more closely. (45

29. MSP - Users logged into IVS's will not count ag
count of the root users. (45761)

30. Secure Terminal - When using Telnet/SSH applet
above) or JRE 1.6, pressing TAB results in losing f
window. This is fixed for IE 6 and Firefox 2.0. (46

31. Ul - Fixed an issue in admin portal where "Hits
not showing. (45132)

32. Ul - Enhanced the Admin Ul so that Form Post Va
reordered on Firefox browsers as well. (30777)

33. VirtualDesktop—Resolvedanissuewhenaccess
from command prompt, through SVW. (46660)

34. Virtual Desktop - Fixed an issue in SVW, when a
with their MD5 checksums. (44736)

35. Virtual Desktop - Files saved froman SVWsessi
being stored correctly. (45037)

36. Virtual Desktop - Fixed an issue in SVW where W
on the Windows system tray if SVW policy has custom
(46546)

37. Virtual Desktop - Printing from a locally attac
terminal session launched in a SVW session now work

38. VirtualDesktop-Nowaudio/videofilescanbe
Player in SVW. (45228)

39. Web - Fixed an issue in rewriting where SQL App
through rewriter. (46416)

40. Web - Resolved a bug in the rewritter when spec
set to zero. (45323)

41. Web - Enhanced Flash Rewriting to handle IF/JJUM
length attribute optimized out. (41428)

42. Web - Fixed an issue in rewriter, where the hos
were not getting extracted correctly from a form po

43. Web - The specific java applet now loads correc
Basicauthintermediationmustbe disabledforthi
(45609)

play of time in the Secure
em is changed. (36049)

resolve hostnamesto IP's
Xy exception list. This
680)

ainst the max user

with JRE 1.5 update 8 (or
ocus from the current
143)
per second" graph is
lues can now be
ingnetworksharesanddrives
pplications are configured

onontoafileshare are now
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applications defined.

h printer via a windows
s. (45802)
playedthroughWindowsMedia
lication cannot print
ific flash objects are
P actions that have
tname and the port number

st. (44489)

tly via the rewritter.
sresourceforittowork.
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58.

59.

60.

Known Issues/Limitations Fixed in 5.4R3 Release

Web - Enhanced rewriter to support a web-based
Web-Fixedanissuewithnesteddocument.write
Web - Idle connection timeout is no longer hard

Web-Enhancedrewritertohandle Javaapplets
other than IE. (46160)

Web - Fixed an issue in rewriting where DSID an
while saving PDF files from share point. (44313)

Web - Saving an attachment via iNotes now saves
(42038)

Web-Fixedanissuewith FileBrowsingwhensp
in the folder/file names. (45909)

Web - Fixed an issue in rewriting where .txt fi
(46278)

Web - Fixed an issue where when creating a Reso
Citrix Web Interface/JICA (Web Application), the co
split the ports as separate server entries. (44454)

Web - Resolved some connection issues when a se
between the SSL server and the client machine. (458

Web-Fixedanissuewhen Siebel 7 isaccessed
client browser is IE 7. (45874)

Web - Fixed an issue in IVS where users get an
page cannot be found when they log out. (44783)

Web - Fixed an issue in rewriting where a back
slowly while accessed through proxy. (44777)

Win Term Svcs — Resolved an issue in editing/re
sessions after an XML import. (42936)

Win Term Svcs - Fixed anissuein Citrix Termin
file where the ScreenPercent parameter is not consi
defined. (46623)

WinTermSvcs-FixedanissueinWindowsTermi
stops accepting keyboard/mouse input after 10-15 mi
Hyper-threading machine. (46368)

Win Term Svcs - Fixed an issue where creating C
automatically created an ACL for ports 1494 and 338
were specified. (45809)

Java application. (46036)
callsinrewriting. (46597)
coded. (46055)

whenaccessedfrombrowsers

d danainfo is seen

the correct file name.

ecialcharactersarepresent

les can't be downloaded.

urce Profile for a
mma between the ports

rver side proxy sits in

06)

throughtherewriterandthe

error page saying the

end SSL site loads

-ordering/deleting of WTS

al Services with custom ICA
dered when SSO is

nalServiceswhereRDPSession
nutes on a

itrix Resource Profiles
9 even when other ports

The following list enumerates known issues which were fixed in this release:



1. AAA-FixedanissueinHC/CCwheretheusersaret
deletion by CC. (45021)

2. AAA - Resolved a race condition which can corrupt a

3. AAA-Fixedanissueincertificatemanagementwher
to enabled automatically. (43508)

4. CIFS - Fixed the following DFS issues:

5. The following DFS issues have been resolved (42557,

5.1.

5.2.

5.3.

5.4.

For DFS file sharing on Windows 2003 Server and Win
if the domain root is a hidden share (hame contains
links to shared folders on same or different domain

not work.

For DFS file sharing on Windows 2003 Server and Win
if the domain root is a hidden share and has links

on same or different domains, file operations do no
For DFS file sharing, file operations do not work o
refers to another root share in the same or differe

For DFS file sharing on Windows 2003 Server and Win
if the domain root has links to hidden root shares
domains, file operations do not work.

6. CS JSAM - Fixed a JSAM issue where it can't bind to
MAC OSX. (44893)

7. CSNC - Clarified the text in the Admin Ul about Lo
is enabled, logs will be created on the client. (40

8. CS NC - Fixed an issue where NC'’s first page would
language of the OS instead of the language setting

9. CS NC - Resolved an NC launch error which prevented
Japanese OS with a 3rd party GINA installed. (45227

10.CS NC- Resolved anissue with the standalone Ul
NCwindowwould disappearifthe end-userdoes not
(43654)

11.CSNC-Fixedanissuein NCwhere the NC freeze
one instance is already running. (44771)

12.CSNC-FixedNetworkConnectconnectionproblem

proxies. (35647)

13.CS WSAM - Resolved a TCP Stack corruption on the
upgradedfromanolder4.2releaseto5.4releasea

14.CSWSAM-Fixed mismatched connectedtoandclos
in WSAM. (35729)

15.Endpointintegrity - Now appropriate error messag
disabling"MalwareProtection"ifitisselectedin

imedoutduetosessioncookie

downloaded CRL. (43545)

edisabledCRL Statuschanges

44750):

dows 2003 R2 Server,
an ending $) and has
s, file operations do

dows 2003 R2 Server,
to hidden root shares
t work.
n a root share that
nt domain.
dows 2003 R2 Server,
on same or different

local port 1494, 2598 on
g Upload. When this option

171)

display in the localized
in the browser. (44807)

users from using NC on a

)

of Network Connect, where the

loginwithinafewminutes.

sifitislaunched again while

swithNTLM/Squidauthentication

client machine, when IVE is
ndWSAMisconfigured.(44441)

edconnectionlogentriesissue

e gets displayed while
oneoftheEPSrules.(44868)



16.Endpointintegrity - Resolved anissue with Host
in various IVS systems. (42854)

17.Endpointintegrity-NowVirusSignatureVersion
without Advanced Endpoint Defense License. (44759)

18.Logging - Fixed anissuein Syslogging where log
when external Syslog server is configured. (42048)

19.Logging-Fixedanissueinsysloggingwherebla
be deleted. (41441)

20.Meeting Series-Add Invitee page of Secure Meet
(GivenName) correctly. (44159)

21.Meeting Series - Meeting users with slow or unre
cause problems to Meeting. (42878)

22.Meeting Series - Enhanced resource usage so that
meetings does not cause high CPU utilization (42803

23.Meeting Series - Fixed anissue where usernames
control request window during Meeting showed incorr

24.Meeting Series - Meeting users with slow or unre
cause problems to Meeting. (45512)

25.MSP - IVS traffic no longer leaves the internal
interface and navigating an IVS. The traffic will g
(44107)

26.System - Fixed an issue where malformed DNS quer

27.System - When an error page is sent, data is not
possible issues with the IVE. (44734)

28.Ul-Resolvedanissuewiththe PreferencesPage
display an "exclamation" causing password change to
(43691)

29.Virtual Desktop - Fixed Desktop Persistence pass
OS. (45226)

30.Virtual Desktop - When using SVW, overwriting a
truncate the original file to zero bytes. (40839)

31.Web-PTP — Fixed an issue where web compression p
Policies->Web->Compression" were not being evaluate

32.Web - Multiple File upload feature now works for
33.Web-Fixedanissuewherethehelpiconwasnot
under Roles->Users->General->Ul Options->Help page
(38394)

34.Web - Fixed a URL handling issue while rewriting

Checker,whenHCisconfigured

MonitoringUpdatefeatureworks

gingfailsatrandomintervals

nkservernameentriescouldn't

ingnowdisplaysLDAP attribute

liable connections no longer

high number of scheduled

)

with foreign charactersinthe
ect characters. (45049)

liable connections no longer

port if logged in to the root
o through the IVS VLAN.

ies caused a problem. (45381)

written to the IVE to prevent

intheend-userUl,whichwould
not display any messages.

word issue in SVW on Japanese
file in SVW will no longer
olicies under "Resource
din PTP. (44367)
Sharepoint 2007. (43471)
beingcontrolledbythe setting

forhandheldclienttypes.

flash content. (42892)



35.Web-UsinganextraslashintheURLwhenusing
via the rewriter. (40973)

36.Web-Fixedanissuewherethestyle.cssTextpro
rewritten. (44582)

37.Web-Fixedanissuewiththe"SetasReminder"
on PPT Files. (43944)

38.Web-Meetinguserswithsloworunreliableconn
to Meeting. (45172)

39.Web-Fixedanissueintherewriter,whereama
rather than getting highlighted. (44075)

40.Web - Enhanced Java rewrite for a web applicatio
popping up. (45195)

41.Web - Enhanced Java rewrite's cookie handling fo
42 Web — Explorer View on local desktop now works f
43.Web - Fixed an issue in rewriting PeopleSoft 8.

44 Web - Fixed an issue in rewriting Ariba eProcure
45.Web - Added rewrite support for linearized PDF f

46.Web - Fixed anissue in Cache Cleanerwhereitd
huge ZIP files. (42848)

47 Web - Fixed an issue in rewriting where hexadeci
references are used in URL's. (44099)

48.Web - Fixed an issue in rewriting Unicentre Asse
portal. (44863)

49.Web-Fixed anissuein RM easylink portal rewri
accessible via IE. (41030)

50.Web - Fixed an issue in rewriting where incorrec
multiple files uploaded in SPS 2007. (44879)

51.Web - Fixed an issue in rewriting URL's in PDF d
52.Web - Fixed an issue in rewriting large sized PD

53.Web-Resolvedissuescaused,whenPDFfilesare
(43677)

54.Web - Resolved issues related to rewriting PDF f

55.Web - Fixed anissue where duplicating arole th
resource profile resulted in a role where users cou
WSAM successfully. (45022)

56.Web - Resolved some rewrite issues with Siebel 7

FQDNnNolongercausesanyproblems

pertyinacssfilewasnotbeing

optioninSharepoint2003 Server

ectionsnolongercauseproblems

pinawebportalwasdisappearing

n where login boxes were not

r aweb application. (44160)
or Sharepoint 2007. (43470)
(43857)
ment 8.2 (43669)
iles. (40369)

eletesfiles while downloading

mal and decimal character

t Profile Manager application

tingwhere userfoldersare not

t re-direction happens after

ocuments. (44891)
F documents. (44331)
accessedthroughtherewriter.
iles. (44117)
atwas mappedto a Citrix-WSAM

Id not run Citrix through

.7.2.6 application. (44078)



57.Web-Fixedanissueinthe sending of mail, usin
the rewriter, when accessed from Firefox. (44085)

58.Web - Fixed an issue in rewriting xml data islan
portal. (44472)

59.Win Term Svcs - Microsoft RDP 6.0 client (availa
is now supported by Juniper Windows Terminal Servic

60.Win Term Svcs - Resolved anissuein a Citrix fa
was failing if the master browser returns its own i

61.Win Term Svcs — When logging off Juniper Client,
disconnect your windows session” will not be displa

62.WinTermSvcs-UpgradingActiveXcontrolIMSRDP.
screen when a user logs out. (40340)

63.Win Term Svcs - Fixed anissue with WTS bookmark
forthe 3rdandsubsequentbookmarkswasnotbeing
is that WTS bookmarks created through Resource Prof
disappear. A simple workaround is to edit the bookm
note that this problem does not exist in releases 5

gDominoWeb Access 7.0through

ds while accessing Sharepoint

ble through update KB 925876)
es client. (44388)

rm setup, where load balancing
p-address. (44340)

the message, "This will
yed. (37660)

OCXnolongercausesadisconnect

s where the description field
displayed. Anexistingissue
iles causes the details to
ark after creation. Please
.5 and greater. (44857)

Known Issues/Limitations Fixed in 5.4R2 Release

The following list enumerates known issues which were fixed in this release:

1. AAA — Fixed an issue with role mapping based on Gro ups in AD. (44344)

2. AAA - Resolved an issue with role mapping based on
usernames are in domain/username format. (44342)

usernames, when the

3. AAA-Fixedanissuewithfinalcleanupbythecac hecleanerwhentheclient

is restarted abruptly. (41141)

4. AAA-WhenusingCertificateauthentication,somed isabledCDP'swerestill

being accessed incorrectly. This was fixed. (41760)

5. AAA-FixedanissuewiththeSiteMinderandIVEId
timeout is disabled in the policy server. (42121)

letimeout,whentheidle

6. AAA - Completed the translation of the "New Pin" pa ge for
RADIUS(ACE) authentication. (41880)

7. AAA-Now userswon'tbe logged off when using dyna
(41267)

mic policy evaluation.

8. AAA —Fixed an issue with Date/Time sorting under L ocal Auth Servers tab

in Admin UL. (43441)

is not lost when user
(42607)

9. CIFS - Now the User defined file bookmark location
modifies the bookmark description or bookmark name.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

CIFS—Withthisfix, hiddenfiles and folders will
file browsing web pages. Hidden files and folders w
the zip file when downloading multiple files. (4082

CIFS—Ifthelistoffile serversexceeded 1000se
would not show up in the windows file browsing page
fixed.(39501)

CS JSAM - Fixed an issue with JSAM failing to loadi
IVS environment. (44003)

CS JSAM - When duplicating a role that has been ass
profile, the new duplicate role may lose its associ
profile. (42211)

CS JSAM-Now 11th slotwont gets overwritten after
in JSAM Resource Profile. (41353)

CSNC-MacNC clientnow behaves the same aswindo
fails to download the NC client tries to connect. (

CS NC-Resolved anissue with NC when the end user
proxy server for different protocols. (43780)

CS NC - Fixed an NC startup scripts issue if the st
not accessible due to domain reauthentication. (40

CS NC - NC redirect on MAC OSX 10.4 is now fully fu

CS NC — Corrected the session timeout messages in N
(41990)

CS NC - Changed the NC localization mechanism on Ma
unsupportedlanguageswillbeshownEnglishtext. T
launching for those users. (42517)

CS NC - Enhanced NC so that "Always on Top" option
(40212)

CS NC —Resolved an issue with Network Connect on D
(44275)

CS NC - Fixed an issue with NC, when Sun JVM is use
tools are disabled. (41014)

CSNC-ResolvedanissuewithNC,whenDHCPisuse
to the clients. (44087)

CS WSAM - Now WSAM prompts for canceling existing s
again. (44343)

CS WSAM - Fixed a WSAM disconnected state and graye
launching. (42710)

CS WSAM - Fixed "IDD_TIMEOUT" error when clicked on
(41394)

notbedisplayed onthe
ill not be included in
9)

rvers,the completelist
s. This has been

ng within a clustered

igned to a resource
ation with the resource

addingthe 13thserver
ws. Evenifthe pacfile
41520)
configures a different
artup script path was
847)

nctional. (39922)

C in Korean Locale.

cs so that users on
hiswaspreventingNCfrom

applies immediately.

ell Latitude machines.

d and registry editing

dtoprovidethelPaddress

ession when launched

d out issue after

"Sign-Out" in WSAM.



28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45,

46.

CSWSAM - Fixed aWSAM issue on hyper-threading-pro
(37597)

CSWSAM-FixedDNSlookupissuewhenWSAMisinsta
AV 6.0 (44250)

CS WSAM - Fixed a Windows Mobile 5.0 issue with per
WSAM would redirect to log-in IVE page after launch

CS WSAM —Fixed an issue on certain devices, such a
user would be asked to reboot the device when launc

Endpointintegrity—FixedaproblemwheretheHCre
5 minutes when the HC scan interval was configured

Endpointintegrity - Now HC post-authentication scan
userlogsin. Earlierifauserloggedinwithinth
HC wouldn’t run a scan upon user login. (38508)

Endpointintegrity - Fixed an issue with error messa
the logs, when HC or CC is enabled. (38075)

Endpointintegrity — Fixed an issue with checking of
in HC. (43079)

Endpointintegrity - Bogus non existent policies no
(39622)

Endpointintegrity — Fixed an issue with the size of
the warning page, when IVE session times out. (3958

Endpointintegrity — Fixed an issue with HostChecker
2006. (40286)

Logging — Resolved an issue with deleting syslog se
clustered setup. (42049)

Meeting Series—Fixedanissuewiththecursorof
displayed to the other viewers in a secure meeting.

MSP - Users can change the max concurrentuser coun
exceed the limit. (38380)

MSP - Now WSAM users will not be returned to Root |
reconnect after session timeout. (42089)

Secure Terminal - Now restricted admin can create a
telnet/ssh. (43123)

Sensors - Fixed Watchdog restarting services issue.

SysMgmt — Fixed an issue with Management interface
(43743)

SysMgmt - Now Export of Selective Rewriting Policie
order. (42537)

cessor-based machines.
lledonPCwithKaspersky
sistent sessions where

ing. (42870)

s Cingular 8125, where
hing W-SAM. (42870)

mediationoccurredafter
to 0 minutes. (38670)

swillruneachtime a
econfiguredidletimeout
ges getting filled in
minimum file versions
longer getdownloaded.
the window displaying
0)
and Norton Antivirus
rver settings in a
thepresenternotgetting
(44622)
taslongasitdoesnot
VS when attempting to

session under

(42921)

passing FTP traffic.

s will preserve the



47.

48.

49.

50.

51.

52.

53.

54,

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

Ul—-Now, the background color ofthe logoimage s
the remediation page. (38570)

Virtual Desktop - Fixed an issue with SVW where if
not mapped to any letter, SVW was not starting prop

Virtual Desktop - Fixed broken quick-launch shortcu
(40191)

Virtual Desktop - Now users can open the same excel
inside SVW. (43205)

Virtual Desktop - Now users can save files in Secur
on Japanese Windows OS. (39297)

Virtual Desktop - Now msvcp60.dil will get download
in the system while launching SVW. (43163)

Virtual Desktop - Fixed anissue where re-launching
SVW caused an error. (41518)

Virtual Desktop - Fixed an issue in saving MS Offic
windows OS in Secure Virtual Workspace. (40255)

Virtual Desktop - Now the temporary files that are
aMSofficedocumentaredeletedafterweclosetha

VirtualDesktop-FixedanissuewheniNotesisacc
Workstation. (40814)

Virtual Desktop - Now SVW printing works if Microso
driver unidrv.dll is used. (43029)

Web - Siebel 7.8.2.2 now launches through the rewri
Web - Added ImportAssets tag handling in Flash cont

Web — Resolved an issue with playing of presentatio
website. (42347)

Web - Fixed a logout issue with the SAP enterprise

Web — Resolved an issue with a Java applet based ap

Web - Fixed a rewriting issue with EMC Documentum v

Web - SSL handshake timeout is now configurable on
System->Configuration->Securitypage. Thisprevents

the user takes more than 10 seconds to click on the
presented by Sun JVM. (37000)

65.

66.

Web — Resolved an issue with the rewriter concernin
Primavera application. (40445)

Web-Enhancedtherewritersuchthatdynamicjavas
to the page if it is warranted. (40953)

presented correctlyin

awindows patrtition is

erly. (41491)

t links within SVW.

file multiple times

e Virtual Workstation

edifit's not present

Lotus Notes Clientin

e files on Japanese

created while editing

tdocumentinSVW.(43597)

essedfromSecureVirtual

ft universal printer

ter. (41564)
entrewriting. (42283)

n on a flash content

portal. (41315)
plication. (43231)
5.3. (43301)

the

Javaexceptionsseenif
self signed certificates

g the Expedition

criptwillsendarefresh



67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

Web - Fixed bug in JavaScript function rewriting. (

Web - Fixed issue in rewriting empty string for bac
body/table/td tags. (41276)

Web - Enhanced rewriting capabilities of AJAX on Fi

Web - Fixed an issue when PowerPoint slideshows sav
accessed through the rewriter. (42235)

Web - Fixed an issue in JavaScript rewriting. (4218
Web-FixedarewritingissueinPeoplesoftwithCr

Web - Fixedarewritingissue caused by writing sty
(42193)

Web — Resolved an issue with local access to bitmap
drive. (40896)

Web - Fixed an issue with rewriter. (42601)
Web - Fixed segmentation Fault issue. (42150)
Web - Fixed a flash rewriting issue. (43414)

Web - Resolved anissue with Sharepointwhenauser
Office documents. (41950)

Web - Fixed arewriter issue where some functions o
were causing the user to see a blank page. (35328)

Web-Fixedanissuein Autodownload andinstallat
IVE. (42814)

Web - Resolved an issue with NTP on Cluster. (41357

Web-FixedanissueinHostedHobJavaappletacce
from a machine running Mac OS X. (42873)

Web - Fixed slow rewriter performance issue with ap
graphs. (42595)

Web-FixedanissueifFORMPOSTwiththepassword
German and French characters. In addition to the co
required to address this issue. (38522)

Web - Fixed a JavaScript rewrite issue with the ope

Web - Fixed an issue in Outlook Web Access 2007 rew

Web - Added rewrite support for Lotus iNotes 6.5/Fi

Web-Fixedanissueintherewriterwhenusingap
unresponsive.(40747)

39273)

kground attribute of

refox 1.5. (43286)

ed as web pages are

8)
ystalReports9.0(40072)

letagfromIVEtoolbar.

file on aclient hard

hasreadonly accessto

n Oracle Expense Report

ionofCitrixclientvia

)

ssingaMSTerminalServer

plication containing

whenthepasswordcontains
de change, afilter is
rator ">>>", (40270)
riting. (41396)
refox. (36361)

roxythatisoccasionally



89. WinTermSvcs-Nowcreationofduplicateroletoa nexistingrolewontkeeps
theterminalbookmarksassame,whenbothrolesare permissivemergeforthe
user. (43232)



