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9. Z2|Xt 221 HIOIXIH HAAD
"fadmin"E 2 & &L E} URL% C
https://a.b.c.d/admin 0l 22 ab.cd
HOHANDIZISZEINE M ME
Ct.

2181/ 2 2E2 K Ol A ZHI S URLOH 01 Of
2 ZWo2 ol ASLICH

4 SHHOIA 215t BHIO IP =AY LICH
|5 A1L0] KB GH O Yes(O) S gzau

el X 220920 HIOIXIJOF LEEHLES NetScreen-RA 500 2 H[JF UWIERAZN &3
HNoz dZ& AYLICH 20 HO IIIOHEDQII RoH Mg ZEZ HE
OMtA HHl £ HIERT EE S S0l AI2.

welcome to the

Remote Access SSL VPN

Username |admin Please sign in to begin your secure session.
Password |7

Note: This is the
Administrator Sign-In Page.

If wvou don't want to sign in as
an Administrator, return to the

standard Sign-In Page.

10. 2209 HIOIXIOfl 7 SHAHIOI A A4S 22 I} ArSTED &S5 st S
Sign In(22)S S ELICH 22l X2 =
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8 3: System(Al A&)=>Status(& Eil)=Overview(II ) HIO| Xl

Administrator Console Help | Sign Out

System
Status
Configuration
Hetwork

Clustering

System Status

Active Users

Log/Monitering

System Software Pkg Yersion: 4.1.411-latest.daily.0720.1 {build 6792)  click to download current package

Signing In Last Reboot: 41 minutes, 3 seconds
Administrators System Date and Time: 2004-07-20 04:40: 50 PM {Edit)
Authentication Max Licensed Users: 2

Delcuaton Mumber of Signed-In Users: 1

i Logging Disk: 0 % full

Authentication
Rales

Meaw Usar

Eesource Policies

Maintenance

1. System Date and Time(AIA 8 Xt Y Al2H) 22| Edit(EHE)S S &LICH
Date and Time(& X+ & Al2+) HIOI Xl A &H| AlI2Ft2 XI&E & CH2 Save
Changes(8d M &)= S &LICHL

6 m 260|288 +¥
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12, JEHNO=Z 22|k HIE 20| AlI2HS BIE5HH(10Z 0|42 ME RE52
2 oIst 2HHl 2022 Ulsh)| 2l oll) Administrators(2 2l XH)=Delegation(H
2hS dEHELICh Delegated Admin Roles($I & = 22| XF < &) HI 0| X 0fl A
AdministratorsE 226t W& & Administrators S & & 14 H Ol X0l &
ZELICL Ol 2&s fdl:

1. General(2ghH=Session Options(Ml& S&)Z & &St Session lifetime(Al &
8 ANZHUHM SFE AIZHEE L 20 ME 2012 gt2 HEELIC

2. Save Changes(Hd N&)S SH&LICL
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3 S : NetScreen-RA 500 € 1d01E & 20| &l A

AMNEX HMA ItsH S AT M0l NetScreen-RA 5002 It %412 OS A HI
AIZINE SOd01Eg ds AEELICH 21232 Juniper XI& ALOIE
(http:/lwww.juniper.net/support) Ol Al 2 =2 2= JUSLICH XI& AFOIE 0l 24 Al AGH
S MHIA Hts 260 24356l o & LICH

(o7 MBI ANE FOHA G E20= A ATE HEM AL
s &= QlsUOh XI& A 2 280 et 2= W2l E 0l 220HAl
Jl BHELICH X2 A s 20 AKX @2 3 3 HAHCA 0l Z2XHE Al
oY A2

NetScreen-RA 500 €18 0/E & 20| AA -
1. XAl OS MHIA THIIX &=

1. & B22X 0 M X2 AHOIE URL: http://www.juniper.net/supportS & &L
Ct.

2. XN& AOIE HE SSME AIS
2

FOd A& AOIEO 2 018 LIC.
Customer Support Center(2 24 X

o

XI& ME) HOIKO S & LICH

3. Download Software(2ZEQ0 CI2ZE) S0l A IVE Software(IVE & X
EQI0) 235 22610 IVE 0S Software(IVE OS 2 Z E S 0f) H Ol Xl off
O M| A BHLICF.

& & HOIXKIOA MAlA T2 Xl CH
} CC 04 NetScreen-RA 50001 28 Al A
ol 29I KIS MZHsLICH

2. NetScreen-RA 5000l & XIS MHIA THIIX 2 H0IE™:

1. 22X 220 HOIXIo HAAsH & B2 M0l Al NetScreen-RA 500
URLO OIH "/fadmin"2 L& LICH URLS TS ZW2Z G USLICH
https://a.b.c.d/admin. 0] @ ab.cd= 2-4 HHUH M L& U2 IP =4
LICHHIOIXI 5). 2t B3N TETEJ = | MY S M0 X5t ™
Yes(Gl)E S & LICH

* NHIA HUS 20 UK L2 B 3HH2 AUFAYAR.

3 SHl : NetScreen-RA 500 € 1301E & 2l0ldA m 7
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2H2I X 2701 HOIXI 0l 2-7(HIOIXI 5) SHAIOI Al A4 A Bt 24| Kb ALS X+
o ASE Qs (42, Sign IN(219NS 22 8LICH 22INel & Zse

System(Al A &)=Status(&f EH)=Overview(Il ) HI 0| XIE & LIC}.

Maintenance(& H|)=System(Al & &!)=Upgrade/Downgrade(& 1dl 0|1 =/
Cr2d01E)E A E=ELICH

Install Service Package(AHl2 TH3|X| &Xl) HIOIXIHA WESN C
SZCE8 AHIA IHIIXIE FOt2LICH XIS &6 1 Service
package to install(& XI& AUlA THI[K]) 2SO0 IHL HO| LIEFLIH
Install Now(XlZ &X)E S & LICHL

NetScreen-RA 50001 WIEH 3 CIREHCIZFEH MEIA THIIXE BE =0t
1 0212 AXokD| AIZEEHLICEH o] UHE S 4= 2 Z2E L0 & 28 £ =
N 2EZ2 Sl HEHE 2ZAIE &= ASLICH NetScreen-RA 5000] Al ]
A TIIK EXE 2=5HH AIAE 0| MHEE & LICH NetScreen-RA 5000
MEE D H 2| X & 2500 CHAl 2021510 A AE! 20| MA S 213
StLICH.

3. NetScreen-RA 5000i M & c2tOl&lA A X:

1.

2 20 Ot 21016HK &2 &< NetScreen-RA 500 URLS & &6t
OlH "fadmin"S Y& 3t 22| At 2291 HIOl X0l A A LICH URL
s Zooe 2 & USLICE https://a.b.c.d/admin. 0] S ab.c.d= 2-
HOUHAN LSt U2 IP =ALLICHHIOIX 5). 2ot A1) IEZED}
M S A0l D3 H Yes(O))E S & LICH

raro fJ

A

i

System(Al A &)=Configuration(7*&)=Licensing(2t 0| tl A)E & EX S L
Ct. Licensing Tl Ol XI Ol A

a. HMZ WIIX0 & 2toldA I HE0 NEEN A= 2H0lHA D
E Company Name or ID(2|AtY = ID) 2 =0l 2= SLICH

b. ME WX L&t 2oldA I IEN NEEHAH U
£ License Key(s)(2t0|dlA ) ZE0 &=8tLICh

rr
o]
(=)
z
5
A

c. Save Changes(Hd N &)= S & LILCH. Licensing(2t0| &l A) H Ol X
Ol 2oIdA RDE AEIF LIEHLE D 8 DS WIERI HZ IP =4 2
M= MAotet= KAIDEHUSLICH

8 m 3 St : NetScreen-RA 500 &€ 120/= & 20| A
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8 4: System( AlAE )>Configuration( 724 )>Licensing( 2t0l &l A ) H 0| Xl

¢ Juniper’

NETWORKS

Administrator Console Help | Sign Out
System
Status | Configuration
Configuration '
petuord | IR Security | Certificates | NCP
Clustering -
Log/Manitaring
Signing In +| Mote that entering your license key signifies that you have read and agree to the terms described in
Sl eiEs the license agreement.
Authentication
Delegation Company Mare ar ID:

Users License D
Authentication License Key(s):
Roles

Mew User License Key :I

Eesource Policies

Maintenance

System v _|;|
Impor/Export v il L2
Archiving v

Troubleshootng »

NetScreen-RA 5002 E 1dI0I1E &L 2t0|HIAIGIH HERI HZ 2 ®IstIP=aA &8
£ XI&™sg =H|Jt €L
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FAE NEELICH HERZA HA MES Aol 2210
NetScreen-RA 5000 &2 ™ 212 HIERK 3 A& IP
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user role(AtELF FENVE NETE
EOHOtLI2t HIER T AZ HAHA D
NetScreen-RA 5002 IS E AFEZ XHOl
NEE ME S8 LUERT AZ I3 SE2 WAl P

E2 ZOSLICH S0l CHEt ItAIS S 2 15HI0IXI2) AISX S o8 &X
S A2,

HESI HZS A IPFA BE XX :

1. & Z=0lAM Resource Policies(AH2 2 &)=Network Connect(UER3 &
Z)=IP Address Pools(IP =4 )2 S ELICL

2. Network Connect IP Address Policies(WIERI3 HZ IP =4 & ) H 0| X| 0l M
New Policy(M B &)= 2 &FLIC.

3. New Policy(M E#) HIOIXIOA CtsS L ELICH
m Ol 320 € 01S.

MO fH(SH).

42 HE/AD HZS At P2 ZE2XNNE =
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10 m 4E3:UEHT A&

4. Resources(AF&) 0l A NetScreen-RA 5000] HIERIZ A& HHIA S Al&5t
= SCH0IHEN NBEIPFA L= 1P FA0 HRISE XNEELICHLIPEHRASE
"a.b.cd-e"2 N = UA2H, Ol T IP =22 0K A= SHOIE(-)0l &
off SHAHDE Mo Kl= HRIYLILH S5 2Xt= SIS X ZSLICH
0ll: 10.10.10.1-100
5. Roles(&&) H0lA CtS2 XIEELIC
m  Policy applies to ALL roles(E 20| 2 &0 & E)- 0| 3= 2= A
EX0A HEAZ M.

m  Policy applies to SELECTED roles(& 20| H&8E &0 &) - Selected
(HEE) A 2S00 = 20 NS AASTHOAL 0l EHS HSAIZ
. BtE Al Available(OIE) 9 & SELZ2H 0| SS0 22 FOtE
LICF.

m  Policy applies to all roles OTHER THAN those selected below(& 0] O}
i J8iE HE 0|22 B= HE0 HE) - Selected(H & E) A& SF 0
E A0 XNEE AF=ZX 0212 RE AMEXNIA Ol S H=AIZ M.
B Al Available(JI8) & SECZ2H 0| S S0 2 S FIHELICH

(= NS S0 e YA LHE2 15 HOIXIS "AIS X A& Jo"E

SO AIL.

6. Save Changes(H& MZ&)S S &LICH

7. System(Al A &)=Network(Ul E® 3)=Network Connect(U ER3 H&)2 &
ENSHLICH.

8. Network Connect Server IP Address(UWIERI3 HZ& HH IP =4) Lol 2 Ul
E/AI HZ MEN ME SA MEZ UERIT AZ MHE Z2HNAE RSt
IPF=AE USESLICLIP FAE BEAIP =4 E I3 Y& SotLiet 22
ME HERAI0 QAN OF SLICH
0ll: 10.10.10.200

9. Save(M&)= =Lt

SCH0|HES IZ2HASE ASHERI HZ IP A E N SES MH F A

HE ZZNAS AsHIP =42 XIEOIH AEX HAMA JISHS 018 =4I &
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5 EHl ISR HAA JtSE #0l

NetScreen-RA 50001 CHEF AFZ X HAIA JIsAES &
HE AMAE = M0l E0lotH MAHE &= QSLICH
S A= NEBXN SHAEX 08 L 25) el g

fo
o
Ol

t= O AL E AFZ A A
uthentication server( 2/
Hoz I8 Y =484 8L

QD

Q! Bt

£ M&ot= IOIE IOl AL LICH NetScreen-RA 5002 A2 X IDE &H0161D] <l ol
OIS AMHHU AtEX SYHS ASELICH
NetScreen-RA 5000 = AIE XHE Qo "2 2 AIAE"0I2tD) E2= &2 22 215
MEHIEOIEl REEH JAUSLICE Ol AN ZOE 22 215 MH= AIEX oIS 2 {8t
MEX HES ASolH MAHE £ Q= NetScreen-RA 500 IOl E{HI Ol A LICH 22l
Aol g 252 Sl HE = MAsH = NetScreen-RA 500 AFE X 2 121 HIO| X Ol

| CHSt XtMISH LHZ2 2 1901 Xl o1= A B

MERZA 2O LICH 1S M

o E FXotAlL.

2

MNEX HHA JtsH &0l:
1. 2elXel & 2201 A Users(AFZ XH=New User(&l 77 AFE X}

i
x
Je
]
°
«Q

2. New Local User(&l71 23 ALZXH) HIOI X0l AFE Xt O
"testuserl"E2 2 & &t (S Save Changes(Hd M &)=2 2= &LICH
NetScreen-RA 5000] testuserl H& S M4 & LICH

3. MEX 222 HIOIKN HAAGHAH CHE EctR M &0l 2Ul2 URLES 2=
SLICH URL2 OIS 222 T USLICE https://a.b.cd. O B ab.cd=
2-7 HHOIA st HHICIPFALLICH Bt E N EZSEZTEIN Z M MY
QIZS M0l XeHdted ™ Yes(0)E S &LICH AFZ X 22201 HIOI Xl 2F LIEFLE
& NetScreen-RA 5000l &3 &2 HAZ & A LICH

8 5: AFE X Sign In(2221) HOIX

@Juniper

ETWORK

Welcome to the

Remote Access SSL VPN

Usernarme Itesluseﬂ Please sign in to begin your secure session.
Password I””””"""’
Sign In |
4. ZQ HOIXIO AFZ2X HEZ22Z MASHAIZX 0N S E e T
8 Sign In(2192)2 226t HIERK D H&Z NES Al&36t1 NetScreen-RA
500 AtE Xt & HIOI X1 0] HAIATL FE| & AFER

ICH WIERIT &1 HIE0| AR
6).

5. Microsoft Outlook 22 Z2I0IHE/MH OHEIH 0182 &€ 10 Network
Connect Status(WIER 3 HZ &HEH) Z0IM Sent(&SE) L Received(=4l) 2
CEEHMUESRI AZ0| LSt OHE2IHO0IE HIOIEHE dSot=Xl &
QISHLICH.

y
0l LLEFELICH( 12 HOIXI2 18

5EH AMEXN HMAItsE 2 =
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Jg 6: UERI AE S| &

Metwork Connect Status

= Status: Connected

Eﬁ Started: 08 July 2004 16:55:59
Sent: 97,421 Butez
Received: 410,732 Bytes

k. I End Seszion

& 7: NetScreen-RA 500 AFEXH £ HI0I X|

Help | Sign Out

Applications Walcome to the Ramote Access S5L VPN, tastusarl
[» Network
Connect
sSystem WL If you see the Network Connect icon in your syskern tray and it says "Connected", then you can now access your

applications securely aver the network,
[ Preferances
Otherwise, click Hetwork Connect to connect.

License ID: YourCompany, Inc. Juniperaguf Net
Copyright @ 2001-2004 Juniper Networks, Inc All rights reserved,

ANEX HANAINSEE
WAIA 2te| AIAE S A06t=

Zte| X 3 & 2 &l =02 A NetScreen-RA 500
OHLHM L M2R E H=ELIC.

MHL o

12 = 583 ASK HAA IISH 2ol
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NetScreen-RA 500 JHE L 2 H AIS 0|2 USR] IS A& AlLI2I2 MY
NetScreen-RA 5002 S &, A& Y& OS5 AW, 015 g9 L 2701 Mo Al
= SSHAIESXO A HHA HES AHGIH A2 EHYE £ Us SFHSH H
N A 22|l AIAE S HIZEHLICH 018t AME ASZGHH AIEE 4= UAES 61D
2|6l NetScreen-RA 5002 2+2H0ll CHSt AlAE D2 8o = EolELICH 2 &2
Olefst AIAE D2 832 AU D US EHADE cHEZ M 2212 HA A
el AXE MHdols 22 2 SLICH

P

ol
I
.
(6]

AEX S8 F

THZL SR B O] ittt ettt ettt 17

OIE A O ittt 19

OIE B O ittt ———————— 21

L L B s R 24
SAE HZHII(Host Checker) 2 IHAl & A J|(Cache Cleaner) s& 2 Z&ol0 A=
HOIE Bot)|s 2H0l CHSt IHAIS HEe 2212 S 2US FISMAIL. 22t
Ol E2US AN Y 2L S2SL NN HMAE = ASLICH

(%7 NetScreen-RA 5002 CIS 5 JIXl S| AKX E K& LICH

m  Administrators(2t2l A}) - administrator(Z2/ A= NetScreen-RA 500 74 &

2 ENHU =8 = U= AHLYLILL HE ZES Soll =2 22X AE

£ MAELICH
m Users(AH8 X1 - user(AfEAH = &2l Rt 2 A 8t J1 Y XH2 0l NetScreen-RA 500

AZ0HH HUANAGTH=E AL LICH 1LHIOI XIS 5 SHAH AFS X HAA IS H
QIUIA = =2 AFZ At HI E(testuserl)=S M A & LICEH

o o

LIS A" AlL2I2E AISXE fleh BAIA g RES ?IEt
NetScreen-RA 500 HAIA 2He| @i AFE0 =28 & A LILH 22 HE 2
st AIAES JI=2 240 et Al LiE=2 29HI01 K12 22| X e 22
SO AIL.

i
0
o

o r.

N
O
N
19
W
0y
o

user role(AfEAF S ENE ANERE 2IE
HEOFOILIZIHER HE HANA IS
NetScreen-RA 5002 IS & At XHUI A
NEE NE 88 L HERD HE K&
S0 HHAE = U= NG RES

SHOH Ol &S] &2 2O ELICH S
8t & 2 NetScreen-RA 500 A& SOHO Al
A O|8HLICH.

NetScreen-RA 500 JHE L 2 AtZ 0

L]

IOl 218 AIE AlLt2l2 44 m 15
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n IO MBS AP EL

m  NetScreen-RA 5000| XI& HNAE 3IZ26t=X L=
X o 2.

NetScreen-RA 5000l= 2 AFS XD WERAIN HHMAE 4= UN ol=
e HER HE HAA SH 0| AN 2HE O ASLICH Resource
Policies(Xt& & &)=Network Connect(ll E®I3 ™ &Z)=Network Connect
Access(UIERR HZ HAA SH) HOIKONA II2 HESKD 2B HAA SH

= T
us 2 4 AL

2 & 9.

1. 2elXtel & =0 A Resource Policies(At& 2 &)>Network Connect(Wl £
£ 3 ¢ 2Z)=>Network Connect Access(lIERT & WHA SH)E SHE
LICt.

2. Network Connect Access Policies(UIE®I3 HZ HAHA =) H Ol X0l A

New Policy(M B &)S S &LICH
3. New Policy(M &) HI Ol XI 0l Al:

1. Name(0I&) 2E0l Ct=S= LS &LICH NC HAA AIE

Hl

2. Resources(AH&)
protocol://IP:Port

ZE0 O3 2% Iy & NHE LS LICH

0l: tcp://10.10.10.220:80
3. Roles(Z &0l Al Policy applies to SELECTED roles(& €& &t Mz A
)= «8&t (IS Available Roles(It& ##&) 2 =0l A "Test Role(S & Al
g)'ES HE5t) Add(FIHE 226t 21X £ Selected Roles(8 & &
hEc=z gL

4. Action(ZX|)0l Al Deny access(HMIA HE)E HEHEHLILH.

oo

Lok
I

5. Save Changes(2d M&)2 & &LICH NetScreen-RA 5000] "Test NC
Access(NC Ml A Al&)"E2 Network Connect Access Policies(HIE®I3 o
Z HAHA A=) HOIXI0l =IHEFLICE.

4. Network Connect Access Policies(UIE® 3 A& HAHA =) H O X 0l A
Policies(& &) S 52| "Test NC Access(NC HMIA AIE)" S0l A= MIAYRAE

-/ —/ — AN

S2I8LICH NetScreen-RA 50001 H Z 2 MO 2 2 XFLICH

NetScreen-RA500 JHE X 2 AIS GIE BH<J| fI&t Alg AlLi2I2 44

m 17
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5. HIO|X| ACtO| AtSk oA T Ll = 221500 "NC A A AlE" 92 Do "x
S HESS o2 & o <> = =
LICF.

[ NetScreen-RA5002 =52 2= ZHSH AIAGI0 Xel= UHE &
Z 2 X el&tLICt. NetScreen-RA 5000 & &t NI HistsS A
HEESHESE 2 MESEQ FME U SE SEE A HI &=
OZ 5t XICH MStEQ MO ZLE XA HStEQ HIMO| =NF
MOl =NE HOAAI2L.

Ol EHIZ SB35 YIEYT 12 KA SH N2 WES PAB AALICH Y
EQD 0l MNA M 220/ 1S HHS ARG 2E AR 2E HIES
3 X0 MHI AT = AKIOH B ABO NRE ABRE CHS HH0| LMt

B EZQINC HAA AES £2HE SFot)l 20 XNE = A0 HAlA
ot= A0l (&Sl sXEs 72otEAlL.

& 9: Resource Policies (KH& 2&l)> Network Connect(HIES®I 3 &1 2&) > Network
Connect Access Control(UWIERIT H& HAIA SH) > New Policy(M &)

Administrator Console Help | Sign Out

Systam

Metwork Connect Access Policies =

New Policy

Status
Configuration
Hetwork
Loa/Manitaring

Signing In

= Administrators

" * Name: Test NG Access Required: Label to reference this policy,
Authentication

Dalzgation Description: Block Web Server Aoccess =l

Authentication
Rales

Mew User

i Resource Policies Resources

Specify the resources for which this paolicy applies, one per line.

i Maintenance

Systern » * REsources: Examplas:
' tep://10.10.10.220:80 -
Import/Expart  * —I topifi*i1-1024
. kopi/f*iB0.443
Archiving 4 udpiff10,10,10,10/24;%
Troubleshooting * LI icmp:/f10,10,10,10/255.255.255.0
| 10.10.10.10/24

Roles
& Policy applies to 4LL roles
" Policy applies to SELECTED roles
© policy applies to all rales OTHER THAN those selected below
Available roles: Selected roles:
Users Add > Test Role
Remaove |
Action

 Allow access
& Deny access

' Use Detailed Rules {available after you click 'Save Changes")

Save changes?

Save Changes | Save as Copy
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& 10: Resource Policies (AH& &t&l)> Network Connect(WIER 3
Connect Access Policies - Changing the Order of POI|CIes(|:IIE-?—43 ol
xl-l _,_/d )

&) > Network
Z AN A HE-F

Administrator Console Help | Sign Out

=i System
Status
Configuration
Metwark
Lag/Manitering

Network Connect Access Policies

@ IP address Pools  Split Tunneling Netwaorks

Signing In

= Administrators

Authentication ey Policy... | Duplicate | Delete... | t!il Save Changes

Celegation

» Palicies Action Resources Applies to rale
Authentication ¥ 2. TestMNC Access Deny  tepiff10,10,10,220:80 Test Role
Roles Block Wab Server Access
(i Usew [~ 1. Initial Network Connect Policy Allow  ** All roles

=i Resource Policies Allows all nevork connect! Remove to restrict access,

Metwork Cannect ¥

= Maintenance

Cti+Plus and Ctd+Minus to expand and collapse all itemns,

Systarmn »

Impert/Expart | keyboard shorteuts:

archiving » | Use "<" and ">" keys to move selected iterns up and down (remember to click Save Changes after rearranging the list), Use
,

Troubleshooting

authentication server(2/Z Aty AHEX SH - AE2XN 0§ € &5 -02|0 &
BiMoz N8 2 54 FEE HASH= UOIEBIOIALICH AFZ XDt
NetScreen-RA 5000 £ 1 QI& [ AFEXt= 213 MHO 28 E 215 22 XI&E
LICt. NetScreen-RA 5002 ALZ XL IDE &t2IGHD| 2o Ol 21E MO0l AtE At

£ MSELICL

f

ad

T
X+ 1D

NetScreen-RA 5002 Windows NT Domain, Active Directory, RADIUS, LDAP, NIS, RSA

ACE/Server & Netegrity SiteMinder= E&5H0] DI LBHX Ol 1= AHZ X250,
NetScreen-RA 5000| 21 E56t= AFE XS] 8O 0142 2Z TIOIEHIOIAS MEE ==
LAl & LICH NetScreen- RA 5000l= A2 XE ol "2Z AIAE"0|2tD 22 &= & i

o 2Z oIS NI DIl FEE0 USLICH 0l AHY & 22 215 M= AlS
A oISE Rt AT HE S MEoHH ddE &= U= NetScreen-RA 500 U Of £ H
OIAQLICH Ol sE2=Z 2ol 22 ¢l MNEL HES 44 2RIt 8L0X
02 Ng S & M3k BAAE HSE = A= &340l HALICH

0|>|
N
=
2

System(Al 2 &)= Z 1 2I(Signing In)=Authentication/Authorization Servers(2! &
1210 AEHDHIOIXINA D2 82 215 MHE 2 = USLICH

NetScreen-RA 500 Q1JF M H &= XI& 8HLICH. authorization server(2/Jf A H)(
C=CdEHZ A)E AN S8 2 08 822 M&Eo6t= HOoIEH#oI AL
Ch.CI2EHCI NMHE MEGHH S& ¢l 7= & I3 ZE AAEE AISIHESS
T= IS 3EE N2 = UAET US IFS 2L = USLIT

i

S M 24
22| X2l & 2E0 M System(Al A E)=Signing In(2 1 2!)=Servers(MB)E
S e gL C.

NetScreen-RA500 JHE X 2 AIS GIE BH<J| fI&t Alg AlLi2I2 44

m 19



NetScreen & &3 M AN A Al EGHD

20 m NetScreen-RA 500 &g &

2. Servers(MH) HIOIXI 0l A New(M) 2= 222 H IVE Authentication(IVE ¢!
T)S 5 TS Newe Server(M AH)E 22 &LICH

3. New IVE Authentication(&! 77 IVE 21Z )H Ol XI 0l A Name(O s)z=ol "Test

Server(AHH Al&)'2 22 &t CtS Save Changes(H& A I’)% 22§ LCH &

Al J1Ctel ™ NetScreen-RA 5000] 21 Z 0] X gcmg; SXlotH 1 3l

JHEQ 4 ©0] LIEtELICH

=
T

4. Users(ArE2XH &2

5. New Local User(
01| "testuser2" S
[SIGRVNE=PN; 31|

[
4
Hy
ny
=
0o
_>,j
‘—-‘_L
=
ﬁ
2
0>
Cc
w
(9]
=
QD
3
2
_>',_
0o
el
f=]
2 O

0x HO

e eLIC.

/\-IH101|

Help | Sign Out

Administrator Console

= System

Servers >

New IVE Authentication

Status
Configuration

Metwork

Loa/Manitaring

MName: |Test Server Lzbel to reference this server,

=i Administrators
Authentication

Delegation
Password options

Minimurm length: IB characters
Maximum length: IB characters

Authentication

Rales
Mew User

i Resource Policies

8 12: System(AlAE) > Signing IN(E221) > Servers(M ) > Test Server(AH Al&)

> New User(&l 7 AFE X

Administrator Console Help | Sign Out

=i System

Servers > Test Server =

New Local User

Status
Configuration
Hetwark

Lag/Manitering

Username: testuser?
ERT T Fullname:

Authentication Authenticate using: Test Server

Password: [
Confirm Password: |7

Celegation

Authentication
Roles
Mew User

& Resource Policies
[ Require user to change password at next sign in

Save Changes

twork Connect »

Systermn

2E AIS GE BRI Ast A" AlLiel2 84
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8 13: System(AlAE!) > Signing In(2221) > Servers(A H)

Administrator Console Help | Sign Out
= System
Status
Configuration
Hetwark
Lag/Manitoring

Signing In

Sign-in Paolicies  Sign-in Pages

Authentication MNew: I(Selecl server type) j Mew Server... Delete...

Delegation

Authentication/Authorization Servers Type
Authentication

Roles Administrators IVE Authentication
Hew User [T System Local I¥E Authentication
= Resource Palicies B Aerietien

Metwork Cannect »

=i Maintenance

m AIEXIDE &02lol= 21 M. NetScreen-RA 5002 2101 HIOIXIO H=S&
= & .

m  NetScreen-RA 5000| &012 o SHS 2SS MHU M=t MUl S=0H0F
ol 29 2ot A2 XHol= 215 &3,

m SO R 9 TR BEUM AISE AT L DS SH FBE
NetScreen-RA 50001 XIS 36t= LDAP M Q! CIEE 2l AH (= &).

NetScreen-RA 50001 = "Users(AFE X2 =Scl= & M2 AFEXF 0l AFE 24
T USLICHL O] A HoE A2 AMAY 22 1S AHE 0160 24 4
ZA 20l S E R7ot=E 15 FM=S AESHKL CIEHC MH= AHESHA
EOMH MEX 22U 20Iot= 2= MEAE AMEXR S0 NIESH= & 2
Ae W A2 EE6t) ASLICH 10HI0IXIS 5 SHAH: AHS X HAA JtsH &
10l M A4 A Gt= "testu

serl" HE 2 AMAE 22 213 AHUIA M8 D] 20l
Ol HHEES AIEXR e L2 ALICH 19HI0IXI2 21E A H2UAM MYdt=
"testuserZ" HES2 MBS IS LIt O LICH HLIGHH AASAH S S0 A

S Xl 2= M "Test Server(AH Al&E)" 21E AHOUA 21 ALEX HE S HH5HD|
IIH-E-P:! LICH

Users(AF2 XH=Authentication(21Z) HIOIXIM A |2 AIS X OIE HHE2 2 = US
LICH

Y Fo:

clAtel & 2E 0l A Users(AHE Xt =>Authentication(21 &)= & & &fLICH.

=ore

er Authentication Realms(AtE X+ 21F S H) H Ol X 0l A New(&l7)E 2
LICH.

N
o C
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22 m NetScreen-RA 500 i &

3. New Authentication Realm(M 21Z H <) H Ol XI Ol Al

0

o

1. Name(0I8) 20l =22 LHELICH S A&
2. Servers(M )2l Authentication server(21E AH) S S22 £ H "Test
Server(MHH Al&)'s &= &L

b. & Al JICtel ™ NetScreen-RA 500

3. Save Changes(81& N &)S S &LI0
olo| A EHS T A|BHL LY.

0l 2 &0l JH%%EI‘RIS; SXIot0

0Q —

4. Role Mapping(S & &) H Ol XI0lA New Rule(M #&)S S &LICH

5. Role Mapping Rule(& & W& F=!) H Ol X0l Al:

o
°
Je
ol
.

1. Name(OI&) 2E0l Tt2 Ch: & AlIE
2. Rule(ﬁx')Oil/\-I If username...(ALEZ At 01 §0]...21 B 2), gt ZE0ll
"testuser2"E 2 & L|Ct

& X1 &)2l Available Roles(

3. ...then assign these roles(...124 =
o

ol
HE AE) Z =0l M "Test Role(H %E AE)" EI5tD Add(FEIHE 28
ot0f 11 2 Selected Roles(H&HE &) L2 O|SELICH
4. Save Changes(HZ M&)= S &LICH

Ol D 22 EH OIS A0 2= 2ALICHL Ol S AH AIES AIE

SOt AFEXHE 21Sot) S8 Ml FE 2 ALZ6H0 "testuser2"E & AIE 0 X

HELICH NC HAIA AIE A LRI A AIE HECD! 20 O S0l X

& ArEX= E M| Resources(A) HEW NEE I/ & MHO BAAES =
eisLtt

& 14: Users (AFEXH) > Authentication(2!F) > New Realm(AM ¥ <

Administrator Console Help | Sign Out

=i System

Status New Authentication Realm

v
Configuration  »
Metwork v
v
v

Log/Monitoring

MName: Test Realm Label to reference this realm

Signing In

& Administrators Description: ;I
Authentication
Delegation LI

Authentication

[ when editing, start on the Role Mapping page

Rales
Mew Usar
Servers

i Resource Policies

Hetwork Connect b
Specify the servers to use for authentication and authorization. To create or manage servers, see the
Servers page.

=i Maintenance

System v

Import/Export  #

Archiving * authentication server: Test Server v Specify the server to use for authenticating users.
Troubleshooting *

Directory/Attribute server: hone vl Spacify the seruer to use for authorization,

Save changes?

Save Changes

28 A2 0E BRI 28 AIE Alltel2 84
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8 15: Users (AHEXH) > Authentication(21E) > Test Server(MH Al&) > New Rule
(M 73)

Q¢ Juniper’

Administrator Console

Help | Sign Out

Status User Authentication Realms > Test Realm >

T — Role Mapping Rule

Metwark
Rule based on: |Usermame 'l Update

Log/Manitoring
Mame: ITBSI Rule Optional (used with the "selact the sets of marged rolas” setting)

Signing In

Authentication

Dlegstion Rule: If username...

5] If rore than one username should match, enter one username per line, You

=
iz =l[eascuserz can use * wildcards.

Resource Policies
vI

Metwork Connect ¢

Maintenance

System »
Import/Expert  » ...then assign these roles

Archiving »

Troubleshooting » Awvailable Roles: Selected Roles;

Users Add -» I Test Role
Remove |

[~ Stop processing rules when this rule matches

Save changes?

Save Changes Save + New

NetScreen-RA500 JHE X 2 AIS GIE BH<J| fI&t Alg AlLi2I2 44
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270 I &9

J

sign-in policy(Z272/ F&#)2 Ut22 XI&Eot= AlAE A2 LICH
m  AFE XL NetScreen-RA 50001 2 1118 4= = URL,
m AP XHOIA EAISH| /18 222! HIO0I X,

ol

a4

o
S

12

o] 93 E M HQK O

— =24

rr
0l
rr

m  NetScreen-RA 5000| =& S M=ol

e
0l

(e}
=]

I

= 230 IO HBEE

NetScreen-RA 5000l = AFZ2 X0l A & Z &= 8t JH el Ej._ 0| AFE O 4
S JUSLICH > .0l Jl2 AFEX 201 HM(*)2 AFE X URLS
NetScreen-RA 5000 2! 33 NetScreen-RA 5000 MRIP Lol J1=2 = 19! H
Ol XIE EAIGIDH AI2XIDF IS HE S Mdeis 202 @60 D REELICHSE N
O|/\FO| OE!O#O' XXHOP_ 3:10 */EJO| I‘IXHO }\ngl. J% <OD:iOEIO.” E\IEE'CE
PHIHNH JAL2Z 0| 200 HEH2 21H 01 K12 215 I Mo MHot= oIS
dAl= Heo X ESLICH

System(Al 2 &) =Signing In(2 11 21)> Sign-in Policies(2 12! &) H| 0| X| il A
JI2 A8 20 332 = £ ASLUILCH

(%’ I 200 32 DE AISAHAH HZ2ELICH OS2
URLZ NetScreen-RA 500 AtZ2 X 2191 HIOIXZ2 =& & # USLICH */& A

200 F= Ho|:
1. 2elXe & S0l A System(Al A E)=Signing In(2 1 2l)> Sign-in
Policies(2192l &)= S&igLIC.

2. Sign-in Policies(2 12! #Z) HIOIXI0IA */E S & LICH
3. */ HIOIXIOIA:
1. Sign-in URL(ZQ! URL)Z Z=0fl "*/" S 0l "test"E =& LICH.

2. Authentication realm(2!Z & =)0l M User picks from a list of
authentication realms(AF2 XDl 215 HA %EOHA-I HENS HERSH T}
Available Roles(?F*‘é—;z ag %E(HIA-I "Test Realm(Z S AlE)'S A EHGE
Add(FIHE 22610 1A 2 Selected Roles(« B4 &l 9".32* Zc=20
LICH. ( E=PN; ‘E%E*OI Selected Roles(& & & & Z = OFX gi= B2
Ol &S BHSELICH)

ﬂl
HUF

3. Save Changes(H3d N&)S SH&LICL

Ol HHE 2235tH J|12 Arg X 219!

0z
[
1

X
(=]

o
rto
U
ror
o
1154
-
[l

ezl
1. System(AlA&)=>Signing In(2 1 21)=Sign-in Pages(2 12! HIO| XS &5t
Ct= New Page(Ml HIOIXNE S & LILCH

24 m NetScreenRAS500 HE L 2 AIE MIE HHRD| 2t AIE AlLl2I2 M4



2. New Sign-In Page(M 23921 H
Sign-in Page(Z 112! HIOI Xl Al&)"S &2 6t1) Background color(Hi & A 4h
S 0l "#FFO000" (& A=

3. System(Al2&)=Signing In(2 Z12!)=Sign-in Policies(2 12! &
User URLS(AFZ X} URL) o2| */test/E 2 &

S

LICk.

Ol & e
og 2=

13 16: System(AlA

Status

Configuration

v

v
Metwork »
v

Loa/Manitaring

=i Administrators
Authentication

Delegation

Authentication

Rales

Mew User

i Resource Policies

Metwork Connect ¢

£ Maintenance
Systemn v
Import/Expart  *
Archiving v
v

Traubleshooting

*/test/ T OI XI Ol Al Sign-in page(Z 12! HIOIXl)
Page(Z 19! HOIXI AI&)"'S de&t O+S

NetScreen &2 U A A Al E G|

HIOIXI) HIOI X0l A4 Name(0l &) Z =0l "Test
Il

225t C+3 Save Changes(#d H&)S 2 & LICH

grLICh

%%9%—?’—5 "Test Sign-in
d NE)E 22

%‘:'I»

Save Changes(®

E 2Z0HH "Mtest! 20 MY 2AAE M2 2 200 HIOIAI &
AL

&l)>Signing In(2 Z121)>Sign-in Policies(Z2 1921 &) */

Help | Sign Out

Signing In >

*/

Save Changes

User type: @ Usars ¢ Administrators
Sign-in URL: I"f’tesl tEOeI’I:\’\::t :rh::tt;;’{path} Use * as wildeard in
Description: Default User Sign In ;I
[-]
Sign-in page: IW To creats o manage pages, see Sign-In pages.

Authentication realm

Specify how to select an authentication realm when signing in.

 User types the realm name

The uszer must type the name of one of the available authentication realms,

& User picks from a list of authentication realms

The user must choose one of the following selected authentication realms when they sign in, If only one realm is
selected, it is automnatically used (the sign-in page will not display the list). To create or manage realms, see the
User Authentication page ot the Administrator Authentication page.

Selected realms:

Available realms:

Remove |

Users
Test Realm

Maove Up
Move Down |

Save changes?

Save Changes

NetScreen-RA500 HE L 2 ALE MIS HHRI| 28t AIE AlLt2I2 M4 = 25
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26 m NetScreen-rRA500 g & 2

=2]

=]

& 17: System(Al A &)>Signing In(2 21 21)>Sign-in Policies(Z21¢!
Page(M HIOIXl) - Optional New Sign-in Page(M 212! HIO| XI(&&))

HH) > New

Header appearance

i Juni

er
Recommended size:

I BIOWSE.. | |C . thon 40 pixels tall and 10KE.
I#FFDDDD °|5e|act from palette or type hexadacimal RGB

Current appearance:

Logo image:

Background color:

8 18: System(AlA&)>Signing In(2 21 21)>Sign-in Policies(2 19l
Using New Sign-in Page(M £ 90! HIO| Xl AIE)

HEH) > */test/ -

— )| Sidning In >
Configuration  » */test/
Hatwark v
Lag/Monitering  * Sewrs ChEnges
=i Administrators
Authentication User typa: @ Users " Administrators
Celegation o Format: <host: the  Use * Idcard i
Sign-in URL:  [Atest/ |t Sleizeiis: oS epailt=li:
Authentication Description: Default User Sign In ;I
Raoles
Hew User |
2 Re Polici )
= essume oneee Sign-in page: Test Sign-in Page | ¥| To create or manage pages, see Sign-In pages.

Metwork Connect ¢

AE AMLIZIRE AME0HH LSS & 4= USLICH

m =FHE )2 200 HMS A6 AI2XHe & 250 MM AELILH.

m HAES AIEGH AT MH AE0 MEE AIZ2XNEA 2 D& LICH

n B AH BANAE ASEELICH D202 G A& L NC BAA A2 HESH
A0 Z<ELICH

A& AlLI2I2 AIE:

1. AEX 2200 HOIXN HAASHAN Bt H A &B12 URLA OO
"/test"§ QIESHLICH URLE T2 T O 2 T/ U SLICH https://a.b.c.d/test,
OI E 2 abed=E 2-4 HHUAM &S HHIQIPFAYLICH Bt AN TED
EJLE M ANY ASAHEO0 ZSHEHAN Yes(BHE S & LICH AIZX 201
l_HIOIIIJP LIEFLFH NetScreen-RA 500 & H| 0 &8& 2oz AZE A LICH

AE GIZ IS I8 AR AlLI2IQ MA
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& 19: User Sign-in Page(AFE X 292! HI0| XI)

A Juniper

= NETWORK

Welcome to the

Remote Access SSL VPN

Username Itestuserz Please sign in to begin your secure session.
Password I"“*""”
Realm ITest Realm 'l

ol

&~ 24H0IXC 200 2 Fo|of £ 14 BHE +
O 444501 XA0| ZLICH

et B2 HOIX 3

0

2. ZOQIHIOIXIS M AIZ 0 ALS X HEE22 2 M A6 "testuser2"2t S E
2 25t1) Realm(8 <) S =0 A "Test Realm(Z S Al E)"'S &S CHS Sign
IN(2221)S 2&!5t04 NetScreen-RA 500 AtE XS S HIOI XIOfl Ml ABFLICEH

Ol SHS MH AMES MEBSIEE RS IS AN BSELICHE Ol 2S5 A
HOF 2010l 4Z26IH NetScreen-RA 500 2 "testuser2"E 9 & A& 0l XI &6}
= g9 NES 2ol Hos e HE A= H2lSLICH 98 AIE2 17H 0|
Aol T & Moo HERD HE HMA SH AR a0 NEE I &
MBI CHSt HHAE SJHsoHH & LICH

& 20: User Home Page(AFZ X & HI 0| X|)

Help | Sign Out

Applications Welcome to the Secure Access 551 VPN, testuser2
[ Metwork
Connect
System @l If you see the Metwork Connect icon in your systern tray and it says "Connected”, then you can now access your
D applications securely ovar the network.
I Preferences 3z

otherwise, click Network Connect to connect

License ID: YourCompany, Inc Juniper WUl Net
Copyright @ 2001-2004 Juniper Networks, Inc All rights reserved,

3. ANAE EY0Ie HEKZ oA 010|122 2260 Network Connect
Status(UIERI3 H& AEH) &S SLICKOZ0] OFA ot B0l= A 2).

NetScreen-RA500 JHE X 2 AIS GIE BH<J| fI&t Alg AlLi2I2 44
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J 21: UERZI 22 AIAR Eg0] 0012 L AEH &

Al

=
=)
=2
=

28 ®m NetScreenRAS500 HE L 2 Al

S

=]
cc
T
Xt
=]

-

E Metwork Connect Status

Status: Connected

8 7
EHE Started: 08 July 2004 16:59:59

Sent: 97.421 Butes
Received 410,732 Bytes

End Session |

CHE Bt M H2UHAM AFEX HoE HERID AZ HAA SH AR &
ol XIZE D1 & MBIl URLE 2™ CE Ct2 Browse(d )2 2 &HLICH.

Network Connect Status(HlE-?—JEl Z AE) & Sent(2€3) ZE=2 HIOIE
LIt B = A2 UESRKD AZ0l & R7E XMalotd Ul EAIYLICH
NC HAIA A 0| QLAE MHO CHEE HAMAE HESH| 20 Ect
2 XM= Or& L "The page cannot be displayed(H 0| Xl ZAl 20h)" LB E H
AlBHLICH.

NetScreen-RA 500 £ HI 0| XI2 & =0IJIA Sign Out(210tR)= 2! & LICH.

AEXH 21 HIOIXI 0l KA AGHASH 222X 0l Al NetScreen-RA 500 & H]
S| URLS THAl B &6t OO A “test"S S H & LILCH

(LHIOIXIS 5 EHHI: AHE X HAIA JtSH &0l S0lA) 22221 HIOl Xl
"testuserl" & 2 AIEXE o ML ASE AT, Realm(B ) SF 00
M "Users(AFEXH)"E HE 8 OIS Sign IN(22)S S0t AFSXHE <&t
NetScreen-RA 500 & Il O XI O 2 Al ASFLILCH.

AAE EYO0IQ HEXKA HZ 010|225 226t Network Connect
Status(UERIQ HZ &Rl) &2 SLICKAZ0| OF oF B0l= ZR).

CIE Bt HulM AHEX & HESRD A HAHA SH A &
XNEE I & AHO URLS 238t CHS Browse(2 )2 22/ 8HLICTH
Network Connect Status(UIER 2 HZ AEH) & Sent(ES) 2=2 HIOIE £

JIHIHE A2 UERD HA0 & RFE HMelotd JAlts E/\IO'LIE
WAIA A EH2 testuserl Ol HE X £I| HE0 EAR M= =
HOI XIS ZEAIELICH

A

AlLI2| @ = NetScreen-RA 500 A A 22| sSS SYHELICH HAA 22| D)
NetScreen-RA 500 HIEZQIE S0t )| S0 (HEH &M BE= 2210 &2

ZOHAI DI HHEFLICH

OIE BHRI] 21T A" AlLtel2 M4
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@ m J|2E2OZ NetScreen-RA 5002 A& ol= &

= 20l MAIE =AUZ AME

40
|_

AN A &S 0I4SHAID] BHESLIC.

Mgt e 2= K& AOIEN = 2ctel =52 £= 22| 2t A PDFE
ZOtAIJI BHESLICE.

(]
O: 0%

m 22 A0 A NetScreen-RAS5002 AISE = JUEE =D Ml Al2IE 4= QL
E QS JHCACZEH MBS CIXE ASHE 48 212 AFELICL

£3

AHEXtet OF&HIEAT 2 NetScreen-RA 5002 22| AHS Ploll Al =0t HE S A8
= A=l £ S NBELICL 0l B E=2 2elNE At MAE 2 2482 R
oFgt X LIC.

m  Administrator roles(2c| A} & &)

= . Administrators(22/ &) - 0| J|&2 2&E 0| &5t 22l k=
NetScreen-RA 5002 R E £ 22 228 &= USLICHL &E 2&0 M40t
S

= el X Ak X 0l S0l XIEELICH

m .Read-Only Administrators (2171 & & &clA) - 0] 7|2 S0l ANEE
ZXt= 2 E NetScreen- RA500 232 2 = Asuadu 2de g
ASLICH. ZelXtel HHAE Mstoted OSS 0] 20 XIAEH0
LICt.

t

0
1 >

i

m  Administrators local authentication server(Zel Xt & 215 M) - 22| X+ 2
S A e 22l X HE 2 ME o= NetScreen-RA 500 GIOIE{HI Ol A LICH & &

ZE2 Soll 2l=2 22l HEZ2 0l MH 0l A EHLICH (NetScreen-RA 500O
Ay LS Soll MEE 2 el X HES 0l MO FIHELICH) 0l 22 M
He AMIE = SISLICH
= Admin Users authentication realm(Z2I Xt ALS X 215 ) - 22| X AFZ X

Ol o2 2 22X S NHE 0I20tH 24 4 2R 2012 dSE F
ot= 13 AMS ALSotXIS ClAHe MHe= AFSoHX 220 22Xt AFS Xt
AU 20215t 2= ME XS .Administrators S & 0l XI&5t= St 2l &
HE HA2S ZEotD JUSLICHL HE 250 M-0t= 22X HE 2 2el it At
S YA d2LICH

m  */admin sign-in policy(*/&clXt 201 HM) - J|2 22|k 210 FH
(*/admin) AFZ X2} URLE NetScreen-RA 50001 226t Ol A "/admin™
226t= [ 2 NetScreen-RA 5000| 22l XHE fI8t JI2 2102 HIOIXE
“/\IC’* HE #ZELICH 0 EH2 22U 5 S99 dE8g AT 2
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