Configuring SNMP

Overview

This chapter provides information for configuring Simple Network
Management Protocol (SNMP) on your ERX system.
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SNMP is a protocol that manages network devices, such as your ERX
system. The goa of SNMP isto simplify network management in two
ways:

By defining a single management protocol that can be used to manage
any network device from any vendor.

This feature reduces the complexity of the network management
application because the application does not need to support alarge
number of proprietary management protocols for the mix of vendors
devicesin the network.
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» By defining asingle, consistent representation of managed information
that is commonly deployed in network devices.

For example, SNMP uses a common form and semantics for
interface statistics, a process that supports consistent interpretation
and meaningful comparison.

SNMP is an application-level protocol that comprises the following three
elements:

e An SNMP client (manager)
* An SNMP server (agent)
* A Management Information Base (MIB)

SNMP defines a client-server model in which a client (manager) obtains
information from the server (agent) through two mechanisms:

* A reguest/response protocol by which the client configures and
monitors the server. In thisinstance, the information is solicited.

» Asynchronous notifications (called traps) by which the server, on its
own initiative, reports notable changes in the system’s status to the
client. In thisinstance, the information is unsolicited.

Terminology
Table 4-1 provides definitions for the basic SNMP terms.

Table 4-1 SNMP terminology

Term Meaning

agent Also referred to as server; a managed device, such as a router,
that collects and stores management information

client Sometimes called a network management station (NMS) or
simply a manager; a device that executes management
applications that monitor and control network elements

community A logical group of SNMP-managed devices and clients in the
same administrative domain

entity Refers to both a server and a client

event A condition or state change that may cause the generation of a

trap message

managed object A characteristic of something that can be managed, such as a list
of currently active TCP circuits in a device

group SNMPv3 term; a set of users with the same access privileges to
the system
MIB Management Information Base; a collection of managed objects

residing in a virtual information store
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Table 4-1 SNMP terminology (continued)

Term

network element

Meaning

Also known as a managed device; a hardware device, such as a
PC or a router

notification

A message that indicates a status change (equivalent to a trap)

server

Also referred to as agent; a managed device, such as a router,
that collects and stores management information

trap

Message sent by an SNMP server to a client to indicate the
occurrence of a significant event, such as a specifically defined
condition or a threshold that was reached. Managed devices use
traps to asynchronously report certain events to clients.

user

SNMPv3 term; an individual who accesses the system

view

SNMPv3 term; defines the management information available to
the user: read, write, or notification

SNMP Features Supported
This SNMP implementation provides the following:

SNMP Client

e Standard SNMP MIB support for services and interfaces as defined by
the Internet Engineering Task Force (IETF)

» A set of ASN.1 notated enterprise MIBs for all management functions
not addressed by standard MIBs

e A multilingual SNMP server that supports SNMPv1, SNMPv2c, and
SNMPv3 protocols

* Enhanced security and management features supported in SNMPv3

» Trapsfor alarm and state change events

* Bulk datacollection and retrieval

* Management of virtual routers

Note: Your system allows you to disable the management interface via SNMP. If
you disable the management interface, you can no longer access the system via

SNMP.

The SNMP client runs on a network host and communicates with one or
more SNM P servers on other network devices, such as routers, to
configure and monitor the operation of those network devices.

4-3
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SNMP Server

S\MP MIBs

The SNMP server operates on a network device, such as arouter, a
switch, or aworkstation. It responds to SNMP requests received from
SNMP clients and generates trap messages to alert the client(s) about
notable state changes in the network device.

The SNMP server implementation operates over UDP/IP only. It can
receive requests directed to any | P address configured on the system.
SNMP reguests and responses are received or sent on UDP port 161.
SNMP traps are sent from UDP port 162 by default or from a configurable
port. For traps sent from UDP port 162, you can configure the destination
UDP port for each recipient with the snmp-server host command.

A MIB specifies the format of managed data for a device function. The
goa of aMIB isto provide acommon and consistent management
representation for that function across networking devices.

Your system supports both standard and enterprise SNMP MIBs.

Standard SNMP MIBs

A standard MIB is defined by a body such as the IETF and fosters
consistency of management data representation across many vendors
networking products.

Juniper Networks ERX Enterprise MIBs

An enterprise MIB is defined by a single vendor. In addition to providing
consistency of management data representation across that vendor’'s
product line, the enterprise MIB a so accounts for proprietary functions
and value-added features not addressed by standard MIBs.

For example, boot record extensions to the enterprise MIB enable
configuration of the release (.rel) files for each system, dlot, and
subsystem. The extensions a so enable booting via the factory defaults,
the running configuration, or a configuration (.cnf) file.

Accessing Supported SNMP MIBs

For complete information on the SNMP MIBs supported by your system,
see the System Software CD, shipped with your system. In the MIBs
folder you will find information on all supported standard and Juniper
Networks ERX Enterprise (proprietary) MIBs.
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This SNMP server implementation supports:
e SNMPv1 (defined in RFC 1157)

*  SNMPv2c¢ (Community-based SNMPv2, defined in RFC 1901 and
RFC 1905)

* SNMPv3 (compliant with RFCs 2570-2575)

The server encodes SNMP responses using the same SNMP version
received in the corresponding request and encodes traps using the SNMP
version configured for the trap recipient.

SNMPv2c supports the capabilities defined for SNMPv1 and provides
greater power and flexibility through the addition of several features,
including:

» More detailed error codes
» GetBulk operation for efficient retrieval of large amounts of data
e 64-bit counters

SNMPv3 is an extensible SNMP framework that supplements the
SNMPv2c framework by supporting the following:

» Security for messages

» Explicit access control

As userstransfer more sensitive information, such as billing details, via
the Internet, security becomes more critical for SNMP and other
protocols. SNMPv3 provides the user-based security model (USM) to
address authentication and data encryption.

Authentication provides the following benefits:

* Only authorized parties can communicate with each other.
Consequently, a management station can interact with adevice only if
the administrator configured the device to alow the interaction.

» Messages are received promptly; users cannot save messages and
replay them to alter content. This feature prevents users from
sabotaging SNM P configurations and operations. For example, users
can change configurations of network devices only if authorized to
do so.

SNMPv3 authenti cates users viathe HMAC-MD5-96 or HMAC-SHA-96
protocols; CBC-DES s the encryption or privacy protocol. The SNMP

45
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Management Features

agent recognizes up to 32 usernames that can have one of the following
security levels:

» No authentication and no privacy (none)
 Authentication only (auth only)
 Authentication and privacy (priv)

In contrast, SNMPv1/v2c provide only password protection, viathe
community hame and | P address. When an SNMP server receives a
request, the server extracts the client’s IP address and the community
name. The SNMP community table is searched for a matching
community. If amatch isfound, its accesslist, if nonzero, isused to
validate the | P address. If the access list number is zero, the IP address is
accepted. A nonmatching community or an invalid | P address causes an
SNMP authentication error. Each entry in the community table identifies:

* An SNMP community name
* An SNMP view name
e A user'sprivilegelevel

> Read-only (ro)

> Read-write (rw)

> Administrator (admin)

* AnlIPaccesslist name

Management features of SNMPv3 allow you to specify who will receive
notifications and to define MIB views that users in different groups can
access:

* Notification — Message that informs you of a status change; the
equivalent of atrapin SNMPv1.

* View — Definition of the management information that is available:
read, write, or notification. Three predefined views are available for
each group:

> everything — Includes al MIBs associated with the system

> user — Includes all MIBs associated with the system, except
standard and enterprise MIBs used to configure SNMP operation

> nothing — Excludes all MIBs
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e User — Anindividua who requires access to the system. The system
may provide authentication and privacy for the user viaSNMPv3. Each
user is associated with a group.

e Group — A set of users with the same access privileges to the system.
Three predefined groups are available: admin, public, and private.
Table 4-2 shows the security levels and views associated with these
groups.

Table 4-2 Relationship between groups, security levels, and views

Notification/

Group Name  Security Level Read View Write View Trap View
admin authentication  everything everything everything
and privacy
public none user nothing nothing
private authentication  user user user
only

All SNMP-related CLI commands operate in the context of the virtual
router, which means that you must configure users, traps, communities,
and so on for each server. You must set the context using the
virtual-router command and then configure SNMP.

The show snmp commands show only statistics and configuration
information for the server/SNMP agent that corresponds to the current
virtual router context.

The exceptions to this convention are the snmp-server contact and the
snmp-server location commands. With these commands, single
instances of the contact and the location are created regardless of the
number of virtual routers.

Creating SNMP Proxy

Your system software allows you to configure multiple virtual routers.
Each virtual router hasits own SNMP server. At system initialization,
SNMP creates a server for each existing virtual router.

In cases where router-specific datais required, the requestor can direct a
request to a particular server for avirtua router via the base community
string extension: for example, SNMP get public@megaRouter.

Note: In addition to the @ selector character, the system also supports the %
selector character. For example, SNMP get public%smegaRouter.
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When any router server parses a request and detects an extended
community string, it acts as proxy by forwarding the request to the server
corresponding to the virtual router name in the extension (for example,
megaRouter). The target server then processes the request and generates a
response, which is then returned to the proxy server and subsequently
transmitted to the requester.

The ERX system implementation of SNMPv3 communicates with virtual
routers by assigning each proxy agent an SNMP enginel D. Thisdifference
is unimportant to users of the CLI. However, if you use other SNMPv3
applications to manage the system, refer to the following section.

Communicating with the SNMP Engine

The SNMP engine performs the following tasks for SNMPv3:

* Sends and receives messages.

* Prepares messages and extracts data from messages.

» Authenticates, encrypts, and decrypts messages.

» Determines whether access to a managed task is allowed.

Each SNMP engine has an ShmpEnginel D, a hexadecimal number 15
octets long. Table 4-3 shows the structure of the ShmpEnginel D.

Table 4-3 Structure of the SnmpEnginelD

Octet Assignment  Description

1-4 ERX system SNMP management private enterprise number

5 Indicates that octets 6—15 contain information determined by
the ERX system

6-11 The MAC address for the device

12-15 The 32-bit (4 octet) router index (or routerUID)

Request protocol data units (PDUs) for the SNMP engine must contain
the corresponding contextEnginel D and contextName for the SNMP
engine. When the system receives a PDU, it examines the
contextEnginel D and contextName, and forwards the request to the
corresponding virtual router.

* The contextEnginel D is the same as the ShmpENginel D.

* The contextName is an internally derived ASCI|I string associated with
the router. It has the format routerN, where N is a number (with no
leading zeros) in the range 1-16777215, corresponding to the least
significant 24 bits of the 32-bit router index (or router UID). You can
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obtain the contextName for a specific router viathe

Unisphere-Data- ROUTER-MIB from the usdRouterContextName
object in the usdRouterTable, which isindexed by the 32-bit router
index (usdRouterlndex).

Examples  The following table shows examples of the ERX system SNMP engine
objects that are associated with the default virtual router.

Object
SnmpEnginelD

Value

0x80:00:13:0a:05:00:90:1a:00:04:6¢:80:00:00:01

contextEnginelD

0x80:00:13:0a:05:00:90:1a:00:04:6¢:80:00:00:01

contextName

routerl

SNMP Attributes

The software automatically maps predefined SNM Pv1/v2c attributes to
predefined SNM Pv3 attributes, as shown in Table 4-4.

Table 4-4 Relationship between SNMPv1/v2c and SNMPv3 attributes

Attribute SNMPv1/v2C Value SNMPv3 Value
Community admin admin

View everything
Privilege rw rw

Community public public

View user

Privilege ro ro

Community private private

View user

Privilege

'w

'w

4-9
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S\MP Operations

SNMP has the five operations defined in Table 4-5.

Table 4-5 SNMP operations

SNMP
Operation

Get

Definition

Allows the client to retrieve an object instance from the server.

GetNext

Allows the client to retrieve the next object instance from a table or
list within a server.

GetBulk

Makes it easier to acquire large amounts of related information
without initiating repeated GetNext operations. GetBulk is not
available in SNMPv1.

Set

Allows the client to set values for the objects managed by the
server.

Notification

Used by the server to asynchronously inform the client of some
event. (Called a trap in SNMPv1.)

SNMP PDU Types

SNMP offers the six types of PDUs defined in Table 4-6.

Table 4-6 SNMP PDU types

SNMP PDU Type Definition

Get Bulk

Transmitted by the client to the server to obtain the identifiers and
the values of a group or collection of variables rather than one
variable at a time. GetBulk is not available in SNMPv1.

Get Next
Request

Transmitted by the client to the server to obtain the identifiers and
the values of variables located after the designated variables.

Get Request

Transmitted by the client to the server to obtain the values of
designated variables.

Get Response

Transmitted by the server to the client in response to a Get
request, a Get Next request, or a Set request.

Set Request

Transmitted by the client to the server to modify the values of
designated variables.

Notification

Transmitted by the server, on its own initiative, to inform the client
of a special event noted on a network device. (Called a trap in
SNMPV1.)
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For more information about SNMP, consult the following resources:

e RFC 1157 — A Simple Network Management Protocol (SNMP)
(May 1990)

e RFC 1901 — Introduction to Community-based SNMPv2
(January 1996)

» RFC 1905 — Protocol Operations for Version 2 of the Simple Network
Management Protocol (SNMPv2) (January 1996)

* RFC 2570 —Introduction to Version 3 of the Internet-standard Network
Management Framework (April 1999)

* RFC 2571 — An Architecture for Describing SNMP Management
Frameworks (April 1999)

» RFC 2572 — Message Processing and Dispatching for the Simple
Network Management Protocol (SNMP) (April 1999)

e RFC 2573 — SNMPv3 Applications (April 1999)

e RFC 2574 — User-based Security Model (USM) for version 3 of the
Simple Network Management Protocol (SNMPv3) (April 1999)

* RFC 2575 — View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP) (April 1999)

* RFC 3014 — Notification Log MI1B (November 2000)

Before You Configure SNMP

Before you configure SNMP, make sure that at least one IP addressis
configured on your system. See ERX Installation and User Guide,
Chapter 5, Accessing the ERX System.

You should also have the necessary configuration information for:
» Communities and their assigned privileges

* [P addresses of SNMP clients and trap recipients

* SNMPv3 users

4-11
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SNMP Configuration Tasks

To configure the SNMP server:

1

Enable the SNMP server.

host 1( confi g) #snnp- ser ver

Configure at least one authorized SNM P community (SNM Pv1/v2c)
or user (SNMPv3), which provides SNMP client access.

host 1( confi g) #snnp-server comunity “boston” vi ew everyt hing
rw

host 1(confi g) #snnp-server user fred auth sha fred-password
priv des password group user

(Optional) Set the server parameters—contact and location.

host 1( confi g) #snnp- server contact Bob Smith
host 1( confi g) #snnp-server |ocation 3rdfl oor

(Optional) Reconfigure the maximum SNM P packet size.

host 1( confi g) #snnp- server packetsi ze 1000

(Optional) Configure memory warning parameters.

host 1(confi g) #menory warning 80 70

(Optional) Configure the method the system uses to encode the
ifDescr and ifName objects.

host 1(confi g)#snmp interfaces description-format common

(Optional) Manage the interface sublayers (compress interfaces and
control interface numbering).

host 1(confi g) #snnp-server interfaces conpress atmAal 5

host 1(confi g) #snnp-server interface conpress-restriction
i fadm nst at usdown

host 1(confi g)#snmp interfaces rfcl1213 55000 100000

You can also set up SNMP traps and set up the system to collect bulk
statistics. See Configuring Traps and Collecting Bulk Statistics later in
this chapter.
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Enabling SNMP
To enable the SNMP server, use the following command.

snmp-server
* Use to enable SNMP server operation.
* Example
host 1( confi g) #snnp- ser ver

» Use the no version to disable the SNMP server operation.

Configuring SNMP v1/v2c Community
For SNMPv1/v2c, accessto an SNMP server by an SNMP client is
governed by a proprietary SNMP community table that identifies those
communities that have read-only, read-write, or administrative permission
to the SNMP MIB stored on a particular server.

When an SNMP server receives arequest, the server extractsthe client’s
I P address and the community name. The SNMP community tableis
searched for a matching community. If a match isfound, its access list
name is used to validate the | P address. If the access list name is null, the
IP addressis accepted. A nonmatching community or an invalid IP
address resultsin an SNMP authentication error.

Each entry in the community table identifies:
e An SNMP community name
e A user'sprivilegelevel

e AnIPaccesslist

Community Name

The community name acts as a password and is used to authenticate
messages sent between an SNMP client and arouter containing an SNMP
server. The community nameis sent in every packet between the client
and the server.
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Privilege Levels
SNMP has three privilege levels:

» Read-only — Read-only access to the entire MIB except for SNMP
configuration objects

* Read-write — Read-write access to the entire MIB except for SNMP
configuration objects

¢ Admin — Read-write access to the entire MIB

IP Access List

The IP access list identifies those | P addresses of SNM P clients permitted
to use a given SNMP community.

snmp-server community

» Use to configure an authorized SNMP community for access to the SNMP MIBs
and to associate SNMPv1/v2c communities with SNMP MIB views.

* The community name serves as a password and permits access to an SNMP
server. The name can be up to 31 characters, and it must be enclosed in
guotation marks.

*  The maximum number of communities in each virtual router is 32.
e By default, an SNMP community permits only read-only access.
»  Example
host 1(confi g) #snnp-server conmunity “boston” vi ew everyt hi ng
rw

» Use the no version to delete a community from the SNMP community table.

Configuring SNMPv3 Users
To configure SNMPv3 users, use the following command.

snmp-server user
* Use to create and modify SNMPv3 users.
*  Example
host 1(confi g) #snnp-server user fred auth sha fred-password
priv des password group user

e Use the no version to delete users.

Setting Server Parameters
Setting the server’s contact person and location provides helpful
identifiers for the SNMP server. These identifiers are arbitrary and do not
affect the server’s function, but they are useful to have.
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snmp-server contact
snmp-server location

* Use these commands to configure the SNMP server’s contact person and the
server’s location.

» The contact is the person who manages the server.

* The location is the server’s physical location.

» Each of these parameters can be up to 64 characters.
*  Example

host 1(confi g) #snnp-server contact Bob Smith
host 1(confi g) #snnp-server | ocation 3rdfl oor

» Use the no version of these commands to clear the contact or location identifier
from the SNMP configuration.

Configuring SNMP Packet Sze
The SNMP server must support aPDU with an upper limit of 484 bytes or
greater. There is no need to coordinate the maximum packet size across
the entire network. Many requests and responses tend to be smaller than
the maximum value.

snmp-server packetsize
* Use to set the SNMP server's maximum packet size.
* Increase this value to improve the efficiency of the GetBulk operation.
*  Example
host 1(confi g) #snnp-server packetsi ze 1000

* Use the no version to set the SNMP packet size to the default maximum size,
1500 bytes.

Configuring Memory Warning
You can set up the system to send memory warning messages when
memory utilization reaches a specified value.

memory
» Use to configure memory warning parameters. You set a high memory
utilization value and an abated memory utilization value. When the system
reaches the high utilization value, it sends warning messages. When memory
usage falls to the abated utilization value, the system stops sending warning
messages.
e Example

host 1(confi g) #menory warning 80 70

» Use the no version to return to the default values, 85 for high utilization and 75
for abated memory utilization.

4-15
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Configuring Encoding Method

You can control how the system encodes the ifDescr and ifName objects
in the SNMP agent’s interface table and in the bulkstats application.

There are two choices of encoding schemes: an ERX system proprietary
method and a conventional industry method.

* The proprietary method identifies each interface sublayer with itstype.

e Theindustry method bases the type information for each interface
sublayer on the lowest layer 1 or layer 2 interface type.

For example a PPP interface configured on top of an ATM interfacesis:
» PPP3/0.1 — proprietary method
e ATM3/0.1 —industry method

snmp-server interfaces description-format

* Use to set the encoding scheme of the ifDescr and ifName objects. Include one
of the following keywords:

> common — sets the encoding scheme to the conventional industry method
and provides compatibility with software that uses the industry encoding
scheme.

> legacy — sets the encoding scheme to the ERX system proprietary method.
* Example
host 1(confi g)#snnp interfaces description-format conmon

» Use the no version to return to the default, the legacy encoding scheme.

Managing Interface Sublayers

You can set up the SNMP agent to compress the number of interface
instances in the standard interface and stack tables. You can also control
the interface numbering method used in the interface tables.

Compressing Interfaces

You can compress interfaces by interface type and by the administrative
status of the interface. Compressing interfaces removes them from the
ifTable and the if StackTable, which increases table retrieval performance.
For example, if you want statistics kept only on I P interfaces, then you
can compress al interfaces except 1P; subsequently, only IP interfaces
will appear in the ifTable and the if Stack Table.

To compress interfaces that have an administrative status of down, use the
snmp interfaces compress-restriction command.
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To compress interfaces according to type, use the snmp interfaces
compress command. To see thelist of interfaces that you can remove, use

the CLI help:

host 1(confi g)#snmp interfaces conpress ?
At m Atminterface |ayer
At 1483 At 483 interface |ayer
At mhal 5 AtmAal 5 interface |ayer
Sonet VT Sonet VT interface |ayer
VI anMaj or VI anMaj or interface |ayer
VI anSub VI anSub interface |ayer <cr>

If you enter the snmp inter faces compress command without keywords,
the following interface types are removed from the interface tables:

. ip
° ppp

* ethernetSubinterface
* hdic

* ipLoopback

e ipVirtua

* pppLinkinterface

* pppoelnterface

» deplnterface/ciscoHdlc

snmp-server interfaces compress
* Use to remove interface sublayers from the ifTable and the ifStackTable.
*  Example
host 1(confi g) #snnp-server interfaces conpress atmial 5

» Use the no version to add interface sublayers to the ifTable and the
ifStackTable.
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snmp-server interfaces compress-restriction

* Use to exclude interfaces from the ifTable and the ifStackTable if the
administrative status of the interface is down.

* Example

host 1(confi g) #snnp-server interface conpress-restriction
i fadm nst at usdown

e Use the no version to remove the restriction and allow interfaces with an
administrative status of down in the ifTable and the ifStackTable.

Controlling Interface Numbering

Each interface in the if Table is assigned an ifIndex number. RFC 1213
required that ifl ndexes use contiguous integers and that the ifIndex be less
than the value of the total number of interfaces (ifNumber). More recent
RFCs—1573, 2232, and 2863—removed these restrictions to
accommodate interface sublayers. The ERX system implementation of
SNMP derives index numbers in 32-bit values that are unique on a given
system. This numbering scheme can result in large gaps in the ifIndex.

Legacy network management software that was designed to work with
RFC 1213 implementations expects contiguous integers and can fail when
the software encounters large gaps in the ifIndex.

By default, the system uses a numbering scheme based on RFC 1573. For
compatibility with RFC 1213, you can set up the system to use contiguous
numbers and to limit the values of the ifiIndex and the ifNumber.

snmp-server interfaces rfc1213

* Use to set up the interface numbering method in the IfTable to use contiguous
integers, which provides compatibility with versions of SNMP that are based on
RFC 1213.

* The maxlIfindex option sets the maximum value of the ifindex field that the
system will allocate.

* The maxIfNumber option sets the maximum number of interfaces allowed in the
interface tables.

Caution: Reducing the value of the maxIfindex and/or maxIfNumber causes the
system to automatically reboot to factory default settings.

* When the IfiIndex and IfNumber maximums are reached, the system logs the
event and ignores the creation of additional interfaces, which means that new
interfaces are not visible in the interface table.
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Example
host 1(confi g)#snmp interfaces rfcl1213 55000 100000

WARNI NG Execution of this command will cause all
configuration settings to revert to factory defaults upon
the next systemreboot.

Proceed with 'snnmp interfaces rfcl213'? [confirnj

Use the no version to return to the default method of interface numbering.

Monitoring Interface Tables
Use the following command to view the configuration of your interface
tables.

Use to display a list of interface types that are compressed in the interface
tables and the interface numbering method configured on the system.
Field descriptions
> Compressed(Removed) Interface Types — list of interface types that are
removed from the ifTable and ifStackTable
> Armed Interface Numbering Mode — interface numbering method configured
on the system: RFC1213, RFC1573
> maxlIfindex — maximum value that the system will allocate to the ifindex field
> maxIfNumber — maximum number of interfaces allowed in the ifTable
> Interface Description Setting — method used to encode the ifDescr and
ifName objects: industry-common, proprietary
host 1#show snnp i nterfaces
Conpr essed( Renoved) Interface Types:
HDLC, FT1, ATM ATML483
Armed I nterface Numbering Mde:
RFC1213, maxl| fl ndex=65535, max!|fNunmber=65535
Interface Description Setting: proprietary

This section provides information for:

Enabling trap generation

Setting up filtering of traps by severity
Configuring trap destinations

Setting a source address for traps
Enabling link status traps

Specifying an egress point for traps
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» Configuring trap notification logs
* Recovering lost traps

The system generates SNMP traps according to operating specifications
defined in supported MIBs.

IP Hosts

Traps are sent to | P hosts. The | P hosts are configured in a proprietary trap
host table maintained by the system (the server). Each entry in the table
contains:

e |Paddress of the trap destination

*  Community name (v1 or v2c) or user name (v3) to send in the trap
message

* SNMPformat (v1orv2) of the notification/trap PDU to use for that
destination

* Types of traps enabled to be sent to that destination
» Trap filters configured for the destination

The maximum number of entriesin the SNMP trap host table in each
virtual router is eight.

Trap Categories
The system supports the following trap categories:

» addrPool —local address pool

e amPing — ERX system proprietary ATM ping

* bgp —BGP state change

¢ bulkstats — bulk statistics file full and nearly full
 cliSecurityAlert — security aert

e dvmrp—-DVMRP

e dvmrpUni — ERX system proprietary DVMRP
e environment — power, temperature, fan, and memory utilization
« fileXfer —filetransfer status change

* inventory — system inventory and status

e link — SNMP linkUp and linkDown

* log —system log capacity
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+ ntp—ERX system proprietary traps

o ospf — OSPF

e ping — ping operation (in disman remops MIB)

» radius— RADIUS serversfail to respond to accounting and

authentication requests

» snmp — SNMP coldstart, warmstart, authenticationFailure; the trap
option. The snmp-server enable traps snmp authentication
command allows customized treatment for SNM P authentication

failure traps

* traceroute — traceroute operation (in disman remops MIB)

To enable global trap categories, use the snmp-server enable traps
command. To enable trap categories for a specific host, use the

snmp-server host command.

The system provides a method of filtering traps according to severity.
Table 4-7 describes the supported severity levels.

Table 4-7 Trap severity descriptions

Severity Number Severity Name

System Response

0 Emergency System unusable

1 Alert Immediate action needed

2 Critical Critical conditions exist

3 Error Error conditions exist

4 Warning Warning conditions exist

5 Notice Normal but significant conditions exist
6 Informational Informational messages

7 Debug Debug messages

4-21



4-22 | CHAPTER 4
Configuring SNMP

You can set up aglobal filter to filter all traps and/or set up afilter for each
host. Trap filters work as follows:

1
2

An event is posted to the SNMP agent.

The system checks whether the corresponding trap category is
globally enabled and whether the trap meets the minimum global
severity level.

a If thetrap does not meet these criteria, the system discards the
trap.

b If the trap does meet these criteria, the trap is handed to the trap
host processor.

The trap host processor checks whether the trap category is enabled
on the host and whether the trap meets the minimum severity level set
for the host.

a If thetrap does not meet these criteria, the system discards the
trap.

b  If thetrap does meet these criteria, the trap is sent to the trap
recipient.

To set up global severity filters, use the snmp-server enable traps
command. To set up a severity filter for a specific host, use the
snmp-server host command.

snmp-server enable traps

snmp-server host

Use to enable and configure SNMP trap generation on a global basis.

Traps are unsolicited messages sent from an SNMP server (agent) to an SNMP
client (manager).

You can enable the traps listed in Trap Categories earlier in this chapter.

You can filter traps according to the trap severity levels described in Table 4-7.
If you do not specify a trap option, all options are enabled or disabled for the
trap type.

Example

host 1(confi g) #snnp-server enable traps atnPing trapfilters
critical

Use the no version to disable SNMP trap generation.

Use to configure an SNMP trap host to refine the type and severity to traps that
the host receives.

A trap destination is the IP address of a client (network management station)
that receives the SNMP traps.
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You can configure up to eight trap hosts on each virtual router.
You can enable the traps listed in Trap Categories earlier in this chapter.
You can filter traps according to the trap severity levels described in Table 4-7.
Example
host 1(confi g)# snnp-server host 126.197.10.5 version 2c
westford udp-port 162 snnp link trapfilters alert

Use the no version to remove the specified host from the list of recipients.

Use to specify the interface whose IP address is used as the source address for
all SNMP traps.

Note: When there are multiple IP addresses configured on the IP interface that is
chosen as the SNMP trap source, the SNMP agent automatically uses the primary
IP address of the interface as the SNMP source address on SNMP traps.

Example
host 1(confi g) #snnp-server trap-source fastethernet 0/0

Use the no version to remove the interface from the trap configuration.

Use to enable link status traps on an IP interface.
Example
host 1(config-if)#snnp trap ip |link-status

Use the no version to disable link status traps on an IP interface.

Use to configure the SNMP link status traps on a particular interface.

A link-up trap recognizes that a previously inactive link in the network has come
up.

A link-down trap recognizes a failure in one of the communication links
represented in the server’s configuration.

Example
host 1(config-control | )#snnp trap |ink-status

Use the no version to disable these traps for the interface.

Note: This command operates in Controller Configuration mode. It is supported only
by the DS3, DS1, and FT1 interface layers.

Soecifying an Egress Point for SNMP Traps

You can enable SNMP trap proxy, which allows you to specify asingle
SNMP agent asthe egress point for SNMP traps from virtual routers. This

feature removes the need to configure a network path from each virtual

router to asingle trap collector.
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snmp-server trap-proxy

You can enable SNMP trap proxy from either SNMP or the CLI. Only one
SNMP trap proxy can exist for a system.

The SNMP trap proxy does not forward global traps that it receives from
other virtua routers. The corresponding SNM P agent handles global traps
locally and does not forward them to the SNMP trap proxy.

To configure the SNMP trap proxy:
1 Accessthevirtual router context.
2 Enable or disable the SNMP trap proxy.

* Use to enable or disable the SNMP trap proxy.
e Example
host 1(confi g) #snnp-server trap-proxy enable

* Use the no version to disable the SNMP trap proxy.

Configuring Trap Notification Logs

SNMP uses the User Datagram Protocol (UDP) to send traps. Because
UDP does not guarantee delivery or provide flow control, some traps can
belost in transit to a destination address. The Natification Log MIB
provides flow control support for UDP datagrams. The ERX system also
records all SNMP traps that are generated from the time the power switch
isturned on.

You should set up your management applications to periodically request
the recorded traps to ensure that the host is up and the management
applications have received al the generated traps.

To identify the location of traps logged in the notification log, the system
assigns a consecutive index number to each SNMP trap message
transmitted from the ERX system. Clients can use the index to detect
missing traps.

To configure trap notification logs:
1 Enablethe snmpTrap log to severity level info.

host 1(confi g)#l og severity info snnpTrap

2 Configure the notification log.

host 1(confi g) snnp-server notificationlog |og 10.10.4.4
adm nStatus i ncl udeVar bi nds

3 (Optional) Specify when the notification log ages out.

host 1(confi g) #snnp-server notificationl og ageout 5
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N

(Optional) Specify the maximum number of entries kept in the
notification log.

host 1(confi g) #snnp-server notificationlog entrylinit 210

log severity
» Use to set the severity level for a selected category or for systemwide logs.

Note: For more information on this command, see ERX System Basics
Configuration Guide, Chapter 11, Logging System Events.

* Example
host 1(confi g)#l og severity info snnptrap

» Use the no version to return to the default severity value (error) for the selected
category. To return all logs to their default severity setting, include an *
(asterisk) with the no version.

snmp-server notificationLog ageOut

» Use to set the ageout for traps in the notification log tables. The range is
0-214748364 minutes.

*  Example
host 1( confi g) #snnp-server notificationl og ageout 5

» Use the no version to return the ageout limit to the default value, 1440 minutes.

snmp-server notificationLog log
» Use to configure SNMP notification log tables.
» Use the adminStatus keyword to enable administrative status.

* Use the includeVarbinds keyword to include log nhames and log indexes in the
trap’s variable bindings.

*  Example

host 1(confi g)snnp-server notificationlog | og 10.10.4.4
admi nSt at us i ncl udeVar bi nds

» Use the no version to remove the notification log configuration.

snmp-server notificationLog entryLimit

» Use to set the maximum number of notifications kept in all notification log
tables.

* The range is 1-500, which means that you can allocate up to 500 notifications
across all virtual routers on the system. As you allocate the entry limits for
virtual routers, the available range changes to reflect the number of
notifications that you have allocated.

* Example
host 1(confi g) #snnp-server notificationlog entrylinit 210

e Use the no version to return the limit to the default value, 500.
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Recovering Lost Traps

snmp-server host

SNMP traps can be lost during startup of the ERX system for one of the
following reasons:

1 The SNMP agent begins sending SNMP traps to the host before the
line moduleisinitialized.

2 If the SNMP proxy virtual router isinitialized after other virtual
routers, traps generated by the other virtual routers and sent to the
proxy router are |ost.

To recover SNMP traps that are lost during system startup, the SNMP
agent pings the configured trap host to identify that thereisa
communication path between ERX system and host. On successful ping
acknowledgment, the lost traps are reconstructed for each virtual router.
In the case of scenario 1, the reconstructed traps are sent to the proxy
virtual router to be routed to the appropriate hosts. In the case of scenario
2, the traps are sent directly to the appropriate hosts.

You can configure the ping timeout window with the snmp-server host
command. The following are guidelines for setting the maximum ping
window:

 If you arelosing traps because of scenario 1, you should base the
maximum ping window time on the estimated time that it takes to
establish connectivity in a particular network (for some configurations
it can take more than 30 minutes).

 If you arelosing traps because of scenario 2, we recommend that you
use the default value for the maximum ping window time, which isone
minute.

* Use to set the ping timeout for the host that is receiving SNMP traps.

» Use the pingtimeout keyword to set the ping timeout window; the range is
1-90 minutes.

* Example
host 1(confi g) #snnp-server host 10.10.4.4 pingti neout 2

» Use the no version to remove the SNMP host.
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Collecting Bulk Statistics

The system offers an efficient data collection and transfer facility for
accounting applications. The ERX system SNMP MIBs extend the
accounting data collection mechanism defined in the
Accounting-Control-MIB (RFC 2513) to include support for
connectionless networks.

Service providers need reasonably accurate data about customers’ use of
networks. This datais used for billing customers and must be available at
acustomer’s request. Accounting applications based on SNMP polling
models consume significant network bandwidth because they poll large
volumes of data frequently.

Unfortunately, SNMP is not well suited for gathering large volumes of
data, especially over short time intervals. It isinadequate for use by
accounting applications because:

e The SNMP PDU layout has alow payload-to-overhead ratio.

e Itisexpensiveto process SNMP PDUs because objects and tables heed
to be sorted in lexicographic order.

The system avoids the need for continuous polling of SNMP statistics by
using applications known as collectors to retrieve data. You can configure
up to six collectors. The system sends collected statistics viaFTP to
assigned hosts, known as receivers. You must assign aprimary receiver to
each collector, and you can assign a secondary receiver for redundancy.

Note: The BER (basic encoding rules) encoding choice is not supported.

Configuring Collectors and Receivers
To configure the system to collect statistics:

1 Add namesto the FTP host table for the primary and secondary
(optional) receivers.

See Using the copy Command in Chapter 5, Managing the System,
for information about adding names to the host table.

2 Specify the type of interface on which you want to collect statistics.

host 1(confi g) #bul kstats interface-type ppp collector 2

3 Specify the parameters for the receivers.

host 1(confi g) #bul kstats recei ver 1 renote-nanme
js:/ftptest/bul k%%.sts sysNane sysUpTi nme
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4  Assign the data collector.

host 1(confi g) #bul kstats col l ector 2

5  Specify the method for data collection.
host 1(confi g) #bul kstats col |l ector 2 coll ect-node auto
6 Assign the primary receiver.
host 1(confi g) #bul kstats col |l ector 2 primary-receiver 7
7  (Optional) Assign the secondary receiver.
host 1(confi g) #bul kstats col | ector 2 secondary-receiver 5
8 (Optional) Specify the time for which the system transfers data.
host 1(confi g) #bul kstats col |l ector 2 interval 1000
9 (Optional) Set the maximum size of the bulk statisticsfile.
host 1(confi g) #bul kstats col |l ector 2 max-size 20480
10 (Optional) Add descriptive information to the bulk statisticsfile.

host 1(confi g) #bul kstats coll ector 2 description custoner xyz

11 (Optional) Set the encoding scheme of the ifDescr and ifName
objects.

host 1(confi g) #bul kstats i nterfaces description-fornat conmon

12 (Optional) Set the system to retrieve bulk statistics once only.

host 1(confi g) #bul kstats col |l ector 2 single-interval
13 (Optional) Configure bulk statistics traps.

host 1(confi g) #bul kstats traps nearly-full

Note: Bulk statistics supports generating files on a per interface basis.

bulkstats collector
» Use to assign the data collector.
*  Example
host 1(confi g) #bul kstats col l ector 2

* Use the no version to delete the collector.
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bulkstats collector collect-mode
* Use to specify the way the collector retrieves bulk statistics.
*  Example
host 1(confi g) #bul kstats coll ector 2 collect-npde auto

» Use the no version to specify that either the user or the system will initiate
transfers manually.

bulkstats collector description
* Use to add descriptive information to the bulk statistics file.
*  Example
host 1(confi g) #bul kstats coll ector 2 description custoner xyz

» Use the no version to remove descriptive text from the bulk statistics file.

bulkstats collector interval

» Use to specify the time interval in seconds for which the collector transfers data
to the receivers.

* Example
host 1(confi g) #bul kstats collector 2 interval 1000

» Use the no version to set this time to the default, 360 seconds (6 minutes).

bulkstats collector max-size
* Use to set the maximum size of the bulk statistics file.
*  Example
host 1(confi g) #bul kstats col |l ector 2 max-size 20480

» Use the no version to set the size of the bulk statistics file to the default,
3670016 bytes.

bulkstats collector primary-receiver
* Use to assign the primary receiver to which the system transfers data.

* The index for the receiver must match the index that you specified with the
bulkstats receiver remote-name command.

*  Example
host 1(confi g) #bul kstats col |l ector 2 primary-receiver 7

» Use the no version to clear the primary receiver and disable the collector.
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bulkstats collector secondary-receiver

Use to assign the secondary (that is, the backup) receiver to which the system
transfers data.

The index for the receiver must match the index you specified with the
bulkstats receiver remote-name command.

Example
host 1(confi g) #bul kstats col |l ector 2 secondary-receiver 5

Use the no version to clear the secondary receiver.

bulkstats collector single-interval

Use to set the system to retrieve bulk statistics once only, rather than
periodically.

Example
host 1(confi g) #bul kstats col l ector 2 single-interval

Use the no version to set the system to retrieve bulk statistics periodically, the
default situation.

bulkstats interfaces description-format common

bulkstats interface-type

Use to set the encoding scheme of the ifDescr object that the bulkstats
application reports to the conventional industry method.

This command provides compatibility with software that uses the industry
encoding scheme.

For more information, see Configuring Encoding Method earlier in this chapter.
Example
host 1(confi g) #bul kstats i nterfaces description-formt comon

Use the no version to return to the proprietary method of encoding.

Use to configure the interface type on which you want to collect statistics.
The supported interface types are:
> ATM
> ATM 1483
> Ethernet
> Frame Relay
> Frame Relay subinterface
> Cisco HDLC
> IP
> PPP
Example
host 1(confi g) #bul kstats interface-type ppp collector 2
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If you define more than one collector, you must specify a unique collector index,
in the range 1-65535.

You can collect statistics on interfaces for the FE-2 module and the Gigabit
Ethernet module. You cannot collect statistics on the SRP Ethernet interface.

Example
host 1(confi g) #bul kstats interface-type ethernet collector 2

Use the no version to delete the interface type from bulk statistics collection.
Deletion of a particular interface type takes effect at the next collection interval.

bulkstats receiver remote-name

bulkstats traps

Use to configure the parameters for receivers.
Bulk statistics transfers require the configuration of a remote FTP server.

The FTP file transfer supports only anonymous transfers to remote servers.
Other user names and passwords are not supported.

The receivers must appear in the FTP host table (see Using the copy
Command in Chapter 5, Managing the System). The name of the host must
match the name you specify with this command. The hostname is relative to the
virtual router’s context when you issue this command.

When specifying the remote filename for bulk statistics, you must precede the
filename with the hostname followed by the :/ characters.

Example
host 1(confi g) #bul kstats recei ver 1 renote-nane
js:/ftptest/bul k%%.sts sysNane sysUpTi ne

Note: The % variables in the remote name are replaced at run time with the
sysName and sysUpTime parameters to produce variable filenames on the remote
host.

Use the no version to delete the receiver.

Use to configure bulk statistics traps.

You must configure SNMP correctly and specify a valid trap source. Otherwise,
the system will not send SNMP traps.

Example
host 1(confi g) #bul kstats traps nearly-full

Use the no version to disable the trap.

Monitoring Collection Statistics

To view the parameters the system uses to collect statistics, use the
following show bulkstats commands.

To include or exclude lines of output based on atext string that you
specify, use the output filtering feature for show commands. For details,
see Chapter 2, Command Line Interface.
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show bulkstats

Use to display the bulk statistics data collection configuration.

Field descriptions

>

>

>

AdminStatus — administrative status of the bulk statistics application
OperStatus — operational status of the bulk statistics application

Interface Description Setting — method used to encode the ifDescr object:
common, proprietary

File Format — end of the line format in bulkstats files, carriage return and line
feed (CR+LF) or LF

Current Time — current system time used to compare against the collection
stop/start time

Intervals — number of times the bulk statistics collector has cycled through a
collection

PrimaryXfers — number of times the bulk statistics collector has attempted a
data file transfer to a primary server

PrimaryFails — number of primary server transfer failures

SecondaryXfers — number of times the bulk statistics collector has attempted
a data file transfer to a secondary server

SecondaryFails — number of secondary server transfer failures
BulkStats Collector Information:

Index — bulk statistics collector index

CurrSize — current size of the bulk statistics file in bytes

MaxSize — maximum size configured for the bulk statistics file in bytes
Intrvl — time interval between bulk collections in seconds

Mode — how often the collector is set up to collect statistics:

« periodic — collects statistics periodically

¢ single-interval — collects statistics once only

XferMode — collect mode configured for the collector:

» auto — agent transfers file when interval expires

* manual — NMS or the user initiates transfers

¢ onFull — agent transfers file when it reaches the maximum size
State

» inProg — collector is properly configured and currently active

¢ notinSvc — collector has been decommissioned by a management client

* notReady — collector does not have enough configuration information to
go active

e error — configuration/operational error
Index — bulk statistics collector index

Primary-Receiver — index of the primary receiver to which the system
transfers data

Second-Receiver — index of the secondary receiver to which the system
transfers data
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Last Transfer Failure — last time that the collector attempted to retrieve
statistics and was unsuccessful

Index — bulk statistics collector index

Interval Start Time — start of current interval of bulk collections. The collector
began collecting bulk statistics at this time.

Interval Stop Time — end of current interval of bulk collections.
Schema Information:
Index — index number of the schema

Subtree — type of bulk statistics schema configured on the collector: if-stack,
if-stats, or system

Collectorindex — bulk statistics collector index

State

e active — schema is properly configured and currently active

¢ notIinSvc — schema has been decommissioned by a management client

» notReady — schema does not have enough configuration information to
go active

 error — configuration/operational error

Index — index number of the schema

Subtree List — type(s) of statistics the schema is configured to receive
Interface Types:

Index — index number of the interface type entry

Type — interface type for which bulk statistics collection is configured
Collectorindex — index of the collector to which the interface type applies
State

» active — interface type is properly configured and currently active

¢ notinSvc — interface type has been decommissioned by a management
client

* notReady — interface type does not have enough configuration
information to go active

« error — configuration/operational error

Receiver Information:

Index — index number of the receiver

RemoteFileName — hostname, path, and filename of the remote FTP server
Index — index number of the receiver

State

e active — receiver is properly configured and currently active

* notIinSvc- receiver has been decommissioned by a management client

* notReady — receiver does not have enough configuration information to
go active

« error — configuration/operational error
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> Status
» Success
« Copy source does not exist or is unreachable
« Copy failed
e File in use
* Example

host 1#show bul kst at s

Adm nStatus: enabl ed
Qper St at us: enabl ed
Interface Description Setting: industry-conmon

File Format: CR+LF

Current Tinme: TUE AUG 15 2002 15:54:20 UTC

Intervals PrinmaryXfers PrinaryFails SecondaryXfers SecondaryFails

Bul kStats Col |l ector |nformation:

Index CurrSize MxSize Intrvl Mode XferMde State
1 490 3670016 600 periodic manual i nProg
0 3670016 360 periodi ¢ nanual not Ready

I ndex Prinmary-Receiver Second-Receiver Last Transfer Failure

1 1 not defined
not defined not defined
Index Interval Start Tinme Interval Stop Tine
1 TUE AUG 15 2000 15:52:33 UTC TUE AUG 15 2000 16:02: 33 UTC
2 Not started N A

Schema | nformati on:

I ndex Subtree Col l ectorlndex State
1 ifStats 1 active
2 i f Stack 2 active

I ndex Subtree List

1 iflnCctets; ifQutUcastPkts; ifQutPolicedCctets
2 N A
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Interface Types:

I ndex Type Col | ectorlndex State

1 Ppp 1 active
6 Et her net 1 active
11 At nl483 1 active

Recei ver Infornmation:
I ndex RenoteFil| eNanme

1 host : / upl oad/ bul kSt as. sts
Index State St at us
1 not Ready Copy source does not exist or is unreachable

show bulkstats collector description
* Use to display information on the collector’s file description.
* Field descriptions
> Index — index number of the bulk statistics collector

> FileDescription — descriptive information added to the bulk statistics file with
the bulkstats collector description command

*  Example
host 1#show bul kstats col | ector description
I ndex FileDescription

1 Bul k SNMP Statistics Collection

show bulkstats collector interval
» Use to display information on the collector transfer interval configuration.
» Field descriptions
> Index — index number of the bulk statistics collector

> Interval — amount of time, in seconds, that the collector transfers data to the
receiver

* Example

host 1#show bul kstats col | ector interval
I ndex Interval
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show bulkstats collector max-size

» Use to display information on the bulk statistics maximum file size
configuration.

* Field descriptions
> Index — index number of the bulk statistics collector
> MaxSize — maximum size of the bulk statistics file in bytes
* Example
host 1#show bul kstats col | ect or nax-size
I ndex MaxSi ze

1 2097152

show bulkstats collector transfer-mode
» Use to display information on the bulk statistics transfer mode configuration.
* Field descriptions
> Index — index number of the bulk statistics collector
> Transfer-Mode:

¢ auto-xfer — server automatically transfers the bulk statistics files to a
remote FTP server

* manual-xfer — server expects the user to transfer bulk statistics files

« on-file-full — server transfers the bulk statistics file when the file reaches
its maximum size

> Primary-Receiver — receives the bulk statistics sent by the collector
> Secondary-Receiver — serves as a backup to the primary receiver
* Example
host 1#show bul kstats col | ector transfer-node
I ndex Transfer-Mde Prinary-Receiver Secondary-Receiver

1 aut o- xf er 1 2

show bulkstats interface-type
» Use to display information on the bulk statistics interface types configuration.
» Field descriptions
> Interface Types:
> Index — index number of the interface type entry
> Type — interface type for which bulk statistics collection is configured
> Collectorindex — index of the collector to which the interface type applies
> State
« active — interface type is properly configured and currently active

« notinSvc — interface type has been decommissioned by a management
client
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* notReady — interface type does not have enough configuration
information to go active

* error — configuration/operational error

* Example

show bulkstats receiver

host 1#show bul kstats interface-type

Interface Types:
| ndex Type Collector State

1 ppp 1 active

» Use to display information on the bulk statistics receiver's remote file
configuration.

* Field descriptions

>

>

>

Index — index number of the receiver

RemoteFileName — hostname, path, and filename of the remote FTP server
Index — index number of the receiver

State

« active — receiver is properly configured and currently active

* notinSvc- receiver has been decommissioned by a management client

« notReady — receiver does not have enough configuration information to
go active

e error — configuration/operational error

Status

* Success

« Copy source does not exist or is unreachable
¢ Copy failed

* File in use

*  Example
host 1#show bul kst ats recei ver

I ndex RenoteFil eNanme

1 f:/upl oad/ bul kSt as. sts

Index State

St at us

1 not Ready Copy source does not exist or is unreachable
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show bulkstats statistics

Use to display bulk statistics counters.

Field descriptions

>

>

>

AdminStatus — administrative status of the bulk statistics application
OperStatus — operational status of the bulk statistics application

HdwDetects — number of times the bulk statistics application detected a line
module bulkstat collector’s presence

HdwCollectorCreates — number of line module collectors created

CollectorCreateReqs — number of times the bulk statistics application
requested the creation of a line module collector

CollectorStopReqgs — number of times the bulk statistics application
requested the line module collectors to stop

CollectorDeleteReqgs — number of times the bulk statistics application
requested the deletion of a line module collector

CollectorStarts — number of times the bulk statistics collector has started

CollectorincompleteCfgs — number of times the bulk statistics collector
attempted to start a collector, but failed because the collector’s configuration
was incomplete

CollectorStopFailures — number of times the bulk statistics collector failed
during a collector stop request

DriverErrors — number of bulk statistics driver errors

FileSizeFulls — number of times the bulk statistics application ran out of
storage space

CollectorFileNearlyFullTraps — number of nearly full events posted to the
SNMP agent on this system

CollectorFileFullTraps — number of file full events posted to the SNMP agent
on this system

Intervals — number of times the bulk statistics collector has cycled through a
collection

PrimaryXfers — number of times the bulk statistics collector has attempted a
data file transfer to a primary server

PrimaryFails — number of primary server transfer failures

SecondaryXfers — number of times the bulk statistics collector has attempted
a data file transfer to a secondary server

SecondaryFails — number of secondary server transfer failures
BulkStats Collector Statistics:

Index — bulk statistics collector index

CurrSize — current size of the bulk statistics storage file in bytes
CreateErrs — number of bulk statistics collector create errors

Last Transfer Failure — last time that the collector attempted to retrieve
statistics and was unsuccessful

Index — bulk statistics collector index
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> Interval Start Time — start of current interval or bulk collections. The collector
began collecting bulk statistics at this time.

> Interval Stop Time — end of current interval of bulk collections
*  Example
host 1#show bul kstats statistics

Adm nSt at us: enabl ed
Oper St at us: enabl ed
HdwDet ect s: 4
HdwCol | ect or Cr eat es: 8

Col | ect or Cr eat eRegs: 2

Col | ect or St opReqgs: 0

Col | ect or Del et eRegs: 0

Col l ectorStarts: 25

Col | ect or I nconpl et eCf gs: 3

Col | ect or St opFai | ures: 0
DriverErrors: 0

Fi |l eSi zeFul | s: 0

Col | ectorFil eNearl yFull Traps: O

Col | ectorFil eFul | Tr aps: 0

Intervals PrinmaryXfers PrinaryFails SecondaryXfers SecondaryFails

Bul kStats Coll ector Statistics:
Index CurrSize CreateErrs Last Transfer Failure

1 331 0 MON JAN 24 2001 17:21:33 UTC
0 0
Index Interval Start Tine Interval Stop Tine
1 MON JAN 24 2001 19:09: 33 UTC MON JAN 24 2001 19:15:33 UTC

2 Not started N A
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show bulkstats traps

Configuring Schemas

Use to display information on the bulk statistics traps configured to collect
statistics.

Field descriptions

>

Trap Type

¢ nearly-full — trap will be posted to the SNMP entity on this system when
the threshold is reached

« file-full — trap will be posted to the SNMP entity on this system when the
trap reaches 100%

State — configuration setting: enabled, disabled

Threshold — nearly full trap will be posted to the SNMP entity on this system
when this percentage is reached

Traps Sent — number of times this event was posted to the SNMP entity on
this system

Example

host 1#show bul kstats traps
Trap Type State Threshol d Traps Sent

file-full enabled NA 0
nearly-full enabled 5 0

You can aso set amanagement schemafor bulk statistics. A schemaisa
group of attributes or counters that provide an efficient way to retrieve
specific types of information about the system. The bulk statistics
application supports four schema configurations: if-stack, if-stats, policy,
and system. Table 4-8 shows the type of data each schemaretrieves.

Table 4-8 Data retrieved according to schema

Schema

if-stack

Retrieves . ..

The interface and interface column configuration. It is a complete
retrieval of the ifStackTable, and using it can dramatically reduce the
time to discover the configured interfaces and their stacking
relationship on a system.

if-stats

Usage data on sets of interface types. The interface usage data is the
ifTable/ifXTable counters. Note that the ifXTable supports 64-bit
counters and the data written into the bulk statistics file supports the
64-bit counters.

policy

Statistics associated with a specified policy, a policy type, or traffic
tagged by a policy with a color tag.

system

Global system and per-module statistics and information. The global
system statistics retrieved are the sysUpTime and nvsUtilPct. The
per-module statistics and information retrieved include the
intPhysicalDesc, the cpuUtilPct, and the memUtilPct.
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Table 4-9 presents if-stats objects you can configure using the bulkstats

schema subtree command.

Table 4-9 Schema ifStats objects

Object
usdAcctngiflnBroadcastPkts

Definition

Broadcast packets received

usdAcctnglfinOctets

Octets received; support 64-bit counters

usdAcctnglfinUcastPkts

Unicast packets received

usdAcctnglflnDiscards

Packets received and discarded

usdAcctnglflnErrors

Packets received with errors

usdAcctngifinMulticastPkts

Multicast packets received

usdAcctnglfinUnknownProtos

Packets received with unknown protocols

usdAcctngifOutBroadcastPkts

Broadcast packets sent

usdAcctnglfOutOctets

Octets sent; support 64-bit counters

usdAcctnglfOutUcastPkts

Unicast packets sent

usdAcctnglfOutDiscards

Packets sent and discarded

usdAcctnglfOutErrors

Packets sent with errors

usdAcctngifOutMulticastPkts

Multicast packets sent

usdAcctnglfCorrelator

Customer correlation:

e« FR=DLCI

e ATM =VPI, VCI

e |IP = RouterName

» Everything else = not used

usdAcctnglfinPolicedOctets

Octets dropped due to ingress policy; support
64-bit counters.

usdAcctnglfinPolicedPkts

Packets dropped due to ingress policy

usdAcctnglfinSpoofedPkts

Packets dropped due to invalid source address

usdAcctnglfOutPolicedOctets

Octets dropped due to egress policy; support
64-bit counters

usdAcctnglfOutSpoofedPkts

Packets dropped due to invalid source address

usdAcctnglfOutSchedulerDropPks

Scheduler packets dropped

usdAcctnglfOutSchedulerOctets

Scheduler octets dropped

usdAcctnglfLowerlnterface

The ifindex of the lower interface

Note: All the schema if-stats objects in Table 4-9 apply to both layer 2 and layer 3
interfaces, except usdAcctngSpoofedPkts, which is specific to layer 3.

You can get more accurate rate statistics by using the time-offset
parameter. To use this parameter you must navigate to the if-stats



4-42

CHAPTER 4
Configuring SNMP

subtreelist. The time-offset parameter isincluded in each bulk statistics
interface record and is the offset from the master interval at which the
record was collected.

bulkstats schema

bulkstats schema subtree

Use to create the schema for collecting bulk statistics.
Example
host 1(confi g) #bul kstats schema 4

Use the no version to delete the specified schema.

Note: If you create a collector but there is no schema for that collector, the collector
will not be active, and a schema will be created automatically for that collector to
collect if-stats for all subtree attributes.

Use to set the schema for collecting data. Specify one of the following
keywords:

> if-stack — retrieves the interface and interface column configuration

> if-stats — retrieves interface usage data on sets of interface types; using the
subtreelist keyword along with the if-stats keyword lets you specify specific
counters and lets you set the time-offset parameter.

> system — retrieves global system and per-module statistics and information
Example
host 1(confi g) #bul kstats schema 1 subtree if-stats
subtreelist |ower-interface

Use the no version to delete the specified schema.

bulkstats schema subtree policy

Use to collect statistics on a specified policy, a policy type, or based on
color-coded tags applied by a policy. Specify one of the following keywords:

> policy-name — collects statistics for a specified policy

> policy-type — collects data on input policies, local input policies, or output
policies

> policy-subtreelist — collects statistics based on color-coded tags applied by
a policy

You create policies using the policy-list command. See ERX Policy and QoS
Configuration Guide, Chapter 1, Configuring Policy Management.

Example
host 1(confi g) #bul kstats schema 4 subtree policy policy-nanme
XMypol i cy

Use the no version to delete the specified schema.
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You are able to display your configuration and monitor the data generated

by schemas.

show bulkstats schema

» Use to display data on the bulk statistics schema.

* Field descriptions

>

>

>

>

>

Schema Information:
Index — index number of the schema

Subtree — type of bulk statistics schema configured on the collector: if-stack,

if-stats, policy, or system

Collecting Bulk Statistics
ERX Edge Routers

Collectorindex — bulk statistics collector index (same as the SNMP table

index)
State

e active — schema is properly configured and currently active

* notInService — schema has been decommissioned by a management

client

» notReady — schema does not have enough configuration information to

go active

 error — configuration/operational error

Index — index number of the schema

Subtree List — type(s) of statistics the schema is configured to receive

*  Example 1

host 1#show bul kst ats schena

Schema | nfornmation:
I ndex Subtree

1 i fStack 1

2 system 2

I ndex Subtree List

+  Example 2

host 1#show bul kst ats schena

Schema | nformation:
I ndex Subtree

1 ifStats 1

2 system 2

Col l ectorl ndex State

active
active

Col l ectorlndex State

active
active
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I ndex Subtree List

1 ifQutErrors; ifLowerlnterface; ifTimeOfset
2 N A

Using the Bulk Statistics Formatter

The bulk statistics formatter allows you to set aremote filename
dynamically and specify the format for the end of each linein the
bulkstats file.

Setting Remote Filenames

The system supports the following special characters for remote
filenames:

%x — An integer in hexadecimal format (base 16)
%s — A character string

%u — An unsigned integer in decimal (base 10)
%d — An integer in decimal (base 10)

The % variables in the remote name are replaced at run time with the
sysName and sysUpTime parameters to produce variabl e filenames on the
remote host.

See the bulkstatsreceiver remote-name command.

host 1(confi g) #bul kstats receiver 1 renpte-nanme
“bul k%%. sts” sysNanme col | ect or Sequence

Guidelines
The current capabilities and limitations of the bulk statistics formatter are:

If you add %d or any numeric formatter for a string value (such as
sysName), the attribute name will be used (for instance, “sysName”).
The opposite is aso true, except for sysUptime, which will use %sasa
%u.

You can use %% if you want a % character to be part of the parsed
name.

You can use the same attribute multiple times. For example, you may
want a name that has %x and %u of collectorSequence.

Currently, there is no control over sequence numbers, except for the
guarantee that the formatter will:
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(1) Use sequential values, beginning from 1
(2) Persist through system reboot

* |If you need the sequential number to restart, remove and then re-add
the bulk statistics receiver.

* You can use up to 128 characters for the remoteFileName. Anything
beyond that is truncated when the filename is stored in nonvolatile
memory, but this truncation is not visible until the next time the system
reboots.

Foecifying End of Line Format
By default, the bulkstats file contains a CR and LF at the end of each line.
You can you can set up the system to remove the CR and leave only an LF
at the end of each line.

bulkstats file-format endOfLine-Lf
» Use to strip the carriage return from the end of each line in the bulkstats file.
*  Example
host 1(confi g) #bul kstats file-format endOf Li ne-LF

* Use the no version to return to the default, CR and LF.

Managing Virtual Routers

Your system supports SNM P management of virtual routers. This support
is based on an SNMP community string proxy to select particular
instances of virtual routers. The entity MIB is used to model the physical
container to the logical relationship of the virtual router implementation.
See Chapter 10, Configuring Virtual Routers.
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Monitoring SNMP

Establishing a Baseline

baseline snmp

To monitor the status of SNMP operations on your network, enter
Privileged Exec mode. You can then establish a baseline and use the show
commands to view statistics.

SNMP statistics are stored in system counters. The only way to reset the
system countersis to reboot the system. You can, however, establish a
basdline for SNM P statistics by setting a group of reference counters to
zero.

* Use to establish a baseline for SNMP statistics.

» The system implements the baseline by reading and storing the statistics at the
time the baseline is set and then subtracting this baseline whenever
baseline-relative statistics are retrieved.

» To display statistics relative to the current baseline, use the delta keyword with
SNMP show commands.

*  SNMP operations (such as Get and Set) continue to use and report statistics
from the system counters.

» See Viewing SNMP Status later in this chapter for a sample display when you
enter the show snmp command. If you establish a baseline and then enter
show snmp, the statistics now have zero or low values.

*  Example

host 1#basel i ne snnp

host 1#show snnp

Contact: Joe Administrator

Location: Network Lab, Bldg 3 Floor 1
2 SNWP packets input

Bad SNWVP version errors

Unknown community name

Il egal operation for community name supplied

Encoding errors

Nunber of requested vari abl es

Nunber of altered variables

Cet - request PDUs

Get - next PDUs

Set - request PDUs

Unknown security nodels

Unavai | abl e contexts

2 SNWP packets out

0 Too big errors (Maxi mum packet size 1500)
1 No such nane errors
0 Bad val ues errors

O OO Fr P OO OO o Oo
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General errors

Cet -response PDUs

SNWP trap PDUs

Invalid Message Report PDUs
Unknown PDU Handl er Report PDUs
Unknown Context Report PDUs
Unsupported Security Level Report PDUs
Not in time Wndow Report PDUs
Unknown User name Report PDUs
Unknown Engi ne | D Report PDUs
Wong Di gest Report PDUs
Decryption Error Report PDUs

O O OO O O O oo onNOo

» There is no no version.

To view SNMP status on your network, use the following show
commands.

Use to display all the information on SNMP status.

To display statistics relative to the current baseline, use the delta keyword.
Field descriptions

> Contact — router’s contact person

> Location — router’s location

> SNMP packets input — total number of SNMP packets received by the router

* Bad SNMP version errors — number of SNMP PDUs with a bad version
number

* Unknown community name — number of SNMP PDUs that had an
unrecognized community name

« lllegal operation for community name supplied — number of access
violations based on the configured privilege level for community strings

» Encoding errors — number of ASN.I encoding and decoding errors

* Number of requested variables — number of variable bindings processed
by the SNMP agent

* Number of altered variables — number of variable bindings processed
successfully in SNMP set commands

e Get-request PDUs — number of get-exact SNMP PDUs processed
¢ Get-next PDUs — number of get-next SNMP PDUs processed
¢ Set-request PDUs — number of set SNMP PDUs processed

» Unknown security models — number of SNMP PDUs with unrecognized
security

» Unavailable contexts — number of SNMP proxy requests to unknown
entities
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> SNMP packets out — total number of SNMP packets sent by the router

Too big errors — number of processed PDUs that resulted in SNMP PDUs
too large to encode

No such name errors — number of requests that resulted in noSuchName
errors. If interfaces configured on modules that do not support 64-bit
counters are accessed, the system returns a noSuchName message.

Bad values errors — number of requests that resulted in badValues errors
General errors — number of general errors

Get-response PDUs — number of requests that resulted in getResponse
PDUs

SNMP trap PDUs — number of SNMP trap PDUs generated by this agent

Invalid Message Report PDUs — number of packets received by the
SNMP engine that were dropped because there were invalid or
inconsistent components in the SNMP message

Unknown PDU Handler Report PDUs — number of packets received by
the SNMP engine that were dropped because the PDU in the packet
could not be passed to an application responsible for handling the
pduType; for example, no SNMP application had registered for the proper
combination of the contextEnginelD and pduType

Unknown Context Report PDUs — number of packets received by the
SNMP engine that were dropped because the context contained in the
message was unknown

Unsupported Security Level Report PDUs — number of packets received
by the SNMP engine that were dropped because they requested a
security level that was unknown to the SNMP engine or otherwise
unavailable

Not in time Window Report PDUs — number of packets received by the
SNMP engine that were dropped because they appeared outside of the
authoritative SNMP engine window

Unknown Username Report PDUs — number of packets received by the
SNMP engine that were dropped because they referenced a user that
was not known to the SNMP engine

Unknown Engine ID Report PDUs — number of packets received by the
SNMP engine that were dropped because they referenced an
snmpEnginelD that was not known to the SNMP engine

Wrong Digest Report PDUs — number of packets received by the SNMP
engine that were dropped because they did not contain the expected
digest value

Decryption Error Report PDUs — number of packets received by the
SNMP engine that were dropped because they could not be decrypted

*  Example

host 1#show snnmp

Contact: Joe Administrator

Location: Network Lab, Bldg 3 Floor 1
538 SNWP packets i nput

0 Bad SNWP version errors
0 Unknown conmunity nane
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0 Il'legal operation for community nane supplied
0 Encoding errors
695 Number of requested vari abl es
0 Number of altered variables
26 Cet-request PDUs
512 Get-next PDUs
0 Set-request PDUs
0 Unknown security nodels
0 Unavail abl e contexts
538 SNWP packets out
0 Too big errors (Maxi num packet size 1500)
10 No such nane errors
0 Bad val ues errors
0 General errors
538 Cet-response PDUs
SNWP trap PDUs
Invalid Message Report PDUs
Unknown PDU Handl er Report PDUs
Unknown Context Report PDUs
Unsupported Security Level Report PDUs
Not in time Wndow Report PDUs
Unknown User nanme Report PDUs
Unknown Engi ne | D Report PDUs
Wong Di gest Report PDUs
Decryption Error Report PDUs

O O OO O O o o oo

Use to display information about the groups you configured.
Field descriptions
> Group Name — name of the group
> Model — security model; for example, user-based security model (USM)
> Level — method for authentication and privacy
¢ none — no authentication and no privacy
¢ auth — authentication only
» priv — authentication and privacy
> Read — name of the view for read access
> Write — name of the view for write access
> Notify — name of the view for notification
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*  Example
host 1#show snnp access
Group Name Mbdel Level Read Wite Noti fy
adm n usm priv everything everything everything
public usm none user none none
private usm auth user user user

show snmp community
* Use to display information about the SNMP communities.
» Field descriptions
> Community — name of the community and the associated virtual router
> View — name of the view
> Priv — access privilege for the view
¢ ro - read-only access
* rw — read-write access
e admin — all privileges
> AccList — number of access lists associated with this community
e Example
host 1#show snnp community

Communi ty Vi ew Priv Accli st
adm n@lef aul t everyt hi ng rw 0
privat e@ef aul t user rw 0
publ i c@ef aul t user ro 0

show snmp notificationLog
* Use to display the configuration of the SNMP notification log.
* Field descriptions
> Global Age Out Value — age out for traps in the natification log tables

> Global Entry Limit Value — maximum number of notifications kept in all
notification log tables

*  Example
host 1#show snnp notificationl og
d obal Age Qut Val ue: 1440 minutes

d obal Entry Linmit Value : 500
No notification log name information is available

show snmp trap
* Use to display configuration information on SNMP traps and trap destinations.

* Field descriptions
> Enabled Categories — trap categories that are enabled on the router
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> SNMP authentication failure trap — enabled or disabled

> Trap Source — interface whose IP address is used as the source address for
all SNMP traps

> Trap Source Address — IP address used as the source address for all SNMP
traps

> Trap Proxy — enabled or disabled

> Global Trap Severity Level — global severity level filter; if a trap does not meet
this severity level, it is discarded

> Address — IP address of the trap recipient

> Security String — name of the SNMP community

> Ver — SNMP version (v1 or v2) of the SNMP trap packet

> Port — UDP port on which the trap recipient accepts traps

> Trap Categories — types of traps that the trap recipient can receive

> TrapSeverityFilter — severity level filter for this SNMP host

> Ping TimeOut — configured ping timeout in minutes

> Maximum QueueSize — maximum number of traps to be kept in the trap

queue

> Queue DrainRate — maximum number of traps per second to be sent to the
host

> Queue Full discrd methd — method used to discard traps when the queue is
full:

« dropFirstin — oldest trap in the queue is dropped
¢ dropLastin — most recent trap is dropped
host 1#show snnp trap

Enabl ed Categories: Ping, TraceRoute

SNWVP aut hentication failure trap is disabled

Trap Source: FastEthernet 0/0, Trap Source Address:10.10.5.61
Trap Proxy: disabled

G obal Trap Severity Level: 6 - informational
Addr ess Security String Ver Port Trap Categories
10. 10. 0. 200 private v2c 162

SnnpLi nkl nvEnvBst Fxf BgpLogCl i Pi ngGspf Tr aceDvnr pDvnr pUni Adr PAt nPi ngVr r pSonet Nt p

Addr ess TrapSeverityFilter Ping Maxi mum Queue Queue Ful |
Ti meQut QueueSi ze Drai nRate discrd nethd

10. 10. 0. 200 5 - notice 1 32 0 dropLastin
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show snmp trapStats

host 1#show snnp trapst at
3112 Traps received

Use to display statistics for all SNMP traps on the virtual router, as well as
statistics for each SNMP host configured on the virtual router.

Field descriptions
> Traps received — total number of traps received
¢ Local traps submitted — number of local traps submitted
» Proxy traps submitted — number of proxy traps submitted
> Traps discarded — total number of traps discarded

¢ Lack of system memory — traps discarded because there was not enough
system memory

* No queue resources — traps discarded because there were no queue
resources available

¢ SNMP agent being disabled — traps discarded because the SNMP agent
was disabled

« Global category control — traps discarded because they were filtered by
the snmp enable trap command

¢ Global minimum severity level — traps discarded because they did not
match the severity level set with the snmp enable traps trapfilters
command.

> Traps out — total number of packets sent by the virtual router
> Traps proxied — total number of traps proxied by the virtual router
> Address — IP address of the host

> TrapsDiscarded Severity/Category — severity level and category of the
discarded traps

> TrapsDiscrded bad encoding — traps discarded because of bad encoding
> TrapsDiscrded Queue Full — traps discarded because the queue was full

> Trapsdiscrded NoHostRespons — traps discarded because the host did not
respond to pings sent to the host

> Trap PDUs sentOut — number of trap PDUs sent by this host

3112 Local traps subnitted
0 Prxoy traps submtted

4 Traps discarded

0 Lack of system nmenory

0 No queue resources

0 SNWP agent bei ng disabl ed
4 d obal category control
0 dobal mninmmseverity |evel

3108 Traps out
0 Traps proxied

Addr ess TrapsDi scar ded TrapsDi scrded TrapsDi scrded TrapsDi scrded
Severity/ Category bad encoding Queue Full NoHost Respons
1.1.1.1 1081 0 511 32

10. 10. 132. 137 0
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Addr ess Trap PDUs
sent Qut
1.1.1.1 536

10. 10. 132. 137 3108

show snmp user
» Use to display information about users.
» Field descriptions
> User — name of the user
> Auth — authorization protocol for this user
* no — no authorization protocol
¢ md5 - HMAC-MD5-96 authorization protocol
¢ sha — HMAC-SHA-96 authorization protocol
> Priv — privacy protocol for this user
* Nno — no privacy protocol
« des — DES encryption algorithm for privacy
> Group — name of the group to which the user belongs
» The following example is an SNMPv3 display.
* Example
host 1#show snnp user

User Auth Priv Goup
josie md5 des admin
nightfly nd5 no private
st eel ydan no no public

show snmp view
» Use to display information about the views you created.
» Field descriptions
> View Name — name of the view
> View Type — access privilege for the view
¢ included — specified object identifier (OID) trees are available in this view
» excluded — specified OID trees are not available in this view
> Oid Tree — OID of the ASN.1 subtree
e Example
host 1#show snnp vi ew

Vi ew Nane View Type O d Tree

everyt hi ng i ncl uded 1.3.6.1.
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user i ncl uded 1.3.6.1.

user excl uded 1.3.6.1.4.1.2773. 2. 16.
user excl uded 1.3.6.1.4.1.4874.2.2.16.
user excl uded 1.3.6.1.6.3.11.

user excl uded 1.3.6.1.6.3.12.

user excl uded 1.3.6.1.6.3.13.

user excl uded 1.3.6.1.6.3.14.

user excl uded 1.3.6.1.6.3.15.

user excl uded 1.3.6.1.6.3.16.

user excl uded 1.3.6.1.6.3.18.

not hi ng excl uded 1.3.6.1.

Output Filtering
You can use the output filtering feature of the show commands to include
or exclude lines of output based on atext string you specify. See
Chapter 2, Command Line Interface, for details.
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