Configuring Virtual Routers

The ERX system allows you to create multiplelogical or virtual routersin
asingle system. Each virtual router has its own separate set of |P
interfaces, forwarding table, and instances of routing protocols.

Topic Page
Overview 10-1
References 10-3
Configuring Virtual Routers 10-4
Monitoring Virtual Routers 10-8

Overview

Multiple distinct routers are supported within a single system, which
allows service providers to configure multiple, separate, secure routers
within asingle chassis. These routers are identified as virtual routers
(VRs). Applications for this function include the creation of individual
routers dedicated to wholesale customers, corporate virtual private
network (VPN) users, or a specific traffic type.

Default Virtual Router
When you first boot your system, it creates a default virtual router. The
only difference between the default VR and any other router isthat you
cannot create or delete the default VR. Just like any other router, the
default VR getsits I P addresses when you add interfacesto it.
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Virtual Router Instances

Your system can support up to 1,000 forwarding tables; that is, up to a
total of 1,000V Rs and VPN routing and forwarding (VRF) instances.
Each VRF has aforwarding table. A network device attaching to a system
sees arouter interface. The attaching device has no notion of the virtual
router behind the interface.

For example, aphysical ATM link may have circuits that are connected to
different VRs. The physical and data link layers are not aware that there
are multiple router instances. See Figure 10-1.
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Figure 10-1 Virtual routers

VRs and VRFs are tools for implementing VPNSs.

Your system implements the VRs by maintaining a separate instance of
each data structure for each VR and allowing each protocol (for example,
TCP/UDP, RIP, OSPF, and 1S-1S) to be enabled on a case-by-case basis. A
table of router interfaces associates user connections (for example, PPP or
ATM) with one or more | P interfaces within aVR.

Your system supports VPNs and VRFs. For information on VPNs and
VREFs, see Configuring BGP VPN Services and Monitoring BGP/MPLS
VPNs in ERX Routing Protocols Configuration Guide, Vol. 2, Chapter 3,
Configuring BGP/MPLS VPNSs.
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VPNs

A VPN isaset of sites attached to a common network, but whose datais
handled separately from that common network.

VPNs enable private | P traffic to travel over a public TCP/IP network by
tunneling that traffic between VPN member sites. Different levels of
security are available depending on the security of the tunnel used
between sites.

Your system supports VPNs consisting of VRs or VRFs. See RFC 2547 —
BGP/MPLS VPNs. Additionally, your system supports tunnels built from
GRE, IPSec, L2TR, MPLS, and tunnels built from layer 2 circuits, such as
Frame Relay and ATM.

VRFs

A VRFisavirtua routing and forwarding instance that exists within the
context of aVR. The VRF provides forwarding information to your
system. The system looks up a packet’s destination in the VRF associated
with the interface on which the packet is received. In general, any
application that can be enabled in a VR can be enabled in aVRF. VRFs
are generally associated with the VPN behavior described in RFC 2547.

When aVVRF receives an update message, it needs to know whether it
should add the route to its routing table. Similarly, when aVRF sends
update messages, it needsto identify the VPNs that it wantsto receive the
updates. See ERX Routing Protocols Configuration Guide, Vol. 2,
Chapter 3, Configuring BGP/MPLSVPNSs.

For more information about virtual routers, VPNSs, or VRFs, consult the
following resources:

» ERX Release Notes, Appendix A, System Maximums — refer to the
Release Notes corresponding to your software release for information
on maximum values.

* ERX Routing Protocols Configuration Guide, Vol. 2, Chapter 3,
Configuring BGP/MPLS VPNs

* RFC 2547 — BGP/MPLS VPNs (March 1999)
e RFC 2917 — A Core MPLS IP Architecture (September 2000)
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Configuring Virtual Routers

This section provides examples of some of the more common virtual
router tasks.

There are different uses of the virtual-router command. You can create
or access VRs and VRFsin Globa Configuration mode or map aVR to a
domain map in Domain Map Configuration mode. Once you create aVR,
you can continue to work in different command modes and configure the
same user interface parameters as before the virtual router was created.

Note: For information on the many VR tasks you can configure, see the related
chapter; for example, Configuring IP or Configuring BGP.
» Create and name a VR in Configuration mode.

host 1(confi g)#virtual -router western
host 1: west ern(confi g)#

» Create a VRF to provide forwarding information to your system. In
this example, the VRF created isin context with the VR created above.

host 1: western(config)#ip vrf eastern

Proceed with new VRF creation? [confirni

host 1: west ern(config-vrf)#virtual -router: eastern
host 1: west ern: eastern(confi g) #

* Access aVRF from the context of adifferent VR.

host 1(confi g)#virtual -router western:eastern
host 1: west ern: eastern(confi g) #

» View your configuration choices from a VR or VRF context.

host 1: west er n: east ern(confi g) #?

aaa Configure authentication, authorization,
and accounting characteristics

access-|ist Configure an access list entry

arp Configure a static ARP entry

bandwi dt h Configure slot-group bandw dth control

banner Define a banner I|ine

basel i ne Configure baseline operations

boot Configure boot tine behavior

bul kst at s Configure bul kstats paraneters

cbf Confi gure connection-based forwarding

classifier-list Configure a classifier list entry

clns Configure CLNS characteristics

cl ock Set the system s clock

controller Configure controller paraneters



crypto
di sabl e- aut osync

di sabl e-swi tch-on-error

enabl e

end
exception
excl ude- subsyst em
exit
ftp-server
hel p

host

host name
interface
ip

| 2f

12tp

i cense
l'ine

| og

nmacr o
map-1i st
nenory
mpl s

no

nt p
policy-1list
pppoe
profile
radi us
rate-limt-profile
redundancy
rout e- map
rout er

rtr
service
set

sl eep

sl ot

snnp- server

sscc

t el net

timng
traffic-shape-profile
virtual -router

Configuring Virtual Routers
ERX Edge Routers

Configure cryptographic paraneters

Di sabl e automati c synchroni zati on of
redundant systemcontroller file system

Di sabl e autonatic switch to redundant system
control |l er upon software/hardware error
Configure security related options

Exit d obal Configuration node

Configure core dunp

Excl ude copying a subsystemfromthe rel ease
Exit fromthe current command node
Configure FTP Server characteristics
Describe the interactive help system

Add/ nodi fy an entry to the host table

Set the host (system) nane

Enter Interface Configuration node
Configure | P characteristics

Configure L2F paraneters

Configure L2TP paraneters

Configure |icenses

Enter Line Configuration node

Configure |ogging settings

Run a CLI macro

Create an NBMA static map

Configure and admi ni ster nmenory operations
Configure MPLS gl obal paraneters

Negate a command or set its default(s)
Configure the Network Tine Protoco

Enter Policy Configuration node

Confi gure PPPoOE

Specify a profile

Configure RADI US server

Enter rate limt profile configuration node
Perform a redundancy configuration
Configure a route nap

Configure a routing protoco

Configure rtr paraneters

Configure system|evel services

Configure

Make the Command Interface pause for a
speci fied duration

Configure and adm ni ster slot operation
Configure SNVP paraneters

The SSC d i ent

tel net daenon configuration

Configure network timng

Enter traffic shape profile configuration node
Specify a virtual router

10-5



10-6 | CHAPTER 10

Configuring Virtual Routers

host 1: west ern: east ern(confi g) #

Example 1
VR with an
IGP

Example 2
VR with an
EGP

* View the VRF configuration choices from VRF Configuration mode.

host 1: west ern(confi g-vrf)#?

exit
export
hel p

i mport
| og
maecr o
no

rd

route-target

sl eep

Exit fromthe current conmand node

Speci fy VRF export characteristics
Describe the interactive help system

Specify VRF inport characteristics

Configure | ogging settings

Run a CLI nmcro

Negate a command or set its default(s)
Speci fy route distinguisher

Speci fy VPN extended comunity Target
Make the Conmand Interface pause for a
speci fied duration

host 1: western(config-vrf)#

» AccessaVR to configure it with an interior gateway protocol (IGP) or
exterior gateway protocol (EGP) to learn routes from a customer edge
device (CE). See the related routing protocol chaptersfor detailed
information.

host 1(confi g)#virtual -router ni am
host 1: m ami (confi g) #router ospf 5
host 1: m ami (confi g-router)#

host 1(confi g)#virtual -router western
host 1: west ern(confi g) #router bgp 359
host 1: west ern(config-router)#

» Configure a Telnet daemon to listen in VRs other than the default VR.

host 1(confi g)#virtual -router boston
host 1(config)#telnet listen port 23

e Listal VRsand VRFs on the system.

host 1#show vi rtual - rout er

Vi
Vi
Vi

rtual
rtual
rtual

rtual
rtual
rtual

Rout er
Rout er
Rout er

Rout er
Rout er
Rout er

def aul t

t hur sday

west ern

VRF : eastern
bost on

m ami

nort hern
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VRF : southern
host 1#

Map aVR to auser domain namein Domain Map Configuration mode.
The VR must aready exist.

host 1(confi g) #aaa domai n-map j acksonville
host 1( confi g- domai n- map) #vi rtual -router western
host 1( confi g- domai n- map) #

Use to map a user domain name to a virtual router.

Examples
host 1- 0- 1- 90( conf i g) #aaa domai n-map j uni per.net vrouter_1
host 1- 0- 1- 90( conf i g) #aaa donai n-map none vrouter__al | _purpose
host 1- 0- 1- 90( conf i g) #aaa donai n- map DEFAULT vrout er_al | _pur pose

Use the no version of the command to delete the domain map.

Use to create a VRF or access VRF Configuration mode to configure a VRF.

You must specify a route distinguisher after you create a VRF. Otherwise, the
VRF will not operate.

Example
host 1- 00- 02- 80: bost on(confi g)#ip vrf vpn-A
Use the no version to remove a VRF.

Use to create a Telnet daemon to listen in a virtual router.
Example

host 1(config)#virtual -router 3

host 1(config)#telnet listen port 3223
Use the no version of the command to delete the daemon.

From Global Configuration mode, use this command to create a virtual router or
access the context of a previously created virtual router or a VRF.

From Domain Map Configuration mode, use this command to map the VR to a
user domain name. Use the no version in this mode to delete the VR parameter
and assign the default VR.

A VR name consists of up to 15 alphanumeric characters.

Once you are in the context of a particular VR or VRF (indicated by the change
in the prompt), all subsequent commands you enter apply to that context until
you exit the context.
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» Use the no version of the command only to delete the VR and return the
system to the default VR. Issuing the command no virtual-router
vrName.vrfName has no effect.

e Issuing a no version of this command (no virtual-router :vifName or
no virtual-router viName:vrfName) that specifies an existing VRF only
displays the error message: “Cannot delete a VRF with this command." You
must use the no ip vrf command to remove a VRF.

Note: See ERX Command Reference Guide for additional information.

Monitoring Virtual Routers

Use the show virtual-router and show aaa domain-map commands to
display virtual router and user-domain-to-virtual-router mapping
information. Use the show ip forwar ding table command to display
information on memory usage by virtual routers.

show aaa domain-map
» Use to display the mapping between user domains and virtual routers.
» The following keywords have significance when used as user domains:

> none —all client requests with no user domain name are associated with the
virtual router mapped to the none entry

> default —all client requests with a domain present that has no map are
associated with the virtual router mapped to the default entry

* Example
host 1#show aaa domai n- map
Dommi n: boston; virtual -router: default

Tunnel Tunnel Tunnel Tunnel Tunnel Tunnel Tunnel  Tunnel

Tag Peer Source Type Medium Password Id Host nane

31 <null> <null>12tp i pv4 <nul | > <nul | > <nul | >
Tunnel

Tunnel Server Tunnel

Tag Nare Pref erence
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show configuration virtual-router

Use to display configuration information for the virtual routers configured on
your system.
You can create a configuration script from the output by saving it as a file with
the .scr extension.
You can exclude information about a particular type of interface.
You can use the output filtering feature of the show command to include or
exclude lines of output based on a text string you specify. See Chapter 2,
Command Line Interface, for details.
Example

host 1#show configuration virtual -router default

virtual -router default

i p domai n-1 ookup

ip nane-server 10.2.0.3

i p domai n-nane "j uni percom cont

|

host f 10.10.0.129 ftp anonynous nul |

interface null 0

!

interface fastEthernet 0/0

i p address 192.168. 1. 155 255. 255. 255. 0

|

iproute 0.0.0.0 0.0.0.0 192.168.1.1

no ip nulticast-routing

|

npls rsvp profile default

npls Idp profile default

cr-ldp
!
retr 1

type echo protocol iplcnmpEcho 10.5.0.200 source
fast Et hernet 0/ 0

frequency 1
sanpl es- of - hi story-kept 5
ti meout 10000

show ip forwarding-table slot

Use to display the memory used by each VR configured on a line module and
free memory available on the line module.

Field descriptions

> Free Memory — amount of memory free on the line module, in kilobytes

> Virtual Router — name of the virtual routers configured on the line module
> Memory (KB) — amount of memory consumed by the VR, in kilobytes

> Load Errors — counts errors made while loading the routing table on the line
module
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show virtual-router

> Status — indicates whether the routing table for the VR is valid
*  Example

host 1#show i p forwardi ng-table slot 9
Free Menory = 14, 328KB

Virtual Router Menor y Load Errors St at us
(KB)

vrl 4128 0 Valid

vr2 3136 0 Valid

vr3 2256 0 Valid

vr4 1512 0 Valid

def aul t 1024 0 Valid

» Use to display virtual routers configured on your system.

» The display shows the name of the virtual router and the status of the
supported protocols.

* You can use the output filtering feature of the show command to include or
exclude lines of output based on a text string you specify. See Chapter 2,
Command Line Interface, for details.

e Example

host 1- 0- 6- 60#show vi rtual -router
Virtual Router : default

I p: Present
Bgp: Present
I'sis: Present
Gspf : Not Present
Ri p: Pr esent
Virtual Router : two
I p: Present
Bgp: Not Present
I'sis: Not Present
Gspf : Not Present
Ri p: Pr esent
Virtual Router : three
I p: Present
Bgp: Not Present
I'sis: Not Present
Gspf : Not Present

Ri p: Pr esent
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