
Configuring RADIUS Request Attributes Policies (NSM Procedure)

You can configure RADIUS request attributes policies to enforce restrictions on the
processing of authentication requests, which are based on the RADIUS authentication
requests, before a connection can be authenticated. Then you can assign RADIUS
request attributes policies as a realm restriction.

To configure RADIUS request attributes policies:

1. In the NSM navigation tree, select Device Manager > Devices.

2. Click the Device Tree tab, and then double-click the Infranet Controller device
for which you want to configure RADIUS request attributes policies.

3. Click the Configuration tab. In the configuration tree, select UAC > Network
Access > RADIUS Attributes > RADIUS Request Attributes Policies.

4. Add or modify RADIUS request attributes policies as specified in Table 1.

5. Click one:

■ OK—Saves the changes.

■ Cancel—Cancels the modifications.

Table 1: RADIUS Request Attributes Policies Configuration Details

Your ActionFunctionOption

Enter a name for the RADIUS
request attributes policy.

You select the RADIUS request
attributes policy when you
create a realm.

Specifies a name for the
RADIUS request attributes
policy.

Name

Enter a brief description for
the RADIUS request attributes
policy.

Describes the RADIUS request
attributes policy.

Description
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Table 1: RADIUS Request Attributes Policies Configuration Details (continued)

Your ActionFunctionOption

Click request-attributes and
add the request attribute.

1. Click New (+) to add a
request attribute type.
The New Request
Attribute page appears.

2. From the Attribute Name
drop-down list, select the
request attribute name.

3. From the Attribute Type
drop-down list, select the
request attribute type.

4. Add values that are
specific to the type and
name of RADIUS
attribute you have
selected, and then click
OK.

Specifies the request
attributes. Any RADIUS
authentication request must
contain one of the values that
you define.

request-attributes
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