Configuring an Infranet Controller RSA ACE/Server Instance (NSM Procedure)

The RSA ACE/Server, which is supported by the Infranet Controller, is used to
authenticate users. If the ACE/Server positively authenticates the user, the user gains

a

ccess to the Infranet Controller.

To configure an ACE/Server instance:

1.
2.

Table 1: ACE Server Instance Configuration Details

In the NSM navigation tree, select Device Manager > Devices.

Click the Device Tree tab, and then double-click the Infranet Controller for which
you want to configure an ACE server instance.

Click the Configuration tab. In the configuration tree, select Authentication >

Auth Servers.

Click one:

m  OK—Saves the changes.

m Cancel—Cancels the modifications.

Add or modify ACE/Server settings as specified in Table 1.

Option

Function

Your Action

Auth Server Name

Specifies a name for the
auth server.

Enter a name for the auth server.

Auth Server Type

Specifies the auth server
type.

Select ACE Server.

ACE Settings

ACE Port

Specifies the default port of
the ACE/Server.

Enter a default port number.

NOTE: If no port is specified in the
sdconf.rec file, then the Infranet
Controller uses this setting.

Config File Name

Specifies the RSA
ACE/agent configuration
file.

Enter the config file name.

NOTE: You must update this file on
the device anytime you make
changes to the source file.

Imported on

Specifies the date on which
the config file is imported.

For information only. View the date
on which the config file was
imported.

Import Config File

Specifies the configuration
file for importing.

Select the configuration file to be
imported by using the browse button.

Users authenticate using
tokens or one-time
passwords

Prompts the user for a
token instead of a
password.

Select this option if users submit
tokens or one-time passwords to the
Infranet Controller.
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Table 1: ACE Server Instance Configuration Details (continued)

Option Function Your Action

Server Catalog > Expressions tab

name Specifies a name for the Enter a name for the user expression.
user expression in the
ACE/Server user directory.

value Specifies a value for the Enter a value for the user expression.
user expression in the
ACE/Server user directory.
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