Configuring the Number of Concurrent Sessions and Concurrent Users for Infranet
Controller Users (NSM Procedure)

You can limit the number of concurrent sessions and concurrent users for Infranet
Controller users. A user who enters a URL to one of this realm’s sign-in pages must
meet any access management and concurrent user requirements specified for the

authentication policy before the Infranet Controller presents the sign-in page to the
user.

To configure the number of concurrent sessions and concurrent users for Infranet
Controller users:
1. In the NSM navigation tree, select Device Manager > Devices.

2. Click the Device tree tab, and then double-click the Infranet Controller device
for which you want to configure the number of concurrent sessions and
concurrent users.

3. Click the Configuration tab. In the configuration tree, select the level at which
you want to implement concurrent session restrictions. Then select:

m  Administrators > Admin Realms > Select Realm > Authentication Policies
> Limits to configure the number of concurrent sessions for admin realms.

m  Users > User Realms > Select Realm > Authentication Policies > Limits
to configure the number of concurrent sessions for user realms.

= NOTE: The number of concurrent users can be configured only for user realms.

4. Add or modify settings as specified in Table 1 on page 1.
5. Click one:
m  OK—Saves the changes.

m Cancel—Cancels the modifications.

Table 1: Number of Concurrent Sessions and Concurrent Users for Infranet Controller
User Configuration Details

Option Function Your Action
Limit number of  Limits the number of concurrent Select this option to limit the number
concurrentusers  users on the realm. of concurrent users.
Guaranteed Specifies the number of users Select or enter the number of users
minimum between zero (0) and the maximum  between zero (0) and the maximum
number of concurrent users defined number of concurrent users defined
for the realm, or you can set the for the realm.
number to the maximum allowed by
your license if there is no realm
maximum.
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Table 1: Number of Concurrent Sessions and Concurrent Users for Infranet Controller
User Configuration Details (continued)

Option

Function

Your Action

Limit the
number of
concurrent
sessions per
user

Specifies whether the number of
concurrent sessions per user is
limited.

Select this option to limit the number
of concurrent sessions per user.

Session limit

Specifies the number of sessions
permissible.

NOTE: You can configure this option
only for user realms.

Specify the number of sessions
permitted. By default, the number is
1 if the realm maximum is greater
than 0; otherwise, the default is 0.
The maximum number must be no
greater than the maximum number
of concurrent users for the realm.

Maximum

Specifies the maximum number of
concurrent users.

NOTE: You can configure this option
only for user realms.

Select or enter the maximum number
of concurrent users permissible.

Related Topics =

Configuring Infranet Controller Source IP Access Restrictions (NSM Procedure)

m  Configuring Infranet Controller Browser Access Restrictions (NSM Procedure)

m  Configuring Infranet Controller Certificate Access Restrictions (NSM Procedure)

m  Configuring Infranet Controller Host Checker Access Restrictions (NSM Procedure)

m  Configuring Infranet Controller User Roles (NSM Procedure)

m  Creating and Configuring Infranet Controller Administrator Roles (NSM Procedure)
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