How NSM Works with the CLI and Distributed Data Collection

Before we can discuss how NSM works with the CLI, the following terms need to be
defined:

m  ADM (Abstract Data Model)—The Abstract Data Model is an XML file that contains
all the configuration information for a domain.

m  configlet—A configlet is a small, static configuration file that contains information
on how a device can connect to NSM.

m  Device Server—The Device Server is the component of the NSM management
system that handles communication between the GUI Server and the device,
collects data from the managed devices on your network, formats configuration
information sent to your managed device, and consolidates log and event data.

m DM (Data Model)—A Data Model is an XML file that contains configuration data
for an individual device. The DM is stored in the Device Server; when you create,
update, or import a device, the GUI Server edits the Abstract Data Model (ADM)
to reflect the changes, then translates that information to the DM

m  GUI Server—The GUI Server manages the system resources and data that drives
NSM functionality. The GUI Server contains the NSM databases and centralizes
information for devices and their configurations, attack and server objects, and
policies.

NSM and the CLI communicate through the GUI and Device Servers that translate
objects and object attributes in both directions. Device configuration information is
translated into Data Model (DM) objects or Abstract Data Model (ADM) object
attributes, and conversely DM objects and ADM object attributes are translated into
XML configlets and documents.

NSM uses a distributed data collection system. Each device is described by a unique
DM. The DM is stored in the Device Server which communicates with the GUI Server
and the device.

When you create, update, or import a device into NSM, the GUI Server edits the ADM
to reflect the changes, then translates that information to the DM. The ADM contains
configuration data for all objects in a specific domain. When you use the Ul to
interface with your managed devices, the ADM and DMs work together.
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Figure 1: NSM Network Architecture
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When you update a device configuration, the GUI Server translates the objects
and object attributes in the ADM domain into device configuration information
in a DM. For DMI based devices which include the M-series and MX-series, the
Device Server converts the DM into an XML configlet and sends the configlet
through NetConf protocol to the device.

When you import a device configuration, the device sends the configuration
through the NetConf protocol as an XML document to the Device Server, which
translates the XML document into a DM with device configuration information.
The GUI Server then translates the device configuration in the DM into objects
and object attributes in the ADM, and uses the ADM to display current information
in the UL

For more details on the ADM and DMs, see “Managing Devices” in the Network
Security Manager Administration Guide.

The management system also provides an application programming interface (API)
for integrating NSM into larger enterprise business systems. This NSM API provides
an alternative interface to that provided by the UI. For details, see the Network and
Security Manager API Guide.
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