
Creating Infranet Controller Global Host Checker Policies Overview

Host Checker is a client-side agent that performs endpoint health and security checks
for hosts that attempt to connect to the Infranet Controller. To use Host Checker as
a policy enforcement tool for managing endpoints, you must create global Host
Checker policies through the NSM UI, and then implement the policies at the realm
or role levels.

The Infranet Controller provides several mechanisms that you can use to enable,
create, and configure Host Checker policies:

■ Predefined rules (check for third party applications)—Host Checker contains
a wide array of predefined rules that check for antivirus software, firewalls,
malware, spyware, and specific operating systems from a wide variety of industry
leaders. You can enable one or more of these rules within a Host Checker
client-side policy to ensure that the integrated third-party applications that you
specify are running on your computers in accordance with your specifications.

■ Custom rules (check for additional requirements)—In addition to the predefined
rules, you can create custom rules within a Host Checker policy to define
requirements that your computers must meet. Using custom rules, you can:

■ Configure Host Checker to check for custom third-party DLLs that perform
customized client-side checks.

■ Verify that certain ports are open or closed on the user’s computer.

■ Confirm that certain processes are or are not running on the user’s computer.

■ Check that certain files are or are not present on the client machine.

■ Evaluate the age and content of required files through MD5 checksums.

■ Confirm that registry keys are set on the client machine.

■ Check the NetBIOS name, MAC addresses, or certificate of the client machine.

■ Assess the client operating system and application service packs to ensure
they are up to date.

■ Perform application and version checks to ensure that endpoints are running
the correct software.

■ Custom integrated applications (implement through server API)—For Windows
clients, you can upload a third-party J.E.D.I. DLL to the Infranet Controller.

■ Within a single policy, you can create different Host Checker requirements for
Windows, Macintosh, Linux, and Solaris, checking for different files, processes,
and products on each operating system. You can also combine any number of
host check types within a single policy and check for alternative sets of rules.

NOTE: To use Host Checker with Linux or Solaris, you must use the Firefox browser.

Related Topics ■ Specifying Customized Requirements Using Custom Rules (NSM Procedure)

■ Enabling Customized Server-Side Policies (NSM Procedure)
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