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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER
OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper Networks
(Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as “Juniper”), and (ii)
the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”)
(collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which Customer
has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment which Customer
purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new releases of such software. “Embedded
Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, additions or replacements
which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper
or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer
has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, Customer shall use
such Software on a single computer containing a single physical random access memory space and containing any number of processors. Use of the
Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) requires multiple licenses, regardless of whether
such computers or virtualizations are physically contained on a single chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls,
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular features,
functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing,
temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or require the Software
to be used only in conjunction with other specific Software. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable
licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software. Customer
may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not extend or create an additional trial
period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s enterprise network.
Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius software to support any
commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable
license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded:; (e) distribute any copy of
the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked” or key-restricted
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper
to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper
reseller; (i) use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that the
Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking of the Software to
any third party without the prior written consent of Juniper; or () use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish
such records to Juniper and certify its compliance with this Agreement.



6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software,
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT PERMITTED
BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR
JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY
JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW,
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER
WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION,
OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to Customer, whether
in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or
if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and agrees that Juniper
has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss),
and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s
possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from the purchase of
the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to Juniper prior
to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All payments made by Customer shall be net of any
applicable withholding tax. Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by promptly: providing Juniper
with valid tax receipts and other required documentation showing Customer’s payment of any withholding taxes; completing appropriate applications that
would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder.
Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related
to any liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under this
Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or disclosure
by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, FAR 12.212,
FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT IlI) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any.
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any applicable
terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate)
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and
a copy of the LGPL at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The provisions
of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the Parties

hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This Agreement
constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and contemporaneous


http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html

agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that the terms of a
separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict
with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in
writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity of the
remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the Parties agree that the English
version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de méme que tous les documents y compris tout
avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related documentation is and will be
in the English language)).



vi



Table of Contents

Part 1

Chapter 1

Part 2

Chapter 2

About This Guide xxix
ODJECTIVES .o XXiX
AUGIENCE .ot XXiX
Supported Routing Platforms ..o XXX
USING the TNAEXES ...oviiiiiiiiiiii e XXX
Using the Examples in This Manual ...........cccoooiiiiii XXX

Merging a Full EXample ..........ccccoiiiiiiiii e XXXi

Merging a SNUPPEL ........iiiiiiii XXXI
Documentation CONVENLIONS .........coooiiiiiiiiiiiiiii e XxXXil
List of Technical PUbliCAtiONS ...........cccoiiiiii XXXV
Documentation Feedback ..............cccooiiiiiii xl
Requesting Technical SUPPOTT ... xli

Managing Access Networks

Subscriber Access Overview 3
Subscriber ACCESS OVEIVIEW ......ccoiiiiiiiiiiiii it 3
Subscriber Access Terms and ACTONYIMS ....coovviiiiiiiiiiieieaeee e 4
Subscriber ACCESS ENVIFONMENT ......viiiiiiiiiiiiiieeeeee e 4
Relationship Between Subscribers and Interfaces in an Access Network ......... 5
Subscriber Access SUppPOrt LimMitations ............ccooviiiiiiiiiiiiiii 5
Platform SUPPOTT ...oiiiiiiii e 5
INEEIFACE SUPPOLT «.oiiiiiiii e 5
Subscriber Access Licensing OVEIVIEW ............cccoviiiiiiiiiiiiiiiiiieeeiiii e 6
Subscriber Access Operation FIOW ............ccccciiiiiiiiiiiii e 6
Activating Subscribers and Managing Services in an Access Network .............. 7
Components of a Dynamic Profile ..............ccoooiiii 8
Router Internal Variables Used by Dynamic Profiles ......................c..cooo. 8
Configuring SUDSCIIDEr ACCESS ....cviiiiiiiiiii e 8

Subscriber Management

Subscriber Management Overview 15

Subscriber Access Management OVEIVIEW ...........coooviiiiiiiiiiiiiiiniiiiiiii 15

Table of Contents M Vii



JUNOS 9.4 Subscriber Access Configuration Guide

Chapter 3

Chapter 4

viii

Table of Contents

Configuring the AAA Service Framework for Subscriber Access 17
AAA Service Framework OVErvieW ..o 17
Router Interaction with RADIUS Servers OVEIvieW ..............ccccoociiiiiiiiiiin. 18
Configuring Authentication and Accounting Parameters for Subscriber
ACCESS i 19
Specifying the Authentication and Accounting Methods for Subscriber
ACCESS . 19
Configuring How Accounting Statistics Are Collected for Subscriber
ACCESS i 20
Configuring RADIUS Server Parameters for Subscriber Access ...................... 21
Specifying the RADIUS Authentication and Accounting Servers for
SUDSCIHDEr ACCESS ....iiiiiiiiii e 21
Configuring RADIUS Server Options for Subscriber Access ..................... 21
Configuring How RADIUS Attributes Are Used for Subscriber Access ...... 23
Using RADIUS Dynamic Requests for Subscriber Access Management .......... 25
Dynamic Service Activation During Login Overview .......................... 25
RADIUS-Initiated Change of Authorization (COA) Overview ........................... 26
COA MESSAZES ... 26
Qualifications for Change of Authorization ...............ccccccoiiviiiiiiiin. 26
Message EXChange . ... 26
RADIUS-Initiated Disconnect OVEIVIEW ..............cocoiiiiiiiiiiiiiiii 27
DISCONNECE MESSAZES ...ttt 27
Qualifications for DISCONNECE ...........oo.iiiiiiii e 27
Message EXChange . ... 27
Configuring RADIUS-Initiated Dynamic Request SUPPOIT ..........cceevvvviennnnn.e. 28
Verifying and Managing the RADIUS Dynamic-Request Feature ................... 28
RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service
Framework ... 29
RADIUS IETF Attributes Supported by the AAA Service Framework .............. 29
Juniper Networks VSAs Supported by the AAA Service Framework ............... 32
Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests ................ 36
Attaching Access Profiles ... 37
Verifying and Managing Subscriber Information ..................oc 37
Configuring Address-Assignment Pools for Subscriber Access 39
DHCP and Address Assignment POolS OVEIVIEW ............cccceeviiiiiiiiiiiinniiinn. 39
Configuring Address-Assignment POOIS ...........ccccoviiiiiiii 39
Configuring an Address-Assignment Pool Name and Network
AAALESS .o 40
Configuring a Named Address Range for Dynamic Address
ASSIGNIMENT ..oiiiiiiieeeeeeeeeeeeeeee 41



Chapter 5

Table of Contents

Configuring Static Address ASSISNMENE ...........ooovviiiiiiiiiiiiieeee e 41
Configuring DHCP Client-Specific Attributes ..............cccooiiiiiiiiiinnnnnn 41
DHCP AtLtributes TabIe ..........ccooiiiiiiiiiiiiii e 42
License Requirements for Address-Assignment Pools ...............cccccceiiiiin. 43
Tracing Address-Assignment POOl ProCeSSes .........cccccovviiiiiiiiiiiiiinii, 43
Configuring the Address-Assignment Pool Trace Log Filename ............... 44
Configuring the Number and Size of Address-Assignment Pool Processes
LOG FileS .ot 44
Configuring Access to the Log File ... 45
Configuring a Regular Expression for Lines to Be Logged ........................ 45
Configuring the Trace OPeration .............cccocceiiiiiiiiiiiiiii e 45
Configuring DHCP Local Server for Subscriber Access 47
Extended DHCP Local Server OVErVIEW ............ccooooiiiiiiiiiiiiiiii 48
Interaction Among the DHCP Client, Extended DHCP Local Server, and
Address-Assignment POOIS ........ccccooiiiiiiiiii 49
Providing DHCP Client Configuration Information ..............ccccccccocein. 49
Minimal Configuration for CHeNts ...........ooooooiii 50
DHCP Local Server and Address-Assignment Pools ............cccccceen. 51
Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview ......... 52
Multiple DHCP Subscribers Sharing the Same VLAN Logical
INTEITACE ...ooiiiii i 52
Primary Dynamic Profile ... 53
Using External AAA Authentication Services with DHCP .................ccccce 53
Configuring How the Extended DHCP Local Server Determines Which
Address-Assignment POOI TO USE ........coooeiiiiiiiiiiiiiiiiieiie 54
Grouping Interfaces with Common DHCP Configurations ................ccccccvee.e. 55
Group-Specific DHCP Local Server OpPtionsS ..........coooviiiiiiiiiiieiiieieieiii 56
Overriding Default DHCP Local Server Configuration Settings ....................... 56
Specifying the Maximum Number of DHCP Clients Per Interface ............ 57
Disabling ARP Table Population .............ccooooiiiiiiiiin 58
DHCP Auto LOGOUL OVEIVIEW .....ooiiiiiiiiiiiiiiiiiiiiie oo 59
AULO LOZGOUL OVETVIEW ....oiiiiiiiiiiiiii e 59
How DHCP Identifies and Releases Clients ..............cccoccoivviiin. 60
Option 60 and Option 82 REQUITEMENTS .........ovvviiiiiiiieeeeieiiiiiiieeeeenn 60
Automatically Logging Out DHCP CHENES ........ooooviiiiiiiiiiieeeee 61
Attaching Dynamic Profiles to DHCP Subscriber Interfaces ........................... 62
Attaching a Dynamic Profile to All DHCP Subscriber Interfaces .............. 62
Attaching a Dynamic Profile to a Group of DHCP Subscriber
INTEITACES ..o 63
Configuring Passwords for USernames ...........ccccccooviiiiiiiiiiiiiiiiieseee 63
Creating Unique Usernames for DHCP CLHEeNts ...........ccccoviiiiiiieniiiiii 64
Verifying and Managing DHCP Local Server Configuration ..................c.oc... 66
Tracing Extended DHCP OPErations .........ccccuvvviiiiiiiiaiiiiiiiii e 66
Configuring the Extended DHCP Log Filename ..............cccoooiiiiiinn. 68
Configuring the Number and Size of Extended DHCP Log Files .............. 68
Configuring Access to the Extended DHCP Log File ............ccccoooon. 68

Table of Contents M iX



JUNOS 9.4 Subscriber Access Configuration Guide

Chapter 6

X

Table of Contents

Configuring a Regular Expression for Extended DHCP Lines to Be

LOGEEA .ot 69
Configuring the Extended DHCP Tracing Flags ...........cccoccoiveviiiiinnnnnn. 69
Configuring DHCP Relay for Subscriber Access 71
Extended DHCP Relay Agent OVEIVIEW .........cooviiiiiiiiiiiiiiiaeeeee i 72
Interaction Among the DHCP Relay Agent, DHCP Client, and DHCP
SEIVEIS .o 72
Access and Access-Internal ROULES ..o 73
DHCP State PersiSteNCE ...........ccccccooiiiiiiiiiiiiiiiiii 74
Graceful Routing Engine SwitChOVer ............occcciiiiiiiiii, 74
Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview ......... 75
Multiple DHCP Subscribers Sharing the Same VLAN Logical
INTEITACE ...ooiiiii i 75
Primary Dynamic Profile ... 76
Using External AAA Authentication Services with DHCP ................cccccc 76
Grouping Interfaces with Common DHCP Configurations ................ccccccceee. 77
Group-Specific DHCP Relay OPLioNS .........vvviiiiiiiiiiiiiiiiiiiiiieceeeee e 78
Overriding the Default DHCP Relay Configuration ..............ccccccceiiiiiiiiinnnn. 79
Overwriting giaddr INformation .............cccooiiiiiiii 80
Overriding Option 82 INformation .............cooccciiiiiiiee 80
Using Layer 2 Unicast Transmission for DHCP Packets ........................... 81
Trusting Option 82 INfOrmMation ...........cccccciiiiiiiiiiiiie e 81
Disabling ARP Table Population .............ccooociiiiiii 81
Specifying the Maximum Number of DHCP Clients Per Interface ............ 83
Disabling DHCP REIAY ...t 83
DHCP Auto LOgout OVEIVIEW ........oiiiiiiiiiiiiiiiiiiii e 84
AULO LOZOUL OVEIVIEW .......iiiiiiiiiiiiiii i, 84
How DHCP Identifies and Releases Clients ...............cccoccviviiin. 84
Option 60 and Option 82 REQUITEMENTS ........oovvviiiiiiiieaeeiiiiiiiiieeeeeen 85
DHCP Relay Agent Option 82 Value for Auto LOgOUL ...........coevvviiiiiiiiinieennn. 85
Automatically Logging Out DHCP CHENES .......oooooiiiiiiiiiiiiiieeeeeee 86
Using Option 60 Information to Forward Client Traffic to Specific DHCP
SEIVEIS Lo 87
Using Matching Option 60 Strings to Process DHCP Client Traffic .......... 88
Using Nonmatching Option 60 Strings to Process DHCP Client
TraffiC ..o 91
Displaying a Count of Discarded DHCP Packets with Option 60
INFOrMAtioN ..o 91
Enabling and Disabling Insertion of Option 82 Information .......................... 91
Configuring Agent-Circuit-Id Information .............ccccccooiiiiiiiiiin. 92
Configuring an Option 82 PrefiX ... 93
Configuring SEIVET GIOUDPS .....ciieiiiiiiiiiiiiiiiie et 94
Configuring ACtiVe SEIVET GIOUPS .....vvveiiiiiiiiiieieaee e 95



Chapter 7

Chapter 8

Table of Contents

Attaching Dynamic Profiles to DHCP Subscriber Interfaces ........................... 95
Attaching a Dynamic Profile to All DHCP Subscriber Interfaces .............. 95
Attaching a Dynamic Profile to a Group of DHCP Subscriber

INEEITACES L.oiiiiiiiii e 96

Verifying and Managing DHCP Relay Configuration ..................cccccooei. 97

Tracing Extended DHCP OPerations ..........cccccvviiiiiiiiiiiniiiiieeeee e 97
Configuring the Extended DHCP Log Filename ............cccccooevviiiiinennnn. 98
Configuring the Number and Size of Extended DHCP Log Files .............. 99
Configuring Access to the Extended DHCP Log File .............cccoccoieeennnn. 99
Configuring a Regular Expression for Extended DHCP Lines to Be

LOGEEA .o 100
Configuring the Extended DHCP Tracing Flags ............cccccccooiviiiiinnn, 100

Configuring Subscriber Secure Policy Traffic Mirroring 103

Subscriber Secure Policy OVEIVIEW ..........ccoiiiiiiiiiiiiee 104
Subscriber Secure POliCYy TEIMS ........ooiiiiiiiiiiiiiiii e 104

Subscriber Secure Policy Traffic Mirroring Architecture ..............occccceiene. 105

RADIUS Attributes Used for Subscriber Secure POlicy .............ccoooovin. 107
RADIUS Attributes Used as Traffic Mirroring Triggers ...........cccccccceeeenn. 108
RADIUS-Based Mirroring AttribuLes ...t 108
Considerations When Using RADIUS Attributes for Subscriber Secure

POLICY ottt 109

Configuring Subscriber Secure Policy Mirroring Overview ........................... 110

Guidelines for Configuring Subscriber Secure Policy Mirroring on the Flow-Tap
SEIVICE .o 111

Configuring Flow-Tap Service Support for Subscriber Secure Policy
MITTOIING oo 112

Configuring RADIUS Server Support for Subscriber Secure Policy
MITTOIING oo 113

Terminating Subscriber Secure Policy Mirroring S€SSions ...............ccocoeeee. 114

AAA and Remote Subscriber Access Configuration Examples 115

Example: Configuring RADIUS-Based Subscriber Authentication and

ACCOUNTING oottt 115
Example: Configuring an Address-Assignment Pool ...............ccccoooeil. 117
Example: Minimum Extended DHCP Local Server Configuration ................ 118
Example: Extended DHCP Local Server Configuration with Optional Pool

MaLChING ..o 118
Example: Minimum DHCP Relay Agent Configuration ................c..ccoooenn, 118
Example: DHCP Relay Agent Configuration with Multiple Clients and

SEIVEIS L. 119
Example: Using Option 60 Strings to Forward DHCP Client Traffic ............. 120
Example: Using Option 60 Strings to Drop DHCP Client Traffic .................. 121

Table of Contents M Xi



JUNOS 9.4 Subscriber Access Configuration Guide

Chapter 9

xii

Table of Contents

Summary of AAA and Remote Subscriber Access Statements 123
ACCOUNTITIE L.t 123
ACCOUNTING-POTT ...t e 124
ACCOUNTING-SEIVET ..ottt 125
accounting-session-id-format ... 125
ACCOUNtiNG-StOP-ON-ACCESS-ABNY ...vviiiiiiiiiiiiiiie e 126
accounting-stop-on-failure ... 126
ACLIVE-SETVET-GIOUD ...ttt 127
AAAIrESS-ASSIGNIMEIIT ...ttt 128
always-write-gladdr ...........ccoiiiiiiiiii 129
AlWways-Write-OPLION-82 . ...ttt 130
ACLEIDULES ..o 131
AUENENTICATION L..oiiiiiiiii e 132
AUENENTICATION L..oiiiiiiiii e 133
AULNENTICATION-OTAET ... ..uiiiiiiiiiiiii i 134
AULNENTICATION-SEIVET ... ..iiiiiiiiiiiii i 134
DOOE-TIIE ..o 135
DOOT-SEIVET Loiiiiiiiiii 135
CITCUIT-IA ettt 136
CITCUIT-IA ittt e 137
CITCUIT-EYPE ot 138
CITCUIT-EYPE o 139
client-diSCOVEr-MAatCh ...t 140
client-diSCOVEr-MAatCh ..ot 141
default-1oCcal-SErVEr-8roUp ........ccoiiiiiiiiiiiiiiiiiii e 142
default-relay-SErver-groUp .......coooiiiiiiiiiiiii e 143
AEIMITET L.t e 144
AEIMITET L.t e 145
ANCP-ALIIIDULES .o 146
ANCP-10CAL-SEIVET .o 147
ANCP-TEIAY oo 149
AISADIE-TEIAY ..o 152
AOMATNNAIME ..ottt 152
AOMATNNAIME ..ot 153
AOMATNNAIME ..ottt 154
ALOD e 155
AdynamicC-profile ... 157
AdynamicC-profile ... 158
ethernet-port-type-virtual ... 159
EXCIUAC ...t 160
FOrwarding-Class ... 162
GraACE-PEIIOU ..ottt 163
GIOUD oot 164
GBIOUD .ot 165
hardware-address ... 167
OST 167
IGIOTE Lo e 168
IMMEAIATE-UPAALE ....uiiiiiiiiiiiiiii e 168
INEEITACE ..oiiiiiiiiii e 169
INEEITACE ..oiiiiiiiiii e 170



Table of Contents

interface-client-limit ...t 171
interface-client-limit ...t 172
interface-description-format .............oooooi 173
INEEIFACES ..o 173
IP-AAAIESS ..o 174
IP-AddreSS-FIrSt oo 175
1@y er2-UNiCASH-TEPLES ...viiiiiiiitiieiiii e 176
[0CAL-SEIVEI-BIOUD ...viiiiiiiiiiiit e 177
10€ICAl-SYSTEM-NAMIE .....iiiiiiiiiiiiiii i 178
10€ICAl-SYSTEM-NAMIE .....iiiiiiiiiiiiiii i 179
MAC-AAATESS ...t 180
MAC-AAATESS ...t 181
MaxXiMUM-IEASE-TIME ...ttt 181
NMAIME-SEIVET ...ttt 182
NAS-AENTIFIEr ... 182
nas-port-extended-format .............oooi 183
NEDIOS-NOAE-TYPE ....viiiiiiiiiiiiiiii 184
NEIWOTK L.ttt 184
DYORALP oottt 185
DYORALP oottt 186
(0] 015 (o) ¢ HEUE TP PRSP U PRSP PPPPIN 187
OPLION=O0 .. e 188
OPLION=O0 .. e 189
OPLION-82 e e 190
OPLION-82 e e 191
OPLION-82 e e 192
OPLION-82 e e 193
OPLION-MALCH ... 194
OPLIOTIS ot 195
OFABT i 196
override-nas-information .............ooiiiii 196
OVEITIAES ..ottt 197
OVEITIAES ..ottt 198
PASSWOTA .o 199
PASSWOTA .o 200
POOL e 200
POOL-MALCN-OIAET ... 201
010 ) 4 S PRSP UPPT PR SPPPPPIN 201
PIEEIX o 202
PIOFIlE oo 205
FAAIUS oot 208
FAdIUS-FIOW-LAP oo 209
FAAIUS-SEIVET .ottt 210
TANZE e 211
FElay-OPtioN-00 ......ooiiiiiiiiii i 212
relay-OptioN-82 ... 213
FElAY-SEIVEI-BIOUD ...oiiiiiiiiiiiiiiiee e 214
FEMOTE-TA .ooiiiiiiiiii i e 215
TEEIIY e e 215
FEVETT-INTEIVAL ... e 216
FOULET e e 216

Table of Contents M Xiii



JUNOS 9.4 Subscriber Access Configuration Guide

Part 3

Chapter 10

Chapter 11

Xiv =m

Table of Contents

FOULING-INSTANCE .....ooiiiiii e 217
FOULING-INSTANCE-NEAIME ...l 218
FOULING-INSTANCE-NEAIME ...l 219
SECTEL e 219
SEIVET=GBIOUD ..ottt 220
SOULCE-AAAIESS ...iiiiiiiii it 221
SOUTCE-IPVA-AAAIESS ...ooiiiiiiiiiii e 221
STALISTICS .. e 222
EEED-SEIVET ..o 223
EIMUBOUL .ot 2253
ETACEOPLIONIS ittt e 224
ETACEOPLIONIS ittt e 227
ETACEOPLIONIS ittt e 230
ETUSE-OPLION-82 ..ottt 232
UPAAtE-INEEIVAL ..ottt 233
USErnNamME-INCIUAE ......o..oiiiiiiiiii e, 234
USErnNamME-INCIUAE ......o..oiiiiiiiiii e, 235
USEI-PIEFIX ..oeiiiii i 236
USEI-PIEFIX ..oeiiiii i 237
VENAOT-OPTION 1ottt 238
vlan-nas-port-stacked-format ...........cccoooiiiiii 239
WINS-SEIVET ...ttt 239

Mobile IP Access

Mobile IP Overview 243
Mobile IP Home Agent Elements and Behavior ...............ccccccoiiiiiiiiii. 243
Mobile TP REGISTration ............vviiiiiiiiiiiiiiiiii e, 244
Home Address ASSISNMENT ........oooiiiiiiiiiiiiiieieee e 244
AUTNENTICATION ... 244
Re-authentication ..., 245

AAA AUThEeNTICATION ...oiiiiiiii e 245

Local Authentication ............ccccoiiiiiiiiii 246
ACCOUNTING oottt 247

Mobile IP Routing and Forwarding ..............cccccocciiiiiiiii, 248
Configuring Mobile IP 249
Configuring Mobile TP ...t 249
Tracing Mobile IP OPEerations ...........coooiiiiiiiiiiiiiiiiiae e, 250
Configuring the Mobile IP Trace Log Filename ...............cc.cccoeviinn, 251
Configuring the Number and Size of Mobile IP Log Files ....................... 251
Configuring Access to the Mobile IP Log File ...............ccccooii, 251
Configuring a Regular Expression for Mobile IP Lines to Be Logged ...... 252
Configuring the Mobile IP Tracing Flags ...........ccccoooeiiiiiiiiii, 252
Configuring the Mobile IP Authentication Method ..................cooiiil 253
Configuring the Mobile IP Home AGENE .........ccccoiiiiiiiiiiiiiii 253



Chapter 12

Part 4

Chapter 13

Chapter 14

Table of Contents

Configuring the Local Authentication Attributes for the Mobile Node .......... 254
Configuring Accounting for Mobile IP Subscribers .............ccc.cccooviiinn. 254
Configuring Dynamic Home Assignment for the Mobile Node ..................... 255
Summary of Mobile IP Statements 257
AlGOTItNM L. 257
AULNENTICATE ...ttt 257
dynamic-home-assignMEent ..........oooiiiiiiiiiiiiiii e 258
ENADIE-SEIVICE ......oiiiiiiiiiiii i 258
ENLILY-EYPE o 259
NOME-AGENT ..o 259
NOME-AGENT ..o 260
NomME-agent-address ... ....oiiiiiiiiii i 260
Ry 261
MODIIE-ID o 262
DML L 263
OFAEBT .. 264
PEET e 265
registration-lifetime ... 266
FEVOCALION-TEQUITEA ....iiiiiiiiii i 266
replay-method ... 267
S 268
SEALISTICS ..o 269
TMESTAMP-TOIEIANCE ...eiiiiiiiiiiie et 270
EFACEOPLIONS ittt 271
VIFTUA-NEIWOTK ..., 272

Dynamic Profiles for Access and Services

Dynamic Profiles Overview 275
Dynamic Profiles OVEIVIEW ...........cooiiiiiiiiiiii e 275
Dynamic Profile Interface SUPPOIt .......coooiiiiiiiiiiiiii i, 275
What Dynamic Profiles DO ..........ccccooiiiiiiiiiii e, 275
How Dynamic Profiles WOrk ............ccccoiiiiiiii 276
Dynamic Variables OVEIVIEW ...........cccccoiiiiiiiiiiiiiiiicei e 276
How Dynamic Variables Work ..............ccoccciiii 276
JUNOS Predefined Internal Variables .................ccoooiiiiii, 277
User-Defined Variables ..............ccccoooiiiiiiiiiiiii e, 281
Configuring Dynamic Profiles 283
Configuring a Basic Dynamic Profile ... 283
Configuring Predefined Internal Dynamic Variables in Dynamic Profiles ....284
Configuring User-Defined Dynamic Variables in Dynamic Profiles .............. 285
Configuring a Dynamic Profile for Client ACCESS ..........ccccvviiiiiiiiiiiiiiiiin, 287

Table of Contents H XV



JUNOS 9.4 Subscriber Access Configuration Guide

Chapter 15

Chapter 16

Part 5

Chapter 17

Xvi m

Table of Contents

Configuring a Dynamic Profile for Various Levels of Services ...................... 288
Modifying Dynamic Profiles ..........ccccoooiiiiiiiiiiiii 289
Dynamic Profile Examples 293
Example: IGMP Dynamic Profile .............cccoooiiiiiii 293
Example: Firewall Dynamic Profile ... 294
Summary of Dynamic Profile Statements 297
ACLEIDULE ..o 297
default-Value .........oooiiii 297
dynamic-Profiles ..........ooiiiiiiiiiiii 298
MANAATOTY L.oiiiiiiiii e 300
FAAIUS .ot 300
BAD e 301
Variables ... 301
VENAOT-IA .ottt 302

Subscriber Interfaces

Subscriber Interface Overview 305
Subscriber Interface OVEIVIEW ... 305
Statically Identifying Subscribers ............cccoiiiiiiiii 305
Dynamically Identifying Subscribers ..., 306
Static Subscriber Interfaces and VLAN OVErview .................cccooocoiiiiiiiiiiiii. 306
Subscriber Interfaces and IP Demux OVErViEW .................coooiiiiiiiiiiiiiiii i 307
Interface Sets of Static Demux Interfaces ........................coooo. 307
Dynamic Demux INTErfaces ..........oooiiiiiiiiiiiiiiiiiiiee e, 308
Guidelines for Configuring IP Demux Interfaces for Subscriber
AAC LSS ittt 308
MAC Address Validation for Subscriber Interfaces Overview ....................... 309
Supported Types of Subscriber Interfaces ...........ccccccveiiiiiiiiiiiii. 309
Trusted AAAIESSES . ... oo 309
Types of MAC Address Validation .............ccccciiiiiiiiiiii 309



Table of Contents

Chapter 18 Configuring Subscriber Interfaces for Dynamic Profiles 311
Configuring Static Subscriber Interfaces in Dynamic Profiles ....................... 311
Configuring a Subscriber Interface with a Static VLAN Interface ........... 312
Associating Dynamic Profiles with Statically Created Interfaces ............ 312
Configuring a Subscriber Interface Using a Set of Static IP Demux
INEEITACES ... 313
Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in
Dynamic Profiles ..o 314
Configuring MAC Address Validation for Subscriber Interfaces ................... 315

Configuring MAC Address Validation for Static Subscriber Interfaces ....316
Configuring MAC Address Validation for Dynamic Subscriber
Interfaces ... 317

Chapter 19 Subscriber Interface Examples 319

Example: Configuring a Static Subscriber Interface on a Gigabit Ethernet

VLAN Interface (Multiple Logical Units) ..........ccccooviiiiiiiiiiiiiiii, 319
Example: Configuring a Static Subscriber Interface on a Gigabit Ethernet
VLAN INEEIFACE ., 319
Example: Configuring a Static Subscriber Interface on a Gigabit Ethernet
VLAN Interface (NO AULONEGOLIALION) .....vvvviiieeieeiiiiiiiiii e, 320
Example: Configuring a Static Subscriber Interface with a Loopback ........... 320
Example: Configuring Dynamic Subscriber Interfaces on IP Demux
INEEITACES ..o 320
Chapter 20 Subscriber Interfaces over Aggregated Ethernet Overview 323

Static VLAN Subscriber Interfaces over Aggregated Ethernet Overview ....... 323
Guidelines for Configuring a Static VLAN Subscriber Interface over

Aggregated Ethernet for Static or Dynamic CoS Support ................ 324
Guidelines for Configuring an Aggregated Ethernet Logical Interface to
Support a Static VLAN Subscriber Interface ..................ccocceeee. 324
Static or Dynamic IP Demux Subscriber Interfaces over Aggregated Ethernet
OVEIVIEW ..o 325
Relationship Between an IP Demux Subscriber Interface and the
Underlying Aggregated Ethernet Logical Interface .......................... 325
Options for Aggregated Ethernet Logical Interfaced That Support IP
Demux Subscriber Interfaces ..o, 326
Features Supported with Static or Dynamic IP Demux Subscriber
Interfaces over Aggregated Ethernet ............cccoeeiiiiiiiiiiiinnn, 326

Table of Contents M XvVii



JUNOS 9.4 Subscriber Access Configuration Guide

Chapter 21

Chapter 22

Chapter 23

Xviii

Table of Contents

Configuring Subscriber Interfaces over Aggregated Ethernet 329

Configuring a Static VLAN Subscriber Interface over Aggregated Ethernet ...329
Configuring a Static or Dynamic IP Demux Subscriber Interface over

Aggregated Ethernet ... 331
Configuring the Number of Aggregated Ethernet Logical Interfaces on
the ROULET ..o, 332

Configuring Ethernet Links as Members of an Aggregated Ethernet Logical
Interface for a Static or Dynamic [P Demux Subscriber

INTEITACE .. ..o 332
Configuring an Aggregated Ethernet Logical Interface to Support a Static
or Dynamic IP Demux Subscriber Interface ...................cocccee 333
Configuring a Static IP Demux Subscriber Interface over an Aggregated
Ethernet Logical INterface ...........cooooiiiiiiiii 334
Configuring a Dynamic IP Demux Subscriber Interface over an
Aggregated Ethernet Logical Interface ...................... 335
Displaying Configuration Information About IP Demux Interfaces over
Aggregated Ethernet ... 336
Subscriber Interfaces over Aggregated Ethernet Examples 337

Example: Configuring a Static Subscriber Interface on a VLAN Interface over

Aggregated EtNErNEt ........ooooviiiiiiiiii e 337
Example: Configuring a Static Subscriber Interface on an IP Demux Interface

over Aggregated EtNErnet ........cccociiiiiiiiiiii e 340
Summary of Subscriber Interface Statements 343
AAAIESS . 343
AEIMUXO ..ot 344
AEMUX-OPTIONS ..ttt 345
AEMUX-SOUICTE .ttt 346
FAMULY oo 347
FAMULY oo 348
LT 349
INEEITACES .ooiiiiiiiii e 350
INEEITACES .ooiiiiiiiii e 351
MAC-VAlIdATe . ....ooiii 352
PLECEABIICE .oviti et 353
preferred-source-address ... 354
uNderlying-iNterface ...........ccoooiiiiiiiiiii 355
UMD e 356
UNHE e 357
unnUMDBbeEred-address ..o 358
VIANAA 359
VIAN-TAGGING ..o 360



Part 6

Chapter 24

Chapter 25

Chapter 26

Part 7

Chapter 27

Table of Contents

Dynamic Firewall Services for Subscriber Access

Dynamic Firewall Services Overview 363
Dynamic Firewall Filters OVErview ...........ccccccoiiiiiiiiiiii 363

Firewall FIITEr TYPES ..ooiiiiiiiiiiiieee e, 363

Firewall Filter COMPONENTS ......oiiiiiiiiiieieiiii e 364

Firewall Filter Processing ...........cccccciiiiiiiiiiiiiiiiiiii, 364
Guidelines for Creating and Applying Filters for Subscriber Interfaces ......... 365
BasiC FIlter SYMTAX ......uviiiiiiiiiiiiiii e 365
Configuring Filters for Dynamic Profiles 367
Dynamically Attaching Statically Created Filters ..............ccccooiiiiiiiiiiio. 367
Dynamically Attaching Filters Using RADIUS Variables ...............ccccccoe. 368
Defining Dynamic Filter Processing Order .............ccccoocoiiiiiiiniiiiiiiii 369
Firewall Filter Examples 371
Static Filter EXamPIES ..o 371

Class of Service for Subscriber Access

Class of Service for Subscriber Access Overview 377
CoS for Subscriber Access OVEIVIEW ...........ccoccoiiiiiiiiiiiiiiiii 377
Hardware Requirements for CoS for Dynamic Subscriber Access ......... 377
CoS and Static IP Demux Interface Set OVErVIiewW ............cccccoeveiiiiiiiiinninn.n. 378
Subscriber Interfaces that Provide Initial CoS Parameters Dynamically
Obtained from RADIUS OVEIVIEW ........cccoiiiiiiiiiiiiiiiiiiiiieeieee i 378
Dynamic Configuration of Initial CoS in Client Profiles ........................ 379
Internal Variables for Dynamic Configuration of Initial Traffic
SRAPING .o 379
Internal Variables for Dynamic Configuration of Initial Scheduling and
QUEUING .o 381
Changing CoS Services OVEIVIEW ............iiiiiiiiiiiiiiiiiiiiiiie e 385
Types of CoS Variables Used in a Dynamic Service Profile ................... 386
Static and Dynamic CoS Configurations ............ccccccciiiiieiiiniiiin, 386
Scenarios for Static and Dynamic Configuration of CoS Parameters .....386
Guidelines for Configuring CoS for Subscriber ACCESS ...........cceevvviiiiininnn. 388

Table of Contents M XiX



JUNOS 9.4 Subscriber Access Configuration Guide

Chapter 28

Chapter 29

Chapter 30

Chapter 31

XX

Table of Contents

Configuring Class of Service for Subscriber Access 389

Configuring Static Scheduling and Queuing in a Dynamic Profile for Subscriber

ACCESS . 389
Configuring Dynamic Scheduling and Queuing in a Dynamic Profile for
SUDSCIDEr ACCESS ....oiiiiiiiiiiiii e, 391
Configuring Traffic Shaping and Scheduling in a Dynamic Profile ............... 392
Configuring Schedulers in a Dynamic Profile ... 393
Configuring a Subscriber Interface to Provide Initial CoS Parameters
Dynamically Obtained from RADIUS ............ccccccciiiiiiii, 394
Configuring RADIUS With Initial CoS Values for CoS Parameterss ........ 394
Configuring a Subscriber Interface That Supports Hierarchical CosS ....... 395
Associate a Client Dynamic Profile with the Subscriber Interface .......... 395
Configuring Initial Traffic-Shaping Parameters to be Obtained from
RADIUS .o 395
Configuring Static Forwarding Classes and Scheduler Maps .................. 396
Configuring Initial Scheduling and Queuing Parameters to be Obtained
from RADIUS ..., 396
Associating RADIUS-obtained CoS Parameters to the Subscriber
INTEITACE .. ..o, 397
Configuring User-Defined CoS Variables in a Dynamic Service Profile ......... 397
Applying CoS to an Interface in a Dynamic Profile ... 400
Configuring CoS on a Set of Static IP Demux Interfaces .............................. 400
Class of Service for Subscriber Access Examples 403

Example: Configuring Static Scheduling and Queuing for Subscriber

ACCESS .. 403
Example: Configuring Aggregate Scheduling of Queues for Residential
Subscribers on Static IP Demux Interfaces ...........cc..ccooooiiii, 404
Example: Configuring Dynamic Scheduling and Queuing for Subscriber
ACCESS .. 406
Example: Configuring a Subscriber Interface to Provide Initial CoS Parameters
Dynamically Obtained from RADIUS ...........ccccccoiiiiiiiiiii, 410
Class of Service Shaping-Rate Adjustments Overview 413
Hierarchical CoS Shaping-Rate Adjustments Overview .............................. 413
CoS Shaping-Rate Adjustments for Subscriber Local Loops Overview .......... 414
Guidelines for Configuring CoS Shaping-Rate Adjustments for Subscriber
LOCAL LOOPS ..t 415
Configuring Class of Service Shaping-Rate Adjustments 417
Enabling CoS Shaping-Rate Adjustments for Subscriber Local Loops ........... 417
Configuring Static Logical Interface Sets to Serve as CoS Hierarchical
Scheduler Nodes for Subscriber LOOPS .........ovvvviiiiiiiieiiiiiiiiii 417
Configuring the Logical Interfaces That Compose the Static Logical
INTEITACE SELS ....oiiiiiiiiiiiiii e, 418



Chapter 32

Chapter 33

Part 8

Chapter 34

Table of Contents

Configuring Hierarchical CoS on the Static Logical Interface Sets That
Serve as Hierarchical Scheduler Nodes for Subscriber Local

OO e 419
Configuring ANCP Functionality That Supports and Drives Shaping-Rate

Adjustments for Subscriber Local LOOPS .........ovvviiiiiiiiiiiiiii 421

Displaying Configuration Information About ANCP ............................. 422
Displaying Configuration Information About Shaping-Rate Adjustments

for Subscriber Local LOOPS .......vvviiiiiiiiiiiiiiiiii e 422

Disabling CoS Shaping-Rate Adjustments for Subscriber Local Loops .......... 423

Class of Service Shaping-Rate Adjustments Examples 425

Example: Configuring Hierarchical CoS Shaping-Rate Adjustments for
Subscriber Local LOOPS ....cooiiiiiiiiiiiii e 425

Summary of Class of Service for Subscriber Access Statements 429

DUEFEI-SIZE ..ot 430
ClaSS-Of-SEIVICE ....iiiiiiiiiiiiiii e 431
delay-DUuffer-rate ..o 432
Arop-profile ..o 433
Arop-profile-mMap .....o.ieiiii e 434
forwarding-Class ..ot 435
GUATANTEEA-TATE ...oiiiiiiiiiiiiiiiit e 436
INEEIFACES ..o 437
LOSS-PIIOTIEY oooiiiiiiii e 438
output-traffic-control-profile ............oooooiii 438
PIIOTILY oo e 439
PLOTOCOL e 440
SCREAUIET ...ooiiiiiiii 440
SChEAUIBI-MAD ... 441
SChEAUIEI-MAPS ... 442
SChEAUIETS ..o 443
SRAPING-TATE ...oiiiiiiiiiii e 444
traffic-control-profiles ... 445
CrANSIMIT-TALE ... e 446
UNEE oo 447

Dynamic Protocols for Subscriber Access

Dynamic Protocol Configuration Overview 451

Dynamic IGMP Configuration OVEIVIEW ..........ccooiiiiiiiiiiiiiiiiiiiiii 451

Table of Contents M XXi



JUNOS 9.4 Subscriber Access Configuration Guide

Chapter 35 Summary of IGMP Dynamic Profile Statements

ACCOUNTITE Lot
AISADIE ...

BTOUD .ttt
GIOUP-POLICY ..ovviiiiiiiiiii i

ISIMP
immediate-18ave ... ...

INEEITACE ..oiiei
NO-ACCOUNLING ... e
ProMISCUOUS-NOUE .....iiiiiiiiiiiieieee e
PLOLOCOIS oo
SOUTCE ittt
SSITI-TTIAD weveitieeee et
STALIC ettt ettt
(S €570 o L PP

Chapter 36 ANCP Overview

ANCP Topology Discovery and Traffic Monitoring Overview

Chapter 37 Configuring ANCP

Configuring ANCP ...
Configuring ANCP Neighbors ...
Tracing ANCP Operations ...........ccccooooeoiiiiiiiiiiiiii,
Configuring the ANCP Trace Log Filename .........................
Configuring the Number and Size of ANCP Log Files
Configuring Access to the ANCP Log File .........................
Configuring a Regular Expression for ANCP Lines to Be Logged
Configuring the ANCP Tracing Flags ...............ccccoooiiin,
Associating an Access Node with Subscribers for ANCP Operations
Specifying the Interval Between ANCP Adjacency Messages
Specifying How Long Processes Wait for ANCP Restart to Complete
Configuring ANCP for Backwards Compatibility ........................
Configuring ANCP to Adjust CoS Traffic Shaping .......................

Chapter 38 Summary of ANCP Statements

ANCP e
access-identifier ...
AAJACENCY-LIMET L.t
INEEIFACES ..o
INEEIFACE-SEL ....eiiiiiiiii i
maximum-helper-restart-time ............cccoocciiiiiininii
NEIGNDOT ..o
pre-ietf-mode ..o
QOS-AAJUSE .ottt
LFACEOPLIONS oiiiiiiii i

xxii W Table of Contents



Part 9

Chapter 39

Part 10

Chapter 40

Part 11

Table of Contents

Subscriber Access Examples

Service Profile Examples 485

Example: Configuring a Tiered Service Profile for Subscriber Access ........... 485

Complete Configuration Statement Hierarchy for Subscriber
Access

Subscriber Access Statement Hierarchy 491
[edit access address-assignment] Hierarchy Level ..., 491
[edit access profile] Hierarchy Level ...........ccoocoooiiiiiiii 491
[edit dynamic-profiles] Hierarchy Level ..o, 493
[edit forwarding-options dhcp-relay] Hierarchy Level ... 494
[edit-protocols ancp] Hierarchy Level .............ccoccoiiiiiiiiiii 496
[edit services mobile-ip] Hierarchy Level ..., 496
[edit services radius-flow-tap] Hierarchy Level .............ccccooo, 497
[edit system services dhcp-local-server] Hierarchy Level ............................. 497
Index

INAEX o 501
Index of Statements and Commands ................c.cooooiiiiiiiiiiii 509

Table of Contents M XXiii



JUNOS 9.4 Subscriber Access Configuration Guide

xxiv W Table of Contents



List of Figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:

Subscriber Access Network Example .......ccccoooiiiiiiiiiiiiiiiiii, 5
Subscriber Access Operation FIOW ...........coooiiiiiiii 6

Subscriber Access Configuration Workflow ..., 11
Subscriber Secure Policy Architecture ............ccoccceiiiiinniini, 106
VLAN Subscriber INterfaces ..........oooooviiiiiiiiiiiiiiiie, 307
[P Demux Subscriber Interface ............ccccociiiiiiiiiiii, 307

List of Figures H XXV



JUNOS 9.4 Subscriber Access Configuration Guide

XXvi W List of Figures



List of Tables

Table 1: NOUCE ICONS ......coiiiiiiiiiii i, xxxii
Table 2: Text and Syntax CONVENTIONS ..........uuviiiiiiiiiiiiiiiiiiiiieeeeeeeee xxxii
Table 3: Technical Documentation for Supported Routing Platforms ........ XXXV
Table 4: JUNOS Software Network Operations GUIdes .............cccceeerinne XxXviii
Table 5: JUNOS Software for J-series Services Routers and SRX-series Services

Gateways Documentation ... XXXIX
Table 6: Additional Books Available Through

htep:/fwww juniper.net/books ... xl
Table 7: Subscriber Access Terms and ACIONYMS ...ccooviiiiiiiiiiieieeeeaeeeeiiiin 4
Table 8: Supported RADIUS IETF AtribULES .........coooeiiiiiiiiiiiiiieeie 29
Table 9: Supported Juniper NetWOrks VSAS .........ooooiiiiiiiiiiiiiiiiiieeeeeee 32
Table 10: Error-Cause Codes (RADIUS Attribute 1071) ....oovviiiiiiiii, 37
Table 11: DHCP-ACtributes Statements ...........ccoocciiiiiiiiiiiiiiiiiiiieeeiieceee 42
Table 12: ARP Table in Trusted ENVIroNMEeNt ............oocooiiiiiiiiiinin 58
Table 13: ARP Table in Distrusted Environment ..............ccccooooiiiiniiinn 58
Table 14: ARP Table in Trusted ENVIroONMEeNt ............cocooiiiiiiiiiiiin 82
Table 15: ARP Table in Distrusted ENvironment ..............ccccoooeiiiiiniiinnn 82
Table 16: DHCP Relay Agent Option 82 Value for Auto Logout ...................... 86
Table 17: Subscriber Secure Policy TEIMS .........coooiiiiiiiiiiiiee e, 104
Table 18: Subscriber Secure Policy Configuration Steps ............cccccceeevvnnee. 106
Table 19: RADIUS-Initiated Mirroring at Subscriber Login ........................... 106
Table 20: RADIUS-Initiated Mirroring for Current Subscriber ....................... 107
Table 21: RADIUS Attributes Used as Traffic Mirroring Triggers .................. 108
Table 22: RADIUS-Based Mirroring Attributes .............oooovviiiiiiiiiiieni, 108
Table 23: LI-Action VSA ACHON ..o, 109
Table 24: Juniper VSAs used by Mobile IP ...........cccocoiiiiiiii, 246
Table 25: JUNOS Predefined Internal Variables and Definitions .................. 277
Table 26: Features Supported with Static or Dynamic IP Demux Subscriber

INTEITACES ...t 326
Table 27: Scheduler Mapping for Interface Sets ............ccccceiiiiiiiiniiiinne, 378
Table 28: JUNOS Internal Variables for Dynamic Configuration of Initial

Traffic ShapiNg ... 380
Table 29: JUNOS Internal Variables for Dynamic Configuration of Initial

Scheduling and QUEUING ............uiiiiiiiiiiiiiiii e
Table 30: CoS Services and Variables
Table 31: Initial CoS Values for Subscriber Login ............cccccccooiiiiniinnnn, 407

Table 32: Upgraded CoS Values for the Video Service ...............cccceevvnnnnnn, 410

List of Tables M  XXVii



JUNOS 9.4 Subscriber Access Configuration Guide

XXviii W List of Tables



About This Guide

Objectives

Audience

This preface provides the following guidelines for using the JUNOS® Software Subscriber
Access Configuration Guide:

m  Objectives on page xxix

m  Audience on page xxix

m  Supported Routing Platforms on page xxx

m  Using the Indexes on page xxx

m  Using the Examples in This Manual on page xxx
m  Documentation Conventions on page Xxxii

m  List of Technical Publications on page xxxiv

m  Documentation Feedback on page xl

m  Requesting Technical Support on page xli

This guide provides an overview of the subscriber access management features of
the JUNOS software and describes how to configure and manage remote subscriber
access on the routing platform.

NOTE: This guide documents Release 9.4 of the JUNOS software. For additional
information about JUNOS software—either corrections to or information that might
have been omitted from this guide—see the software release notes at
http://www.juniper.net.

This guide is designed for network administrators who are configuring and monitoring
a Juniper Networks MX-series routing platform.

To use this guide, you need a broad understanding of networks in general, the Internet
in particular, networking principles, and network configuration. You must also be
familiar with one or more of the following Internet routing protocols:

m  Border Gateway Protocol (BGP)

m  Distance Vector Multicast Routing Protocol (DVMRP)

Objectives M XXiX
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m Intermediate System-to-Intermediate System (IS-IS)

m Internet Control Message Protocol (ICMP) router discovery
m Internet Group Management Protocol (IGMP)

m  Multiprotocol Label Switching (MPLS)

m  Open Shortest Path First (OSPF)

m  Protocol-Independent Multicast (PIM)

m Resource Reservation Protocol (RSVP)

m  Routing Information Protocol (RIP)

m  Simple Network Management Protocol (SNMP)

Personnel operating the equipment must be trained and competent; must not conduct
themselves in a careless, willfully negligent, or hostile manner; and must abide by
the instructions provided by the documentation.

Supported Routing Platforms

Using the Indexes

For the features described in this manual, the JUNOS software currently supports
the following routing platforms:

m  MX-series

This reference contains two indexes: a complete index that includes topic entries,
and an index of statements and commands only.

In the index of statements and commands, an entry refers to a statement summary
section only. In the complete index, the entry for a configuration statement or
command contains at least two parts:

m  The primary entry refers to the statement summary section.

m  The secondary entry, usage guidelines, refers to the section in a configuration
guidelines chapter that describes how to use the statement or command.

Using the Examples in This Manual

XXX

If you want to use the examples in this manual, you can use the load merge or the
load merge relative command. These commands cause the software to merge the
incoming configuration into the current candidate configuration. If the example
configuration contains the top level of the hierarchy (or multiple hierarchies), the
example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the
example is a snippet. In this case, use the load merge relative command. These
procedures are described in the following sections.

Supported Routing Platforms



Merging a Full Example

About This Guide

To merge a full example, follow these steps:

1.

2.

Merging a Snippet

From the HTML or PDF version of the manual, copy a configuration example
into a text file, save the file with a name, and copy the file to a directory on your
routing platform.

For example, copy the following configuration to a file and name the file
ex-script.conf. Copy the ex-script.conf file to the /var/tmp directory on your routing
platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
}
interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
}
1
1
}

Merge the contents of the file into your routing platform configuration by issuing
the load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into
a text file, save the file with a name, and copy the file to a directory on your
routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3.  Merge the contents of the file into your routing platform configuration by issuing
the load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the JUNOS CLI User Guide.

Documentation Conventions

Table 1 on page xxxii defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description
(%7 Informational note Indicates important features or instructions.
A Caution Indicates a situation that might result in loss of data or hardware damage.
A Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Table 2 on page xxxii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this Represents output that appears on the user@host> show chassis alarms
terminal screen. No alarms currently active
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Table 2: Text and Syntax Conventions (continued)

About This Guide

Convention

Description

Examples

Italic text like this

Introduces important new terms.
Identifies book names.

Identifies RFC and Internet draft
titles.

m A policy term is a named structure
that defines match conditions and

actions.

m  JUNOS System Basics Configuration
Guide

m  RFC 1997, BGP Communities
Attribute

Italic text like this

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Configure the machine’s domain name:

[edit]
root@# set system domain-name
domain-name

Plain text like this

Represents names of configuration
statements, commands, files, and
directories; IP addresses; configuration
hierarchy levels; or labels on routing
platform components.

[ ] To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

m  The console port is labeled
CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(stringl | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[1 (square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ( { })

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
}
1
}

J-Web GUI Conventions

Bold text like this

Represents J-Web graphical user
interface (GUI) items you click or select.

[ ] In the Logical Interfaces box, select
All Interfaces.

m  To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of J-Web
selections.

In the configuration editor hierarchy,
select Protocols > Ospf.
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List of Technical Publications

Table 3 on page xxxiv lists the software and hardware guides and release notes for
Juniper Networks M-series, MX-series, and T-series routing platforms and describes
the contents of each document. Table 4 on page xxxviii lists the books included in the
Network Operations Guide series. Table 5 on page xxxix lists the manuals and release
notes supporting JUNOS software for J-series and SRX-series platforms. All documents
are available at http://www.juniper.net/techpubs/ .

Table 6 on page xl lists additional books on Juniper Networks solutions that you can

order through your bookstore. A complete list of such books is available at
http://www.juniper.net/books.

Table 3: Technical Documentation for Supported Routing Platforms

Book Description

JUNOS Software for Supported Routing Platforms

Access Privilege Explains how to configure access privileges in user classes by using
permission flags and regular expressions. Lists the permission flags
along with their associated command-line interface (CLI) operational
mode commands and configuration statements.

Broadband Subscriber Management Solutions Describes residential subscriber management and how you can
deploy solutions that include multisubscriber IP address assignment,
service provisioning, authentication, authorization, accounting, and
dynamic request services in your network

Class of Service Provides an overview of the class-of-service (CoS) functions of the
JUNOS software and describes how to configure CoS features,
including configuring multiple forwarding classes for transmitting
packets, defining which packets are placed into each output queue,
scheduling the transmission service level for each queue, and
managing congestion through the random early detection (RED)
algorithm.

CLI User Guide Describes how to use the JUNOS command-line interface (CLI) to
configure, monitor, and manage Juniper Networks routing
platforms. This material was formerly covered in the JUNOS System
Basics Configuration Guide.

Feature Guide Provides a detailed explanation and configuration examples for
several of the most complex features in the JUNOS software.

High Availability Provides an overview of hardware and software resources that
ensure a high level of continuous routing platform operation and
describes how to configure high availability (HA) features such as
nonstop active routing (NSR) and graceful Routing Engine
switchover (GRES).

MPLS Applications Provides an overview of traffic engineering concepts and describes
how to configure traffic engineering protocols.

Multicast Protocols Provides an overview of multicast concepts and describes how to
configure multicast routing protocols.
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Table 3: Technical Documentation for Supported Routing Platforms (continued)

Guide

Book

Description

Multiplay Solutions

Describes how you can deploy IPTV and voice over IP (VoIP)
services in your network.

MX-series Layer 2 Configuration Guide

Provides an overview of the Layer 2 functions of the MX-series
routers, including configuring bridging domains, MAC address and
VLAN learning and forwarding, and spanning-tree protocols. It also
details the routing instance types used by Layer 2 applications. All
of this material was formerly covered in the JUNOS Routing Protocols
Configuration Guide.

MX-series Layer 2 Solutions Guide

Describes common configuration scenarios for the Layer 2 features
supported on the MX-series routers, including basic bridged VLANs
with normalized VLAN tags, aggregated Ethernet links, bridge
domains, Multiple Spanning Tree Protocol (MSTP), and integrated
routing and bridging (IRB).

Network Interfaces

Provides an overview of the network interface functions of the
JUNOS software and describes how to configure the network
interfaces on the routing platform.

Network Management

Provides an overview of network management concepts and
describes how to configure various network management features,
such as SNMP and accounting options.

Policy Framework

Provides an overview of policy concepts and describes how to
configure routing policy, firewall filters, and forwarding options.

Protected System Domain

Provides an overview of the JCS 1200 platform and the concept of
Protected System Domains (PSDs). The JCS 1200 platform, which
contains up to six redundant pairs of Routing Engines running
JUNOS software, is connected to a T320 router or to a T640 or
T1600 routing node. To configure a PSD, you assign any number
of Flexible PIC concentrators (FPCs) in the T-series routing platform
to a pair of Routing Engines on the JCS 1200 platform. Each PSD
has the same capabilities and functionality as a physical router,
with its own control plane, forwarding plane, and administration.

Routing Protocols

Provides an overview of routing concepts and describes how to
configure routing instances, and unicast routing protocols.

Secure Configuration Guide for Common Criteria
and JUNOS-FIPS

Provides an overview of secure Common Criteria and JUNOS-FIPS
protocols for the JUNOS software and describes how to install and
configure secure Common Criteria and JUNOS-FIPS on a routing
platform.

Services Interfaces

Provides an overview of the services interfaces functions of the
JUNOS software and describes how to configure the services
interfaces on the router.

Software Installation and Upgrade Guide

Describes the JUNOS software components and packaging and
explains how to initially configure, reinstall, and upgrade the JUNOS
system software. This material was formerly covered in the JUNOS
System Basics Configuration Guide.

List of Technical Publications H
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Table 3: Technical Documentation for Supported Routing Platforms (continued)

Book

Description

Subscriber Access

Provides an overview of the subscriber access features of the JUNOS
software and describes how to configure subscriber access support
on the router, including dynamic profiles, class of service, AAA,
and access methods.

System Basics

Describes Juniper Networks routing platforms and explains how
to configure basic system parameters, supported protocols and

software processes, authentication, and a variety of utilities for

managing your router on the network.

VPNs

Provides an overview and describes how to configure Layer 2 and
Layer 3 virtual private networks (VPNs), virtual private LAN service
(VPLS), and Layer 2 circuits. Provides configuration examples.

JUNOS References

Hierarchy and RFC Reference

Describes the JUNOS configuration mode commands. Provides a
hierarchy reference that displays each level of a configuration
hierarchy, and includes all possible configuration statements that
can be used at that level. This material was formerly covered in
the JUNOS System Basics Configuration Guide.

Interfaces Command Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot interfaces.

Routing Protocols and Policies Command
Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot routing policies and protocols,
including firewall filters.

System Basics and Services Command Reference

Describes the JUNOS software operational mode commands you
use to monitor and troubleshoot system basics, including
commands for real-time monitoring and route (or path) tracing,
system software management, and chassis management. Also
describes commands for monitoring and troubleshooting services
such as class of service (CoS), IP Security (IPsec), stateful firewalls,
flow collection, and flow monitoring.

System Log Messages Reference

Describes how to access and interpret system log messages
generated by JUNOS software modules and provides a reference
page for each message.

J-Web User Guide

J-Web Interface User Guide

Describes how to use the J-Web graphical user interface (GUI) to
configure, monitor, and manage Juniper Networks routing
platforms.

JUNOS API and Scripting Documentation

JUNOScript API Guide

Describes how to use the JUNOScript application programming
interface (API) to monitor and configure Juniper Networks routing
platforms.

JUNOS XML API Configuration Reference

Provides reference pages for the configuration tag elements in the
JUNOS XML API.
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Table 3: Technical Documentation for Supported Routing Platforms (continued)

Book

Description

JUNOS XML API Operational Reference

Provides reference pages for the operational tag elements in the
JUNOS XML API.

NETCONF API Guide

Describes how to use the NETCONF API to monitor and configure
Juniper Networks routing platforms.

JUNOS Configuration and Diagnostic Automation
Guide

Describes how to use the commit script and self-diagnosis features
of the JUNOS software. This guide explains how to enforce custom
configuration rules defined in scripts, how to use commit script
macros to provide simplified aliases for frequently used
configuration statements, and how to configure diagnostic event
policies.

Hardware Documentation

Hardware Guide

Describes how to install, maintain, and troubleshoot routing
platforms and components. Each platform has its own hardware
guide.

PIC Guide Describes the routing platform's Physical Interface Cards (PICs).
Each platform has its own PIC guide.
DPC Guide Describes the Dense Port Concentrators (DPCs) for all MX-series

routers.

JUNOScope Documentation

JUNOScope Software User Guide

Describes the JUNOScope software graphical user interface (GUI),
how to install and administer the software, and how to use the
software to manage routing platform configuration files and monitor
routing platform operations.

Advanced Insight Solutions (AlS) Documentation

Advanced Insight Solutions Guide

Describes the Advanced Insight Manager (AIM) application, which
provides a gateway between JUNOS devices and Juniper Support
Systems (JSS) for case management and intelligence updates.
Explains how to run Al-Scripts on Juniper Networks devices.

Release Notes

JUNOS Release Notes

Summarize new features and known problems for a particular
software release, provide corrections and updates to published
JUNOS, JUNOScript, and NETCONF manuals, provide information
that might have been omitted from the manuals, and describe
upgrade and downgrade procedures.

Hardware Release Notes

Describe the available documentation for the routing platform and
summarize known problems with the hardware and accompanying
software. Each platform has its own release notes.

JUNOScope Release Notes

Contain corrections and updates to the published JUNOScope
manual, provide information that might have been omitted from
the manual, and describe upgrade and downgrade procedures.
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Table 3: Technical Documentation for Supported Routing Platforms (continued)

Book Description

AIS Release Notes Summuarize AIS new features and guidelines, identify known and
resolved problems, provide information that might have been
omitted from the manuals, and provide initial setup, upgrade, and
downgrade procedures.

AIS Al-Scripts Release Notes Summarize Al-Scripts new features, identify known and resolved
problems, provide information that might have been omitted from
the manuals, and provide instructions for automatic and manual
installation, including deleting and rolling back.

Table 4: JUNOS Software Network Operations Guides

Book Description

Baseline Describes the most basic tasks for running a network using Juniper
Networks products. Tasks include upgrading and reinstalling JUNOS
software, gathering basic system management information,
verifying your network topology, and searching log messages.

Interfaces Describes tasks for monitoring interfaces. Tasks include using
loopback testing and locating alarms.

MPLS Describes tasks for configuring, monitoring, and troubleshooting
an example MPLS network. Tasks include verifying the correct
configuration of the MPLS and RSVP protocols, displaying the status
and statistics of MPLS running on all routing platforms in the
network, and using the layered MPLS troubleshooting model to
investigate problems with an MPLS network.

MPLS Log Reference Describes MPLS status and error messages that appear in the output
of the show mpls Isp extensive command. The guide also describes
how and when to configure Constrained Shortest Path First (CSPF)
and RSVP trace options, and how to examine a CSPF or RSVP
failure in a sample network.

MPLS Fast Reroute Describes operational information helpful in monitoring and
troubleshooting an MPLS network configured with fast reroute
(FRR) and load balancing.

Hardware Describes tasks for monitoring M-series and T-series routing
platforms.

To configure and operate a J-series Services Router or an SRX-series Services Gateway
running JUNOS software, you must also use the configuration statements and
operational mode commands documented in JUNOS configuration guides and
command references. To configure and operate a WX Integrated Services Module,
you must also use WX documentation.
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