Example: Fine-Tuning a Security Policy

This topic provides a suggested workflow for getting started and fine-tuning a security
policy. It includes the following subtopics:

Fine-Tuning Security Policies Process Overview on page 1
Getting Started with the Recommended Security Policy on page 1
Refining Rule Matching Properties on page 2

Reducing False Positives on page 3

Adding Rulebases on page 6

Fine-Tuning Security Policies Process Overview

You want to tune a security policy so that it is:

Comprehensive-Detects all possible attacks on specific hosts in your network.

Optimized-Each attack object specified in an IDP rulebase rule has a performance
cost. In general, you want more rules with a few attack objects in each rather
than fewer rules with many attack objects. In addition, we recommend that a
single rule includes only the attack objects that are applicable to the rule
destination server and only those of a severity that concerns you.

Precise-Generates few false positives.

Maintainable-As you refine your rules, you want to leverage as much of the
built-in logic as possible. In your IDP rulebase rules, for example, you want to
use the application identification feature, dynamic attack object groups,
recommended attack objects, and recommended actions as much as possible,
knowing the Juniper Networks Security Center team updates these as needed
(even daily).

Fine-tuning is an iterative process. The process involves the following steps:

1.

2.

3.

4.

“Getting Started with the Recommended Security Policy” on page 1
“Refining Rule Matching Properties” on page 2
“Reducing False Positives” on page 3

“Adding Rulebases” on page 6

Getting Started with the Recommended Security Policy

When you add the IDP appliance to the NSM Device Manager, NSM automatically
pushes the recommended policy to the IDP appliance. The recommended policy
protects your network from the most frequent and severe attacks.

Table 1 summarizes the properties of the Recommended security policy.
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Table 1: Recommended Security Policy Definition

Property Value

Rulebase IDP rulebase

Rules Nine rules, distinguished by attack object

Source Any

Destination Any

Service Default, meaning the matching property is based on the service bindings of the attack object

specified by the rule

Attack objects Recommended IP, Recommended TCP, Recommended ICMP, Recommended HTTP,
Recommended SMTP, Recommended DNS, Recommended FTP, Recommended POP3,
Recommended IMAP, Recommended Trojan, Recommended Virus, Recommended Worm

Action Recommended, meaning the action is specified by the attack object

Notification Logging

= NOTE: In the Recommended security policy, the source and destination matching
parameters for rules are set to Any. These broad settings provide comprehensive
protection, but they entail a performance cost and might result in more logs than
are necessary. We recommend you customize these settings for destination servers.

Refining Rule Matching Properties

The source and destination matching parameters for template rules are set to Any.
These broad settings provide comprehensive protection, but they entail a performance
cost and might result in more logs than are necessary. We recommend you customize
these settings.

Run the Profiler for several days to gather information about the hosts and applications
running in your network. After several days, you should have the data you need to
complete the following tasks:

m  Create NSM address objects that identify groups of internal servers. When you
configure rules to examine client to server traffic, you specify the internal servers
as the rule’s destination servers.

m  Create an address object that defines your internal network. When you configure
rules to examine traffic from your network to hosts on the world wide web, you
can specify the internal network address object as the rule’s source.

m  Create NSM service objects to identify services running on internal servers. In
most cases, you can specify Default for service so the rule uses the service
relevant to the attack object. However, there might be cases where you want to
specify a service object or service group.
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m Identify predefined attack groups related to services (or create your own attack
group, if necessary).

m  Refine the IDP rulebase rule set so that each rule is focused on a single destination
server (client to server traffic) or service (server to client traffic).

Reducing False Positives

A false positive is a log record that reflects an event on your network that you are
not concerned about and no longer want to see in your logs. The IDP security policy
found traffic that matched your rule, but over time you realize you do not need to
track such events.

To determine whether a log is a false positive, you need to understand why the IDP
device triggered the log and whether or not the traffic poses a real risk to the target
server.

Suppose your security policy rule includes the following attack object: Predefined ::
HTTP: Windows Media Services NSIISlog.DLL Buffer Overflow. It generates a log
when it identifies the attack pattern in traffic through the IDP device. Use the reference
information in the details pane below the log table to learn more about the attack.
You can click the hypertext linked name of the attack object in the summary tab to
display reference information for the attack, as shown in Figure 1.

Figure 1: Using NSM Log Viewer Attack Reference Information

< Log viewer [3-IDPODI]

Lag ID [ Time Received | Alert [ User Flag [ Commert [Sre acer [Dst Addr [ Action [Protocol [Dst. [ [uat SrofustDs.]  Details Catecory | Subcategor | Se|
20090806/416941 8509 11:13:33 PM @ 1.1.0115 12058 Conn Dropped TCP 80 4 0.0.00 0000 ‘rterface=eth2' Predefined QHTTP: IS cmd.exe Command Exec .;\' Major
20090806/416943 3/5/09 11:13:33 PM 1.1.0182 120102 Conn Dropped TCP 80 30000 D000 'merface=eth?' Predefined ,a HTTP: IS5 01 WiebDaY SEARCH Co |58 Devic
20080806/416945 8/5/09 11:13:33 PM 110212 12024 Conn Dropped T - = =
20090806/416948 8509 11:13:33 FM @ 1.1.0.248 1.2.0132 Conn Dropped | TC) Q I@
20090806/416348 3/5/09 11:13:36 PM 11065 120153 ConnDropped TC) o
20090506/416950 [8/5/09 11:13:36 PM 11088 12056 |ConnDropped T¢| | Genel | Exended |
20090806/416951 8509 11:13:36 FM @ 1.1.01161 12081 Conn Dropped TC) u
20090806/416956 3/5/09 11:13:36 PM 1.1.0231 120243 Conn Dropped | TC)

20080806/416957  8/5/09 11:13:36 PM 1.1.0231 120243 Conn Dropped TC) References
20090806/416961 8/509 11:13:36 PM | [ 1.1.0.241 120421 [Conn Dropped |TC mew
20090806/416966 8/5/09 11:13:42 P 1.1.0.470 12081 [Conn Dropped |TCH E hitpifeve mitre orgicgi-bin/evename. coi Pname=CVE-2003-0349
20080806/416967 8/5/09 11:13:42 PM *ﬁ ‘Windows 2000 SP4 only? 1.1.085 120356 ConnDropped TC Dmﬂ Ihwww.kb_cert orgivulsfid113718
20090806/416971 3/5/09 11:13:45 PM 1.1.0241 120121 Conn Dropped  TC| .
S0090806/416972 B/5109 11-13-45 FM 11023 120133 conn Dropped 0] Dm;] I microsoft. comitechnetisecuritybulletin/MS03-022. mspx
20090806/417087 |8/5/09 11:14:58 PM 1.1.0185 120231 Conn Dropped TC O nttp:fisecunia.com/advisories/a115
20090806/417098 8509 11:17:37 FM @ 1.1.020 1.2.0143 Conn Dropped TC) = =
20000806/417009 B(5/08 11:17:40 PM 110199 120227 Conn Dropped TC) Extended Description
20080606/417100 8/5/09 11:17:40 P 110114 120180 ConnDropeed T2 | | a5t Modified
20090806/417101 8509 11:17:40 FM @ 1.1.0.234 1.2.0123 Conn Dropped TC) 2009-08-13
20090806/417102 3/5/09 11:17:40 PM 110183 12085 ConnDropped TC)
20000606/417108 /5009 11:17:40 PM 11048 120155 ConnDropped o) | LMPAct
2009080617106 /509 11:47:40 P | (3] 11048 120155 Conn Dropped TC) Windows Media Services may expose IIS to remote arbitrary code execution if media
20000806/417105  B5/08 11:17:40 PM 11048 120155 CornDropped o) | '099NQ1S enabled
20080806/417106 [8/5/09 11:17:40 PM 11048 120455 Conn Dropped TC) Description
20090806/417107  8/5/09 11:17:43 FM @ 1.1.0.205 1.2.0103 Conn Dropped TC) Microsoft has reported a buffer overflow vulnerability in Windows Media Services. This
20090806/417108 8/5109 11:17:43 PM 110409 12055 ConnDropped TC is due to a problem with how the logging ISAPI extension handles incoming clignt
requests. This could cause arbitrary code execution in IS, which is exploitable through
e — 11 Media Services.
e E g 1 Pug 1 g 3 fug + Fug 5 Technical Information
| Microsoft Media Services provides functionality for providing streaming media content
to clients from 1IS. It ships with a number of Microsoft Windows 2000 server releases
ae B @ in S5 and is also available for download for Windows NT. Microsoft has reported a buffer
overflow vulnerability in Windows Media Serices. This is due to a problem with how
Summary [ All Fields | Whois Lookup | Quick Report the logging ISAPI extension (nsiislog.dl) handles incoming client requests. The
logging facility may attempt to write excessive data to an undersized buffer when
s Eredefined i HTTP: Windows Media Services NlI$loq.DLL Buffer Overllow hagngdliﬁg a mzlfnr:ned H'ﬁl’P clientrequest. This could trigger a denial of serice or
T remote arbitrary cn_de execution in IS, which is Explnilatflelhrnugh Media S_ervices The
This signature detests attempts to exploit the buffer overflow wulnerability against Microsott Windaws Media Sendces, issue would occur in servers that are configured to provide logging of media requests &
included with Wicrosoft Windows 2000 Senver SP4. Attackers cansend a maliciously crafted HTTP "POST" requast to tis nnssihla tn exnlnit this issue by sendina an overlvlona HTTP POST reauestto the
overflow the butfer and cause a denial of service or execute arbitrany code. —
| Cloze |
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In this example, we learn that the threat detected applies only to Microsoft Windows
2000 Server SP4. It is a false positive because all of the Windows servers in our
network are Windows Server 2008. You can use the NSM Log Viewer flag and
comment features to mark logs as false positives. In Figure 2, we have marked the
log ID 20090806/416967 as a false positive because the attack targets server versions
not present in our network.
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Figure 2: Using NSM Log Viewer Flag and Comment Features

per Nebworks - HSM - global : current

Search  Help

<4 Log Viewer [3-1IDPODI]

Log ID [ Time Received | Alert [ User Flag [ Comment [Stc ador [Dst ador [ action [Protocol [Dst.] . et Sro et e
2009030641694 BASM0T 11:13:33 PM 110115 12058 Conn Dropped | TCP a0 4 0000 0000 ird
20090306/416843 8/5/09 11:13:33 PM 140482 120102 Conn Dropped [TCP S0 |3 0000 0000
20090506/416945 5/5/09 11:1333 PM 110212 1.20241 Conn Dropped TCP S0 4 0000 0000
2009006416948 B0 11:1333 PM 110248 120132 Conn Dropped | TCP a0 4 0000 (0000
20090806/416949 | 8/5/08 11:13:36 PM 11063 120159 ConnDropped TCP a0 3 0000 0000
20090806/416930 8/5/09 11:13:36 PM 14083 (12056 ConnDropped TCP 30 |3 0.0.00 0000
20090806/416951  8/5/09 11:13.36 PM 110161 1.2081  Conn Dropped TCP S0 3 0.000 0000
20090806/416956 | S/5M09 11:13:36 PM 110231 120243 Conn Dropped | TCP &0 4 0000 0000
20090806/416957  8/5/09 11:13:36 PM 140231 1.20243 Conn Dropped TCP 30 4 0000 0000
20090806/416961 5/5/09 11:13.36 PM 1.1.0241 120121 Conn Dropped [TCP S0 |4 0000 0000 %
2009080641 BIBE BT 11:13:42 PM 110170 12091 Conn Dropped | TCP a0 4 0000 0000
20090306/416867 8/5/03 11:13:42 P fﬁ Windowys 2000 5P4 only? 11088 12056 Co o 3 0000 0000
20090806/416971 | 8/5M03 11:13:45 PM 110241 120121 Cof T Filter D 3 0000 0000
2009006416972 B0 11:13:45 PM 11023 120139 Cop My Fing 3 4 0000 0000
20090306/417097  8/5/03 11:14:53 PM 1401858 12023 CDHIE B High
20090806/417093 8/5/09 111737 PM 14020 [1.20443 Con .
20090R06/41 7099 B/5/09 11:17:40 P 110199 120227 Cor Exempt... HP Medium
20030306/417100 3/5/09 11:17:40 P 110114 [120190 Cor Sho ? 2 baw
2009050641 7101 5/5/09 11:17:40 P 140234 120423 [Cor Hide Log & Closed
20090806/417102 5/5/09 11:17.40 PM 1.1.0189 1.2095 (Con Unhide Log | Tﬁ F5|5T{Ogi{i\re |
20090806/417103  8/5/03 11:17:40 PM 11048 120155 Cor ) ﬁssig";\aed
2O090806/417104 365109 11:17:40 P 110458 120155 Cof G ot Policy =
2000805417105 B/500 11:17:40 PM 11048 120155 Conn Dropped TP Q imvestigate
2009006417106 |BASM3 11:17:40 PM 11048 120155 ConnDropped | TCP & FollawUp
20090306/M417107  8/5/03 11:17:43 PM 140205 120103 Conn Dropped TCP {3‘; Pending
20090806/417105 8/5/09 11:17:43 PM 140409 1.2053 Conn Dropped [TCP Clear
A | ———————————

Jul 30 Jul 31 Fug 1 Aug Aug Aug 4 Aug b T Aug T
A
ats B B 2509 11:13:45 P
Summary | All Figlds | Whois Lockup | Quick Report
"3 Fredefined :: HTTF: Windows Media Services NSHSlog.DLL Buffer Owerflow Matching Data Snippet
Refarances HEX
This signature detects attempts to exploit the buffer owerflow valnerability against Microsoft Windows Media Senices,
included with Microzoft Windows 2000 Server SP4. Attackers can send a maliciously crafted HTTP "POST" request to
overflow the buffer and cause a denial of senvice or execute arbitrany code.

M Categary

There are a number of ways you can tune your security policy to reduce false
positives. Table 2 summarizes some basic tunings.
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Table 2: Actions to Take To Reduce False Positives

Type of False Positive

Tuning Required

You trust the source.

Add an Exempt rulebase rule to “whitelist” the trusted source.

The attack applies to a hardware or software version
that does not match your destination server.

You have many options:

Delete the attack from the rule.
Modify an attack group to exclude the object.

Add an Exempt rulebase rule to whitelist the non-offending attack
object.

m  Modify rule action so traffic is stopped or permitted differently
from before.

m  Modify the rule severity so that you can filter these events
differently from before.

Your team has already patched the vulnerability
detected by the attack.

Same as previous.

Upon examination, benign traffic crosses thresholds
that trigger protocol anomaly events.

Use the NSM Device Manager to modify protocol anomaly thresholds.

Adding Rulebases

The IDP rulebase is the

primary rulebase in an IDP security policy. When you have

sufficiently tuned your IDP rulebase rules so that the security policy generates the
level of logs you want, you can add additional rulebases to enable additional detection

methods.

Take the same approach to tuning these additional rulebases. Instead of refining the
group of attack objects that are relevant, you tune the IDP runtime parameters that
set thresholds for detection mechanisms.

Related Topics The following related topics are included in the IDP Concepts and Examples Guide:

m  Profiler Overview

m  Understanding the Rule-Matching Algorithm

m  Understanding IDP

Rulebase Rule Match Settings

m Understanding the Components of an IDP Security Policy

m Understanding the Exempt Rulebase

m  Using Attack Objects

m [DP Logs Overview
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The following related topic is included in the IDP Administration Guide:

m  Modifying the IDP Device Configuration

Published: 2010-01-12
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