
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Situation  
 
Today’s enterprises have evolved over the past decade to enable nearly ubiquitous 
connectivity for a host of different user groups, including remote/mobile employees, 
business partners, customers, onsite consultants, and more. Instant access has become 
almost expected regardless of the user location, be it as part of the extended enterprise, 
which can include home, hotels, or kiosks; the distributed enterprise, including branch 
offices; or the campus LAN. Resources and applications are presumed to be available 
whether they are located in the data center or on the Internet.  
 
In addition, perimeter security devices have become stretched as the definition of the 
network’s perimeter has expanded outward. Meanwhile, the traffic load only increases and 
sophisticated intrusions continue to evolve - to the point where standard network 
safeguards simply cannot prevent them entering the LAN and proliferating there.  
 
A critical challenge to network security has emerged, especially in the extended enterprise, 
with remote and mobile employees, business partners, customers and others accessing the 
enterprise network from unknown endpoints and untrusted networks.  
 

Solution 
 
Juniper Networks’ unified access control solution has met this challenge, by creating a 
means to check endpoint security posture before access is allowed and enabling the 
enterprise with a means to remediate their client if they are non-compliant with the 
security policy. The unified access solution then binds the user identity information to the 
endpoint and to the network, and then uses the resultant policy to map the user to the 
appropriate role during the access session.  
 
With the unified access control solution, enterprises can leverage their existing 
infrastructure and investments in logging, event management, and reporting solutions to 
support audits and regulatory compliance initiatives.   
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Juniper’s unified access 
control solution binds the 
endpoint, the application, and 
the network to deliver use 
control. 
 
Leveraging interoperability 
with Security Event and 
Information Management 
alliances, the Juniper unified 
access control solution 
dramatically improves the 
detection and resolution of 
threats and attacks while 
delivering more cost-efficient 
security operations. 
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Endpoint Assessment and Security Management 
The Juniper unified access control solution leverages deep integration with partners 
ranging from identity and access management, endpoint security, content management, 
and security event management solutions to enable customers to leverage their cross 
vendor investments to secure their LAN assets. 
 
The Juniper unified access control solution includes: 
 
Infranet Controller: Leveraging Juniper’s Secure Access SSL VPN policy and control 
engine to provide seamless communication with authentication servers, identity and 
authorization directory stores, the Controller enables session-specific, conditional access 
to networks based upon user authentication and a real-time check of the device's 
security characteristics.  
 
Infranet Agent:  Seamlessly provisioned by the Infranet Controller, the Infranet Agent is 
a lightweight software agent that assesses the endpoint’s compliance state and 
communicates the resulting state back to the Infranet Controller. The Infranet Agent 
leverages diverse endpoint technologies and a rich range of endpoint security checks for 
comprehensive endpoint assessment.  Based on the resulting state, the Infranet Agent 
can also enforce network policy on the client host, including both FW rules and 
dynamically provisioned IPSec VPN policy, if that is required. 
 
In addition to client host enforcement, the first release of the Infranet Controller also 
supports enforcement on the entire line of Juniper firewall/VPN appliances and 
integrated security gateways.  
 
Infranet Enforcers can support endpoint defense and provide end-to-end transport 
security, if required, by consuming signals from the Infranet Controller.  The Infranet 
Enforcers achieve this increased policy control, as well as enhanced visibility into and 
protection of network transactions, without requiring significant infrastructure changes. 
 
Key Benefits 
The combination of the Infranet Controller, Agent, and enforcement points provides 
enterprises high-availability, high-performance and reliability to ensure real-time 
network policy management without performance compromise.  
 
Together, these products create a unified access control solution that functions as a 
service layer over an existing infrastructure, and can be cost effectively deployed in 
simple phases at critical points in the network. 
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