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Maximum Perfermance and Capacity'

Screen0S® versien tested ScreenOS 6.2 ScreenOS 6.2
Firewall perfermance (large packets) 2 Gbps 4 Gbps
Firewall perfermance (small packets) 1 Gbps 2 Gbps
Firewall packets per secend (64 Wyte) 15 M PPS 3 M PPS
AES256+SHA-1 VPN perfermance 1 Gbps 2 Gbps
3DES+SHA-1 VPN perfermance 1 Gbps 2 Gbps
Maximum cencurrent sessiens’ 500,000 1,000,000
New sessiens/secend 20,000 23,000
Maximum security pelicies 10,000 30,000
Maximum users supperted Unrestricted Unrestricted
Netwerk Cennectivity
Fixed 1/0 410/100/1000 ports 0
Interface expansien slets 2 4
LAN interface eptiens Up to 8 mini=GBIC (SX, LX, or TX), up to 8  Up to 16 mini~GBIC (SX, LX, or TX), up to 8
10/100/1000, 10/100/1000,
up to 20 10/100, up to 2 10GE up to 28 10/100, up to 4 10GE
Firewall
Netwerk attack detection Yes Yes
Denial of service (DeS) and distributed denial ef Yes Yes
service (DDeS) pretection
TCP reassembly for fragmented packet pretection Yes Yes
Brute ferce attack mitigatien Yes Yes
SYN ceekie pretection Yes Yes
Zene—based IP speefing Yes Yes
Malfermed packet pretection Yes Yes
Integrated IPS (Optienal Integrated IDP)*
Stateful pretecel signatures Yes Yes
Attack detectien mechanisms Stateful signatures, traffic anomaly detection, Stateful signatures, traffic anomaly detection,
protocol anomaly detection (zero—day protocol anomaly detection (zero—day
coverage), backdoor detection coverage), backdoor detection
Attack respense mechanisms Drop connection, close connection, session  Drop connection, close connection, session
packet log, session summary, email, custom  packet log, session summary, email, custom
Attack netificatien mechanisms Session packet log, session summary, email, Session packet log, session summary, email,
SNMP, system log, WebTrends SNMP, system log, WebTrends
Werm pretection Yes Yes
Simplified installatien threugh recemmended Yes Yes
pelicies
Trejan pretectien Yes Yes
Seyware/adware/keylegger pretection Yes Yes
Other malware pretection Yes Yes
Pretection against attack preliferatien frem Yes Yes
infected systems
Recennaissance pretection Yes Yes
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Integrated IPS (Optienal Integrated IDPY ° (centinued)

Request and respense side attack pretectien Yes Yes
Cempeund attacks — cemiines stateful signatures Yes Yes

and pretecel anemalies

Create custem attack signatures Yes Yes
Access centexts fer custemizatien 500+ 500+

Attack editing (wert range, etc.) Yes Yes

Stream signatures Yes Yes
Pretecel threshelds Yes Yes
Stateful pretecel signatures Yes Yes
Appreximate numiser of attacks cevered 5,500+ 5,500+*
Detailed threat descriptiens and remediatien/patch infe Yes Yes
Enterprise security prefiler Yes Yes

Create and enferce apprepriate applicatien—usage Yes Yes
pelicies

Attacker and target audit trail and reperting Yes Yes
Depleyment medes Inline or in—line TAP In—line or in—line TAP
Frequency ef updates Daily and emergency Daily and emergency

Unified Threat Management/Centent Security®

Deep Inspection signature packs’ Yes Yes
IPS (Deep Inspection firewall)* Yes Yes
Pretecel anemaly detection Yes Yes
Stateful pretecel signatures Yes Yes
IPS/Deep Inspection attack pattern eefuscatien Yes Yes
ICAP antivirus redirectien Yes Yes
Anti-spam Yes Yes
Integrated URL filtering Yes Yes
External URL filtering® Yes Yes
Unified Threat Management/Centent Security®

Deep Inspection signature packs’ Yes Yes
IPS (Deep Inspection firewall)* Yes Yes
Pretecel anemaly detection Yes Yes
Stateful pretecel signatures Yes Yes
IPS/Deep Inspection attack pattern eefuscatien Yes Yes
ICAP antivirus redirectien Yes Yes
Anti-spam Yes Yes
Integrated URL filtering Yes Yes
External URL filtering® Yes Yes
VelP Security

H.323 ALG Yes Yes
SIP ALG Yes Yes
MGCP ALG Yes Yes
SCCP ALG Yes Yes
NAT fer VeIP pretecels Yes Yes
GPRS Security"

GTP tunnels’ 200,000 400,000
GTP packet inspection (IPS er IDP) Yes Yes

* 2008 118 71EC2 5560702 AIZLIR7t e, o3 oF 10742 MER AITUA7t F7HE,
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IPsec VPN

Cencurrent VPN tunnels® 2,000 10,000
Tunnel interfaces® Up to 512 Up to 1,024
DES (56-it), 3DES (168-it) and AES (256—sit) Yes Yes
MD-5 and SHA-1 authenticatien Yes Yes
Manual key, IKE, PKI (X.509), IKEv2 with EAP Yes Yes
Perfect ferward secrecy (DH Greups) 1,2,5 1,25
Prevent replay attack Yes Yes
Remete access VPN Yes Yes
L2TP within IPsec Yes Yes
IPsec NAT traversal Yes Yes
Redundant VPN gateways Yes Yes
User Authenticatien and Access Centrel

Built=in (internal) dataease — user limif 50,000 50,000

Third—party user authenticatien
RADIUS acceunting

RADIUS, RSA SecurlD, and LDAP
Yes — start/stop

RADIUS, RSA SecurelD, LDAP
Yes — start/stop

XAUTH VPN authenticatien Yes Yes
Wel—based authenticatien Yes Yes
802.1X authenticatien Yes Yes
Unified access centrel enfercement peint Yes Yes
PKI Suppert

PKI Certificate requests (PKCS 7 and PKCS 10) Yes Yes
Autemated certificate enrellment (SCEP) Yes Yes
Online Certificate Status Pretecel (OCSP) Yes Yes

Certificate Autherities supperted

Self-signed certificates

VeriSign, Entrust, Microsoft, RSA Keon,
iPlanet (Netscape) Baltimore, DoD PKI

Yes

VeriSign, Entrust, Microsoft, RSA Keon,
iPlanet (Netscape) Baltimore, DoD PKI

Yes

Virtualizatien®

Maximum numiser of virtual systems
Maximum numiser of security zenes
Maximum numiser of virtual reuters

0 default, upgradeable to 50
20 default, upgradeable to 120
3 default, upgradeable to 53

0 default, upgradeable to 250
26 default, upgradeable to 526
3 default, upgradeable to 253

Maximum numieer of VLANSs 4,094 4094
Reuting

BGP instances 8 64
BGP peers 128 128
BGP reutes 10,000 20,000
OSPF instances 8 8
OSPF reutes 4,096 6,000

RIP v1/v2 instances

Up to 12 instances supported

Up to 50 instances supported
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Reuting (centinued)

RIP v2 tablesize 10,000 20,000
Dynamic reuting Yes Yes
Static reutes 10,000 20,000
Seurce—based reuting Yes Yes
Pelicy—ased reuting Yes Yes
ECMP Yes Yes
Multicast Yes Yes
Reverse path ferwarding (RPF) Yes Yes
IGMP (1, v2) Yes Yes
IGMP prexy Yes Yes
PIM SM Yes Yes
PIM SSM Yes Yes
Multicast inside IPsec tunnel Yes Yes
IPv6

Dual stack IPv4/IPv6 firewall and VPN Yes Yes
Syn—ceekie and Syn—prexy DeS attack detectien Yes Yes
SIP, RTSP, Sun—-RPC, and MS-RPC ALG's Yes Yes
IPv4 te/frem IPv6 translatiens and encapsulatiens Yes Yes
Virtualizatien (VSYS, security zenes, VR, VLAN) Yes Yes
RIPng Yes Yes
BGP versien 4 Yes Yes
DHCPv6 Relay Yes Yes
NSRP (Active/Passive and Active/Active) Yes Yes
Transpert Mede fer IPv6 Yes Yes
Mede of Operation

Layer 2 (transparent) mede’ Yes Yes
Layer 3 (reute and/er NAT) mede Yes Yes
Address Translatien

Netwerk Address Translatien (NAT) Yes Yes
Pert Address Translatien (PAT) Yes Yes
Pelicy—#ased NAT/PAT Yes Yes
Mapped P 4,096 8,192
Virtual IP (VIPY 8 8
MIP/VIP greuping Yes Yes
Address Translatien

Static Yes Yes
DHCP, PPPeE client Yes, No No, No
Internal DHCP server Yes No
DHCP relay Yes Yes
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Traffic Management Quality of Service (QeS)

Maximum eandwidth Yes—per physical interface only Yes—per physical interface only
Jumiee frames Yes" Yes"
DiffServ marking Yes—per policy Yes—per policy
High Availaleility (HA)

Active/active - transparent & L3 mede Yes Yes
Active/passive Yes Yes
Cenfiguratien synchrenizatien Yes Yes
Sessien synchrenizatien fer firewall and VPN Yes Yes
Sessien failever fer reuting change Yes Yes
Device failure detection Yes Yes
Link failure detectien Yes Yes
Authenticatien fer new HA memisers Yes Yes
Encryptien ef HA traffic Yes Yes
System Management

WelsUl (HTTP and HTTPS) Yes Yes
Cemmand line interface (censele) Yes Yes
Cemmand line interface (telnet) Yes Yes
Cemmand line interface (SSH) Yes Yes
Netwerk and Security Manager Yes Yes
All management via VPN tunnel en any interface Yes Yes
Rapid depleyment Yes Yes
Administratien

Lecal administrater dataease size 256 256
External administrater dataease suppert RADIUS, LDAP RADIUS, LDAP
Restricted administrative netwerks Yes Yes
Reet Admin, Admin, and Read Only user levels Yes Yes
Seftware upgrades Yes Yes
Cenfiguratien rellback Yes Yes
Legging/Menitering

Sysleg (multisle servers) Yes Yes
Email (twe addresses) Yes Yes
NetlQ WelsTrends Yes Yes
SNMP (v2) Yes Yes
SNMP full/custem MIB Yes Yes
Tracereute Yes Yes
VPN tunnel meniter Yes Yes
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External Flash

Additienal leg sterage Supports 1 GB or 2 GB industrial-grade Supports 1 GB or 2 GB industrial-grade
SanDisk SanDisk

Event legs and alarms Yes Yes

System cenfiguratien script Yes Yes

Screen0S® Seftware Yes Yes

Dimensiens and Pewer

Dimensiens (W x H x D) 175 x 525 x 173 in 175 x 525 x 23 in
(445 x 13.3 x 439 cm) (445 x 133 x 584 cm)

Weight 30 Ib/14 kg 50 1b/23 kg

Rack-meuntalele Yes, 3U's Yes, 3U's

Pewer supply (AC) Single, field upgradeable Dual, redundant

Pewer supply (DC) Single, field upgradeable Dual, redundant

Maximum thermal eutput 444 BTU/hour (W) 537 BTU/hour (W)

Certifications

Safety certifications UL, CUL, CSA, CB UL, CUL, CSA, CB

EMC certificatiens FCC class A, CE class A, C-Tick, VCCl class A FCC class A, CE class A, C-Tick, VCCI class A

NEBS Yes Yes

MTBF (Bellcere medel) 7.6 years 7.6 years

Security Certifications

Cemmen Criteria: EAL4 and EAL4+ Yes Yes

FIPS 140-2: Level 2 Yes Yes

ICSA firewall and VPN Yes Yes

Operating Envirenment

Operating temperature 37 to 122°F (0" to 50C) 37 to 122°F (0" to 50C)

Nen—eperating temperature -4 to 158°F (20" to 70°C) —4°C to 158°F (-20° to 70C)

Humidity 10% to 90% noncondensing 10% to 90% noncondensing

(1) ZAIE d5, 8%, ARI2 Screen0S 6.27h EIXHE AIAH 7|Z0|0, O[MXQl EHIAE SZ0N LIRE AlHRIZ SHSIRELICE AN Zak= EXHE ScreenOS Z2|=0f izt TS 4 UELICH ISGI000 ¥ 1SG2000 SHES XIHsk=
Screen0S HM ZH| =2 Juniper Customer Support Center (http://www.juniper.net/customers/support/)oliAf 22! 7HsEiLICt
(2) %7t IDP 2toldlA 3l St=gllo] fazol= Ze,

(3) SAI M2 Bir Eofel= ISG SI=AI0IQ Z|thA| 7IEYUICE 717 ISG RKCZ At SAl MN 8YE dodd ZH M3ElE Hl=2| YIo|=7t BREch Hi=2| PI0|=E SIX| %2 717 1SG |2 FW/VPN It SA| A2
0] %
o

o

ISG10000] 250,0000|H, ISG20000| 500,0004LICt. IDP T12f0l= S40] MEE 7 ISG A2 2 SAl MM 82 XI2stm, F7HXQ! o=z Yaefo|=7t e HELICH
(4) S% IDP 20| EXH=/H DI (Deep Inspection Firewall) 7152 AEXo2 E55HgLICt
(65) 2ot A2 (IPS/Deep Inspection, fEIAH I 8 TEZ)2 FLH YEHAZSE o7t oFoa Jnf 7ksEILICt Szt o Tl Al AITLIR HCi0[EQt 212 X[20] 2| MZELIct,
(6) Redirect Web Filtering0| E2{EE X MHZ HLHEZ Websense E= SurfControl ZiZIo2RE HEo| ¢ LEfR 2l0|MAS FolsioF Lict
(7) NAT, PAT, &t 7|4t NAT, H5% IP, mapped P, HEY AJAH HF 212Ef VLANs, OSPF, BGP, RIPv2, active/active HA, IP 4 SIS 2()0/0] 2 EHAHE 2E0fM AK0| 27HsELICH
() ZE HEY AAHS A[0M SRE.
(9) HEY AAHOIA AL E71,
(10) 7} afoldiATt Hs
(11) 4-ZE 0] GBIC 28 ZR - NSHSG-SX4, NSHSG-LX4 L= NSHSG-TX4.
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* Advanced 2%: Advanced Software License= 2 AZ AEN HAE 2E 7|5 Y 222 HEEHct,
* Baseline 2% Baseline Software License= Deep Inspection™ , OSPF & BGP Cio|Ltal 2tR&l 112 High Availability 2 2| 22F 50| Z4Xoz

7EX| o= uM SAS Qfet AE2| Y SRHS HSHLIC

Of2fl HO|M= Baseline 221t Advanced 2% 74| 715 & 8% XI0IE Aol UASLICE

BASELINE ADVANCED
ISG1000 1ISG2000 ISG1000 1ISG2000

Sessiens 125,000 256,000 500,000 1,000,000
Cencurrent VPN tunnels 1,000 1,000 2,000 10,000
Deep Inspection firewall No No Yes Yes
VLANs 50 100 4004 4,094
OSPF/BGP No No Yes Yes

High availaieility (HA) A/P A/P A/A A/A
Integrated IDP No No Optional upgrade Optional upgrade
GTP inspection No No Optional upgrade Optional upgrade

Perfermance—Enailing AfH|A 2! X|&

to] mMEHA HEQZO| JIXIE J1&, &, Z&3HAI7I= Performance—Enabling AH|A ¥ XS MFELICE 0[23H MHIAE Ssff oiESmt 22k
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Model Number Description

ISG1000 Systems

NS-ISG-1000 NS-ISG-1000 system (includes AC power
supply, no I/0 cards)

NS-ISG-1000-DC  NS-ISG-1000 system (includes DC power
supply, no /O cards)

NS-ISG-1000B NS-ISG-1000 baseline system (includes AC
power supply, no /O cards)

NS-ISG-1000B-DC  NS-ISG-1000 baseline system (includes DC
power supply, no /O cards)

ISG2000 Systems

NS-ISG-2000 NS-ISG-2000 system (includes AC power
supplies, no I/0 cards)

NS-ISG-2000-DC  NS-1SG-2000 system (includes DC power
supplies, no I/0 cards)

NS-ISG-2000B NS-ISG-2000 baseline system (includes AC
power supplies, no 1/O cards)

NS-ISG-2000B-DC  NS-ISG-2000 baseline system (includes DC
power supplies, no I/0 cards)

Integrated IDP Upgrades
NS-ISG-SEC Security module for IDP on ISG1000 and
ISG2000 systems

NS-ISG-1000-IKT  IDP upgrade kit for ISGI000 system, including
IDP license key, additional memory, and
5-device NSM

NS-ISG-2000-IKT  IDP upgrade kit for ISG2000 system, including
IDP license key, additional memory, and

5—device NSM
ISG1000 and 1SG2000 1/0 Medules
NS-ISG-1XG /O Module — 1-port 10~Gigabit Ethernet -

does NOT include transceiver
NS-SYS-GBIC-MXSR Transceiver — XFP 10 GigE Short Range (SR)

(300 m)
NS-SYS-GBIC-MXLR Transceiver — XFP 10 GigE Long Range (LR)
(10 km)
NS-ISG-SX2 /O Module — 2—port mini GBIC-SX
NS-ISG-LX2 /0 Module - 2-port mini GBIC-LX
NS-ISG-SX4 /0 Module — 4—port mini GBIC-SX
NS-ISG-LX4 /O Module — 4-port mini GBIC-LX
NS-ISG-TX4 /O Module — 4-port mini GBIC-TX
NS-ISG-FE4 /O Module - 4-port 10/100 Fast Ethernet
NS-ISG-FE8 /O Module = 8—port 10/100 Fast Ethernet
NS-ISG-TX2 /0 Module — 2—port 10/100/1000 Gigabit
Ethernet

Model Number Description

ISG1000 Seftware Optiens

NS-ISG-1000-VSYS-5
NS-ISG-1000-VSYS-10
NS-ISG-1000-VSYS-25
NS-ISG-1000-VSYS-50
NS-ISG-1000-GKT

VSYS upgrade 0 to 5
VSYS upgrade 5 to 10
VSYS upgrade 10 to 25
VSYS upgrade 25 to 50
GPRS firewall/VPN license

ISG2000 Seftware Optiens

NS-ISG-2000-VSYS-5
NS-ISG-2000-VSYS-25
NS-1SG-2000-VSYS-50
NS-1SG-2000-VSYS-100
NS-1SG-2000-VSYS-250
NS-1SG-2000-GKT

VSYS upgrade 0 to 5
VSYS upgrade 5 to 25
VSYS upgrade 25 to 50
VSYS upgrade 50 to 100
VSYS upgrade 100 to 250
GPRS firewall/VPN license

ISG1000 and ISG2000 Spares

NS-SYS-GBIC-MSX
NS-SYS-GBIC-MLX
NS-ISG-1000-PWR-AC
NS-ISG-1000-PWR-DC
NS-ISG-2000-PWR-AC2
NS-1SG-2000-PWR-DC2
NS-ISG-2000-Japan
NS-ISG-FAN
NS-ISG-2000-RCK-01
NS-1SG-2000-RCK—-02
NS-ISG-IPAN2
NS-ISG-2000-PPAN2

SX transceiver (mini-GBIC)

LX transceiver (mini-GBIC)

ISG1000 AC power supply

ISG1000 DC power supply

ISG2000 AC power supply

ISG2000 DC power supply

Japan power cord option

Fan module

Rack-mount kit (19 in, all mounting hardware)
Rack-mount kit (23 in, all mounting hardware)
Blank interface panel

ISG2000 blank power-supply cover
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ACAC Headquarters
Juniper Networks (Hong Kong)
26/F, Cityplaza One

1111 King's Road

Taikoo Shing, Hong Kong
Phone: 852.2332.3636

Fax: 852.2574.7803

Cerperate And Sales Headquarters
Juniper Networks, Inc.

1194 North Mathilda Avenue

Sunnyvale, CA 94089 USA

Phone: 888.JUNIPER (888.586.4737)

or 408.745.2000

Fax: 408.745.2100
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EMEA Headquarters

Juniper Networks Ireland

Airside Business Park

Swords, County Dublin, Ireland

Phone: 35.31.8903.600 Fax: 35.31.8903.601
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