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Juniper Networks Juniper Networks
NetScreen-5200 NetScreen-5400
Ff ds ¥ 8
AR E] S B L
grsie s (e Tz)® 10/8 Gbps 30/24 Gbps
et Ms (A 112 4 Gbps 12 Gbps
ZF s 13l (64H[0|E) 6MPPS 18 MPPS
AES256+SHA-1 VPN A5® 5/4 Gbps 15/12 Gbps
3DES+SHA-1 VPN A52 5/4 Gbps 15/12 Gbps
Z|C] SAl MM 29 1,000,000 2,000,000
ZEH Al A 26,500/22,000 26,500/22,000
Z|of HOF HH 4 40,000 40,000
Z|cH X2 ALKt 5= Unrestricted Unrestricted
HEST o1z
G i i

QIE{m[0|A 2HE 5%
LAN OlEfmjoA g4

2 (1 x Management, 1 x SPM)
8 Mini-GBIC (SX, LX or TX), or 2 XFP 10Gig (SR or LR)

4 (1 x Management, 3 x SPM)
8 Mini-GBIC (SX, LX or TX), or 2 XFP 10Gig (SR or LR)

g
L1|5-?-Jag—z1'§,*x|yes .................................................................................. Yes ................................................
DoS (Denial of Service) Z! DDoS (Distributed Denial of Service) xjct Yes Yes
CHHSLE mj2l BSE 9I§ TCP xS Yes Yes
FRiE 37 st Yes Yes
SYN 27| €S Yes Yes
7|gte] IP Azt Yes Yes
OI’}:’ il AR ) Yes Yes
UTM (Unified Threat Management)/Z{EHIE HQOK
|PS(Deep|nspect|ontg§}l11)Yes .................................................................................. Yes ................................................
Z2ES 0l X Yes Yes
Stateful Z2EZ MY Yes Yes
IPS/Deep Inspection /%t 22 TiE Yes Yes
2|2 URL ZlEae Yes Yes
VolIP Kot
H323ALGYes .................................................................................. Yes ................................................
SIP ALG Yes Yes
MGCP ALG Yes Yes
SCCP ALG Yes Yes
VolP Z2ZEZ2 2[5t NAT Yes Yes
IPSec VPN
§A|VPNE1'E1"' ............................................................................................ UptoZSOOOUptoZSOOO ..........................................
B QIEm[0]A® Up t0 4,095 Up t0 4,095
DES (56-Bit), 3DES (168-Bit) and AES Encryption Yes Yes
MD-5 & SHA-1 Q1= Yes Yes
£ 7|, IKE, PKI (X.509), IKEv2 (EAP X|%) Yes Yes
PFS (Perfect Forward Secrecy) (DH 15) 125 125
s 37 A Yes Yes
£1Z{ HMIA VPN Yes Yes
IPSec LH L2TP Yes Yes
IPSec NAT A&g Yes Yes
0|32+ VPN 7l0|EQ0| Yes Yes




Juniper Networks Juniper Networks
NetScreen-5200 NetScreen-5400

AR} QIS H HMA Hlof

LHZ (LH=) HIOIEIHIOfA - AFX} HIEH Up to 50,000 Up to 50,000
HIBX} AFRAL Q15 RADIUS, RSA SecurlD, and LDAP RADIUS, RSA SecurlD, and LDAP
RADIUS 0{7}2€! Yes - Start/Stop Yes - Start/Stop
XAUTH VPN 2I= Yes Yes
o 74t 215 Yes Yes
802.1X 215 Yes Yes
& BMA Mo HM X x1H Yes Yes
PKI X|
PKI?_ngiOX*(PKCS7“-IPKCS10)Yes .................................................................................. Yes ................................................
XISetE 215 SE (SCEP) Yes Yes
OCSP (Online Certificate Status Protocol) Yes Yes
CA (Certificate Authorities) X| 2/ VeriSign, Entrust, Microsoft, RSA Keon, iPlanet (Netscape) VeriSign, Entrust, Microsoft, RSA Keon, iPlanet (Netscape)
Baltimore, DoD PKI Baltimore, DoD PKI
X MY 2USM Yes Yes
THatsfe
,.IEH?I-MMA ................................................................................... ODefaultUpgradeabIetQSOOODefaultUpgradeabIetQSOO .............................
E[cf "ot = 16 Default, Upgradeable to 1,016 16 Default, Upgradeable to 1,016
Zlch 71 2IRE 5 3 Default, Upgradeable to 503 3 Default, Upgradeable to 503
Z|cHf VLAN &= 4,094 4,094
2}RE!
BGP?_IAE.jA ..................................................................................................... 128128 ................................................
BGP m|of 256 256
BGP 2?8 30,000 30,000
OSPF QIAEIA Upto8 Upto8
OSPF 2}2&! 30,000 30,000
RIP viv2 QIAEIA Upto 512 Up to 512
RIP v2 2}2E! 30,000 30,000
Dynamic Routing Yes Yes
A gie 30,000 30,000
LA 7|8 2I2E Yes Yes
H 7|gh 2lRE Yes Yes
ECMP Yes Yes
HEFHAE Yes Yes
RPF (Reverse Path Forwarding) Yes Yes
IGMP (v1, v2) Yes Yes
IGMP ZZA| Yes Yes
PIM SM Yes Yes
PIM SSM Yes Yes
IPSec E{2 L} HE[FHAE Yes Yes
IPv6
. Syn o okw,;l SynProxy s -g— 7_1 . %m ................................................................ Ye s .................................................................................. Yes ................................................
SIP, RTSP, Sun-RPC 2! MS-RPC ALG Yes Yes
0= AEH IPv4/IPv6 Bt 2 VPN Yes Yes
IPv4 2! IPv6ZIo| tH5t 2 ZH&5) Yes Yes
7IA5} (VSYS, Ot Z VR, VLAN) Yes Yes
RIPng Yes Yes
Hel mc
. Layer 5 (Tran sparent) G Ye s .................................................................................. Yes ................................................
Layer 3 (Route 2! NAT) 2= Yes Yes
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NetScreen-5200 NetScreen-5400
T et
NAT(NetworkAddressTranslatlon)Yes .................................................................................. Yes ................................................
PAT (Port Address Translation) Yes Yes
Policy-Based NAT/PAT Yes Yes
Mapped IP (MIP)® 20,000 20,000
Virtual IP (VIP) 64 Per VSYS 64 Per VSYS
MIPVIP &3} Yes Yes

DHCP, PPPoE 22|09 E No, No No, No
LHE: DHCP AH{ No No
DHCP 30| Yes Yes

Eajzl 242] QoS

Z|ci = Yes - Per Physical Interface Only Yes - Per Physical Interface Only
Ingress E2{Z! Policing No No
M Qi HE 28 No No
DiffServ O} Yes - Per Policy Yes - Per Policy
Mz Yes Yes
Ech 470 ZE7IX] 23 0{32|A0IM 8G2 SPM Only 8G2 SPM Only
HA (High Availability)
ActlveIActlveYes .................................................................................. Yes ................................................
Active/Passive Yes Yes
Redundant Interfaces 8G2 SPM Only 8G2 SPM Only
74 S713t Yes Yes
Wt 2l VPNS I8t MM S7(3t Yes Yes
2I2E HAS S5t MM mUeH Yes Yes
| 1% EX| Yes Yes
23 Fojl x| Yes Yes
ME2 HA HH 215 Yes Yes
HA Eefiz] iS5} Yes Yes
LDAP and RADIUS Server Failover Yes Yes
AlAR 22|
WebUI(HTI'PandHTI'PS)Yes .................................................................................. Yes ................................................
CLI (Command Line Interface) (2£) Yes Yes
CLI (Telnet) Yes Yes
CLI(SSH) Yes Yes
NetScreen-Security Manager Yes Yes
QIE{H|0| A0 VPN E{ES Ssll 2= 2|7 Yes Yes
AES % Yes Yes
JTL_}E' .......................................................................................................
E?E"?.'_JEII}EIIOIHH'IIOIA 3.7| ................................................................................ 8 MB ............................... o
2 2k2|X} C|O|E{H|0]A X|& RADIUS/LDAP/SecurlD RADIUS/LDAP/SecurlD
Mgt 22lxt HIE= 6 6
Root Admin, Admin 2! Read Only At2X} £+ Yes Yes
ATEQN Faol= Yes Yes

74 (Configuration) St Yes Yes
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NetScreen-5200 NetScreen-5400
EZ/ELEE
Syslog(l:l%le-I)Yes .................................................................................. Yes ................................................
e-HY (270 F2) Yes Yes
NetlQ WebTrends Yes Yes
SNMP (v2) Yes Yes
SNMP Fi/3t&s MIB Yes Yes
Traceroute Yes Yes
VPN Ef2 ZL|E Yes Yes
QI S2HA|
xj}ﬂ ....... Elxl ................................................................. Supports 1280r512MB|ndusmal GradeSanD|skSupports1280r5‘|2MB|ndustr|aIGradeSanD|sk ..................

OHIE 27 LA Yes Yes
AAH! Hm|eo|M ASZE Yes Yes
ScreenOS Software Yes Yes
37| % 3¢
Dlmenslons(WXHXD) ............................................................................. 175x34x20|n175)<86x14|n .......................................

27| (Weight)

o OREY

Y TR (AC)
A Z5ER| (DC)

(44.5X 8.6 X50.8 cm)
371b/17 kg
Yes, 2U’s
Yes, Redundant, 100-240 VAC
Yes, Redundant, -36 to -60 VDC

(445X 21.8 X 35.6 cm)
451b/20 kg
Yes,5U’s
Yes, Redundant, 100-240 VAC
Yes, Redundant, -36 to -60 VDC

Zf F 2= 472 BTU/Hour (W) 943 BTU/Hour (W)
AZ
. 9_!’5_1 ?_% .................................................................................. UL CUL CSA CBAustel NEBS Leve|3 ................................. UL CU L CSACB Austel NE BSLeve|3 ........................
EMC 215 FCC Class A, CE Class A, C-Tick, VCCI Class A FCC Class A, CE Class A, C-Tick, VCCI Class A
NEBS Yes Yes
MTBF (Bellcore 2&) 7.9 Years 7.0 Years
LIRS
- CC (Comm on Cntena) . EAL4 '3-4 EAL4+ ................................................... Y es MGT2/ 8G2 / 2xGE ...................................................... Yes MGT2 / 8G2 /2xGE ..................................
FIPS 140-2 : Level 2 Yes, MGT2/8G2 / 2XGE Yes, MGT2/8G2 / 2XGE
ICSA Firewall and VPN Yes Yes
xs s
75,%._5 .................................................................. eSO 50 S i
HIZS 2= -4’ t0 158°F (-20° to 70°C) -4°t0 158°F (-20° to 70°C)
& 10 to 90% Noncondensing 10 to 90% Noncondensing

(1) 4] A5, 45 2 7]5-2 Screen 0S 6.18 A= A|AES 7]—1r2i 3R oR, MR olifo] §low o A9l HAE 2704 S8 Hoghs 53
NetScreen-5000 Z#Ef| A A YE|= ScreenOs H A o| tfgh HA| H2-2 U5 Y| ELA2] CSC (Customer Support Center) (http:/[www juniper.net/customers/support)

@ BA Yok e w2 AT A 2XCEA, W2 A=

() B2 7P Aol A -y

(4) IPS/Deep Inspection U7 Y| E Aol W & QI3 &l
(65) %= W7 9 LY Redirect Web Filtering & Eef & B2 /d\ﬂoﬂ
6) 713 A28 7] elo] BRFLE 7t 7M AL 7 B b
(7)NAT, PAT, %2 7]4} NAT, 71} IP, vjs €] 1P, 74} A28, 714 E}Tﬁ VLAN, OSPF, BGP, RIPv2, ActivelActive HA % IP 54 B2 Layer 2 £ 2E
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Juniper Networks NetScreen-5200 A|AE!
NS-5200 NS-5200 AJAE), SPM = MGT 25 21, M E2{0] =3,
0F AC H ZZHR|, 19" 2 O}RE, 0VSYS
NS-5200-DC NS-5200 A|AE) SPM == MGT 2E S W Eajj0| =3},

0|5 DC TH S=ER|, 19" 24 0R2E, 0VSYS
F A MAR RS 2BHME MGT2 % SPM 252 F715HIAIR.

Juniper Networks NetScreen-5400 A|AE

NS-5400 NS-5400 AJAE, SPM &= MGT 25 g1, M Eajo| 3,
3xAC XY ZI&R| 19" 2 0I2E, 0VSYS
NS-5400-DC NS-5400 AJAE, SPM = MGT 25 912, M Eo] 23,

3xDC F B3|, 19" 2 OtRE, 0 VSYS
T A AAR TES 2fsiM= MGT2 U SPM 2EE F715HIAL.

Juniper Networks NetScreen-5000 Series
- FA| AlAE TE0| LR 74 24

NS-5000-MGT2 Management Module 2
NS-5000-2XGE 2 x 10GigE Secure Port Module (SPM)
- AL ZHER 21
NS-5000-8G2 8 x GigE Secure Port Module 2 (SPM)
-8 x E2AH (SX) =&t
NS-5000-8G2-TX 8 x GigE Secure Port Module 2 TX (SPM)
- 8 x Gig Copper E2HA|H =&t
NS-5000-MGT3* Management Module 3
NS-5000-2XGE-G4* 2 x 10GigE Secure Port Module (SPM)
- ERlA 7} ZREX| =
NS-5000-8G2-G4* 8 x GigE Secure Port Module (SPM)

-8 x EAAH (SX) =&t

NS-5000-8G2-G4-TX* 8 x GigE Secure Port Module (SPM)
- 8 x Gig Copper EZHA|H Z&}

Juniper Networks NetScreen-5000 Series
- 74 AA" HT#ol=

NS-5000-VSYS-5 VSYS Upgrade 0 -5
NS-5000-VSYS-25 VSYS Upgrade 5 - 25
NS-5000-VSYS-50 VSYS Upgrade 25 - 50

NS-5000-VSYS-100 VSYS Upgrade 50 - 100
NS-5000-VSYS-250 VSYS Upgrade 100 - 250
NS-5000-VSYS-500 VSYS Upgrade 250 - 500
NS-5000-VSYS VSYS Upgrade 0 - 500

*NS-5000-MGT3, NS-5000-2XGE-G4, NS-5000-8G2-G4, NS-5000-8G2-G4-TX 252 ScreenOS
Version 6.1 o|4fe] &5} o[ M| ] Ei SPM B E80] BTk NS5000
Series 4H]9} 341 4] B 58 ] 75 she AL WHEA] H4 G4 SPM BES 1R

Fslok ik

24 Bi5

a9

Juniper Networks NetScreen-5000 Series - 2HA||A{2]

NS-SYS-GBIC-MSX
NS-SYS-GBIC-MLX
NS-SYS-GBIC-MXSR
NS-SYS-GBIC-MXLR

SX E2HA|H (Mini-GBIC)
LX E2HA|H (Mini-GBIC)
XFP 10GigE EZHA|H Short Range (SR) (300m)
XFP 10GigE E2iA|H Long Range (LR) (10km)

Juniper Networks NetScreen-5200 Series - 774 Q4

NS-5200-CHA
NS-5200-PWR-AC
NS-5200-PWR-DC
NS-5200-FAN

NetScreen-5200 AHA|
NetScreen-5200 AC A ZZAIR|
NetScreen-5200 DC %9 ZS&|
NetScreen-5200 M 0Al=z|

Juniper Networks NetScreen-5400 Series - 714 QA

NS-5400-CHA
NS-5400-PWR-AC
NS-5400-PWR-DC
NS-5400-FAN

NetScreen-5400 AA|
NetScreen-5400 AC Zi9d ZZEA|
NetScreen-5400 DC %9 ZE&K|
NetScreen-5400 I o{Mi=E2|
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