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SRX5600 SERVICES GATEWAY

Specifications

SRX5800 SERVICES GATEWAY

Maximum Performance and Capacity?

Tested configuration to achieve performance, capacities and features listed below:
SRX5600 chassis equipped with four (4) SPCs and two (2) I0Cs

SRX5800 chassis equipped with eight (8) SPCs and four (4) I0Cs

Junos OS version tested Junos OS 101 Junos OS 10.1
Firewall performance (max) 60 Gbps 120 Gbps
Firewall performance (IMIX) 20 Gbps 45 Gbps
Firewall packets per second (64 bytes) 7 Mpps 15 Mpps
Maximum AES256+SHA-1 VPN performance 15 Gbps 30 Gbps
Maximum 3DES+SHA-1 VPN performance 15 Gbps 30 Gbps
Maximum IPS performance 15 Gbps 30 Gbps
Maximum concurrent sessions 9 Million 10 Million
New sessions/second (sustained, tcp, 3way) 350,000 350,000
Maximum security policies 80,000 80,000
Maximum user supported Unrestricted Unrestricted
Network Connectivity
Max |mumava,lab[e SlOtSfor | OC S ................................................ 5 .................................................................. 11 .................................................................
LAN interface options 40 x 1-Gigabit Ethernet SFP 40 x 1- Gigabit Ethernet SFP

4 x 10-Gigabit Ethernet XFP (SR or LR)
16 x 1-Gigabit Ethernet Flex IOC
4 x 10-Gigabit Ethernet XFP Flex IOC

4 x 10-Gigabit Ethernet XFP (SR or LR)
16 x 1-Gigabit Ethernet Flex I0C
4 x 10-Gigabit Ethernet XFP Flex IOC

Processing Scalability

Maximum available slots for SPCs 5

SPC options Dual CPU with 8 GB total memory

Dual CPU with 8 GB total memory

2 Performance, capacity and features listed are based on systems runninng Junos OS 10.1 and are measured under ideal testing conditions. Actual results may vary based on Junos OS releases

and by deployments.



Firewall
Networ k a tta deEtectlo n .......................................................... yes ............................................................... yes ..............................................................
DoS and DDoS protection Yes Yes
TCP reassembly for fragmented packet protection Yes Yes
Brute force attack mitigation Yes Yes
SYN cookie protection Yes Yes
Zone-based IP spoofing Yes Yes
Malformed packet protection Yes Yes
IPsec VPN
s|te_to_s|te tunnels .................................................................. 10000 .......................................................... 10000 .........................................................
Tunnel interfaces 10,000 10,000
DES (56-bit), 3DES (168-bit), and AES encryption Yes Yes
MD5 and SHA-T authentication Yes Yes
Manual key, IKE, PKI (X.509) Yes Yes
Perfect forward secrecy (DH groups) 1,2,5 1,2,5
Prevent replay attack Yes Yes
Remote access VPN Yes Yes
Redundant VPN gateways Yes Yes

Intrusion Prevention System

Active/active traffic monitoring Yes Yes

Stateful protocol signatures Yes Yes

Attack detection mechanisms Stateful signatures, protocol anomaly Stateful signatures, protocol anomaly
detection (zero-day coverage), application detection (zero-day coverage), application
identification identification

Attack response mechanisms Drop connection, close connection, Drop connection, close connection,
session packet log, session summary, email session packet log, session summary, email

Attack notification mechanisms Structured syslog Structured syslog

Worm protection Yes Yes

Simplified installation through recommended policies Yes Yes

Trojan protection Yes Yes

Spyware/adware/keylogger protection Yes Yes

Other malware protection Yes Yes

Application denial of service protection Yes Yes

Protection against attack proliferation from infected systems Yes Yes

Reconnaissance protection Yes Yes

Request and response side attack protection Yes Yes

Compound attacks—combines stateful signatures and protocol Yes Yes

anomalies

Create custom attack signatures Yes Yes

Access contexts for customization 500+ 500+

Attack editing (port range, other) Yes Yes

Stream signatures Yes Yes

Protocol thresholds Yes Yes

Stateful protocol signatures Yes Yes

Approximate number of attacks covered 6,000+ 6,000+

Detailed threat descriptions and remediation/patch info Yes Yes

Create and enforce appropriate application-usage policies Yes Yes

Attacker and target audit trail and reporting Yes Yes

Frequency of updates Daily and emergency Daily and emergency




GPRS Security
GPRS stateful firewall Yes Yes
GTP tunnels 1,000,000 1,000,000

Destination Network Address Translation

Destination NAT with PAT Yes Yes
Destination NAT within same subnet as ingress interface IP Yes Yes
Destination addresses and port numbers to one single address Yes Yes
and a specific port number (M:1P)

Destination addresses to one single address (M:1) Yes Yes
Destination addresses to another range of addresses (M:M) Yes Yes

Source Network Address Translation

Static Source NAT - IP-shifting DIP Yes Yes
Source NAT with PAT - port-translated Yes Yes
Source NAT without PAT - fix-port Yes Yes
Source NAT - IP address persistency Yes Yes
Source pool grouping Yes Yes
Source pool utilization alarm Yes Yes
Source IP outside of the interface subnet Yes Yes
Interface source NAT - interface DIP Yes Yes
Oversubscribed NAT pool with fallback to PAT when the address Yes Yes
pool is exhausted

Symmetric NAT Yes Yes
Allocate multiple ranges in NAT pool Yes Yes
Proxy ARP for physical port Yes Yes
Source NAT with loopback grouping - DIP with loopback grouping  Yes Yes

User Authentication and Access Control

Built-in (internal) database Yes Yes
RADIUS accounting Yes Yes
Web-based authentication Yes Yes

Public Key Infrastructure (PKI) Support

PKI certificate requests (PKCS 7 and PKCS 10) Yes Yes
Automated certificate enrollment (SCEP) Yes Yes
Certificate authorities supported Yes Yes
Self-signed certificates Yes Yes
Virtualization
Maxmumnumberofsecuntyzones ............................................. 256512 ..............................................................
Maximum number of virtual routers 500 500
Maximum number of VLANs 4096 4096
Routing
- BGP mstances .......................................................................... 128 ............................................................... 12 8 ..............................................................
BGP peers 2,000 2,000
BGP routes 1,000,000% 1,000,000%
OSPF instances 400 400
OSPF routes 1,000,000% 1,000,000%
RIP v1/Vv2 instances 50 50
RIP v2 table size 30,000 30,000
Dynamic routing Yes Yes

* Maximum number of BGP and OSPF routes recommended is 100,000.



SRX5600 SRX5800

Routing (continued)

Static routes Yes Yes
Source-based routing Yes Yes
Policy-based routing Yes Yes
Equal cost multipath (ECMP) Yes Yes
Reverse path forwarding (RPF) Yes Yes
IP Address Assignment
. Stat ,C ..................................................................................... Yes ............................................................... Yes ..............................................................
Dynamic Host Configuration Protocol (DHCP) Yes Yes
Internal DHCP server Yes Yes
DHCP relay Yes Yes

Traffic Management Quality of Service (QoS)

Maximum bandwidth Yes Yes
RFC2474 IP Diffserv in IPv4 Yes Yes
Firewall filters for COS Yes Yes
Classification Yes Yes
Scheduling Yes Yes
Shaping Yes Yes
Intelligent Drop Mechanisms (WRED) Yes Yes
Three level scheduling Yes Yes
Weighted round robin for each level of scheduling Yes Yes
Priority of routing protocols Yes Yes
Traffic management/policing in hardware Yes Yes

High Availability (HA)

- Act |V e/ passwe act.\,e/ac twe ...................................................... yes ............................................................... yes ..............................................................
Low impact chassis cluster upgrades Yes Yes
Configuration synchronization Yes Yes
Session synchronization for firewall and IPsec VPN Yes Yes
Session failover for routing change Yes Yes
Device failure detection Yes Yes
Link and upstream failure detection Yes Yes
Dual control links Yes Yes
Interface link aggregation Yes Yes

Management

. WEbU| (HTTP and HTTP 5) ........................................................ yes ............................................................... yes ..............................................................
Command line interface (console) Yes Yes
Command line interface (telnet) Yes Yes
Command line interface (SSH) Yes Yes
Network and Security Manager version 2008.1 or later Yes Yes

Administration

- Loca[ admm |5tr ator d atabase Sup port ......................................... Yes ............................................................... Yes ..............................................................
External administrator database support Yes Yes
Restricted administrative networks Yes Yes
Root admin, admin, and read only user levels Yes Yes
Software upgrades Yes Yes
Configuration rollback Yes Yes




SRX5600 SRX5800

Logging/Monitoring

Structured syslog Yes Yes
SNMP (v2) Yes Yes
Traceroute Yes Yes

Dimensions and Power

Dimensions (W x H x D) 17.5x14 x23.8in 17.5x27.8 x23.5in
(44.5%35.6 x 60.5 cm) (44.5x70.5x59.7cm)
Weight Fully Configured: 180 b / 81.7 kg Fully Configured: 334 b /151.6 kg
Power supply (AC) 100 to 240 VAC 200 to 240 VAC
Power supply (DC) -40 to -60 VDC -40 to -60 VDC
Maximum power draw 2,800 watts 5,100 watts
Certifications
. Safetyce rt mc at |on 5 ................................................................... Yes ............................................................... Yes ..............................................................
Electromagnetic Compatibility (EMC) certifications Yes Yes
NEBS Level 3 Yes Yes

Security Certifications

Common Criteria : EAL3 Yes Yes

Operating Environment

Operating temperature 32°t0104°F 329t0104°F
0°to 40°C 0°to 40°C
Humidity 5% to 90% noncondensing 5% to 90% noncondensing
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Ordering Information

MODEL NUMBER DESCRIPTION

Base Systems

SRX5600BASE-AC

SRX5600BASE-DC

SRX5800BASE-AC

SRX5800BASE-DC

AC SRX5600 chassis, includes RE, SCB, 2 AC
power supplies

DC SRX5600 chassis, includes RE, SCB, 2 DC
power supplies

AC SRX5800 chassis, includes RE, 2xSCB, 3 AC
power supplies

DC SRX5800 chassis, includes RE, 2xSCB, 2
DC power supplies

SRX5000 Line Components

SRX5K-5CB
SRX5K-RE-13-20

SRX5K-SPC-2-10-40
SRX5K-4XGE-XFP

SRX5K-40GE-SFP

SRX5K-FPC-I0C

SRX-IOC-16GE-TX

SRX-IOC-16GE-SFP

SRX-IOC-4XGE-XFP

SRX5K-IOC-BLANK

SCB SRX5000 line Switch Control Board

SRX5000 line Routing Engine, 1.3 GHz,
2 GBDRAM

SRX5000 line Service Processing Card

4x10 Gigabit XFP Ethernet 1/0 Card for the
SRX5000 line, no transceivers

40x1 Gigabit SFP Ethernet I/0 Card for the
SRX5000 line, no transceivers

SRX5000 line Flex IOC — supports 2 pluggable
port modules

SRX5000 line Flex I0C 16-port 10/100/1000
Ethernet module

SRX5000 line Flex IOC 16-port SFP Ethernet
module, no transceivers

SRX5000 line Flex I0C 4x10 Gigabit XFP
Ethernet module, no transceivers

Blank Panel for SRX5K-FPC-IOC

Transceivers

SRX-SFP-1GE-LH

SRX-SFP-1GE-LX

SRX-SFP-1GE-SX

SRX-SFP-1GE-T

SRX-XFP-10GE-SR

SRX-XFP-10GE-LR

SRX-XFP-10GE-ER

Small form factor pluggable T000BASE-LH
Gigabit Ethernet optic module

Small form-factor pluggable 1000BASE-LX
Gigabit Ethernet Optic Module

Small form-factor pluggable T000BASE-SX
Gigabit Ethernet Optic Module

Small form-factor pluggable 1000BASE-T
Gigabit Ethernet Module (uses Cat 5 cable)

10-Gigabit Ethernet pluggable transceiver,
short reach multimode

10-Gigabit Ethernet pluggable transceiver,
10 Km, single mode

10-Gigabit Ethernet pluggable transceiver,
40 Km, single mode

MODEL NUMBER DESCRIPTION

IPS Subscription

SRX5K-IDP One year IPS signature subscription
SRX5K-IDP-3 Three year IPS signature subsciption
SRX5K-IDP-3-R Three year IPS signature subscription renewal
SRX5K-IDP-R One year IPS signature subscription renewal

Power Cords

CBL-M-PWR-RA-AU AC power cord, Australia (SAA/3/15), C19,
15A/7250V, 2.5 m, Right Angle

AC power cord, China (GB 2099.1-1996, Angle),
C19,16 A/250 V, 2.5 m, Right Angle

CBL-M-PWR-RA-CH

CBL-M-PWR-RA-EU AC power cord, Cont. Europe (VII), C19,

16 A/250 V, 2.5 m, Right Angle

AC power cord, Italy (1/3/16), C19,
16 A/250V, 2.5 m, Right Angle

AC power cord, Japan (NEMA LOCKING), C19,
20 A/250V, 2.5 m, Right Angle

CBL-M-PWR-RA-TWLK-US  AC power cord, US (NEMA LOCKING), C19,
20 A/250 V, 2.5 m, Right Angle

AC power cord, UK (BS89/13), C19,
13 A/250V, 2.5 m, Right Angle

AC power cord, USA/Canada (N6/20), C19,
20 A7250V, 2.5 m, Right Angle

AC power cable, JIS 830315 A/125V
2.5 m length for Japan, Right Angle

AC power cable, NEMA L5-15P (twist lock)
15 A/125V 2.5 m length for U.S., Canada, and
Mexico, Right Angle

AC power cable, NEMA 5-1515A/125V,2.5m
length for North America, parts of South

America, parts of Central America, parts of
Africa, and parts of Asia, Right Angle

CBL-M-PWR-RA-IT

CBL-M-PWR-RA-JP

CBL-M-PWR-RA-UK

CBL-M-PWR-RA-US

CBL-PWR-RA-JP15

CBL-PWR-RA-TWLK-US15

CBL-PWR-RA-USI5
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