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Unified Threat Management®

IPS (Deep Inspection firewall)  Yes
‘ Protocol anomaly detection Yes
— . Stateful protocol signatures Yes
m*f;‘f.':r e [ [ | o] IPS/DI attack pattern obfuscation Yes
Antivirus Yes
SSG140 Signature database 200,000+
Protocols scanned POP3, HTTP, SMTP,
IMAP, FTP, IM
A|‘° b Anti-spyware Yes
o Anti-adware Yes
Maximum Performance and Capacity" Anti-keylogger Yes
Screen0S® version tested Screen0S 6.2 Instant message AV Yes
Firewall throughput (large packets) 350+ Mbps Anti-spam Yes
Firewall throughput (IMIX)? 300 Mbps Integrated URL filtering Yes
Firewall packets per second (64 byte) 100,000 PPS External URL filtering" Yes
Advanced Encryption Standard (AES) 256+SHA-1 100 Mbps VolIP Security
VPN throughp?ut H.323. Application-le\)el gateway (ALG)  Yes
3DE.S encryption +SHA-1 VI.’N throughput 100 Mbps SIPALG Yes
MaX|mum' concurrent sessions 48,000 MGCP ALG Yes
New. sessmns/sejcond- . 8,000 SCCPALG Yes
Max!mum security policies ! '00_0 Network Address Translation (NAT) for VoIP protocols Yes
Maximum users supported Unrestricted
— IPsec VPN
Network Connectivity : . : . :
Fixed /0 o '  exi0/100, Concurrent VPN tunnels 500
2x10/100/1000 Tunnel interfaces 50
. i -bi i Yes
Physical Interface M'odule (PIM) s.lots 4 ﬁEg_i?ﬁgﬁ;'Z’égfzsb:}bi?Es encryption
Modular WAN/LAN interface options 2xT1, 2xE1, 2xSerial, L
(PIMs/uPIMs) 1xISDN BRI S/T MD-5 and SHA-1 authentication Yes
SFP, 10/100/1000 Manual key, Internet Key Exchange (IKE), Yes
- IKEv2 with EAP public key infrastructure
Fi rewaLl o , - - (PKI) (X.509)
Network attack detection Yes Perfect forward secrecy (DH Groups) 1,25
DoS and DDoS protection Yes Prevent replay attack Yes
TCP reassembly for fragmented packet protection Yes Remote access VPN Yes
Brute force attack mitigation Yes Layer 2 Tunneling Protocol (L2TP) within IPsec Yes
SYN cookie protection Yes IPsec Network Address Translation (NAT) traversal Yes
Zone-based IP spoofing Yes Auto-Connect VPN Yes
Malformed packet protection Yes Redundant VPN gateways Yes
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User Authentication and Access Control

Encapsulations (7|2

Built-in (internal) database user limit 250

Third-party user authentication RADIUS, RSA SecurelD,
LDAP

RADIUS Accounting Yes - start/stop

XAUTH VPN authentication Yes

Web-based authentication Yes

802.1X authentication Yes

Unified Access Control (UAC) enforcement Yes

point

PKI Support

PKl certificate requests (PKCS 7and PKCS 10) Yes

Automated certificate enrollment (SCEP) Yes

Online Certificate Status Protocol (OCSP) Yes

Certificate Authorities supported

Verisign, Entrust,
Microsoft, RSA Keon,
iPlanet (Netscape)
Baltimore, DOD PKI

Multilink Frame Relay [MLFR) (FRF 15, FRF 16) Yes
MLFR max physical interfaces 4
HDLC Yes

IPv6

Dual stack IPv4/IPvé firewall and VPN Yes
IPv4 to/from IPvé translations and Yes
encapsulations

Syn-Cookie and Syn-Proxy DoS Attack Yes
Detection

SIP, RTSP, Sun-RPC, and MS-RPC ALG’s Yes
RIPng Yes
BGP Yes
Transparent mode Yes
NSRP Yes
DHCPvé Relay Yes
Mode of Operation

Layer 2 (transparent) mode® Yes
Layer 3 (route and/or NAT) mode Yes
Address Translation

Network Address Translation (NAT) Yes
Port Address Translation (PAT) Yes
Policy-based NAT/PAT (L2 and L3 mode) Yes
Mapped IP (MIP) (L3 mode) 1,500
Virtual IP (VIP) (L3 mode) 16
MIP/VIP Grouping (L3 mode) Yes
IP Address Assignment

Static Yes
Dynamic Host Configuration Protocol Yes
(DHCP), Point-to-Point Protocol over

Ethernet (PPPoE] client

Internal DHCP server Yes
DHCP relay Yes

Traffic Management Quality of Service (QoS)

Guaranteed bandwidth
Maximum bandwidth

Ingress traffic policing
Priority-bandwidth utilization
Differentiated Services marking

Yes - per policy
Yes - per policy
Yes
Yes
Yes - per policy

Self signed certificates Yes
Virtualization
Maximum number of security zones 40
Maximum number of virtual routers 6
Bridge groups* Yes
Maximum number of VLANs 100
Routing
BGP instances 6
BGP peers 24
BGP routes 2,048
OSPF instances 3
OSPF routes 2,048
RIPv1/v2instances 64
RIP v2 routes 2,048
Static routes 2,048
Source-based routing Yes
Policy-based routing Yes
Equal-cost multipath (ECMP) Yes
Multicast Yes
Reverse Forwarding Path (RFP) Yes
Internet Group Management Protocol Yes
(IGMP) (v1, v2)
IGMP Proxy Yes
Protocol Independent Multicast (PIM) Yes
single mode
PIM source-specific multicast Yes
Multicast inside IPsec tunnel Yes
Encapsulations
Point-to-Point Protocol (PPP) Yes
Multilink Point-to-Point Protocol (MLPPP) Yes
MLPPP max physical interfaces 4
Frame relay Yes

* Ha|X| 252 Screen0S 6.0 0[AQ| uPIM Alof| A2t X|2

High Availability (HA)

Active/active - L3 mode

Active/passive - Transparent &L3mode
Configuration synchronization

Session synchronization for firewalland VPN
Session failover for routing change
VRRP

Device failure detection

Link failure detection

Authentication for new HA members
Encryption of HA traffic

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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System Management

WebUI (HTTP and HTTPS) Yes

Command line interface (console) Yes

Command line interface (telnet) Yes

Command line interface (SSH) Yes - v1.5and v2.0
compatible

Network and Security Manager (NSM) Yes

All management via VPN tunnel on any Yes

interface

Rapid deployment No

Administration

Local administrator database size 20

External administrator database support RADIUS, RSA SecurelD,

LDAP
Restricted administrative networks 6
Root Admin, Admin, and Read Only user Yes

levels
Software upgrades

Configuration roll-back

TFTP, WebUI, NSM, SCP,

USB
Yes

Dimensions and Power
Dimensions (W x H x D)

175x1.8x15in
(44.5x4.5x%38.1 cm)

Logging/Monitoring

System log (multiple servers)

Yes - up to 4 servers

Weight 10.2 b (4.63 kg)

Rack mountable Yes, 1RU

Power supply (AC) 100-240 VAC,

AC Input line frequency
50 Hz or 60 Hz
AC system current

rating 2 A

Maximum thermal output 580 BTU/hour (170 W)

Noise Level 48.8dB

Certifications

Safety certifications UL, CUL, CSA, CB

Electromagnetic compatibility FCC class B,

(EMC) certifications CEclassB

Network Equipment Building No

System (NEBS)

Mean time between failures (MTBF) 16 years

(Bellcore model)

Security Certifications

Common Criteria: EAL4 Future

FIPS 140-2: Level 2 Future

ICSA Firewalland VPN Yes

Email (2 addresses) Yes
NetlQ WebTrends Yes
SNMP (v2) Yes
SNMP full custom MIB Yes
Traceroute Yes
VPN tunnel monitor Yes
External Flash

Additional log storage USB 1.1
Event logs and alarms Yes
System configuration script Yes
Screen0S Software Yes

Operating Environment

Operating temperature
Non-operating temperature

Humidity

32 t0122° F(0° to 50° C)
-4 10158 F
(-20° to 70° C

10% to 90% noncondensing
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Model Number Description
SSG 140
SSG-140-SB SSG140 with 256 MB memory, 0 PIM cards,
AC power
5SG-140-SH SSG140 with 512 MB memory, 0 PIM cards,
AC power

SSG1401/0 Options
JX-1BRI-ST-S
JX-2E1-RJ48-S
JX-2T1-RJ48-S

1-port ISDN BRI S/T PIM
2-port E1 PIM with integrated CSU/DSU
2-port T1 PIM with integrated CSU/DSU

JX-2Serial-S 2-port Serial PIM

JX-1ADSL-A-S 1-port ADSL 2/2+ Annex A PIM

JX-1ADSL-B-S 1-port ADSL 2/2+ Annex B PIM

JX-2SHDSL-S 1-port G.SHDSL PIM

JXU-6GE-SFP-S 6-port SFP Gigabit Ethernet Universal PIM*

JXU-1SFP-S 1-port SFP 100 Mbps or Gigabit Ethernet
Universal PIM* (SFP sold separately)

JXU-8GE-TX-S 8-port Gigabit Ethernet 10/100/1000 Copper
Universal PIM*

JXU-16GE-TX-S 16-port Gigabit Ethernet 10/100/1000 Copper
Universal PIM*

Model Number
Unified Threat Management/Content Security
(High Memory Option Required)

NS-K-AVS-SSG140

NS-DI-SSG140

NS-SPAM-S5G140

NS-WF-SSG140

NS-RBO-CS-SSG140 Remote Office Bundle (AV, IPS, WF)

NS-SMB-CS-55G140 Main Office Bundle (AV, IPS, WF, AS)

Description

Antivirus (anti-spyware, anti-phishing)
IPS (Deep Inspection)

Anti-spam

Web filtering

*UPIME Screen0S 6.0 0|0l A2t X9

SSG140 Memory Upgrades, Spares and Communications Cables

SSG-100-MEM-512 512 MB DIMM Memory upgrade
CBL-JX-PWR-AU Power Cable, Australia
CBL-JX-PWR-CH
CBL-JX-PWR-EU
CBL-JX-PWR-IT
CBL-JX-PWR-JP
CBL-JX-PWR-UK
CBL-JX-PWR-US
JX-Blank-FP-S
JX-CBL-EIA530-DTE
JX-CBL-RS232-DTE
JX-CBL-RS449-DTE
JX-CBL-V35-DTE 35 cable (DTE)
JX-CBL-X21-DTE X.21 cable (DTE)

Power Cable, China
Power Cable, Europe

Power Cable, Japan
Power Cable, UK
Power Cable, US
Blank I/0 plate
EIA530 cable (DTE)
RS232 cable (DTE)
RS449 cable (DTE)

L

L
Power Cable, Italy

L

L
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Corporate And Sales Headquarters
Juniper Networks, Inc.

1194 North Mathilda Avenue
Sunnyvale, CA 94089 USA

Phone: 888.JUNIPER (888.586.4737)
or 408.745.2000

Fax: 408.745.2100

APAC Headquarters
Juniper Networks (Hong Kong)
26/F, Cityplaza One

1111 King's Road

Taikoo Shing, Hong Kong
Phone: 852.2332.3636

Fax: 852.2574.7803
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EMEA Headquarters

Juniper Networks Ireland

Airside Business Park

Swords, County Dublin, Ireland

Phone: 35.31.8903.600 Fax: 35.31.8903.601
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