Day One: Deploying Junos Finishing Touches

Pre-Deployment Checklist

NTP

Device IP added to Syslog Server
Redundant NTP
Delivery

Junos NTP Server

[show ntp associations]
SNMP

Version
Community
Authentication

Privacy

[show ntp statistics]
Syslog

Device IP added to Syslog Server
Source address set in Junos
Logging level

Facilities

Year/Millisecond specified

Syslog server receiving logs with
correct level and facility

AAA

Root password set

Second superuser created
Classes linked to VendorID 1
AAA Server

AAA Accounting enabled

Test logins work with correct permissions

Transactions logged with AAA server
Securing Device Management

Telnet
http
SSH Version

Firewall Filter

[Show firewall log]

[show firewall filter <filter name>] .
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Output as expected
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Read Only
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None/NA

Output as expected

Yes
Yes
Yes
RADIUS

Yes

1
Local Subnet
Output as expected

Output as expected
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Multicast
No

2c
Read-Write
MDS

AES

No
No
“Tuned”
“Tuned”

No
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