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Legal Disclaimer:
This statement of product direction (formerly called“roadmap”) sets forth

Juniper Networks' current intention, and is subject to change at any time
without notice. No purchases are contingent upon Juniper Networks delivering
any feature or functionality depicted on this statement.

I ———— e .



o

NETWORK

JUNIF

Juniper Network, K.K.



Training Outline "JUNOS Basic”

No—Z=>20RE (Fi¥)

21 7)\—Ry NI —DXESHIT P.6

JUNOS & (& P13
BEAEMNSHZIUNOSD ) RINF—2 P.25
N—Z27 - T)\AANDF7 T RF5E 22D
CLIE— R &ERE— REIDIZE P.39
JUNOS CLI#4F ~OperationalE— k~ P.46
JUNOS CLI#%{E ~ConfigurationE®— R~ P.65
JUNOS= R LNESTE P.82
JUNOS- 245 J 1 — REHIE P.90
JUNOSHRIISESTE P.98
Firewall FilterdDs%iE P.102
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Training Outline Service Gateway “SRX"” course

No—Z=>20RE (&%)

Juniper SRX> U — XRIREBNT P.110

LAB.1 JUNOSDERIIRIEIE - 527 P.120
LAB.2 FirewallD:%E P.132

LAB.3 NATD:%E P.152

LAB.4 Chassis Cluster®s%iE P172

TIPs to be JUNQOS Experts P.207
EFLEH P.232

Appendix A: Chassis Cluster Deep Dive P.236
Appendix B: IPsec VPNDEE P.250
Appendix C: NAT pool options P.266
Appendix D: Security Logging P.270
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Conwiect everything.
Efpowesfeveryone.

"Ju'niper Networks_y\'ﬁlgounded on a simple but incredibly powerful
vision for the fgtyf’re’ of the network: “Connect everything. Empower
everyone.” Thi§lidealdS the commitment of the company and the

dbnl

mission thatidrives’every Juniper colleague every day.

1996-2016

20 YEARS OF INNOVATION
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Grow Revenue Faster than the Market
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PTX5000 EX4600 QFX3600 SRX3600
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JUNOS: THE POWER OF ONE

Integrated Architecture

Datacenter Service Gateway Universal Edge Router Datacenter Fabric Switch

SRX series MX series QF X series

.........................
CRLARBA BN S5 55 25 35 55 S5 B S B I

LH'” “E

.r o)
Ill!llllllllllf

i

o ‘I' w10 (A :
g i :
IS 4 el i |3 . :
S fh i { {EI:C-'.‘I{}.‘,E'i":

i e = e T L YO R e | :

- = | -~




JUNOS: THE POWER OF ONE

Integrated Architecture

Branch Service Gateway Campus Ethernet Switch

SRX series EX series




JUNOS & (&




multiple operating systems vs. ONE approach
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THE POWER OF ONE
LEARN ONCE, INTEGRATE ONCE, QUALIFY ONCE

TSV hJ A —AIEHEE
Routing
Layer 2 Switching

Class of Service ® /\—X A R—2%> b

IPv4 and IPv6 Kernel and pKernel

Etc:-- Chassis Management (chassisd)

IP Services (Telnet, SSH, NTP)
Network Management

— (AAA, CLI/mgd, XML/DMI, syslogd)

Cross-Portfolio Commonality

BGP/MPLS Control Plane
End-to-end Security
In-network Automation
— | TSy N T — B
SDK and Licensing of Junos Advanced Security (SRX)

Virtual Chassis Fabric (QFX)

etc,etc--- = MPLS/EVPN (MX)
‘ = ISSU (MX&EX9k)
= Etc
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Scale and Performanceé

» ZPlanelCBITBD/\ T A - > X %=BHR

» OBV TA -V RETNTNDHRETHIZILT
MFEIT D ENTIEEIC

Resilient

IR UTEARL—2 3>
» Routing Engine (RE)
» Packet Forwarding Engine (PFE)
» RIEICH TR ESEXFTRAT S 3 > ZEENEN(CIEE

Routing

Packet

Forwarding
Engine
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EVOLUTION OF ONE ARCHITECTURE

t=>1->5—48
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Scalable

Up: multi-core & 64-bit
» Down: E2215—C2&DN\wo—2>20

. ““\
Interface
Security

I

Open
Hardware Abstraction Layer
= Automation APIs & Junos SDK

PFE Microkernel

arawar Stractl

Data Plane
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Planned Maintenance NETIEBW
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Hardware and
software upgrades

Junos
Automation

Human Factors

« KD TCIUNOSIFIOST A U7RCLI & (FARAEY (C R

Configuration changes _ Y
that negatively impact 5770:] }%TK}EH
network performance —  <GEFEAERICLI>

LERD70%MASH DT> OX > RUTEICHTHMNEITSN. NWADZEEHED

TJAIDEE(CKD>TRY b BERIRENDEH
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Running Config Running Config
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JUNOSODiZmE *
Candidate Config J UN OS Active Config

=
A
v “eQ -

¥

« JUNOSOOIZE., BIEENNEZEZITODIE. HKETHREIFZAII
CNZERY NID—DTDETENEIRA T BEHICIFZIUNOSICKB S AT AFITVIZITDOIZRRIC,
"commit"EVVDON Y RZIAT D EICIDRIREET S
o COOEHREMCEKD,
¢« JUNOSOZRFTAFIVIOICKBIEA—=NTST—DFS
o RTEIT7MILIEBEES0EREZTEERFINDCH. —HTHEDIKBAERI CENTESD
« {ERRUTEERET 7 1MIL7Z. “Te®»UIC" AL THDZ EE0]EE
c IREDAVY hNZEERITBICENTED,
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JUNOSD 77 O—F : Human factors ADOI S
BE)2JUNOSY —)L

. (,:Ommlt ¢ Config=RICKBI IS A LDElkE

MEZEEEMCT BT R o B .
ﬁx}]ﬂ%(;conflg?l\JO%B:}@L\, E,—E&D (%E) 73\72(/7““(1}9)\ = COnflgag/ t)] D)Jz'ltL/'ﬂE%ODH%FEﬁ;u%ﬁ

UTesSENBR &E1RD
 “rollback”
« NTEDEREIE, NE OSOUINDRULZESI(C
Eﬁﬁconfig%E%H—KSOﬁﬁi‘CODEED\T
“Load" AV > RICKDAEBHSERET 7 AILEEHIT I B HJkE

. ”JUNOScrlpt” & “Event Policy”

2OV TF4 >0 KDEE Y —IL
ANR> e MU H— & UIEBEEEHEE

1 2 3

commit :
validated active

configuration configuration

load candidate

] : :
configuration :
commit

confirmed

J0eq||od

commit commit
scripts  validations
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JUNOS: THE POWER OF ONE

PTX Series

SRX5000 Series :

MX Series

QFX10000 Series

QFX5100 Series

I LA LIL LII[]I
E.....mi | - EX4600
J 430D, Series

s O T —— 0 Series

SRX3000 Series

VSRX

Frequent Releases

One Release Track One Architecture
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EAN, E

], bSTILS 1 — MIBERNRIUNOS UTILITYEE

JUNOSIEEA. &

« Commit
c SREZEZBICITDIN>R
.+ check, confirmed, compare. & ERRL 7X0OptionHMEFTIEE
Rollback
« NEDEREIR, SE - OSOETNRULZESHICT D
- H&kTook : JUNOScript / Event Policy
- EfRZE# I D I—FTa0UT~+
° EtC

L

. bS5V 12— MMTENRIRAL IR — )L & i=E




"Commit & Rollback”

Configuration®— R T1T o /i EZE (L. Candidate Configuration& U CTIRIF SN,
"Commit” 9 DX T E FActive Configuration& U CTRIRENE B A
B—EEXTTIHZEETEH, "rollback’ N> RICTISICRIDIRRE(CRD Z ENRIEET T,

/ commit \

v
A2 24071 A2 24071 j j
1 2 ..
— _/ :
AN\ 4

Candidate
configuration

Active
configuration

s N D

BRENPD

rollback n \/

\
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"Commit & Rollback” (77—X)

ConfigurationE— RTC1To i EZ #E (X, Candidate Configuration & U CTIRIF 1L,
"Commit’ 9 DE TKEIFActive Configuration& U CTRIRENEE Ao
A—EEXEIHETH, "rollback” N> RICTI SICHIDIRREICRD Z ENAIEET I,

IO U Tz configz [ i
%ﬁ%bt@c‘:(:ﬁb“gbj 5. [- commit -\
L\D‘CE%}Eﬁ%E&ﬁbT\’DDEbD“EjﬁR Candidate ConfigZz \
Active Config(C/zB®
Candidate
Configuration Aalive
R v |<22:@ Configuration Lfd)config%ﬁi)“‘ﬂj L
Candidate COﬂflg&fﬁﬁ% set XXXXXXXXXX t)] D}J':I< LJD\T_ET I O
Self XXXXXXXXXX

delete XXXXXXXXXX j
delete XXXXXXXXXX

~l.¢,_1_—| commitL7zds & T T — \_/ \/\/ "
“ IDRUNDNRBE(CIRD ZBE(C . e — commiths (CHEIR (Ci@BEDconfigzfrfF - HAEIE

Junper S



"Commit & Rollback”

Configuration®— R T1T o /i EZE (L. Candidate Configuration& U CTIRIF SN,
"Commit” 9 DX T E FActive Configuration& U CTRIRENE B A
B—EEXTTIHZEETEH, "rollback’ N> RICTISICRIDIRRE(CRD Z ENRIEET T,

/ commit \

v
A2 24071 A2 24071 j j
1 2 ..
— _/ :
AN\ 4

Candidate
configuration

Active
configuration

s N D

BRENPD

rollback n \/

\
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JUNOS : commit at time A>3 >

=Jur==

o NENRBROEFEIEE (A>T FH 2 XA ALICHITDEERIR)

« commit at xx:xx:xx (time) <> R CTcommitd D&, I8TE UTChFE (CERTE
J7A)L7%ZActivate I D ENAIEEEIRDE T

[edit]
mike@jnprl# commit at 02:00:00
commit check succeeds
commit will be executed at 2016-02-02 02:00:00 UTC
Exiting configuration mode
mike@jnprl>

BEENZIORE (CEIF T D E (IR U
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JUNOS : commit confirmed A< 3>
- NTEOB#EIRE (E1—<Y>Io5—(CKD T TILHIEDIZS)
« commit confirmed <> R CTcommitd D&, BEcommitU/RULED
default1043 Crcdconfig(Crollback LE 9

— IBFEUERE® DL\ Edefaultd1 03 ARNIC2ZEEHDOcommitz AND & T.
configlITE(CIEINSINE T

[edit]
root@lab# commit confirmed 5
commit confirmed will be automatically rolled back in 5 minutes unless
confirmed
commit complete

—TERFE DI E1DRIMDconfig(CEEMEIHT D2H. UE— b /A RDRNY > —Z BRI E (CEF]

Junper S



JUNOScriptdDiif &

o JL)NOScript E(FJuniperdxy KD —ORE FTCEHEFS BB ENTEBRIRIOVUT S0 >
OHEEET Y, JUNOSBERICFEZIMA DHNENRVZH. JUNOSOETEMZIERD Z &<,
J—51EBIDBEENMEICT T DEL(CH UFREDN DR IGITDCENTETET .,

+ KBlgdE, ERENEETDSRATUT NTdHD“Commit Script”. “Op Script” &= 25 A
g9 3 X0 UT N ThB“Event Policy”. “Event Script’DMFEULE I,

XSLT / SLAXR—XDR IS ~

BERENME I ZIRAIUT ~ SAFLANEFITDIRXIOUT ~
(CLIX®Provisioning System) U= >2TREDANRT )

Commit Script Op Script | Event Policy Y Event Script
CommithF(CHCED ERAEHNEE) AT DA~ || Event Policy(C
IBIRIUT IRIXOUTS ~ [CKDEFEND KDE#=NDd




JUNQOS : Event Policy/Script

o R RNDI—OREER EDANRD MOSYAY—2 NIUH—EUT, ONX RPOROVUT MEELT
9BRCET., EROBEMENRIEEE RN E T,
o IR MZKNIUH—-EURET7OS T3> ZFEIT (Self-monitor)
o JL— I LOBEFEDANR M RNIH—EULT, OX RPOROVUT MEET
o IMIY—=NIUHN—-EULREFOSI>DET
o 1> —)VLEEVHIFEECILU T, AN RPOPXOUUT haEELT

Routing

(rpd) @—:@ hDA RS NEEEE ]
Chassis
chassisd if
( ) AR NEERR |
: | then ~
: rules ~
: S D I UpRELE TS T
- TEHAOTY> R, /EZE, XU
—

(mgd)
Junper




JUNOS: JUNOS Automation EXAMPLE
— EVENT base AUTOMATION

L f/k/f/\(_z_ E’[i\\/}j('_}}lj\/ F -
HEjHY (@SSl S JJOvAﬁ%EEﬁEbK@<:¢ﬁM%

r~

= AR BNISUTENC S TILE 1 — MADLogZES
= AR NNIRUTENR7OS 3> ZT)I\A A CESESD

event
program
AR N HEA

: : J7AI)z277v 70— R
Febh 22 12:55:05 SacFaulo mikbZ24d[d5&65] : SNMEP TERAER LINEK DOWMN: 1£T . | ° o
ifAadminStatus upi{l;, 1fCpersStatus down({2Z), i1ifName fe-0/0/0 AR —>23 >392 ROFET

Felbh 22 13:55:0% SacPaulc cscript: interface—-down.slax[Info]l: H ___|\/7’l'0“|/—:/3\/:|7\/ h@%’lﬁ'
SHME TRERAFP LINE DOWN £ fe-0/0/0. N
_ _ _ or fe-0/0/ SNMP TrapZixH,

Event Script D317

A I25A L© e IR U DM\EELOQHQ & BB CETI B ENETRE |

Actions!!
Event PolicyClRD 85703 >

Juniper S







Security "SRX” course Topology (Lab.1 : EA%/E)
m m - -

-, -, - -
SRX-Training-1 SRX-Training-2 SRX-Training-3 SRX-Training-4
I I I |
@D N TP T
ge-0/0/3 (192.168.11.1/24) ge-0/0/3 (192.168.12.1/24) ge-0/0/3 (192.168.13.1/24) ge-0/0/3 (192.168.14.1/24)

| SRX-4 ]

ge-0/0/3 (192.168.15.1/24) ge-0/0/3 (192.168.16.1/24) ge-0/0/3 (192.168.17.1/24) ge-0/0/3 (192.168.18.1/24)
TP TID TID TID
SRX-Tlraining-S SRX-TEaining-G SRX-TrIaining-7 SRX-TEaining-B

= = || ||
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SRXA\OT A >

PIEASE EARREDSRX(IC 7 NI > Mroot' cOU 11> LE T,
clia~x> I\"C‘JUNOSODOperatlonaI-:— NiEUET,

— root’7 1> tldserial console. F/zlEsshizfclFDAHERRBIEGE T I,
— SENFIZFRIICIP RLX, root/)\ XD — R, sshZzi&ERTH T,
« Root Password : Juniper

[ Tera Term: Fril L 3ESE @ﬁ

— Tera Termh SSSHV2#EH TIEHE L T IE S0\, eTop/p  FANDIERTSREPIT L S
il S (e))

. — S22
H 2 O Topet TCPH —h#E):
o BoH Jssw Va0 (s )
JEO SnkaL): [unspEs <)

D2 )7 LAE) To—FE) | COMI: IntellR) Active Management

-——- JUNOS 15.1X49-D40.6 built 2016-03-22 05:18:15 UTC [ e ] ‘##Lﬁ‘l‘_’)b‘ "’\Jb?'iﬂ)‘

root@% cli




CLITE— R&ERE— REIOEH)




CLIf#IE
« Junos CLID3DDOE— REBER(CDULT

Configuration mode # péazrdconfigurationssiE
- AT INEETE

c M2 TT—AKE
T c)L—F 4 >UENTE
> configure exit )\ RO 4 LA TERTE
I RS —58%
- SNMP --- 12 EZ DM T AR TDRTE

Operational mode > )
HERD A T —H AR PEARIRE

- show IV > R TOIRRERIR
- ping, raceroute, telnet, clear

% cli exit - debug (monitor)
| L OSTY T L—R
- BEERDU T — . 2w I
FreeBSD o - set V> RTOHETerminal&xx
Shell mode % kR

Juniper S



Operational®—

‘RootT1—H Tlogind 3 &Shell E— R (TJO>T HY%") (CADZET
e “cli" &I AT D ETShell E— RMs0perational €E— RAERBITUET

login: root
Password:

-—-- JUNOS 15.1X49-D35 built 2016-02-02 07:16:16 UTC
root@%

root@%$ cli

root>

:;l

« Root1—H L4+ CLogind d &, Operational E— R(TJO>F hHY>)ICADE
« “start shell” &3 A9 B & CTOperational E— R 5Shell E— RAEBITUE T

login: AAA
Password:

--—- JUNOS 15.1X49-D35 built 2016-02-02 07:16:16 UTC
AAL>

AAA> start shell




OperationalE—

« OperationalE— RTIZRT—HADMERES X7 LAIREIR E(C
JLWBD AN > RZEBELUTWLE T,

clear Clear information in the system

configure Manipulate software configuration information
file Perform file operations

help Provide help information

monitor Show real-time debugging information

mtrace Trace multicast path from source to receiver
op Invoke an operation script

ping Ping remote target

quit Exit the management session

request Make system-level requests

restart Restart software process

set Set CLI properties, date/time, craft interface message
show Show system information

ssh Start secure shell on another host

start Start shell

telnet Telnet to another host

test Perform diagnostic debugging

traceroute Trace route to remote host

sy o e o s IS



OperationalE—

-+ OINZ REEEEECIED TVWET
- Bl R IR (2R ) 2 hEss

clear  configure monitor set  show AT R KIEE
__::::iii‘:,:/%/—,/ \‘\
‘_____::;::ZZ:ii:::*"’/,»’i,/ S
___—”——:::: ——————— ’,f”" //’/, ,’/ \\\\

- -7 a7 el x 4

bgp chassis interfaces iIsis ospf route version 4R PR|ESR
e e

DU PRt 7 »’

brief exact protocol table terse

%R /NEH

root> show route terse

inet.0: 3 destinations, 3 routes (3 active, 0 holddown,
= Active Route, - = Last Active, = Both

0 hidden)

V Destination P Prf Metric 1 Metric 2 Next hop AS path
0.0.0.0/0

>172.27.112.1
172.27.112.0/22

>ge-0/0/0.0
172.27.113.19/32 Local

e per o i o NG



Configuration®®— R~

 Operational®— R(CCconfigure & A9 5 Z & TConfiguration-
NBITUET

1l
|
7

root@lab> configure
Entering configuration mode

[edit]
root@lab#

« M1 —T HiconfigurationT®— RICAD TULWUL, AT OFRRICERIRSTNE

:él

root@lab> configure
Entering configuration mode
Current configuration users:
fbrooks terminal dO0 on since 1999-10-14 07:11:29 UTC,
idle 00:00:49 [edit protocols ospf]

The configuration has been changed but not committed
[edit]

root@lab#




Configurationt

K: AT 3>

 configure private N> RZERITDE. OT1 > 11— —ERDcandidate
configurationh AR NS

mike@jnprl> configure private

warning: uncommitted changes will be discarded on exit

Entering configuration mode

« configure exclusive

172 CLIDIRH(CARD
AT

mike@jnprl> configure exclusive

warning: uncommitted changes will be discarded on exit

Entering configuration mode

Candidate 1

Active

Config

:] !

Candidate 2

NORZEFERATDIE OJA 21— -—NDRELEEZ

7*]’/1 -.lj_ b\uRfEW

B 5@&2%_: ZE9BdCE

Candidate
“ user 1 — Active

@elplile

Commit 4~|]

Juniper S
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show 1< > R

. AN R 2 RXTALA AT —HX(ICHETDEHRZFRRUET

* > show arp :ARPT— )L =R T B

e > show chassis environment omE. J7 IR EDIRIRIRREZ R T D

* > show chassis hardware IJ\—=ROT7EHR (S VU7IVF2IN—F) ZhE8 9 D
o > I)L—F 4 0T (CPUMemory) DIRREZTER T D
e > show configuration BB D EE R I D

¢« > :InterfaceMIRREZIEER T D

¢« > AR IR EHR TR T D

e > show system uptime : BB fE] Z HERR 9 D

e > show system users :1—HoO0A KR =#R T D

e > show system alarms S AT AT S—LAOFEZHRITD

e > show version - JUNOSV I "D 77 )\—=2 3> %89 D

I ———————— s, |



show Y>> R: AT 3>

show~¥> RT(E , , BULIE AT a>z={FFE
9B ECTHESE T%%lﬁ*ﬁ%%LTRjéc_tb\ =R

, DATS I EATS I RUDEIEEREHEAR, LD
BikZFR RSB ET,

, DATZ I NIATZ I3 RUDBRELEAN, KD (EEEH
ERRSEET,




show VY>> KR: AT 3>

> show interfaces ge-0/0/0 terse

> show interfaces ge-0/0/0 terse
Interface Admin Link Proto Local Remote

ge-0/0/0 up up

> show interfaces ge-0/0/0 brief

> show interfaces ge-0/0/0 brief
Physical interface: ge-0/0/0, Enabled, Physical link is Up

Link-level type: Ethernet, MTU: 1514, Speed: Auto, Duplex: Auto, Loopback: Disabled, Source filtering:
Disabled, Flow control: Enabled, Auto-negotiation: Enabled, Remote fault: Online, Media type: Copper,

IEEE 802.3az Energy Efficient Ethernet: Disabled
Device flags : Present Running

Interface flags: SNMP-Traps Internal: 0x4000
Link flags : None

e per e e roreees SR



show <Y R: AT 3>

> show interfaces ge-0/0/2 (A7 3> 75L)

> show interfaces ge-0/0/0
Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 139, SNMP ifIndex: 504
Link-level type: Ethernet, MTU: 1514, Speed: Auto, Duplex: Auto, BPDU Error: None, MAC-REWRITE Error:
None, Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
Remote fault: Online, Media type: Copper, IEEE 802.3az Energy Efficient Ethernet: Disabled
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x4000
Link flags : None
CoS queues : 8 supported, 8 maximum usable queues
Current address: 5c:5e:ab:7e:75:c3, Hardware address: 5c:5e:ab:7e:75:c3
Last flapped : 2016-02-16 18:44:29 JST (8wld 17:33 ago)
Input rate : 0 bps (0 pps)
Output rate : 0 bps (0 pps)
Active alarms : None
Active defects : None
Interface transmit statistics: Disabled

JuniPer



show V> RKR: AT 3>

> show interfaces ge-0/0/0 detail

> show interfaces ge-0/0/0 detail
Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 139, SNMP ifIndex: 504, Generation: 142
Link-level type: Ethernet, MTU: 1514, Speed: Auto, Duplex: Auto, BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow
control: Enabled, Auto-negotiation: Enabled,
Remote fault: Online, Media type: Copper, IEEE 802.3az Energy Efficient Ethernet: Disabled
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x4000
Link flags : None
CoS queues : 8 supported, 8 maximum usable queues
Hold-times : Up 0 ms, Down 0 ms
Current address: 5c:5e:ab:7e:75:c3, Hardware address: 5c:5e:ab:7e:75:c3
Last flapped : 2016-02-16 18:44:29 JST (8wld 17:37 ago)
Statistics last cleared: Never
Traffic statistics:
Input bytes : 995586
Output bytes : 1473366
Input packets: 10870
Output packets: 15732
IPv6 transit statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Egress queues: 8 supported, 4 in use
Queue counters: Queued packets Transmitted packets Dropped packets
0 best-effort 0] 9262 0]
1 assured-forw 0 0] 0
5 expedited-fo 0 0 0
7 network-cont 0] 0
Queue number: Mapped forwarding classes
best-effort
assured-forwarding
expedited-forwarding
network-control
Active alarms : None
Active defects : None
Interface transmit statistics: Disabled

JuniPer




show V> KR: AT 3>

> show interfaces ge-0/0/0 extensive

> show interfaces ge-0/0/0 extensive Queue number: Mapped forwarding classes
Physical interface: ge-0/0/0, Enabled, Physical link is Up 0 best-effort
Interface index: 139, SNMP ifIndex: 504, Generation: 142 1 assured-forwarding
Link-level type: Ethernet, MTU: 1514, Speed: Auto, Duplex: Auto, BPDU Error: None, MAC- ) expedited-forwarding
REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled, 7 network-control
Auto-negotiation: Enabled, Active alarms : None
Remote fault: Online, Media type: Copper, IEEE 802.3az Energy Efficient Ethernet: Active defects : None
Disabled MAC statistics: Receive Transmit
Device flags : Present Running Total octets 995586 1473366
Interface flags: SNMP-Traps Internal: 0x4000 Total packets 10870 15732
Link flags : None Unicast packets 8989 9262
CoS queues : 8 supported, 8 maximum usable queues Broadcast packets 1876 1872
Hold-times : Up O ms, Down 0 ms Multicast packets 5 4598
Current address: 5c:5e:ab:7e:75:c3, Hardware address: 5c:5e:ab:7e:75:c3 CRC/Align errors 0 (0
Last flapped : 2016-02-16 18:44:29 JST (8wld 17:40 ago) FIFO errors 0] 0]
Statistics last cleared: Never MAC control frames (0] (0]
Traffic statistics: MAC pause frames 0 0
Input bytes : 995586 0 bps Oversized frames 0
Output bytes : 1473366 0 bps Jabber frames 0]
Input packets: 10870 0 pps Fragment frames 0
Output packets: 15732 0 pps Code violations (0
IPv6 transit statistics: Autonegotiation information:
Input bytes (0] Negotiation status: Complete
Output bytes (0] Link partner:
Input packets: (0] Link mode: Full-duplex, Flow control: Symmetric, Remote fault: OK,
Output packets: (0] Link partner Speed: 1000 Mbps
Input errors: Local resolution:
Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 incompletes: Flow control: Symmetric, Remote fault: Link OK
0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, Resource errors: 0 Packet Forwarding Engine configuration:
Output errors: Destination slot: 0 (0x00)
Carrier transitions: 3, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0, FIFO CoS information:
errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0 Direction : Output
Egress queues: 8 supported, 4 in use CoS transmit queue Bandwidth Buffer Priority
Queue counters: Queued packets Transmitted packets Dropped packets Limit
0 best-effort (0] 9262 (0] % bps % usec

1 assured-forw (0] (0] (0] 0 best-effort 95 950000000 95 NA low
5 expedited-fo 0 0 0 none
7 network-cont 0 6470 0 7 network-control 5 50000000 5 NA low
none

Interface transmit statistics: Disabled




LIS

V=) UBEEB I CET DIRE

o HMEIC ---(more)--- prompthRARSNTLDEE(E
UTFDOF—TIEIEULET

> show configuration
## Last commit: 2016-04-12 17:41:17 JST by lab

version 12.3X48-D20.4;

Space: R B (CED groups {
b: ﬁﬁlﬂ[ﬁ] (C }?qé Japan ENT POC {
‘e system {

d: :VQEﬂEﬁL_Q3 host-name mino srx240;
Enter: 1 ,’fi-‘ i)\ backup-router 172.27.112.1;

] time-zone Asia/Tokyo;
/Str/ng: TRER dump-on-panic;
n: Eaﬁ%gg root-authentication {

- e encrypted-password

q: JO>7 MMIRD (HHdAbort) "$1$YrXWAH1t$ORyOFagjB/wMKbVM1izGE/" ; ## SECRET-DATA

h: NSF—N)ILTDOERR )

name-server {
208.67.222.222;
208.67.220.220;
}
login {
user lab {
uid 2000;
class super-user;
authentication {
—-—- (more) ——-

Junper A



L1

1>V —)LH|

H7I(CEA 9 DIEIE | no-more

» BHE. HHECLIDRT - BAXZ2ZRBL HUTONE T, POIAFHZNES. CLIEH
(C---(more)---2FxRrU. BhZE—=ELUFEIT., OTEERREE" | no-more” AT
>3 zEFERAU. 2 TC—EICRRIDCENTEGETT

[edit]
root@lab> show configuration | no-more

## Last commit: 2016-01-25 11:25:54 JST by root
version 10.4R7.5;

groups {
Japan_ team {
system {
backup-router 172.16.1.1;
time-zone Asia/Tokyo;
dump-on-panic;

root-authentication {
encrypted-password "$1$YrXwW4H1tSORyOFagjB/wMKbVM1izGEf/";
## SECRET-DATA
}
login {
user lab {
uid 2000;
"$1$4TD£GIs7$ .wIBpcNviWRCebbveSLzv."; ## SECRET-DATA




A7 “|" AT>3 > 0DFH

o UnlxITFEODJ 7 "|" ZH/R— ., configioshow I~ > RETHERFIFE

root@lab> show configuration | display set

* root@lab> show log messages | no-more
* root@lab> show route | £find 192.168.1.0
* root@lab# show interface | save interface config.txt

root@lab> show configuration | ?
Possible completions:

compare
count
display
except
find
hold

last
match

no-more
request
resolve
save
trim

Compare configuration changes with prior version
Count occurrences

Show additional kinds of information

Show only text that does not match a pattern
Search for first occurrence of pattern

Hold text without exiting the --More-- prompt
Display end of output only

Show only text that matches a pattern

Don't paginate output

Make system-level requests

Resolve IP addresses

Save output text to file

Trim specified number of columns from start of line

e er e e v rorees S



JNA T | " {E R

- ConfigurationMFRRAGEZEE T D
« PEREFRECICINA. 1TEAI COFRREOIEE

root@EX2200C>

root@EX2200C> show configuration protocols dotlx
traceoptions ({
file 1x; =
flag all; set

set

}

authenticator {
authentication-profile-name dot-1x;
interface {
ge-0/0/0.0 {
supplicant single-secure;
reauthentication 3600;
} set
ge-0/0/3.0 {
supplicant single-secure;

set

set

set

o
WRICIEL, BFHDRTHEEEIRATEE

show configuration protocols dotlx |display set

protocols dotlx traceoptions file 1x
protocols dotlx traceoptions flag all
protocols dotlx authenticator authentication-profile-name

dot-1x
protocols dotlx authenticator
supplicant single-secure
protocols dotlx authenticator
reauthentication 3600
protocols dotlx authenticator
supplicant single-secure
protocols dotlx authenticator

o

interface ge-0/0/0.0
interface ge-0/0/0.0
interface ge-0/0/3.0

interface

JuniPer



JNAT " AERB

» Configuration®O—Ef % RF9 D

. BEIPDconfigurationDFiE
Operational®— RICCshow configuration | save <tBWA%E+T7-1)L&>

> show configuration | save ftp://abc@l72.xx.xxx.xx/Ex config FTPH—/\AH T

Password for abc@172.xx.xxx.xx:
ftp://abc@172.xx.xxx.xx/mx config 100% of 7928 B 30 MBps
Wrote 352 lines of output to 'ftp://abc@Rl72.xx.xxx.xx/Ex config'

- #REFRDconfigurationdH S F5E
Configuration®— R(C Tsave < HE+T 7 1ILE>

# save /config/EDITING-CONFIG /config/A\HH

Wrote 232 lines of configuration to '/config/EDITING-CONFIG'

KIRFIHEZIBE UIRVIESE. userhome directory(CHEISNET
s ©20kumperNeons e Aligisreserncs. WSIINUSISINNY



JUNOS T 7 1L A7 DRERIC DU T

» JUNOSTIIBIEEK T 7 1ILPLog D 7 AILIdEZ T 7 AL AT ALEDT 1 L
O RUICEEUTWET

/config
ERPOI> T 0L —2 3> ER@BEMRETOIA T IJL—> 3 228,

/var/db/config

AMARLED D> T4 L —> 3 > %18, g ICEMEN TIRESN TV S Hile show IX> RTERAJAE. FreeBSDT(dzcat <> RTEREJEE,

/var/tmp
JUNOSY I RO 77w T —REIRE, imaget&Nd 271 LU K, Fle. & —F>2DA7F > T T 7 1)L ZIEN,

/var/log
ZH&ELog ™ Trace optiontge (C CHUE L=/ \wWIIBIR T 7 1 )L Z+&H.

/var/home
B1—YDOR—LFT« LT NIUDMERREND,

21— O—-HILICEEFLUEZBREETE I DR—ALAT 0 L2 b (CHENT B,
BX (L, WIEFERAFOI> T J%save N> RICTIREFEURIEERE

e per o e o NG



JUNOS T 7 1L A7 DRERIC DU T

« BT AL TRMIUICHEMU TSI 7 1)LDOMERSE

> file list / <directory>/

root> file list /var/home/ /var/homefic T DBz Fz =

/var/home/ : J—Y(SAMPLE)D/R— LT« LD BUBMERR S TULD
SAMPLE/

root> file list /wvar/home/SAMPLE/ /Var/home/SAMPLE@E—F@'l‘%ﬁﬁ%ﬂ%ﬂt\

/var/home/SAMPLE/ : 11— (SAMPLE)HMERK UTZTEST_CONFIGHMRF SN TLD
TEST CONFIG

« TALOURNIBLTDI7AI)ILABDMERGE

> file show /<directory>/<file name>

root> file show /var/home/SAMPLE/TEST CONFIG O —Y(SAMPLE)HMERL L TZ
## Last changed: 2016-03-30 17:34:10 UTC TEST_CONFIGZZHERS
version 12.3X48-D25.3;
system {

root-authentication {

encrypted-password "$1$73UgjTsCSEznYXp/4DfJIRTI6KnFYE1"; ## SECRET-DATA




JUNOS:&E

« JUNOSTI(JE
* Ping
* Traceroute
« telnet / ssh
« Monitor

BT R
1B ([CHBEREEEZ T /R— LU TLET,

h-

L

Ping : 2 D =D DIRBIHER T I D
>ping P RLX + AT 3>
BI: 172.27.112.1512 byte®ping’ 3[E

"
&T

root> ping 172.27.112.1 count 3 size 512

PING 172.27.112.1 (172.27.112.1): 512 data bytes

520 bytes from 172.27.112.1: icmp seq=0 ttl=64 time=1.037 ms
520 bytes from 172.27.112.1: icmp seq=1 ttl=64 time=0.704 ms
520 bytes from 172.27.112.1: icmp seq=2 ttl=64 time=0.741 ms

---172.27.112.1 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.704/0.827/1.037/0.149 ms




JUNOSEHEBHEIVY>

Traceroute : RvY NI —D DR IR ZT I D
>traceroute JRL X + AT 3>
f5: 8.8.8.8\ge-0/0/0h'5trace route’ Ehth

> traceroute 8.8.8.8 interface ge-0/0/0
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 40 byte packets
1 172.27.112.2 (172.27.112.2) 4.394 ms 1.814 ms 2.209 ms

(snip)
13 google-public-dns-a.google.com (8.8.8.8) 4.276 ms 4.286 ms 4.063 ms

Telnet / SSH : Rrw N — D (CIEi SN Tcbgs = 18/E 9 B

>telnet JRL X + AT 3>
f: 172.27.112.161: port 23/\telnet%z =it

> telnet 172.27.112.161 port 23
Trying 172.27.112.161...
Connected to 172.27.112.161.
Escape character is '*]'.

srx300beta (ttypO)




monitor <> R
« monitorANY> R IRIEDYFRI S T4 v IIRIiZERRIUET

e > monitor interface traffic

Zlnterface® b T4 w O U TPI)ILFIALEKRT D

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up=?U, Down="D
Interface Link Input packets (pps) Output packets (Pps)
(0) 0 (0)
(0) (0)
(0) (0)
(0) (0)
(0) (0)
(0) (0)
(0) (0)
(0) (0)

ge-0/0/0 Down
gr-0/0/0 Up
ip-0/0/0 Up
1sq-0/0/0

1t-0/0/0 Up
mt-0/0/0 Up
sp-0/0/0 Up
ge-0/0/1

0
0
0
0
0
0
0
0




request <> R

« requestAN R SRXATFLADOEFHICEHAITDIIAN> RZEEITUS

« SRTLZBEHNITD

> request system reboot

:;i

o SATLEZYYNYITTD

> request system power-off

- HIEAET D

> request system zeroize

« HIRh— MM EBRIFRZEUS T D

> request support information

« BEARERBConfigurationd 7 AILZERF I D (rescue configDiR{F)

> request system configuration rescue save

« 05TV ITL—RITD

> request system software add <J7-1J)L%#>

Juniper S



JUNOSDY I NOIT 777w I —R

e VIJNDITI77v I —RFE
1. WHRODIUNOS OSEASAI>O—RIT B,

SOLUTIONS PRODUCTS & SERVICES COMPANY PARTNERS SUPPORT EDUCATION

https://www.juniper.net/support/downloads/group/?f=junos Junos Platforms - Download Software

Downloads v Cases v Contracts & Licenses v Documentation & Tools »

Home > Support > Downloads > Group > Junos Platform

2. CLIOY >R TIUNOSY I NDx 7%=
FTP/TFTPH—) US55 )\ X (/var/tmp)ICiRF

root> file copy ftp://abc@l72.xx.xxx.xx/jinstall-ex-
4200-11.4R1.6-domestic-signed. tgz /var/tmp

Password for abc@l72.xx.xXxXxX.xXX:
/var/tmp//...transferring.file TfBx6L/100% of

3. F)\ARICEFULE/) \vwo—20— R 381 MB 8099 kBps 00m00s

file copy ftp://094>ID@7 KL X/IUNOS/I\YH—>4 /var/tmp

root> request system software add /var/tmp/ jinstall-
ex-4200-11.4R1.6-domestic-signed. tgz
NOTICE: Validating configuration against jinstall-ex-

4. BiIcEII B 4200-11.4R1.6-domestic-signed. tgz.

(snip)

request system software add /var/tmp/ijuNosS/\yvis—=4%

root> request system reboot

request system reboot

T e e, -
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commit I>tT ~ (J7=X)

- Configuration®— RICAD &fRERconfight IR =112
c NEZRE(IINTHRERDconfig L(CDMHEA
« commit Y > R Tactive configlCRENZE T

g-i-

Active
Configuration

commit

R4 A
2 DDD
| 2

Active ConfigtdbdE —

Juniper S



commit I>t 7 &~

- Configuration®— RICAD &fRERconfight IR =112
c NEZRE(IINTHRERDconfig L(CDMHEA
« commit Y > R Tactive configlCRENZE T

g-i-

Candidate Active
Configuration Configuration
AAA commit
» BBB

CCC
DDD

1

Active ConfigtdbdE —

Juniper S



rollback d>t7 & (07Z=X)

=/

commiItzElT

BE commit

BF(C. IRTEBENS

ndDconfighHl)

Candidate
Configuration

AAA
BBB
CCC
DDD

commitBIDIRREICR I &= (X, rollback 1
N> R%ZZEITUT. active configlZ /=R

commit

EfREE LT

T2

N> BRI

-

Active
Configuration

L]

N

AAA
BBB
CCC

1~49tH4X

rollback 2
Configuration

HENRY (CRIFSNE I

— K

e per o i o NG



rollback >t 7 ~

commit=E{TRF(C. IRTEBUEC
commitBIDIRREICERER I & (&, rollback 1

BEcommit IY> FZE1TULC. active configlC /=R

ndDconfigh lEfEE LT

HENRY (CRIFSNE I

Candidate
Configuration

AAA
BBB
CCC
DDD

* rollback 1 ; :
: AAA

N> RT1EREIEO— R
Active
Configuration
[DDD
rollback 1 rollback 2
Configuration || Configuration
AAA
BBB BBB
CCC ccC

DDD

1~49tH4X

e i o NG




STEDIENN (set)

o set ORI ERTEOEBINZEEZITUVNET
Commit9 BFX CIIETE(IRR=NFEE A

user@lab# set interface ge-0/0/1 disable

« Commitd 3 ETHIOTIMEL TLDT /A XICEREENDEENRMRENE T,

user@lab# commit
configuration check succeeds

commit complete




XIEDZE (delete)

e delete N>R s TEOHIREEZI{TUNE I
Commit9d DX CIFHEIIRRENFEH A,

user@lab# delete interface ge-0/0/1 disable

« PEDCommIitT DT ETIMELTLDT /A XICEREHIBROEENRRENE T,

user@lab# commit
configuration check succeeds

commit complete




—  p

tREN DR TEMESS (show | compare)
- show | compare N>R #REPDRTE EFFFODETEZ LEER U3

:;l

user@lab# set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/24
user@lab# show | compare
[edit interfaces]
+ ge-0/0/0 {

unit 0 {

Active config&EEBE L C. ge-0/0/0(CIPY7 RL- XAHMEIENTLND

family inet { + 118/l
address 192.168.1.1/24; — : HIEg

« BEDconfig EARERDKEZLLE T D EHE0]EE

user@lab# show | compare rollback [1-49]

Candidate Active
Configuration Configuration

# show | compare (rollback 0)




XiE J7-1)LDIEIR (rollback)

e rollback N>R 5&ET7MILDEIHZITLNE T
« BEHUEHRTEI7MILZHZEUEVLGEIL. RollbackdY> RZEILALEFI ., (rollbackiErollback 0DES)

user@lab# rollback

. rollback n (O 49) TIO7AIBSZIBEIDE. BEDHTEZCandidate Configlc IE—9 B &EhHVAJEE
T. BB CBEDIRRE(CERI ZENAIETT . @EESOHEHRDDEEE T 7 1)L 7Z2 BEERF)

user@lab# rollback ?
Possible completions: <[Enter]> Execute this command
2016-07-14 08:41:21 JST by root via cli
2016-07-13 16:01:54 JsT root via cli
2016-07-13 15:59:51 JST root via cli
2016-07-13 15:57:33 JST root via cli
2016-07-13 15:57:20 JST root via cli commit confirmed, rollback in 2mins

2016-07-12 15:21:37 JST lab via netconf

2016-07-08 16:35:39 JST lab via cli
2016-06-22 19:30:53 JST lab via cli
2016-06-22 : : JST lab via cli
2016-06-22 : : i 1

©OWooJoyUldWMNPKEO




commit A7>3> (commit confirmed / at)

» commit confirmed ON> B @ —BFH(CEREZRIRUEKT
- BEZHTEIDIGEE. BEINRICcommitZ={TUE I
« T JAJ)LNTIE109D (38TEDIEE
o BFRAET(Ccommit=/RFnid. BEIBICcommitBIDIREE(ICR D

user@lab# commit confirmed 5
configuration check succeeds

commit confirmed will be automatically rolled back in 5 minutes unless confirmed

commit complete

# commit confirmed will be rolled back in 5 minutes

&4_

« commit at N> K HEFZIEE L CcommitdD3E1TZ T#Y U 2
 hh:mm:[ss] 7z “yyyy-mm-dd hh:mm:[ss]”

user@lab# commit at "2016-04-20 00:00"
configuration check succeeds

commit at will be executed at 2016-04-20 00:00:00 JST
Exiting configuration mode

XFHEF )L UIEVVEE(E. Operational ®E— RvSclear system commit O > RZEET
i o v o s IRETY



ConfigurationdO— K (load)

e |load O~N > : configurationJ 71)lZz0—kKkULET
« loaddY> RFWVKDHIDATZa> s nDEd
- |oad factory-default TGl dDconfigzO— K

 load override <filename> O— RUTzconfiglCRBDESHX
 |load merge <filename> O— R U7zconfigZziEfll

user@lab# load ?

Possible completions:
factory-default Override existing configuration with factory default
merge Merge contents with existing configuration
override Override existing configuration

patch Load patch file into configuration

replace Replace configuration data

set Execute set of commands on existing configuration
update Update existing configuration

+ configd 7 A JLIEHNEBDFTPE — ) WokgsNT « L O RUMNSO— R 9D T EETHE

user@lab# load merge /var/tmp/saved config.txt
user@lab# load merge ftp://user:passwd@192.168.1.1/saved config.txt




ConfigurationdO— K (load set terminal)

CTRL+D

load set terminal

N>R CLITENNDset

set V> ROREIE—&R—X MRF(Cconfigd ED CIFUNBBITET

user@lab# load set terminal
[Type *D at a new line to end input]

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

d complete

services
services
services
services
services
services
services
services
services
services
services
services
services
services
services
services
services

security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware

profile
profile
profile
profile
profile
profile
policy
policy
policy
policy
policy
policy
policy
policy
policy
policy
policy

feeds-cc-pl category CC
feeds-cc-pl default-rule then action permit
feeds-cc-pl default-rule then log
Inf-hosts category Infected-Hosts
Inf-hosts default-rule then action permit
Inf-hosts default-rule then log

pol-cc CC feeds-cc-pl

pol-cc Infected-Hosts Inf-hosts

skyatp test
skyatp test
skyatp test
skyatp_ test
skyatp_ test
skyatp test
skyatp_ test
skyatp test
skyatp test

match application HTTP

match verdict-threshold 3

then action permit

then notification log
inspection-profile test
fallback-options action permit
fallback-options notification log
whitelist-notification log
blacklist-notification log

>4 DD D &S (TER

DT TV \configZz
terminal L TRXR—X b
L. &L Th
SCTRL+DZ# L Tt
ALY
Fr>tILUEWNGEES
(ZCTRL+CTiRITD

sy o v o s IEE




Configurationd®O— K (load merge terminal)

+ |oad merge terminal N> R : CLITTEENDconfigZz it D {417 & = (C{EFE

« K=DIE—&R—X I\H%(LEconﬂgd)c‘: NDZIFUNMBAITERT . = EMDEENSIEND
configzZiG A I BEEEXETD)\ ANELEMNETT

« relative AT 3> %&fF1FD c‘:AL\5|3 S (CI0 U CeonfiglDBEEE=3— by benzxEd

[edit protocols ospf]
lab# load merge terminal relative
[Type D at a new line to end input]
area 0.0.0.0 {

interface xe-1/0/0.0;

[edit]

user@lab# load merge terminal

[Type “D at a new line to end input]
protocols {

ospf {
export static-route;
area 0.0.0.0 {
interface ge-0/0/0.0;
interface ge-0/0/1.0;
interface ge-0/0/2.0;
interface 100.0 {

}
area 0.0.0.1 {

stub default-metric 10 no-summaries;
area-range 192.168.16.0/20;
interface ge-0/0/3.0;

}
area 0.0.0.2 { protocols ospfdBE/E

; passive; interfaces, protocolst> e (C#88) Laread>config
policy-options/a K&z _E1iI default-1sa { TZVHENN

} DOEXMBEER LT default-metric 20; | £
metric—type 1; protocols { ospf { ®

typer1; ok (AR

}
policy-options ({
policy-statement static-route ({
from {

}

no-summaries;
area-range 172.16.12.0/22;

protocol static;
route-filter 10.1.1.0/24 longer;

}

then accept;

}
area-range 192.168.48.0/20;

}
CTRL‘I‘D éoad complete

CTRL+D @ad complete
*ﬁmé&r A



Configuration®—F : Y>> POV —

° E&Eﬁnb\ ~ I\
. IS A= ZH/ET DRICERULET
: /\7>< S HIFRT DERICERLUET
 SREULIENE =R LUERT
: fREERdDconfig L@ D configz LEER L E T

o NTERMRROY> R
o . fREE USSR E Zactive configlC Rt =9
: i_ﬁd)conﬂg%‘:lj RUCHRERNSZITICRUET
. REULIETD7MI)LZ2z0— RIBRICEHLUET




EFE> 33— by h—

« H—V)LOIEHE
Ctrl-B 1XFRD
Ctrl-F 1XFED

o NZFODHIBR
Delete/Backspace 71— Y JLBID 1XF % Hbx
Ctrl-D HD—=YILEBDIXZFZHIBR
Ctrl-K D=V ILWSITRET=ZHIFFR
Ctrl-U 772 9 XN TCHIBR

. TODAth
Ctrl-P or T AN > REEREORIZ R~
Ctrl-N or | OV > RERODRZRR
? IRICANIARETON RIS A-HFDE> b

s e oo v s s WIS



AN > Mt EmX T T —

: N 2 RFETTHEEE
» SpaceF—/ Tab¥+— : BIE(EZ T
e TabF—(F1—THEE Ulepolicy& oFiltera Dl B rIEE

user@lab# set interfaces ge-0/0/0 unit 0 family inet filter input ?

Possible completions:
@ [firewall family inet filter]

user@lab# set interfaces ge-0/0/0 unit 0 family inet filter input T[tab]

« BX IS —0EAl
- BXI(CEEDNHD B Esyntax errorERRSHD
« NY—DIEXILS—ERDIEHZRT

user@lab# load replase
A

syntax error, expecting <command>.




Configuration®®— K : Operational E— ROV > RZEELT

runaAX > R(CK D, Configuration®— RV Cshow IV FEEXRITU.
statusFHHER I D ENTEEI

-« Operational®— R CTHERRIEEIRAETOIN > RODEITH A]EE

« Operational®— RICERB3VERRL

runJ~N > RZ{EARALU. interfacedD{ FE= TR interface:s & ZhEER

root@lab# run show interfaces root@lab# show interfaces
Physical interface: ge-0/0/0, Enabled, Physical link is Up ge-0/0/0 {

Interface index: 134, SNMP ifIndex: 508 unit O0;

Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: }
100mbps, ge-0/0/1 {

BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled, unit 0 {

Source filtering: Disabled, Flow control: Disabled, Auto- family ethernet-

negotiation: Enabled, switching {
Remote fault: Online vlan {

Device flags : Present Runnin members
vlan-trust;
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S AT INGRTE

« JUNOSTF/\ARDIRAFAICEHT BDEIRNTE
- 1—YH35&E
» IRA NEADRTE
o« BFESTE
» DNSESTE
« FI\ARADOY—ERETE
- BIBE > AT T —ANTE
- OUDETE
« SNMP:E&TE




S AT INGRTE

- 1—Y35EE
» root 1 —H D)\ X T — RZETE

root# set system root-authentication plain-text-password
New password:

Retype new password:

e root 1—YSDOI1I—57H0> NEVER
e T IAILMNTIEZ3DOI1I—H U5 X & 1EIRO]EE

+ read-only :view (show <> R/iQE)
- operator : clear, network, reset, trace, view (>—E>DIELL, ping/telnet, etc)
. super-user : all (TRT)

root# set system login user TEST class super-user authentication plain-text-password
New password:
Retype new password:




S AT INEEGE
» IRZ NEDHTE

root# set system host-name LAB

- BRFHRIEETE
¢ Time zoneZ=i8TE I D

root# set system time-zone Asia/Tokyo

» NTPO—/\ZIEET D

root# set system ntp server 10.10.10.100

. DNSE&E

root# set system name-server 192.168.1.100

Juniper S



> AT INGHIE
+ FINAZADY—EBIE

- telnet, sshiCKBD 7O RZ=BNCTD

root# set system services telnet

root# set system services ssh
root# set system services ssh root-login allow Root1—H & ULTCSSHTOT 1> UIzL &

— ===

(CESTE

» FTP, netconf@B—EXZBNICT D

root# set system services ftp
root# set system services netconf ssh




S AT INGRTE

« BIEA>2AHTT—AE
« Bll1 : EXOEIRA>HF T 1T —RA(Me0)ZLTE

root# set interfaces me0 unit 0 family inet address 192.168.1.1/24

» 512 : MX, SRXDEIE1 >4 T 1 — X (fxp0)ZETE

root# set interfaces fxp0 unit 0 family inet address 192.168.1.1/24

EX3300 rear view SRX340 front view

me0

X BIEN— M.
MX/SRX(E"FXP0O”. EX/QFXIZX"MEQ”. EX/QFX®DVCTIL"VME (Virtual ME) "&tiasNICULIE T,
Branch SRX®MDLow End (SRX300/320) /2&. Out of BandDEIE/R— M EEURWVWETILEHDFET,

s e o v o s IS



S AT INGRTE

. OJDEETE
» syslogg—/\ D7 U, OTILNILZIEE
o Bl IRTDILANILDOT7%Z10.10.10.1NIXET D

root# set system syslog host 10.10.10.1 any any

B SyslogL ) LIC DT

& emergency: YIJMII7IIR—R2 FOBERFLEZR IKRDOXvtz—=
alert: T —AINR—RIREDT—HFWIERE. BESCEENBDEIPIRNADA Y T—>
critical: YIRS — IR EERIREEN D DIRADA Y T—>
error: FEREIDERAEDRENTS RO Y Z—>
warning: T D DRMEERSDIRRDAY -
notice: TS—TIFRVD FFRlIRLIENNE LR D EIREEN B DINRDA Y Z—=
info: MROANRY NFKZIFFIS—IRARDAYTZ—=

&K any: INTDIANILDAYEZ—>




> AT INFRTE
. SNMPEETE

* SNMPO=Za1=5 1 =R 9 D
- il =1 =5« &ZpubliclCERTE. FRAHIAHDHEFA]

root# set snmp community public authorization read-only

« SNMPhSWIZRTETD
- 5l : bW T DiX{EwZ Loopback 0(C. %E5%%10.10.10.1(C58E

root# set snmp trap-options source-address lo0

root# set snmp trap-group <group-name> targets 10.10.10.1
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A>T T — RS T DIREC

o AAATI—AFATICLDUTDLD(CKREENFTS

Type: fe-x/x/x: Fast Ethernet ports

ge-x/x/x: Gigabit Ethernet ports

xe-x/x/x: 10 Gigabit Ethernet ports
ge-0/0/0

et-x/x/x: 40/100 Gigabit Ethernet ports

Port number

PIC slot: Physical Interface Card —77wU>OFEZ1—)L

FPC slot: Flexible PIC Concentrator (line card) —»>&E#&J>/(—
ZTOMDA>2HFITT—X

ae: LAG1>5FJ1T—X

l00: Loopback-f >~ 1 —X

meO: EX, QFX>U—-XDEEBA>HFT1—R
fxpO: SRX, MX> U —-XDEBA>FTT—X




PIC& FPC

FPCIEBOXZE

I_] O)‘

ENE

==. ChassisH

2DTA 27— B2

55 (CAHZE L3

PICIZFPCICIBicND 7YV I U OFES 1)L ZEIBEUE T,

XX-X/X/X

BOXZEY

FPC

PIC

Port

|

Chassis 24

i

r VvV

uuuuuuuuuuuuuuuuuuu




A2 01— REHE

ﬂ>§71—1®$E@%@j I\ OREEHIBTO)\GF 1 DEEICDH

. WIBTO)\F o DETE
- —AU>o7JONIL

Qu
/1]

¢ IJ \/gxto_ I<\ ﬁé/éZEﬁ{g interfaces {
e MTU interface-name { AT T — RZFT (o
physical-properties; WIER 1) (5=« %gryuf,;
. RIS/ DRTE Snit unit-number {

° jD |\:U|/77 — U:,—T.--. logical-properties;
- inet (IPV4D5%TE) (] . Unit#Bc Tl
o |net6 (IPV6GDEFRU_}:E) EﬁIEjD/\T’f%ErRLE
« mpls

ethernet-switching




Unit >/\—& (&

- O2HILTOI\Ga ZRTEITDICIE. "unit"ERIENBDEA THTE
o —AREYIRRY ND—2D0SOY T A>T 1T —RICHEE
« Unit OFAA>A>F T 1T —AICHE
o A2ATIT—RZEETEREHICIETFARLI DDuUNnith wr’E
« 1DDYNEA > ST 1T — X E(CEHRDUNiItZIERR T D B RIEE
- Y81 > 451 —Rge-0/0/0 @ unit 0 (&. "ge-0/0/0.0" &FKEL
e show V> RYOERTER (CunitZzisE Ui o leize. BEIEY(Cunit 0& U CHTT

L35%7E ge-0/0/0 {
unit 0 {

family inet ({
address 192.168.1.1/24;

family inet

Dat P | ETH | > |
ata unit 0 ge—O/O/O %

A ge-0/0/0 {
LZDR/:E unit 0 {

unit O > family ethernet-switching {

Data | IP | ETH & ELLEH |
L family Jge_o/o/o S interface-mode access;

ethernet- —)
switching -




EEXUNItDERTEN

o 1DDYNREA > AT T —RAITEHDOUNtZFERIT DT —X
« unitC &lcvlan-idZEsRELU TIRD 1T
« IPJ7 RL-ZX¥°Firewall FilterunitZ & (BB (CE3%E B EE

ge-0/0/0 {
vlan-tagging;
unit 10 {
vlan-id 10;
family inet ({

address 192.168.1.1/24;

}
}
unit 20 {
Packet ' vlan-id 20;
Packet - ge-0/0/0 % family inet {

address 172.16.1.1/24;
Packet_-l——\\\A

}

}

unit 30 {
vlan-id 30;
family inet {

address 10.1.1.1/24;

Juniper S




VDI GmIE >~ D T — REREH

ge-0/0/0 {
description TEST;
speed 1g;
mtu 1400;
ether-options ({
no-auto-negotiation;
link-mode full-duplex;

} MR 0O/«
LB O BT
description TESTZ2;
family inet ({
address 10.10.10.1/24;
}

}
unit 100 {

description TEST3;
family ineté6 ({
address 1::1/64;

e per o i o NG



SIRERNSHEN(CA > T T —AEEE T

Disable AN > RZ{EHUTCA A IIT—RA%=ZEEET

root# set interfaces ge-0/0/2 disable
[edit]
root# commit

commit complete

root# show interfaces root# run show interfaces terse
ge-0/0/2 { Interface Admin Link Proto Local

disable; admin (ANL—7%) Os@H|H)7R Remote

family inet ({ ge-0/0/1 up down
address 140.0.0.12/24:; ge-0/0/2 down

o DisableON> RZBEBEUTAAITT—R%=ZHITD

root# delete interfaces ge-0/0/2 disable root# run show interfaces terse
[edit] Interface Admin Link Proto Local
root# commit Remote

commit complete ge-0/0/0 up up
ge-0/0/1 up

ge-0/0/2 up up

Junper A







Static RouteD:%E

 Static routei%E

# set routing-options static route <&HCHI’ KL X>next-hop <RZITX RV IT 7 RLX>
# set routing-options static route <HCHEF RLA>ATZ 3> HKTE

s JEf5

[edit routing-options]
root# show

static {
route 0.0.0.0/0 next-hop 172.30.25.1; IPv45 J AL BL— bODETE
route 172.28.102.0/24 {

next-hop 10.210.11.190;
no-readvertise;

R Z LIRS BIRNCHDETE
NAR—Z A SHORREE(CF A




o b

IR ER D R SRy T DERTE

[@ UdpClCstatic routeZ %1€ 9 Dima(dqualified-next-hop®
AT a>H=FAU. preference(fB5)DEEXMUET

Bl: A > —w MEGRDIZOHDT T A)L ML— bDEETE

172.30.25.0/30

ge-0/0/1 _
rimar
Network A 2 P Y 1
172.29.100.0/24 —1$ Internet
6 secondary .5
ge-1/0/0

172.30.25.4/30

[edit routing-options]
root# show Primary route
static {

route 0.0.0.0/0 { X Juniper®static routedpreference(d5
next-hop 172.30.25.1;

qualified-next-hop 172.30.25.5 {
preference 7;

Secondary route

X preferenceZ7(CEREI D ETEEEZTITD

Juniper S



Static RouteDHEE

- show 1< > RTCstatic routez=tg:2 9D

root> show route protocol static

inet.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
0O k)L Epreference

0.0.0.0/0 *[Static/5] 00:41:59
> to 172.30.25.1 via ge-0/0/1.0

FIAILNL— FOAXARNRYTDOTRLRAEAATT—X
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Firewall Filter®D & E

« FWIaILZ EMEAZ D)\ Ty bTJO—ZHiT DI DRAT— KL ART 1 IILFIT
MRU>—T9 (=ACL)

« FWI )L TldtermEMFENBI R ST TI OV IZEELUET

. Joa)LFADterm(Ftop—downDIEE THEERENEY

test-filter FW filters
term <first-term> - term#&
BEEME: 7 RLARE
no match match =

term <second-term>

from BESE then Vs RS Y

no match‘ match

discard < Zterm(SEE UM > EI5E. discardUET

XEFTU<termZ{ER UTZPRIRE . FHMIDIERE=ZE I DR (Finsert IV > RZEFA U TCEXRULIBEE I CTermZ ANSE X TR0
T . -



Firewall FilterDs&E

1 : 10.10.10.0/24H5DEE%Z5TR] UIRUVFW T LS Z/ERK

root# set firewall family inet filter FW-FILTER term BLOCK from source-address 10.10.10.0/24
root# set firewall family inet filter FW-FILTER term BLOCK then discard

root# set firewall family inet filter FW-FILTER term PERMIT then accept

root# show firewall family inet filter FW-FILTER FW filters
term BLOCK { term#
from {
source-address { BEE(+:10.10.10.0/24h 5DEE

10.10.10.0/24;

77023 ARNFFe]

term PERMIT ({
then accept;

BADIPH S DIEE 25T E]




Firewall FilterDs&E

Bl ERUTZFW I 0 )L P72+ 25 J T —AN\ER

root# set interfaces ge-0/0/0 unit 0 family inet filter input FW-FILTER

root# show interfaces ge-0/0/0
unit 0 {

family inet ({
filter {
input FW-FILTER; ge-0/0/0(C A>T D\BE(Cx U CFW-FILTERZ EH

XFW D« )L DETEZBZNC I BFE(commitd BR)(Ccommit confirmZzFIAET B &
AM—EZRD CUF G RICHBUDRUMNBIGICIRDET




Firewall FilterDs&E

B2 TermDIERANEX

firewall i i filter FW-FILTER term BLOCK from source-address 10.10.10.0/24
firewall i i filter FW-FILTER term BLOCK then discard

firewall i 1 filter FW-FILTER term PERMIT then accept
firewall i 1 filter FW-FILTER term BLOCKZ2 from protocol udp
firewall i 1 filter FW-FILTER term BLOCKZ2 then discard

~ All permitd & (CtermB DD T
CDIEFTZ & ZDterm(ELookup = UL

Term(3537E UIZIBE TRE D 7 A LICBSAHMMTONE T, \
—AT. BRI D 1 ILY—%#IT B8 (C(HBIRIEF CTermz 2# T BUEN B D E
(EEEHIT(E. all PERMIT term®D&(CBLOCK2ME M TLBD T, Lookuph S\ & ITER

- insert O~ > : Firewall FilterY®Firewall PolicydtermlEFZzZE 9 5

root# insert firewall family inet filter FW-FILTER term BLOCK2 before term PERMIT

root# insert firewall family inet filter FW-FILTER term PERMIT after term BLOCK2




Firewall FilterDs&E

2: TermDIEFANEX
UEIEE TtermhEes SN LD EZER U ET. commitZEiTULV\ET

5l

il
%

root# show firewall family inet
filter FW-FILTER {
term BLOCK {
from {
source—-address {

10.10.10.0/24;

}

}
then {
discard;

}

1}:erm BLOCK2 { insert <> RICKDterm BLOCK2A'PERMITODRIICISEI L TLVD

from {

protocol udp;
}
then {

discard;

}

}
term PERMIT {

then accept;




Firewall FilterDs&E

3 : JUNOSHBNADNYR—Z A MBEZHIIRT D

1. FWJ 1 )L %Z1ERR T D
¢ 192.168.1.0/240tz0 A > MHSSSH TODIEIEDHEFT]

2. ERUTEFW D 1 )L5%Z100 JL—T)\w oA > AT 1T —R)ITEHAT D

root# show interfaces Routing Engine
lo0 {
unit 0 {
family inet {
filter { W

input MANAGEMENT; 4

root# show firewall family inet
filter MANAGEMENT {
term PERMIT ({
from {
source-address {
192.168.1.0/24;

}

}

address
10.10.10.1/24; ------------------------------------------ |OO --------------------------------------

} l
} NHR—I A MEE(FIo0ZEHT D

DIIDII—> /

Packet Forwarding Engine

protocol tcp;
destination-port ssh;

}

then accept;

XEX, QFXS U —XBE\DBEZHET DIHE. 1008 KT, me0d/\Firewall Filterzi@BRE 3 23MNENHNDET,
XSRX, MXZ 1 —XBEBADBEZFHIHT BIHBE. 007+ CFirewall FilterziERA I 2 & THlEIRIEES RN E T, (B >4 T 1 — XfXpOADER(FRE)
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Training Outline Service Gateway “SRX"” course

No—Z=>20RE (&%)

Juniper SRX> U — XRIREBNT P.110

LAB.1 JUNOSDERIIRIEIE - 527 P.120
LAB.2 FirewallD:%E P.132

LAB.3 NATD:%E P.152

LAB.4 Chassis Cluster®s%iE P172

TIPs to be JUNQOS Experts P.207
EFLEH P.232

Appendix A: Chassis Cluster Deep Dive P.236
Appendix B: IPsec VPNDEE P.250
Appendix C: NAT pool options P.266
Appendix D: Security Logging P.270
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Juniper Security ) |
[LEEHEI7RSecurity — E X7z C 1t

b/ §1:X 3w Unified Threat BBAVTIOIVR BELERB
2747 2+— LY —ER Management T59hTH—L (£O7A4)

T7I)r—a m

AJ R b &l 1 RybkRyk/CRC

YRRy IR

Evasive Malware

SERBLR—T127&
I HTHEEE

GEO-IP

A IEERARE (IPS)

aA—HR—X

T7AT704A—IL BBE®DOXL, APT

SRX #£AXY—EX

TJ7AT IA—IL TEURXZ# (NAT) VPN

BHEjk (A—kA—32)

Juneer S




SRX &S5 1>Fwv T

BA2Tbps I 7 A 74 —)LAIL—T v k
1{EEBtEYva>XXo—U>D

2 T SRX5800

>0
')
1T |3
o
q
100G P
VSRX 2.0
Virtual SRX SRX1500
10G (Virtua ) S |
SRX345
1G SRX340 Suiibioy

R DENR T —ZE)T1—




IHITF1 7))L —FDIBX DR IQEREZ IR T B
Branch SRX ¥t LWL\ > Fw T

18 kS 248 QA

W=7+ >0, RAvF>2J, Securityz@BiELIEA—ILA1>D> - T)INAX

T —=3> - Security. IPSec. MACseciR ERRARRL A7 — (WIS Uz
SecurityZz 12t

I>RI—Y - 7TUH5—>3> - TOARYIAEARL— 3> 050K =ER
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vSRX(Virtual SRX)

Junos Control Plane
(JCP/VRE)

Adv Services

. @ HWZ 'S+ 7> ASRX & EEDidkue Rt
Flow Pricessmg (Including Firewall, AppSecure, UTM/IDP, Integrated User
Packet FWD Firewall, SSL Proxy, VPN, NAT, Routing, HA Cluster, etc.)
(JEXEC) |
Junos Kernel @ HR—RNTIFSwv hMR—A

QEMU/KVM + VMWare 5.1, 5.5, 6.0 - CentOS 7.0 (KVM)
SRIOV i - Ubuntu 14.04 (KVM) S ContE EE
Juniper Linux (Guest OS) I

() VSRXEF— - N\{S51 k
o YRESRXEE—DFERKTIRE - EREEDO/NTA -V X

! CTEBRRET 714 7oA4—)L - vCPUZERAR12{EERT DS &
Gl N « VMwaretokKVMR ED/\/{— L&D, B|A100GbpsZziBZ 3
JAHEHR— N 2 —TF v M B

« 2vVCPUT. &mA#17Gbps® -« AWSIREDT T RY— EXIC
IJ7AT7IA—)LAI)IL—Tv b~ BHG
B EIR

Physical X86 CPU, Memory, & Storage

JUNIPER NETWORKS Jjunirer SR



J\ATLTYRSRXS ) —-XY—EXT— DA

S EEDOSVEE(VUY—X)CERRDEHIGIRSecurity Z

IImI|

RFmSYJ S ADSECURITY

gRa=520)( Tt —T > A EE

FrUT - H5Y REEE(CTRESH
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)\ T2 RSRX
Dynamic Service Architecture(CkD/\ T A —< > RHL5

B R (ftttt) T 7 A7 DA —)LRam

o 1B EEIRET &FBRIT A hD&T: HIGH
SwF T LT —TUS T D& HIGH
i EEM: HIGH

o EFEHR: HIGH

il

H—EXTEICHETZEcAR: SLOWI!I

50

Security
Requirements MERDFWF /1 X
FW, IPS & VPN

(Gbps)

10




)\ T2 RSRX
Dynamic Service ArchitecturelC KD/ T A —< > XLk

B SRX (Dynamic Service Architecture) D&

o Bk E EIR5T & FERIT A hDETE: LOW /éﬁf%ﬁ;\%ﬁ%ﬁ@?ﬁ%&g
SwF I ET—T U TRt DER: NONE

oIGEER: LOW
o EFHEH: LOW

H—EXTEHICHIET a0 FAST!

200

Security -
Requirements SRX[c k&
Dynamic Service
FW, IPS & VPN Architecture
(Gbps)

50

500050

e o @
i

Network Traffic Requirements

TODAY I FUTURE
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J S5 >FSRXS U —XE

INTERE SIS () INFURSZ ISV RIRZIERT P - KRESZIERG KHURSZIERET Fv )N\ RE@EF

501—Y ki mA501—Y mA1001—Y mA2001—Y mA5001—Y mA10001—Y
SRX300 SRX320 SRX340 SRX345 SRX550-M SRX1500
* 8XGE (w/ 2xSFP) « 8XGE (w/ 2xSFP) » 16xXGE (w/ 8xSFP) « 16xGE (w/ 8xSFP) * 10xGE (w/ 4xSFP) * 12x1GE (Cu) + Gx1GE
« Desktop Form Factor « 2Xx MPIM Slots « IRUB1X « 1IRUBrX « 2U Rack Mount (SFP)
c IJFILRTHAS - MAC-Sec (2xSFP) - 4x MPIM Slots - 4x MPIM Slots « 2x MPIM + 6x GPIM * 4x 10GE (SFP+)
- MAC-Sec (2xSFP) . POEftZ=EFILED - MAC-Sec (16xGE) - MAC-Sec (16xGE) -1+ 1 AC/DCPSU * 2x PIM o
- BWHAR— N (1xGE) - BIWHAR— ~ (1XGE) * HAT> FO—)LERAR— b
PERFORMANCE PERFORMANCE PERFORMANCE PERFORMANCE PERFORMANCE PERFORMANCE
- Firewall: 1 Gbps - Firewall: 1 Gbps - Firewall: 3 Gbps - Firewall: 5 Gbps - Firewall: 7 Gbps * Firewall: 9 Gbps
. IMIX: 500 Mbps . IMIX: 500 Mbps - IMIX: 1 Gbps - IMIX: 1.7 Gbps - IMIX: 2 Gbps * IMIX: > Gbps
. IPSec: 300 Mbps . IPSec: 300 Mbps - IPSec: 600 Mbps - IPSec: 800 Mbps - IPSec: 1 Gbps * IPSec: 4 Gbps
- IPS: 200 Mbps - IPS: 200 Mbps - IPS: 400 Mbps - IPS: 600 Mbps - IPS: 800 Mbps - IPS: 3 Gbps

s s e o e o s IEE



Mid range /\-1 T> RSRXZ U — XiE

INRFRAR PR PR KRR KR KR
FT—ItrsEr SF—Hte>raly F—ItIIRE STt vmaly F—HItAIE It vmlF

SRX1500 SRX4100 SRX4200 SRX5400 SRX5600 SRX5800
« 12x1GE (Cu) + Gx1GE - 8x 10GE (SFP+) - 8x 10GE (SFP+) - 100GE-CFP/CFP2 - 100GE-CFP/CFP2 « 100GE-CFP/CFP2
(SFP) - EIHAMR— ~ (1xGE) - BEIBEAR— ~ (1xGE) - 40GE-QSFPP - 40GE-QSFPP - 40GE-QSFPP
* 4x 10GE (SFP+) - HAOJ> hO—JLEA/R— b - HAOJ> hO—JLEAR— b - 10GE-SFPP, XFP - 10GE-SFPP, XFP « 10GE-SFPP, XFP
* 2x PIM « HAD 7 JUw OB RR— ~ « HAD 7 JUw O8HER— b - 1GE - SFP - 1GE - SFP « 1GE - SFP

« HAO> hO—JLERR— ~

PERFORMANCE PERFORMANCE PERFORMANCE PERFORMANCE PERFORMANCE PERFORMANCE

« Firewall: 9 Gbps « Firewall: 40 Gbps « Firewall: 80 Gbps  Firewall*: 480 Gbps  Firewall*: 960 Gbps « Firewall*: 2 Tbps

* IMIX: 5 Gbps + IMIX: 20 Gbps - IMIX: 40 Gbps . IMIX: 30 Gbps . IMIX: 65 Gbps . IMIX: 130 Gbps
* IpSec: 4 Gbps - IPSec: 5 Gbps - IPSec: 10 Gbps . IPSec: 35 Gbps . IPSec: 100 Gbps . IPSec: 200 Gbps
- IpS: 3 Gbps - IPS: 10 Gbps - IPS: 20 Gbps . IPS: 22 Gbps . IPS: 50 Gbps . IPS: 100 Gbps

* Express passf{# F
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Security "SRX” course Topology (Lab.1 : EA%/E)

[ ]

|
SRX-Training-1

i

ge-0/0/3 (192.168.11.1/24)
[

[ ]

SRX-Training-2

i

ge-0/0/3 (192.168.12.1/24)
[

]

|
SRX-Training-3

I

ge-0/0/3 (192.168.13.1/24)
[

]

|
SRX-Training-4

[

ge-0/0/3 (192.168.14.1/24)
SRX-4 [

il

e

I
SRX-Training-5
|

]

ge-0/0/3 (192.168.15.1/24)

ge-0/0/3 (192.168.16.1/24)

15

SRX-Training-6
]

I

—EEEEEEEN

ge-0/0/3 (192.168.17.1/24)

AN
I

SRX-Training-7
i

|

ge-0/0/3 (192.168.18.1/24)

15

SRX-Training-8
1

|
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SRXA\OT A >

PIEASE EARREDSRX(IC 7 NI > Mroot' cOU 11> LE T,
clia~x> I\"C‘JUNOSODOperatlonaI-:— NiEUET,

— root’7 1> tldserial console. F/zlEsshizfclFDAHERRBIEGE T I,
— SENFIZFRIICIP RLX, root/)\ XD — R, sshZzi&ERTH T,
« Root Password : Juniper

[ Tera Term: Fril L 3ESE @ﬁ

— Tera Termh SSSHV2#EH TIEHE L T IE S0\, eTop/p  FANDIERTSREPIT L S
il S (e))

. — S22
H 2 O Topet TCPH —h#E):
o BoH Jssw Va0 (s )
JEO SnkaL): [unspEs <)

D2 )7 LAE) To—FE) | COMI: IntellR) Active Management

-——- JUNOS 15.1X49-D40.6 built 2016-03-22 05:18:15 UTC [ e ] ‘##Lﬁ‘l‘_’)b‘ "’\Jb?'iﬂ)‘

root@% cli




Operational ®— RMDshowI~¥ > RELT
BRI\ —> 3 DR CRABROEREEMUET.

— Active configurationZz=xz~

root> show configuration

— J\— RO T EHR=ER=

root> show chassis hardware

- VI D7)\ =23 > DS

root> show wversion

— A2 ITT—ADAT—H A—BDRK

root> show interface terse

— IL—FTa>07—TJILFE~R

root> show route

— MACP RLXFT—TJ )L~

root> show ethernet-switching table

— YR— heRTDRICHELRHLEBHR (RSI) Z—1FEUS

root> request support information

XHEADN—BEEIICASRUVES. | no-more AT 3> % BT 3 EREFECRRSNET

Juniper S



root 770> b\ AT — RESE (GREFR)

Configuration ModelC A D . EEZEDEEZEITLNET,
TFEEDFINETroot7 > MIINRT— RZZELEXRT,
— root password: Juniper

root> configure
root# set system root-authentication plain-text-password

(BUTRINRAD— KR AN)

root# commit

Xroot/\XAJ— RESTEISMNETI ., SHENMFELRUVEcommit(CKEEUET,




FTARL 773 > MERK

BIERAIHD> Nlab"zZzLl T D&E CERRULE I,

lab lab123 super-user

committ r#&. —Eroot1—Ynttv>a>x=0O0707IONUET,

root# set system login user lab class super-user

root# set system login user lab authentication plain-text-password
(e4T18) \ZU RAR)

root# commit and-quit

root> exit

root@% exit

sshT. R UIZ 7 DD h2EO>TIER(COJ A2 TS xR Uz

g&l

--- JUNOS 15.1X49-D40.6 built 2016-03-22 05:18:15 UTC




H—EXDESH) ERA MADEETE

H—EXDiEEE

- T IAILBTEERED—EXINES L TULRLZS., BIITEHELET,
(ssh DHERICEKTERH)

— telnet ftp, http CTHEERIC 7 I A TEDLDICLET,

lab# set system services telnet

lab# set system services ftp
lab# set system services web-management http

TR A N DERK
— TopologyZZBB L. &BHNOT1> U TCLV\IEZBRDIRA hMAZEELET,

lab# set system host-name SRX-x

Z 8 U fzconfigDZED = R
— Active config &t U T BRENIE L EMESNEC &EZ2MEE Lcommit LE T,

lab# show | compare
lab# commit

Juniper S



-U__ EXLE_)J O)'ﬁﬁn:b\

TelnetlC kDI’ X

« Tera TermhStelnet T/ OTATEBRC E=MERLUET,

telnet 192.168.1X.1
e Uiz 11— (lab)=ERLCcOJ1>

FTPICKBI77OtX

« Windowsh5AY> RJO>T b5 EIF. FTPCTPZOTCRTEBR =R UET,
ftp 192.168.1X.1
ERR Uz 11— (lab)ZzERLCOT 1>
SOV RTCTA—YUF4 LU RMNIZRRTETDZ EZMEDR

o RIRSNRUVIEE. Windows Firewall CFTPEFRINNIAE

JS5 Y M5 Web GUINDT7I1E X

« JTSOYMNSTFOTERU. J-WebDBEIEMNRRESNDC EZERBLEI,
http://192.168.1X.1/
root. EIMMEKLIZI—T (lab)=FERLCOJ1>

I ————————— T, |



Configuration DR

C CETTETE UTzconfiguration® A ZziE:2UE I,
@ OperationalE— RO SR
BEHdDActive configeRrUEY,

1lab@SRX-1> show configuration — ; N ———
nfigZE FIX S N
lab@SRX-1> show configuration | display set Bl U Config @ /¢ STV TR

@ Configuration®®— R SHER
fmET dDcandidate configz&xR~UE T,
commitZ(CERTEZEZ L CLVRITNIEL, Active config&BIURBMERRSNET,

1lab@SRX-1> configure
Entering configuration mode

[edit]
lab@SRX-1# show
1lab@SRX-1# show | display set

@ UConfige 212D TERR




Operational€E— ROV > R 7ZEFRIR
Configuration®— RH5. OperationalE— ROONY> RZEFEITUET,

@ Configurationt®— RICADET

@ show interfaces 1< > R&EZELT

LITFO2D0OY > RZEETLU. BARSNDIASZHERZLUET,

lab@SRX-1# show interfaces
lab@SRX-1# run show interfaces

Operational Mode Configuration Mode
L run, e l
show interfaces show interfaces

s e per o e o NG



commit confirmed
O EEREZ U CUFR G A CHERENBE ClcRDCEZMEE LS

gi-

OOX> RIJO>T bH5Sping 192.168.1X.1 -tZETUTCHRETET
QEEA>H I 1T —RADNEZHIPR
A>2A—TJ1—RECF2IVFTAOEREZHIBRUET ., KcommitldE=/z Ui &

lab@SRX-1# delete interfaces ge-0/0/3

lab@SRX-1# delete security zones security-zone trust interfaces ge-0/0/3
1lab@SRX-1# show | compare

®commit confirmed
commit confirmedA T3 >%F>T. 1DRITGRENRERDILD ([CcommitLFET,
commitse T XV TZ—hRRSNIER. 7O AREECIEDTera Termh\Iti=nEd,

1lab@SRX-1# commit confirmed 1

@pingNIGENIRD CTEESBEOT1M> U, RENRD CULDC &EZiER
HIFRUTEA > A —TJ T —RADEENEBEICEOD>TWDBCEZERLET,

1lab@SRX-1> show configuration interfaces ge-0/0/3




Configurationz 2 7 1 ) LIC/RFF

IRMDLabZiasbBEIIC. save_

< > R Cconfiguration fileZzzsave L 3

file list N> RTCIEEI(Csave CEleC&E=MERLE I,

1lab@SRX-1# save labl-end YYMMDD
Wrote 213 lines of configuration to

[edit]
lab@SRX-1# exit
Exiting configuration mode

lab@SRX-1> file list

/var/home/lab/:
.ssh/

labl—end;XYMMDD

'labl—end;XYMMDD'
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Security zone&PolicylCkD b= T« w il

« Security zone
. Security zone& (&, 1>2AF—TJ 1 —RICEIDHTRARENXTIL—-T T,
- SRXTCI(dSecurity zoneZzfE> T > TJr v OZHIHILET,

« Security policy
 Security policy&(d. SRXZ@EB T D ST 0 v IOZHiEldDzsbDIL—IL T,
- zoneffl b T4 w O &, zoneRA NS T4 v OICENZENERHAESNE T,

- Zonef : AJzone&IESzoneN\Dpolicy
- Zonel : ABzone&[E U zone\Dpolicy

_ , securit securit
Zonefslpolicy THI4EH W zone Ay zone By

.

ZonelApolicy T il i z

—
-
e

Junper S




Security zone& Functional zone
ZonelllE, RELDIFTFED2IATNHDET

« SRXZiEE I DS Tv v IOzl dD/zsbdzone T,
 Security policyld. CdDSecurity zonefBl CEXENDEICRANDFE T,

« SRXZEIEIT DAY —-—TJ1T—RZlET DIcHDzone T,
« ZDzone TXRIEULE ST v IR, (FhDzonellEmXxcNdZ ElEHDEE A
- IXpO(BHEEM>F T 1 —XR)ZEHTDIHSE. functional zoneZ/Epk I dE(FHD T A

security ./ | security
zone A IH.A zone B
-d-l ) 14

| M |
Functional _ -
zoni Functional zoneM5 (EH\DzoneN\

geucl/6 AR GVESIF & TvEIay A

I —————————— s, | .



SRXC#Rimd D b= T+ w O]
SRX CHRIEA IR T B NS T+ W IRISTE

« host-inbound-traffic system-services
c XRMEZH T DIV —ERZTIBELEXT
 ftp, http, telnet, ping, etc
- B —EXDiEE)(dset system services AL T CT&E

« host-inbound-traffic protocols
s XREZHE IR TONILZIEELET
« bgp, ospf, vrrp, etc

« zoneBifi[, FE/z(dzonelic FDinterfaceEBE{ TNE
« f5l1: trust zone®{KAT. system-services& protocolz 9 R TEFa]

security zones security-zone trust host-inbound-traffic system-services all

security zones security-zone trust host-inbound-traffic protocols all

« {512 untrust zone®interface ge-0/0/0C. ping&ospfdDdrZz 5]

security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic system-services ping
security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic protocols ospf




Security zone®Dz%E I

+ T JA)LNERE (15.1x49-D50.3)
Trust zone

» ZoneE {7 T host-inbound-traffic system-services, protocolszz 9 /N C&¥r]
c 412AA—=TJ1—Xirb.0H/\1A> KR

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all
set security zones security-zone trust interfaces irb.0

Untrust zone
- Zone Fdinterface ge-0/0/0Cdhcp, tftpdDFHsFr]

set security zones security-zone untrust screen untrust-screen

set security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic system-services dhcp
set security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic system-services tftp




fBE : IRBA>A—TJ1T—XICDULT

- IRB(Integrated Routing and Bridging) & (&

o VLAN)I/ SO THERITDIA A —T 1T —ADEFN
BEODA>A—JT—XEREER. IPPRLAZT7HYA> UTERE

- SRX300 / 15.1X53-D500Di55
- ge-0/0/0(FL3 JL—F« > EME
- ge-0/0/1~7(dL2 X1 v F>JEE

Junper S



Security zoneD:STEMER
« ZoneDiXEME N> R

root@> show security zones

Security zone: trust

Send reset for non-SYN session TCP packets: Off
Policy configurable: Yes

Interfaces bound: 1 A RN 25 -1 -8

Interfaces:

irb.0 A2 RENA>H—-T T -5

Security zone: untrust
Send reset for non-SYN session TCP packets: Off
Policy configurable: Yes
Interfaces bound: 1
Interfaces:
ge-0/0/0.0

s e per o o NG



Security policy®Ds%E (from-zone/to-zone)
«  policyzZ{ER 9 D1z, Xx{Etzone(from-zone) &EFE5Ezone(to-zone) Z &

- Zonefehi@{EdDpolicy
l1: Zone AhVSzone BADBIEpolicyZ/ERk

root# show security policies
from-zone A to-zone B {
policy 1 {
match {
source-address any;

Policyl
security Policy2

zone A

! ! security
destination-address any; zone B
application any;

}

then {

permit;

- Zone&@{Edpolicy
f512: Zone AH‘Szone ANDIE{Epolicy & {ERk
root# show security policies
from-zone A to-zone A {
policy 6 ({
match {

Policy6

security Policy7
source-address any; zone A Policy8 x
destination-address any; Policy9

Policy10

ol

application any;

}
then {

permit;

oy ey

X Dpolicyh'd BDIHEE.
RED_ENBIEICFHIENE T

Juniper S




Security policy®:%E (match/then)

° %pollcy‘é(imatch EthenThS T4 v O HM L TI7 O 3> 2 RE

match - policy([CEESEDIFRHZHRET D
» then - FHICERUCBEICH TR IS A Z™HES D

49

¥ matchTIEE I D5FMHAF V¥ thenTIEEI D7 I0>3>
« source-address : iIX{S7T - permit : 58]
 destination-address : 5t « deny: E (BIGE. I>—10—RZER3I2W)
 application: 77U —>3> - reject: IER (TZ—0— R%EIRY)
« log: OJ DS
X&policy TIEIT RN CHEMNEA - count : ZFHPolicyd/\Tw R, /A ~EZEUS

5] : zone A5 zone BICX U T INTDEEZFFA]

security policies from-zone A to-zone B policy policyl match source-address any
security policies from-zone A to-zone B policy policyl match destination-address any
security policies from-zone A to-zone B policy policyl match application any
security policies from-zone A to-zone B policy policyl then permit




Security policy®:i%E (address-book)

« address-book
« MatchFF(ICTHFFED T KL RIREZIBE UICWGS
» source-address/destination-address TIERUIEWI RLAZRE CETET
« INTDOIS T4V IZIEELLVGESIE. FOHOEEINTLD any ZERHULET
 address-book®Di&iE

set security address-book global address AAA 1.1.1.1/32

set security address-book global address BBB 172.16.0.0/16
set security address-book global address CCC 192.168.1.0/24

- address-setD%iE
 address-bookZzEEFHAHENTE CEHRIEE
- {5l : BBB&ECCCZ#BEAHENTE T, BCSETZ/ER

set security address-book global address-set BCSET address BBB
set security address-book global address-set BCSET address CCC

« Address-book®iiE

set security policies from-zone A to-zone B policy policyl match source-address AAA
set security policies from-zone A to-zone B policy policyl match destination-address BCSET




Security policy®z%E (default-policy)

» policyDsHhIER
» policy(FE&KTED LM SIEE(CFHMESNEI
- matchU/zpolicy®77 0> 3 > Hh—EITEITSN. B DpolicylIFHETNEEA

» BH/RBY(CpolicyZiETE UIRWLWNEES
» default-policy(CHEBESN TR 773 > HERIICIRDET
- default-policy(&. EDpolicy[CEmatchUid o EiFa(C. &R (CFHiENSpolicy
s TIAIKTOZIUNEIIARTD/FwY hedropd Bdeny-all (BEERddeny)

s ITFOETEICKDpermit-alllCEE T B &ErIEE

set security policies default-policy permit-all




SCREEN#%EE

e Screentge

o L3/L40DE
IDPE>1
- IREE[H1EID#B (ids-o

— L& fERE

AR IRINE A EIREEE = Tt U
U7XV LTz Hz ECTRD ., IEE(CERICEMEUZ
otion)Z4ERk L. €NZzonellEAULET

1: Screen®E%TEZ untrust-screen& U CTYERR

security
security
security
security
security
security
security
security
security

2: YEpk U Tzuntrust-screenZzuntrust zone(Z &

sScreen
sScreen
sScreen
sScreen
sScreen
sScreen
sScreen
sScreen
sScreen

ids-option
ids-option
ids-option
ids-option
ids-option
ids-option
ids-option
ids-option
ids-option

untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen

X9

g-i-

icmp ping-death

ip source-route-option

ip tear-drop

syn-flood alarm-threshold 1024
syn-flood attack-threshold 200

tcp
tcp
tcp
tcp
tcp
tcp

syn-flood source-threshold 1024
syn-flood destination-threshold 2048
syn-flood timeout 20

land

set security zones security-zone untrust screen untrust-screen

T R e,



 show security screen statistics

lab> show security screen statistics zone untrust
Screen statistics:

IDS attack type Statistics
ICMP flood 5

UDP flood 21 % =Screen(lcEw bUTEAHD > ME
TCP winnuke 0

TCP port scan 0
ICMP address sweep 0
TCP sweep 12
UDP sweep 15
IP tear drop

o

TCP SYN flood

IP spoofing

ICMP ping of death

IP source route option
TCP land attack

TCP SYN fragment

TCP no flag

IP unknown protocol

IP bad options

IP record route option
IP timestamp option

PO NN o N

O OO H OOOOO O O

e er e e s SR



SRX/\T v NMLUBEDRN (Z%)

Forwarding
Lookup
A
v
. Reverse -
Static Dest . ; Source | Services .
Screens NAT NAT Route Zones Policy ﬁf_lt_lc NAT ALG Session
I A A
NO YES YES
Fast Path
Per Per Match Services Per Per
Packet | Packet > oo »| Screens | TCP NAT | »| Packet | Packet
Policer | Filter \/ Filter | Shaper
11 JUNOS Flow Module 1170

» IS
» >

DF1—ms)\Ty hzEvoOF7vT  5a) ity a>oigs 5b) w3 >h L TL\DIFE 6) /\ow hZETA1I)LF—
2) )\ v KPolicy FW Screen&F T w2 e FW ScreenZF T w7 ARAC AR N, 7% vl w0
3) )Ty hED ALY — Static. DestinationNAT e TCPZFIT VY 8) /\&rv NEERX

W3, W A7 = DLy OTYT e NAThS> XL —23>
4) ty2320Ny Ty HEFEDY — > PolicyzF T w7 e ALGTOtZYVSI >

Policy®)Lw 77w =

1) ){— X Static. SourceNAT
ALGET Y h7w T
v 3> A=)
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Security "SRX" course Topology
(Lab.2 : FirewallD:%7E)

trust

ge-0/0/3
(192.168.11.1/24)

ge-0/0/2
(10.1.1.1/24)

trust

ge-0/0/3
(192.168.12.1/24)

ge-0/0/2
(10.1.1.2/24)

trust

ge-0/0/3
(192.168.13.1/24)

ge-0/0/2
(10.1.1.3/24)

trust

ge-0/0/3
(192.168.14.1/24)

SRX-4 ]

ge-0/0/2
(10.1.1.4/24)

o

10.1.1.254

ge-0/0/2
(10.1.1.5/24)

ge-0/0/3

(192.168.15.1/24)

— (ryst

Untrust zone

ge-0/0/2
(10.1.1.6/24)

SRX-6 ]

ge-0/0/3
(192.168.16.1/24)

S —— IRV

ge-0/0/2
(10.1.1.7/24)

SRX-7 ]

ge-0/0/3
(192.168.17.1/24)

C—— IR

ge-0/0/2
(10.1.1.8/24)

ge-0/0/3
(192.168.18.1/24)

S—— IRV
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Interface, Zonei%1E

éu.

» ge-0/0/2(untrust) (CIPY” RL XAZERTEL. T IAIL NL— hZENMUZ

set interfaces ge-0/0/2 unit 0 family inet address 10.1.1.X/24

set routing-options static route 0/0 next-hop 10.1.1.254

» untrust zonez{Erk L. ge-0/0/272)\1 > FUET
. host-inbound-trafficC(dping, telnet, ssh, http, httpsdOt— E X & 3F18]

security security-zone untrust interfaces ge-0/0/2
security security-zone untrust host-inbound-traffic system-services ping
security security-zone untrust host-inbound-traffic system-services ssh

security security-zone untrust host-inbound-traffic system-services http
security security-zone untrust host-inbound-traffic system-services https
security security-zone untrust host-inbound-traffic system-services telnet




Address bookDi%TE

. Policy Csource/destination-address(C {9 daddress-bookZERk L =
« Trust zoneHs

:él

set security address-book global address trust-segment 192.168.1X.0/24

o Untrust zonekR
« address-setz={EFRAUL=E

security address-book global address untrust-srx 10.1.1.0/24
security address-book global address untrust-web 192.168.1.0/24

security address-book global address-set untrust-segment address untrust-srx
security address-book global address-set untrust-segment address untrust-web




Security policyDs&%7E

Dtrust zoneh Suntrust zoneNdDORJ S — & E5TE trust untrust
192.168.1X.024 zone | Policy zone  10.1,1.0/24

- trust-segmentHh*Suntrust-segmentDiB{E (LI N TEFA] TEST >

security policies from-zone trust to-zone untrust policy TEST match source-address trust-segment
security policies from-zone trust to-zone untrust policy TEST match destination-address untrust-segment

security policies from-zone trust to-zone untrust policy TEST match application any
security policies from-zone trust to-zone untrust policy TEST then permit

~ o1 | ~ = trust untrust
@untrust zoneMStrust zoneNDINU S —ZEKTE 100 168 1x 024 zONE zone  10.1.1.0/24

. TR TREE

security policies from-zone untrust to-zone trust policy TEST2 match source-address any
security policies from-zone untrust to-zone trust policy TEST2 match destination-address any

security policies from-zone untrust to-zone trust policy TEST2 match application any
security policies from-zone untrust to-zone trust policy TEST2 then deny

Juniper S



Security policyDE:%

trusth*Suntrust\NOR D = —HE:R

- @ OV>RIJO2T b1510.1.1.254(23 U TpingZ =17
- IEENBNUIEL RUS—HDEWEL TN T ENER TEET

@ Tera TermO#FFRELTY = 3> T, BROSRXDIP)? KL X (untrust)(CtelnetZz 34T

.« EHREFHAIDRZSIR

e OJA4>70O0>7 MO EWLES, lab/ labl123TcOd 1> LT EEL)

- BODSRXET., UTFTDIONY> RZWHREULET
« show security flow session
« show security policies detail
- show log messages

untrustb\btrust/\@/‘l‘\ )< —HEER

- @ ON>RTO>T b BEEDSRX(trust)(CpingZEST
- SESE(FRAIDERZ SR
o pINGICICEMRRWNWC EZMERRULERT

EFES Q@M%E5% @ MDIE%
(untrust) (trust)

o0 N O Ul A W IN B

10.1.
10.1.
10.1.
10.1.
10.1.
10.1.
10.1.
10.1.

1.2
1.1
1.4
1.3
1.6
1.5
1.8
1.7

192.168.12.1
192.168.11.1
192.168.14.1
192.168.13.1
192.168.16.1
192.168.15.1
192.168.18.1
192.168.17.1

Junper






NAT $1Z

» public&privateDIPF kL X &2
« SRXTlFtFa1UFTa/RUS —E(FRIICERE - 3RE
» 7h— BZE#(Port Address Translation: PAT) EH/RK— ~

‘ | Internet
Private/Trust — Public/Untrust
10.1.1.5 10.1.1.1 1.1.70.5
10.1.1.5 | 221.1.8.5 6 36033 1.1.705 | 221.1.85 1025 80

;4‘[

Junper



SRXDNATS A

o« RELDITTLULTD3ISTATDNAT/PAT 5%
« Source NAT FAETTIP R L A= 2R
- Destination NAT %B5GIPJ7 L A =21
. Static NAT 1 D@Private IPIC1D®dMPublic IPEYw E> 2 U TZEHA

« Source/DestinationfEHS1HEEOIEE

Source NAT =]

-

Internet

= Public/Untrust
SRX
A== Destination NAT

Private/Trust

Junper



NATALIED|IE

« Source NA

s TFIAUTARUS—1E

112 (CALEE

o ZIFIDT RL X T/RY S — 5T
« Static & Destination NAT

s TFIUTARIS—E

Yes l

Lookup
v

JL— BRI o 25 &drop

>  Route/Zone _5

1 (LR
« RO RLAT/RUS

— % ST

Reverse
Static

NAT

—Yes->

Policy Lookup

v

policylc Ufz#Y> Tdrop

No

>

l

Packet —_
Forwarding

Junper S



NAT)L—)LODiE FHSEASF

» NATZEH I DIMNEDHRDD [ 2E5PE
@O BIEDAME (rule-set)
- from-t0C. [ETHhB] [EIAN] DBEEMNZIETE
« from: zone, interface, routing-instance(VR)
* t0: zone, interface, routing-instance(VR)

e ZHICRYF UTIESQDEHT(C
@ J\Tw bDIEER (NAT rule)
« EETT RLR, FBET RLR, iRh— hEEEZMHEELT [EAR] BEHNZIEE

« YWFUTZSNATZEF
| from zone trust ;

to zone untrust

Trust Untrust
L — Internet
10.1.1.5 —1.1.70.5
10.1.1.5 221.1.8.5 6 36033 80 1.1.70.5 221.1.85 6 1025 80

L 5 4

source-address 10.1.1.0/24

e e s ARG



Source NAT &

« IXETIPV RLRZZIRT D
« AT 3> THRIETN— NESDZEIH(PAT)

[TELTY

e Source NATODFE

*H

* SRXDA A =TT —RT77 FLAICEHE
» PATIIERIENF

e PoolMBIP RL AZEWICI7H1 >
e PATIdZdHD. IUEESEBIG




Interface-based source NAT E%7E

e Trusth 'S ADTCEE T T4 Vv IDFEETIP RL A %Z

Internet

UntrustO OBl > A —T 1T —ADIPV RL-X “1.1.70.5” (2
Trust Untrust
‘ | ge-0/0/2.0 ge-0/0/3.0
011E 10.1.1.1 = 1.1.705

ZREDFELR
—

10.1.1.5 1.1.70.5

« NAT)L—)LtZv M CIEEDARIZRE

set security nat source rule-set 1 from zone trust
set security nat source rule-set 1 to zone untrust

« NAT)L—)L%=

=rL==>

o AE

213

« XET KL X (0.0.0.0/0 =any) [CX¥wFUES. interface)’” KL X (CE A

set security nat source rule-set 1 rule 1A match source-address 0.0.0.0/0
set security nat source rule-set 1 rule 1A then source-nat interface




Interface-based source NAT &%
o ZIRRESBRDOMER 1Y R

* show security flow session
* show security nat source summary

user@srx> show security flow session

Session ID: 42325, Policy name: default-permit/4, Timeout: 1790
In: -->1.1.70.6/23;tcp, If: ge-0/0/2.0
Out: 1.1.70.6/23 --> ;tcp, If: ge-0/0/3.0

user(@srx> show security nat source summary PATEREIKF (CENE

Total pools: O

Total rules: 1
Rule name Rule set From To
1A 1 ge-0/0/2.0 untrust

Action
interface




Pool-based source NAT

« TrusthSUntrustlCIRITD ST 1w ODiX{E5TIP)7 KL X Zpool)”

NLRICEH

* Proxy ARP%Z %X

Jur==—

e Pool7” I\I/XUT L CSRXMSARPILE T BLDICERTE
¢« Pool7 RLREAA—TT—INEOHITRY M EDOBEICHE

Pool
100.100.100.20

100.10(5.100.29
Trust

pool 7 RL X (CXT D
proxy ARPZE&TE

Untrust

.

192.168.1.0/24

100.

Internet
100.100.0/24

FTDTRLA EWMBEOTFLR

192.168.1.0/24 100.100.100.20

_~

100.100.100.29

Junper



Pool-based source NAT i5%7iE

« V7 RLRAT—)LODFTE

set security nat source pool src nat pool napt address 100.100.100.20/32 to 100.100.100.29/32

« NAT)L—J)LTZv MODESTE
e TrustY —>HSUntrust — > ADIRE

set security nat source rule-set src nat napt from zone trust
set security nat source rule-set src_nat napt to zone untrust

« NAT)L—)LDEETE
e IXIETLT RL-ZAHY192.168.1.0/240D155 . Pool7 RL R (CZ#A

set security nat source rule-set src nat napt rule napt 1 match source-address 192.168.1.0/24

set security nat source rule-set src nat napt rule napt 1 then source-nat pool src_nat pool napt

« Proxy ARPODEETE




Pool-based source NAT HEER
o ZIRRESBRDOMER 1Y R

* show security flow session
* show security nat source summary

user@srx# run show security flow session

Session ID: 11010, Policy name: trust-to-untrust/4, Timeout: 1792, Valid
In: --> 100.100.100.254/23;tcp, If: vlan.0, Pkts: 5, Bytes: 227
Out: 100.100.100.254/23 --> ;tcp, If: ge-0/0/0.0, Pkts: 5, Bytes:

user@srx# run show security nat source summary

Total pools: 1

Pool Address Routing PAT Total
Name Range Instance Address
src_nat pool napt 100.100.100.20-100.100.100.29 default yes 10

Total rules: 1
Rule name Rule set From To Action
napt 1 src_nat napt trust ge-0/0/0.0 src_nat pool napt

s e e e WRIEE



Destination NAT &

« FEFEIPV RLRAZZEMT D
« AT 3> THIN— bESDEIA(PAT)
» Destination NAT
« Pool-based NATDHXTits
- 1INV ESD
« INVYYE>D (IR— REHR(CKDIED D)

h_— Untrust
‘ \ Internet

10.1.1.5 10.1.1.1 1.1.70.5

¢ Destination
NAT

Junieer S



Destination NAT (1:1) :%%E

« 7 RLRAT—)LODRTE

set security nat destination pool SVR A address 10.1.1.5/32

« NAT)JL—)Ltzv hODERTE

set security nat destination rule-set 1 from zone untrust

=Jur==—
* NAT)L—JLOE
set security nat destination rule-set 1 rule 1A match destination-address 100.0.0.1/32

set security nat destination rule-set 1 rule 1A then destination-nat pool SVR A

Untrust

100.0.0.1 (-\
101.1.5 $m———"10.1.1.1 — 1.1.70.5 Internet

JBETFLR
h % ——

10.1.1.5 100.0.0.1

Trust

Junper S



Destination NAT (1:N)
7 KL AT —)LODERTE

set security nat destination pool SVR A

r——

=/u
o> A

address 10.1.1.5/32 port 80

set security nat destination pool SVR B

NAT)L—JL-

=rLr==
7Y NDEYTE

address 10.1.1.6/32 port 80

set security nat destination rule-set 1 from zone untrust

security
security
security
security
security
security

NAT)L—)LODESTE

destination
destination
destination
destination
destination
destination

rule-set
rule-set
rule-set
rule-set
rule-set
rule-set

match destination-address 100.0.0.1/32
match destination-port 80

then destination-nat pool SVR A

match destination-address 100.0.0.1/32
match destination-port 8080

10.1.1.6

then destination-nat pool SVR B

Untrust ERED FTDI/ETFLR
BETFLAX

L 10.1.1.5 100.0.0.1

— _Internet Port 80 Port 80
100.0.0.1 10.1.1.6 100.0.0.1
Port 80 Port 8080

Juniper A



Static NAT 1=

¢« LLITPRLAZEIVEDUTZET S
. R— NZHENMESIR L
. WHBEICBE%RBIIETIAE

Trust Untrust
10.1.1.5 10.1.1.1 1.1.705 Internet
£isik07VL 7
— ﬂ

10.1.1.5 100.0.0.1

o Static NATDENTE

set security nat static rule-set Rl from zone untrust
set security nat static rule-set Rl rule 1A match destination-address 100.0.0.1/32
set security nat static rule-set Rl rule 1A then static-nat prefix 10.1.1.5/32




Static NAT #E:%
*  Untrust/7'5100.0.0.1(C3F L TpingZ X7

user@srx> show security flow session
Session ID: 7724, Policy name: default-permit/4, Timeout: 2

In: 1.1.70.6/17 --> 100.0.0.1/2326;icmp, If: ge-0/0/3.10
Out: 10.1.1.5/2326 --> 1.1.70.6/17;icmp, If: ge-0/0/2.0

o 10 1.1. 573\buntrust(c_5dbfpmg’a‘:%ﬁ
« J¥F5[EI0DStatic source NATIZB &I (CBRMESNTULS

user@srx> show security flow session

Session ID: 18408, Policy name: default-permit/4, Timeout: 2
In: 10.1.1.5/64513 --> 1.1.70.6/512;icmp, If: ge-0/0/2.0
Out: 1.1.70.6/512 --> 100.0.0.1/64513;icmp, If: ge-0/0/3.10




NAT 2 E &E_}J'ﬂzﬁ%ﬂ_n:b\j % I\
e TV =~ = /lﬁ*ﬁ@ﬁﬁmu

* show security flow session

» Source NATODHEER

* show security nat source pool <pool-name | all>
* show security nat source rule <rule-name | all>
* show security nat source summary

« Destination NATOOHESR

* show security nat destination pool <pool-name | all>
* show security nat destination rule <rule-name | all>
* show security nat destination summary

» Static NATODHEER

* show security nat static rule <rule-name | all>

e, U-Cr
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Security "SRX"” course Topology (Lab.3 : NAT)

trust

ge-0/0/3
(192.168.11.1/24)

SRX-1 ]

ge-0/0/2
(10.1.1.1/24)

Web Server
(192.168.1.200)

%10.1.1.254

ge-0/0/2
(10.1.1.5/24)

SRX.5 ]

ge-0/0/3

(192.168.15.1/24)

— (ryst

trust trust

ge-0/0/3
(192.168.12.1/24)

ge-0/0/3
(192.168.13.1/24)

SRX-2 ] SRX-3 ]

ge-0/0/2
(10.1.1.2/24)

ge-0/0/2
(10.1.1.3/24)

Untrust zone

ge-0/0/2
(10.1.1.6/24)

ge-0/0/2
(10.1.1.7/24)

srx-c _ EEEER srx7 _ R

ge-0/0/3
(192.168.17.1/24)

ge-0/0/3
(192.168.16.1/24)

—— R VR C—— IR

trust

ge-0/0/3
(192.168.14.1/24)

SRX-4 ]

ge-0/0/2
(10.1.1.4/24)

ge-0/0/2
(10.1.1.8/24)

SRX-8 ]

ge-0/0/3
(192.168.18.1/24)

trust
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Interface-based source NAT

e TrustlDIEETIPY RL- X%, SRXDuntrust IPICEHaL T L)

192.168. .0/24 10.1.1.

I\ I/X%EEDIU
7 SO MN5192.168.1.200(C 70T A L. RARSNDIPF RL XA %Z=ER

- JL—ILtZYv bODETE

set security nat source rule-set interface-nat from zone trust
set security nat source rule-set interface-nat to zone untrust

« NAT)L—)LDETE

set security nat source rule-set interface-nat rule rulel match source-address 0.0.0.0/0

set security nat source rule-set interface-nat rule rulel then source-nat interface

° L_E'fé _'_}_'_IPJ I\I/X%Eﬁu:u

« J5HYMHN5192.168.1.200(CBE LA L. "XARSNDIPF RL X =3
S ombumeres oo SNERISCENE
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Chassis Cluster®d




v —2 0T AXAAF EE

« 2BMDSRXS ) —XZ"H—_J) — R'EUTESEDITHDERE
¢« AF— R I —)LA—/)\—ZFER
. TS 3 UIEROcONfigR e, 28 THICIRAEZ FIEA
- ISARUBCEENMESTE, TH2FUBNBEZM®E

o =05 X DIERK
- HHEI(CIRRE[ERA EIEEESRZ I D28, 2ARDEFRIIRD > D727 5% TE
» A2 T4 0L —2 3> EH—RILDIREE%= [EHA
» BB E(CEDR— MEESHTRIICREOTND
- J7JUvwOUZD
» w3 EROEBRAE J — RElod T 0O —4LE
» {ERDNR— MMIERTERIEE

SRX-Primary

SRX-Secondary

T, -



S —> D5 AAFDERTE I O—

e - \ Start \
=R CHEER { v
/ HADSRUTAL) TP TEBL b 551 Ak
v BUN=23200STHd& SRX AESRX BT 7 TUw U7 & I
= - )= él::v
v REEETFT T R ERRCE 1> O—L U Dz iR
St AR LIRETH B E ! l RR NG, BIER— NERE
¥ v —2 S RYBICIRE SRX AD SRX BOD
Y LIRS YIRS |
l l Redundancy group’ :&iE
Cluster ID& Cluster ID &
Node D% Node IDZEEETE !
| | Reth-{ >4 — 0 T — %= RE
SRX A% reboot SRX BZ%reboot l
| | 22 L Ccommit
H— ) —R&EUTHES l
\ End \




SRX300 >+ —>205XAF7R— MEaRk

« Control link(fxp1) : node0dge-0/0/1 - nodeldge-1/0/1
 Fabric link(fab0/fab1l) : {EE&®MD/H—

Node0 ge-0/0/1 Nodel _ge-1/0/1

d>sO-=-)Lu>o

J7JUw o> 0
« A{2A—TJ1x—XAOY bOFI)INU>D

Nodel




SRX320 = v —> 205 X FN— MMERK

« Control link(fxp1) : node0dge-0/0/1 - nodeldge-3/0/1
» Fabric link(fabO/fabl) : EFE®dD/K—

NodeO

J>~a-=-JLu> o

J7IYUw oo

« A{2A—TJ1x—XAOY bOFI)INU>D

Slot1 Slot2 Slot4 Slot5
NodeQ ~ ™PO 7 Node1 MO




SRX340/345 = v —> 05 XS MN— MEpk

« Control link(fxp1) : node0dge-0/0/1 - nodeldge-5/0/1
» Fabric link(fabO/fabl) : EFE®D/K— ~

NodeO

J>sO-=-I)Lu>o

J7JUw o>

« A{A—TJ1x—RAOY bOF>I)NU>D

Slot1 Slot2 Slot3 Slot4 q Slot6 Slot7 Slot8 Slot9




SRX550 >+ —>05 X F7h— MMERk

« Control link(fxp1) : node0dge-0/0/1 - nodeldge-9/0/1
» Fabric link(fabO/fabl) : EFE®dD/K—

NodeO Nodel

J>~O—-ILu>o

27 IUwou>o

« AA—TJ1x—RAOY bOF>I)NU>D




=

SRX1500 = v —>205 X FN— b
» Control link(em0) : EFAO> bO—JLik— b

Fabric link(fab0/fabl) : {E&MD/Mh— &

NodeO

J>~O-=-JLu>o

7w oU>o

« A{A—TJ1x—XAOY bOF>I)NU>D

JuniPer SF;;(ISOO JUNIPES srxisoo




Cluster ID&ENode ID

e Cluster ID
« IS RXAHCEICEBICERTET BDID
e EUL2 R AA>T1~255FK CexEr]&EE
 Node ID
« IS AAFANTDHOT)\AABEBDID
« node0H*nodel =I5TE
« Node IDICEKDA>A—TJ1—RBESEFVUF>I)INUSTENET
« EESHNTSATY., THAVCRDIMNIIDEFRICT SA AT+ THE

Cluster ID 1

\I

NodeO




%/ — R(CCluster ID&ENode IDZEESTE
e Cluster ID&ENode IDZEESTE

« OperationalE— R T. UTFIONY> RZET
* NodeO

 nodel

« INBDBFHRIFEPROMICEREFEND (configlCIFRFEZNEWN)

« SNEZTRIREEBIZHICIEreboothinE
e rebootATEa>EFESE. AN REITEZ(Creboot

user@srx> set chassis cluster cluster-id 1 node 0 reboot
Successfully enabled chassis cluster. Going to reboot now.

user(@srx>
*** FINAL System shutdown message from root@vSRX1 **x*

System going down IMMEDIATELY




-~

=/

—\7 T :/0 7/</>/ ODLI ,uﬁﬁu:b\

%) — ROBEEBR. VS AINEMEND

« show chassis cluster status_

lab@srx> show chassis cluster status
Monitor Failure codes:

CS Cold Sync monitoring

GR GRES monitoring

IF Interface monitoring

LB Loopback monitoring

NH Nexthop monitoring

SP SPU monitoring

CF Config Sync monitoring

ID: 1
Priority Status

Cluster
Node

Redundancy group: 0 ,

node0 1
nodel 1

82— RDT

{primary:node0}

primary
secondary

>~

no

lab@srx>

lab@srx>

Preempt Manual

- DAT—

{secondary:nodel}

~ I\t“'lklun€ﬁﬁﬂlb\

Fabric Connection monitoring
Hardware monitoring

IP monitoring

Mbuf monitoring

NPC monitoring

Schedule monitoring

Monitor-failures

Failover count: 1

no
no

A Rz e

e e e WRIEE



7w o> I%%TE

o J7 IO DZEETE
. ConfigurationE®— RTEIFIOVY> RZERTE
- nodeOfllddbge-0/0/5%fab0, nodelfilddge-1/0/5%Zfabl & U CERTE

set interfaces fab0 fabric-options member-interfaces ge-0/0/5

set interfaces fabl fabric-options member-interfaces ge-1/0/5

fab0 fabl
NOdeO ge-0/0/5 NOdel ge-1/0/5

J>~O—=JLu>o

J7IUwou>o




&/ — RTRA M EEER— MEEETE

% — REBDORA b EEIB/R— MZERTE
o Sy —0FRXAFTIEM ) —BRHEUCconfigeztEI D

» J— REBDconfigZziRE UIEULSE(C. groupsA TS 3> %7
» NodeOFHDRX h&., BIE/MN—

set | groups node0|system host-name SRX node0
set |groups nodelO interfaces fxp0 unit 0 family i address 192.168.0.101/24
set |groups node0O interfaces fxp0 unit 0 family i address 192.168.0.100/24/master-only

N ESTE %/ — RdfxpOIC
BB DIP%ERTE

» NodelHDRX b, BIE/R— MNEETE

set | groups nodel |system host-name SRX nodel
set |groups nodel interfaces fxp0O unit 0 family i address 192.168.0.102/24

Primary(COJ 1> T&3
HIBDIPZ S TE

set |groups nodel interfaces fxp0 unit 0 family i address 192.168.0.100/24 master-only

« 2DDI)—TEREEE

set apply-groups "${node}"

e e e WRIEE




RETH- >4~ —2J 1 —X&Redundancy Group®

« Redundant Ethernet Interface(RETH)

« 280 — RFEITHE=NBIMIREDA>F—-—T1—X
- B/ —ROYIEU > DO%&1DDreth(CRXv E>D

« EE55M ) — R rethDEmx=HHE T IH ?
 “Redundancy Group” T/ — R &EICTSAA YT ST
s KDEWTSAAVUFTZRF D/ — R TSAYY ELUTEnXZEIEY

- oAV VICREENESTHZS
- Bl URedundancy GrouplCFTf@ 9 29 X TChrethhtzh>FUICTT—ILA—)\—

RG1 RG1
. NodeO NodeO
& ge-0/0/2 ge-0/0/1 > ge-0/0/2 ge-0/0/1
A | A |
rethl | rethO rethl | rethO
Vv Vv
------- SN m—— L 00 ] SO
‘ Nodel ‘ : Nodel : |

Junper



RETH- >4~ —2J 1 —X&Redundancy Group®

* Redundancy Group(RG)
- FEERERCITT—ILA—/\—DHEZHE T DEHEIZIEET DIcHDIIL—T
« 1DDTIL—TAHTIEH. ES5HMD/)—RNTSAYYUEUTUIEZIES
c DN—TZEIC)—RICTSAAVTZHEL. TS5AN) ) — RERE

RG1 RG2 RG1
NodeO | NodeO
ge-0/0/2 ge-0/0/1 ge-0/0/2 ge-0/0/1
-------------------------------------------- " )
A
rethl rethO rethl rethO
v 1 | v v 1 |
ge-3/0/2 ge-3/0/1 ge-3/0/2 ~ge-3/0/L
< ~ ISl - —> < RS y
. Nodel . . Nodel -
RG1(CRethO&Reth1%/ V1> RUTEIEE RG1(CReth0 ERG2(CReth1%Z /1 > RUTERE
(PEERF(C (EReth0 & Reth1/h Failover) (FEZERF(C(IReth1/ZFH Failover)

Junper



RETH-f >4~ —2J 1 — X &Redundancy Group®

« Redundancy Group(RG) 0& 1+

- RGO(ZChassis Clusterz#lifl 21> hO—I)LT L —>HADRGE LT X
T ACTFRHESNTND
« Redundancy Group O
c L= >TJIT>>> (OA> bO—J)LT L —>) dDRedundancy Group
- Redundancy Group 1~ Bl
« reth1>5—Jx—X (7—FTJL—>) dDRedundancy Group

NodeO Nodel

&~

Primary [ Redundancy Group O RE] Secondary

d> ~O—-Jb > b~O-—-Jb
JL—> JL—>

Redundancy Group 1 Secondary




REDUNDANCY GROUP®DESTE

%/ RZRedundancy GrouplCFrlE@S . S AVU T« ZNTE
> Jd40L—>23>F—RTUTIOVY RZETE

chassis cluster redundancy-group 0 0 priority 200
chassis cluster redundancy-group 0 1 priority 100

chassis cluster redundancy-group 1 0 priority 200
chassis cluster redundancy-group 1 1 priority 100

« Redundancy Group 0

c =TT (REYEEDTIL—T
- Redundancy Group 1~ B

« 1A= —X(PFEYRBEDI)L—T

NodeO Nodel
REO Redundancy Group 0 Secondary
> ~O—=)L
JL—>
Priary Redundancy Group 1 Secondary
i PFE1
T F_ 5T —>

Juniper A




REDUNDANT ETHERNET INTERFACE(RETH)MD:ESTE

. A>T —23>F— RTUTFINY REBRE
o SRS —ANDreth- 25— T — ADietlx Ex

» reth(C/\1> RITDVIB(EEEHmIB)1M>HF—T 1T —RZNTE

interfaces ge-0/0/1 gigether-options redundant-parent rethO
interfaces ge-3/0/1 gigether-options redundant-parent rethO

interfaces ge-0/0/2 gigether-options redundant-parent rethl
interfaces ge-3/0/2 gigether-options redundant-parent rethl

NodeO
ge-0/0/2 ge-0/0/1
rethl rethO
ge-3/0/2 - - ge-3/0/1
----- -\----------7-Mv----------/ﬂ----

Nodel

Juniper A



REDUNDANT ETHERNET INTERFACE(RETH)MD:ESTE

» rethZRedundancy Group(CFh]

BEctd. IPV7RL A=

set interfaces rethl redundant-ether-options redundancy-group 1
Set interfaces rethl unit 0 family inet address 10.1.1.1/24

set interfaces reth0O redundant-ether-options redundancy-group 1
set interfaces rethO unit 0 family inet address 10.2.2.1/24

=

o AE

» rethZzSecurity zonell/\1A > K93S
« rethl%Ztrust(ic. rethOZuntrust(C/\—1> K

set security zones security-zone trust interfaces rethl.O

set security zones security-zone unrust interfaces reth0.0

Trust

RG1
NodeO <

Untrust

Juniper A



JUVTIT>TREAA—TT—REZAITDETE

e JUT>TEAA—TT—REZAYTDETE

- Redundancy Group(CTJUTI>T h&&EE

« BEEIRRBCTSAAYTsOEVN) — REAETSAYYUICERERT EE

set chassis cluster redundancy-group 1 preempt

¢« /29— 1—X

=T A I ESTE

« RGC &EICTIDBNOLDD NIH—ERDBAM>2AF—T 1T —RXEWeight=IiETE

set chassis cluster
set chassis cluster

set chassis cluster
set chassis cluster

redundancy-group 1 interface-monitor ge-0/0/1 weight 255
redundancy-group 1 interface-monitor ge-3/0/1 weight 255
redundancy-group 1 interface-monitor ge-0/0/2 weight 255
redundancy-group 1 interface-monitor ge-3/0/2 weight 255

o« {2 —TJT—

o TSAAVUTAEN TN FULDETMDEEEICRGOfailoverNFEAE

— 2N IS UTERFICERTE UTeweight DD T S A AU T« ZF I3




S — OS5 AR IN > RO

- show interfaces terse : 1>~ —J 1T — XDHER
e JJ J IJ WV g IJ /O@EEDIU

lab@SRX-1> show interfaces terse | match fab
ge-0/0/0.0 up up aenet --> fab0.0
ge-7/0/0.0 up up aenet --> fabl.O0
fab0 up up

fab0.0 up up inet 30.17.0.200/24
fabl up up
fabl.0 up up inet 30.18.0.200/24

« reth- >3 —2J 1 — ADME:R

lab@SRX-1> show interfaces terse | match

ge-0/0/1.0 up up aenet reth0.0
ge-0/0/2.0 up up aenet rethl.O
ge-7/0/1.0 up up aenet reth0.0
ge-7/0/2.0 up up aenet rethl.O
rethO up up

reth0.0 up up inet 10.1.1.1/24
rethl
rethl.O i 10.2.2.1/24




S — DS AAMRIANY S RO

« show chassis cluster interface
« DS AAICPhIE T D1 24— 1T — ADE:R

1lab@SRX-1> show chassis cluster interfaces
Control link status: Up

Control interfaces:
Index Interface Monitored-Status Internal-SA
0 emO Up Disabled

Fabric link status: Up

Fabric interfaces:
Name Child-interface Status
(Physical/Monitored)
fab0 ge-0/0/0 Up / Up
fab0
fabl ge-7/0/0 Up / Up
fabl

Redundant-ethernet Information:

Name Status Redundancy-group
reth0 1
1

JuniPer



S — DS AAMERIAN S RO

« show chassis cluster status
o SN —2 DT RAIDAT—HRAZERR

lab@SRX-1> show chassis cluster status
Monitor Failure codes:
CS Cold Sync monitoring FL Fabric Connection monitoring
GR GRES monitoring HW Hardware monitoring
IF Interface monitoring IP IP monitoring
LB Loopback monitoring MB Mbuf monitoring
NH Nexthop monitoring NP NPC monitoring
SP SPU monitoring SM Schedule monitoring
CF Config Sync monitoring

Cluster ID: 1
Node Priority Status Preempt Manual Monitor-failures

Redundancy group: 0 , Failover count: 1
node0 200 primary no no
nodel 100 secondary no no

Redundancy group: 1 , Failover count: 1
node0 200 primary no no
nodel 100 secondary  oYo) no

e e WEBRCR



S — DS AR IN S R@

« show chassis cluster statistics
o v — 0S5 AADFETIBHR

lab@SRX-1> show chassis cluster statistics
Control link statistics:
Control link O:
Heartbeat packets sent: 73964
Heartbeat packets received: 73342
Heartbeat packet errors: 0
Fabric link statistics:
Child 1link O
Probes sent: 145811
Probes received: 145810
Child link 1

Probes sent: 0
Probes received: 0
Services Synchronized:
Service name RTOs sent
Translation context 0]
Incoming NAT 0

RTOs received
0
0







Security “SRX"” course Topology
(Lab.5 : Chassis Cluseter)

I trust trust

rethl rethl
192.168.11.1/24 192.168.13.1/24

ge-0/0/3 ge-0/0/1 ge-1/0/1 ge-1/0/3 ge-0/0/3 ge-0/0/1 ge-1/0/1 ge-1/0/3

SRY.1 control e~ SRY.3 control
Cluster D 1| I e e SR I __lCiusterin2
= INENEEER W = INEENEEER =EEEEEEER fabric = INENEENER

ge_0/0/2 ge-0/0/5 ge-l/0/5 ge_1/0/2 ge_0/0/2 ge-0/0/5 ge-1/0/5 ge_1/0/2

rethO rethO
10.1.1.1/24 Untrust 10.1.1.3/24
10.1 S rethO rethO
10.1.1.5/24 10.1.1.7/24

ge-0/0/2 ge-0/0/1 ge-1/0/1 ge-1/0/2 ge-0/0/2 ge-0/0/1 ge-1/0/1 ge-1/0/2

S control SR S control
RX-5 ] —— - RX-7 ] [
Cluster ID 3| Jperes S EEEEEERR ———— nodel = wuwsmmns node0  zwwawmmnnm = LI LTLL] Cluster ID 4

r Il

ge-0/0/3 ge-0/0/5s O ge-1/0/5 ge-1/0/3 ge-0/0/3 ge-0/05 O ge-1/0/5 ge-1/0/3
rethl rethl

192.168.15.1/24 192.168.17.1/24
trust tfrust

Junper



Security “SRX"” course Topology

(Lab.5 : Chassis Cluseter Management)
- BEERIPVRLX—E
+ FxpOICERTET BIPF RL-X

Cluster ID 1| IRV

nodeO

sRx2

nodel

SRX-3

= INEEEEER nOdeO =l.l..lll [ nOdel = IEEEEEER CIUSter ID 2
fxpO fxp0
192.168.1.11 192,168.1.12

fxp0

192.168.1.14
MGMT Switch

fxp0 fxpO
192.168. 92.168.1.16 A 192.168. 92.168.1.18

SRX-5 [ srx6 [N = SRx-7 [  —

Cluster ID 3| [ S e N B Bl | Cluster 1D 4
JuniperTraining

IZ-




SRX300 >+ —>035 XF7h— MMERk

MGMT Switch

IO e e

untrust trust

O O
[ T T T rethO g 2 rethl
(it
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Chassis Cluster®i%E

o MROS—MX(ZHED TChassis ClusterzfHA T 20N
 Active / PassivetlEhk

- > bO-ILUOETFZTIUYOU S D(FIART DER

» RETHOZ untrustfill-f >~ —2J 1 —X & U TR

« RETH1Ztrustfill-f > 45 —2J 1 —X & U THERL

. L/(_FOD_ N> RT AT R7Z2MHERB LT TZEL

show chassis cluster status
 show chassis cluster interface
 show chassis cluster statistics




Cluster ID&Node IDDESTE
« NodeEBDFREZIEN (BEFHRESHNEFTIDITDIH)

« IP7RLRIGEIBAHIPY RLAKZZSIE

set groups node0 system host-name SRX-x node0

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.1.1x/24
set groups nodel system host-name SRX-x nodel

set groups nodel interfaces fxp0 unit 0 family inet address 192.168.1.1x/24
set apply-groups ${node}

- > bO-ILUOET 7T VYOS D%iEiRiE. UFZET
- NodeO (@ﬁ%%b a1 2X)
- Nodel (EEFEZHESHEZN)

user(@srx> set chassis cluster cluster-id X node 1 reboot

o > REITE. BElBreboot(C AN =E

e e s RGN



B ENRODIAREHEER

« Wireless®DSSID%”JuniperTraining”(CEE L Tz
« PCODIP RL-AN192.168. 1. xxICENDD e &R UET

ﬁ_@Mé\ E— ) — R&EUTEENAREZhERR
SREUCEBIEBAIP RL X (CtelnetcOP 1> ULZETY

o CCb\ﬁ‘H&D_CL VIUIA T DRSS IC AT —H AWK RSNE

{primary:node0}

g-i-

{secondary:nodel}

lab@SRX-1> lab@SRX-2>

- show chassis cluster status 1< > R
- Redundancy Group OD AT —SF AU TDRDICIR>TWLND I &
* nodeO Primary
* nodel Secondary

e e e WIS



J7 IO DDETE
AT OEEZEE (I I X TPrimary(node0)m5EhL T 20

O ZNZETDLabTEHTE UTcAE R configZz HIBR

delete system host-name
delete system services dhcp
delete interfaces

delete security nat
delete security zones security-zone trust interfaces
delete security Zzones security-zone untrust interfaces

@FabricU > 2 D% E Z 18NN

set interfaces fab0 fabric-options member-interfaces ge-0/0/5

set interfaces fabl fabric-options member-interfaces ge-1/0/5




Redundant Group(RG)&ERETHA >4 —J T — ADETE

o DITOFRTEZE(ILI N TPrimary(node0)5EML T 20N
* RGOERGIZEETE

chassis cluster redundancy-group 0 0 priority
chassis cluster redundancy-group 0 1 priority

chassis cluster redundancy-group 1 0 priority
chassis cluster redundancy-group 1 1 priority

« RETHOERETH1%AESTE

chassis cluster reth-count 2

interfaces ge-0/0/2 ether-options redundant-parent rethO
interfaces ge-1/0/2 ether-options redundant-parent rethO
interfaces ge-0/0/3 ether-options redundant-parent rethl
interfaces ge-1/0/3 ether-options redundant-parent rethl

interfaces reth0O redundant-ether-options redundancy-group 1

interfaces rethO unit 0 family inet address 10.1.1.x/24
interfaces rethl redundant-ether-options redundancy-group 1
interfaces unit 0 family inet address 192.168.1x.1/24




A=D1 —REZAIVTOETIIT> T MOKTE
o DITOFRTEZE(ILI N TPrimary(node0)5EML T 20N
» rethZzSecurity zonelZ/\A> K9 3B

set security zones security-zone trust interfaces rethl.O

set security zones security-zone untrust interfaces reth0.0

c AAH—JI—REZHYDETIIT T NEKIE

chassis cluster redundancy-group interface-monitor weight 255
chassis cluster redundancy-group interface-monitor weight 255

chassis cluster redundancy-group interface-monitor weight 255
chassis cluster redundancy-group interface-monitor weight 255
chassis cluster redundancy-group preempt




Chassis Cluster®&{/EME:S
°HT®_7/FT AT—AH AR TS0

show chassis cluster status
 show chassis cluster interface
 show chassis cluster statistics

- [EEENFHES
* SRXM'510.1.1.254(cxJ L CpingZX1TLET
« RETHOOT =S4 ~<UU> 7 (node0dDge-0/0/2) DT —TJ)LxtkREZE9
c BEMEEL TR EXZERLET
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HERDR

REHEENS FS D)L 2 — MIENZEE(C(FE. JUNOSICRIRIESRASUTEDERER
xrctE, BEBEOSFESZNSITSTENTIEETT

root> show version and haiku

root> show version and haiku

Model: ex2200-c-12p-2g

Junos: 14.1X53-D25.2

JUNOS EX Software Suite [14.1X53-D25.2]
JUNOS FIPS mode utilities [14.1X53-D25.2]
JUNOS Online Documentation [14.1X53-D25.2]
JUNOS EX 2200 Software Suite [14.1X53-D25.2]
JUNOS Web Management Platform Package
[14.1X53-D25.2]

root> show version and haiku root> show version and haiku

Model: ex2200-c-12p-2g Model: ex2200-c-12p-2g

Junos: 14.1X53-D25.2 Junos: 14.1X53-D25.2

JUNOS EX Software Suite [14.1X53-D25.2] JUNOS EX Software Suite [14.1X53-D25.2]
JUNOS FIPS mode utilities [14.1X53-D25.2] JUNOS FIPS mode utilities [14.1X53-D25.2]
JUNOS Online Documentation [14.1X53-D25.2] JUNOS Online Documentation [14.1X53-D25.2]
JUNOS EX 2200 Software Suite [14.1X53-D25.2] JUNOS EX 2200 Software Suite [14.1X53-D25.2]
JUNOS Web Management Platform Package JUNOS Web Management Platform Package
[14.1X53-D25.2] [14.1X53-D25.2]

Weeks of studying,
Days of lab exercises:
JNCIE.

Look, mama, no hands! Juniper babies
Only one finger typing. The next generation starts
Easy: commit scripts. Gotta get more sleep

X IAX > REFIDE. B OERIRERIMRIARERRESND

s s e o e o et IEEI



s ED I E —
» copy AN RICKDEFEDREZ IE—9 B ENAIEE

ge-0/0/1D5%E%xge-0/0/0NTJE —

root# copy interfaces ge-0/0/1 to ge-0/0/0

root# show interfaces
ge-0/0/1 {
unit 0 {
family inet ({
address
192.168.1.1/26;

root# show interfaces
ge-0/0/0 {
unit 0 {
family inet ({
address
192.168.1.1/26;

ge-0/0/1 {
unit 0 {
family inet ({
address
192.168.1.1/26;




SIEDESRX
¢ rename 1< > RICEKDEETEUJcvariable 2T XA> hEESFIRZX B EE0JEE

ge-0/0/0haddressz=192.168.2.1/26N\ZEE

root# rename interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/26 to address 192.168.2.1/26

root# show interfaces root# show interfaces
ge-0/0/0 { ge-0/0/0 {
unit 0 { unit 0 {
family inet { family inet ({
address address
192.168.1.1/26; 192.168.2.1/26;

ge-0/0/1 { ge-0/0/1 {
unit 0 { unit 0 {
family inet { family inet ({
address address
192.168.1.1/26; 192.168.1.1/26;




s EDIEEHDEH
+ replace N> RICKDEENDNFHZEHT D EEO]EE

ge-0/0/0haddressz=192.168.2.1/26N\ZEE

root# replace pattern /26 with /24

root# show interfaces root# show interfaces
ge-0/0/0 { ge-0/0/0 {
unit 0 { unit 0 {
family inet { family inet ({
address address
192.168.2.1/26; 192.168.2.1/24;

ge-0/0/1 { ge-0/0/1 {
unit 0 { unit 0 {
family inet { family inet ({
address address
192.168.1.1/26; 192.168.1.1/24;




activate/deactivate

« deactivate V> RZESCET. wED—EzHIfFT 2 &<
EMNBIBEIROD T, BERFOUID TR E (C{ER

SNCT D

-

192.168.1.2/247=#301E

root# deactivate interfaces ge-0/0/1 unit 0 family inet address 192.168.1.2/24

root# show interfaces root# show interfaces
ge-0/0/1 { ge-0/0/1 {
unit 0 { unit 0 {
family inet { family inet {
address 192.168.1.1/24; address 192.168.1.1/24;
address 192.168.1.2/24; inactive: address 192.168.1.2/24;

192.168.1.2/2408E{b =l (B2h1E)

root# activate interfaces ge-0/0/1 unit 0 family inet address 192.168.1.2/24




wildcard range set/delete

. wildcard range_V/I\%':@E 19D ET. A=A RIXEEBEDIIHR
(CX UCHEURENSTZEHAT D ENRHE(CP]EE

root# show interfaces

root#

root# wildcard range set interfaces ge-0/0/[0-3,5,'2] mtu 9000

[0-3, 5, 12] = 0~3&5. 22 L2(3ER<

root# show interfaces
ge-0/0/0 { mtu 9000;
ge-0/0/1 { mtu 9000;

}

{ }

ge-0/0/3 { mtu 9000; }
{ }

ge-0/0/5 { mtu 9000;

ge-0/0/0-1,3,5MMTUREMN—ETIASNTULD

S oo SRR



wildcard range set/delete
. [A#R(CDelete 0] HE

root# show interfaces
ge-0/0/0 { mtu 9000;
ge-0/0/1 { mtu 9000;
ge-0/0/3 { mtu 9000;
ge-0/0/5 { mtu 9000;

}
}
}
}

root# wildcard range delete interfaces ge-0/0/[0-1] mtu

root# show interfaces
ge-0/0/3 { mtu 9000; }
ge-0/0/5 { mtu 9000; }




interface-range

interface-rangeZz{HEHIT B ET. BEDA>F—T1 A RX%&TIL—TEL
CTHBEDRTEZITOENBIEE, COETE(FwildcardEERD O T IANITE
BFanNdA. —EEKRU CUERIERAIRERTEICH I DiED IR UOFIANB]EE

show interfaces

set interfaces interface-range CLIENTS member-range ge-0/0/0 to ge-0/0/1
set interfaces interface-range CLIENTS member ge-0/0/3
set interfaces interface-range CLIENTS mtu 9000

root# show interfaces
— interface-range CLIENTS {
member ge-0/0/3;

_ . member-range ge-0/0/0 to ge-0/0/1;
CLIENTSEWD A ) \—=[CADTL\D, .
ge-0/0/0-1,3DMTU%R —3EETE




interface-range

RangeRDAERI- >4 — T T4 AB(CHBEDREZENMT D EE0]EE

root# show interfaces
interface-range CLIENTS ({
member ge-0/0/3;

member-range ge-0/0/0 to ge-0/0/1;
mtu 9000;

root# set interfaces ge-0/0/0 unit 0 family inet address 10.0.0.1/24

root# show interfaces
— interface-range clients {
member ge-0/0/3;

member-range ge-0/0/0 to ge-0/0/1;
CLIENTSEWWD X2 ) \—3EB TR0 mtu 9000;

ETE 2 IFERAAN (C 5 TE 554 TE }
ge-0/0/0 {

unit 0 {
family inet ({
address 10.0.0.1/24;




fEEREIDIZE) -1

[Fl UBSBDERTEZ B EEN S SIRIMEBZRHN T S LTINS B 2T T D
CENAIEETT

Bl1: FWZD 1)L DERTE (topDPEEN S5EXIE)

[edit]
set firewall inet filter FW-FILTER term from source-address 10.10.10.0/24
set firewall inet filter FW-FILTER term from destination-address 192.168.1.0/24

# show firewall
family inet{
filter FW-FILTER({
term BLOCK({
from{
source—-address{
10.10.10.0/24;

set firewall inet filter FW-FILTER term from dscp cs5
set firewall inet filter FW-FILTER term from port https
set firewall inet filter FW-FILTER term from port http

}

destination-address{

192.168.1.0/24; KEETEZIG AT BR(FE DI Uset firewall family---from&E AN T DIHNENGH D

}
dscp cs5;

port[ https http ],




fEEEDIZE) -2

B12: FW D« )L DEETE (firewall filter FW-FILTER term BLOCK from®DPEEHh 55%E)

[edit firewall family inet filter FW-FILTER term BLOCK from]

set source-address 10.10.10.0/24
set destination-address 192.168.1.0/24

# show firewall
family inet ({
filter FW-FILTER {
term BLOCK {
from {
source—-address {
10.10.10.0/24;

set dscp cs5
set port https
set from port http

}

destination-address {
192.168.1.0/24;

}

dscp cs5;

port [ https http ],

XEXTEZIG AT DR (Efirewall family:--fromEzTZEEL CANITDICENTED




fEEREIDIZE) -3

- [EEREIE. editONY> RTEEFIITDICENTEEY
« exit: BRICWWZLARILICEDZEY
« TOPTEXITZZ1T9 D&, OperationalE— RICEDEXT

- Operational€E— RTEXITZEITI D E. AT LMSLogoutLET
« ShellE— RM5 " cli’ TOperational E— R CEFIUZIHZS(E. ShellE— RICEDFT

c up:—DLEDILANILICFEEUET
e top: RLMAIDLANLICEEUEXT

— # show firewall
{H Top — family inet{
ym { filter FW-FILTER{
_Rd 15 < term BLOCK({
i o~ 44 from{
%- 44 (\ source-address{
sl [ | - 10.10.10.0/24;
2 5 ’ }
."I\;’J }a}_ I\J T destination-address{
O @) Q 192.168.1.0/24;
LL] — -]

}
dscp cs5;

port[ https http ];

ER JUnPer SN




Automatic Configuration Archival

- Automatic Configuration ArchivaltégE={ERI B3 & T, 'E}JE’J(L_E_¥):|'0)_
> J 4 0% UE— RDOFTP/SCPH—/NC/\w 77w 53 T EHNafke

« wJO—RDODAAM=Z>TIE. O=Zwv bMOES UL (F—EREIEDULT 1O,
DU\ I 5 ZEIR Bl e

1. =S hOEICUE— MDY —)NICO> T4 0% )\ Iy T I BNIE:

user@Junos# set system archival configuration transfer-on-commit

user@Junos# set system archival configuration archive-sites ftp:// loginname:loginpassword@FTP-

server-ip/directory

2. —EEEEECUE— Y —/)NCO> T 0% )\WIT7v T3 BHIE:
(f5: 144097 = 24BFEIHE)

user@Junos# set system archival configuration transfer-interval 1440

user@Junos# set system archival configuration archive-sites ftp:// loginname:loginpassword@FTP-
server-ip/directory




tasDHIHAL

Junost¥as = IR I DFE(FFEICLATFD3ID
« Configuration modeC load factory-default
- X179 D&, Candidate Configuration(CT I A JL hORENO— REND
o ERRICHHEIERTEICR T (C(E. root/\ AT — RDFETE ECommith i E LIRS
« WEDHZERUEWVWESEICHERIT. OTWBEDConfig(rollback)’ E (SHIBR 720N
Operation mode™C request system zeroize
« EIT9DE. ECOKEYXOY. I—YDIERRULIET 71 ILOEIBRESN. BilcE) 93
o AT LT T7A)UVEEIBRESN/RUN
¢ USBXEYUCFMSDFormat install
o USBAEUACFICIunosA A—>ZEE1AH. J—bO—45—mSJunoszB1 > A b—

LI B

o SRAFALATT7AINEESDT 4 AT LEOETHOT—IREIBREN. Fil=(CIunoshHh'-1 > X
N—)LEN3

o EITHESHAEICKOTERD., JTACHhSIERSNEGEZRE. —NI(CERAY Dk
B (IR0

s s e o e o s IS



12 ~O—IWUTY hOFv T Fv

UTOION> ReFERTDICEECED. O O—JLTY MREDRETD/I\T WY M)+
JF v 9 DENTIEE

root> monitor traffic interface xe-1/2/0.0

verbose output suppressed, use <detail> or <extensive> for full protocol decode

Address resolution is ON. Use <no-resolve> to avoid any reverse lookup delay.
Address resolution timeout is 4s.

Listening on xe-1/2/0.0, capture size 96 bytes

11:39:06.772930 Out IP truncated-ip - 11 bytes missing! 192.168.1.1.bgp > 192.168.1.2.32794: P

635171747:635171766(19) ack 995070346 win 16384 <nop,nop,timestamp 3971359530 2610569>: BGP,
length: 19

11:39:06.803191 1In IP 192.168.1.2.32794 > 192.168.1.1.bgp: . ack 19 win 5360 <nop,nop,timestamp
2637232 3971359530>

e ZCOOANXRTHFvYIFvT=B/WUwvw NI, PFETCUIE NI RETUIEEND/ v MNIEBND
. ICMP Echo(ping)%. PFE(Ck>TATIO— RMBEEN S/ v MNIERSINBRVD TER
e )Wy NRBOFHIFETHREUIEULEE(E extensive AT a3 R EXZ{EHT D

e er e e s SR



groups/apply-groups

XTED—BZgroupEWVWVDHETHIDH L. apply-groups C{EEDMEE (CER I 2= h 08
o f: £TDHOSPF1 >~ —TJ 11 ADHello-Interval &Dead-Interval=Z &

root# show groups

A AT ITAREGPITU 774, IP7 KL
s 2EDI1—YNEBAANT BEE<*>EF
ospf { BDERTICEAEND

# show protocols ospf | display inheritance
area 0.0.0.0 {
interface st0.1 {

area <*> { ##
interface <st*> { _— ~ . o ## '5' was inherited from group 'OSPF_COMMON'
hello-interval 5 YSFEDA A —T A ADHBERUTZUG Y
dead-interval 20’. BREF. <st*> L\ eLDIC—EPDX g:llo—interval 5;
1z == I 5= — 5 R
FAEREES S R ## '20' was inherited from group 'OSPF_COMMON'
##
_ V2 S L Y dead-interval 20;
BEH (CHEFRTENEHEIND }

interface st0.2 {

##
## '5' was inherited from group 'OSPF COMMON'

root# show protocols ospf

apply-groups OSPF_COMMON;
area 0.0.0.0 {
interface st0.1;
interface st0.2;
interface 100.0 {
passive;

}

EEE—

}

interface 100.0 {
passive;

}

##

hello-interval 5;

##

## '20' was inherited from group 'OSPF_COMMON'
##

dead-interval 20;

X CommitL THConfigidEBAETIL—TIbSNeEE£ERRD
KR (BERAINBIEKEEHEZE LIEVNEEIX.  show configuration | display inheritance OY> RZERT 3

e per o e o NG



Prefix-list / apply-path

IEICEFNDIPT RLANSBEHNICUX LU, Firewall Filter(SERH 9 D Z &N AIHE

root# show protocols bgp
group GROUP-A {
neighbor 1.1.1.1;
neighbor 2.2.2.2;

root# show policy-options | display inheritance
prefix-list BGP-PEERS {

##

## apply-path was expanded to:

## 1.1.1.1/32;

## 2.2.2.2/32;

##

apply-path "protocols bgp group <*> neighbor
<*>n o

}

root# show interfaces
ge-0/0/0 { unit 0 { family inet {
address 1.1.1.0/30;
} 1}
ge-0/0/1 { unit 0 { family inet {
address 2.2.2.0/30; }
} )} prefix-list LOCALNETS {
fxp0 { unit 0 { family inet { IP77r:L4;<tﬁ ##
address 192.168.1.10/24; B &he) to—_c_'fﬂé ## apply-path was expanded to:
} 1} ## 1.1.1.0/30;

root# show policy-options — ## 2.2.2.0/30;
prefix-list BGP-PEERS { #4#

apply-path "protocols bgp group <*> neighbor <*>"; apply-path "interfaces <ge-*> unit <*>
} family inet address <*>";
prefix-list LOCALNETS ({

}
apply-path "interfaces <ge-*> unit <*> family inet
address <*>";

}

XERBR(SERASINB3RELZHERZLUIZVES(E.  show configuration | display inheritance OY> RZERT S

s e per o e o NG



A>o5A4> - =1 )7)L

- SEIHEEED help OYW>R
- help topic : 7’00 bJLAHEBED— AR /R ER A Z2 2=
» help reference : 0O R )LDHEEDSRE A EZExRR (AN R - LI7 L2 X)
. help syslog : syslog Xwtz—=®m:%HH

mike@juniperl> help topic interfaces address
Configuring the Interface Address
You assign an address to an interface by specifying the address when configuring the

protocol family. For the inet family, you configure the interface's IP address. For the

iso family, you configure one or more addresses for the loopback interface. For the ccc,

tcc, mpls, tnp, and vpls families, you never configure an address.b




JUNGQOS : help topic

AN > ROMERZ R I D &N oldEE

user@host> help topic ospf dead-interval

Modifying the Router Dead Interval

If a router does not receive a hello packet from a neighbor within a fixed
amount of time, the router modifies its topological database to indicate
that the neighbor is nonoperational. The time that the router waits is
called the router dead interval. By default, this interval is 40 seconds
(four times the default hello interval).

To modify the router dead interval, include the dead-interval statement.
This interval must be the same for all routers on a shared network.
dead-interval seconds;

For a list of hierarchy levels at which you can include this statement,

see the statement summary section for this statement.

JuniPer



JUNQOS : help reference

AN RDAZSA R ZATIV SR I D EHalEe

user@host> help reference oam action
action (OAM)
Syntax
action {
syslog (OAM Action) ;
link-down;
send-critical-event;
}
Hierarchy Level
[edit protocols oam ethernet link-fault-management action-profile]
Release Information
Statement introduced in JUNOS Release 8.5.

Description

Define the action or actions to be taken when the OAM fault event occurs.

Usage Guidelines
See Specifying the Actions to Be Taken for Link-Fault Management Events.

JuniPer



JUNQOS : help apropos

WECEZXTCWRWINY R (D3RXDIFERE) ZXFHNITHRERIT D N a]6EE

user@host# help apropos vstp Configuration mode
set logical-systems <name> protocols vstp
VLAN Spanning Tree Protocol options
set logical-systems <name> protocols vstp disable
Disable VSTP
set protocols vstp
VLAN Spanning Tree Protocol options
set protocols vstp disable

Disable VSTP

user@host# > help apropos vstp Operation mode
help topic stp vstp
VLAN Spanning Tree Protocol instance configuration
help topic stp vstp-requirements
Requirements, limitations for VLAN Spanning Tree Protocol
help reference stp vstp
VLAN Spanning Tree Protocol configuration
help reference stp vlan-vstp
VLAN configuration for VLAN Spanning Tree Protocol

JuniPer



CLI : Trace/ 763 L /zdebughkst

{51l: OSPF Trace-option
EBULREW O Y NI TZ N <IEET D &NV a]EE

lab@Router# set protocols ospf traceoptions flag ?
Possible completions:

JUNOSTIZ, 7O RJLAIC

_ . Alh — \ all Trace everything
-_I_race OptIOnS%_:%lFu%(c_ﬁ“EHh < database-description Trace database description packets
Eﬁﬁﬂﬁgt“jo error Trace errored packets

« CZMDTraceDBH&ETT 71U
. HBL\Emonitord~
>~ RTTReal-timelCEHEI(CTCE
—AHFRR

e NI —Fa>01C1%
W DBHRZENMECIREH I
ENTEFET

event
flooding
general
hello
1sa-ack
lsa-request
lsa-update
normal
packet-dump
packets
policy
route

spf

state

task

Trace OSPF state machine events

Trace LSA flooding

Trace general events

Trace hello packets

Trace LSA acknowledgement packets

Trace LSA request packets

Trace LSA update packets

Trace normal events

Dump the contents of selected packet types

Trace all OSPF packets

Trace policy processing

Trace routing information

Trace SPF calculations

Trace state transitions

Trace routing protocol task processing
routing protocol timer processing




CLI : monitor,/ U 7))L LA bTZ T4 w7z EZFR

monitorJd~ > RTIRFEDI/FRI S D0 v kR ZRB3 CEHNHERFET
FTRIFAUTOU L wS aasndics, EmMRETE=ZSY >IN alEE
NS D ORI R EEPIOYSFE (CISIIEES

10.0b2 Seconds: 13 Time: 14:50:48
Interface Input packets (pps) Output packets (PPs)
ge-0/0/0 54175 (4) 4126 (0)
ge-0/0/1 399 (0) (0)
ge-0/0/2 (1) (0)
ge-0/0/3 (0) (0)
ge-0/0/4 (0) (0)
ge-0/0/5 (0) (0)
ge-0/0/6 (0) (0)

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up=?U, Down="D




rescue configuration
- EARERBconfigurationZ® FHOER(RF) I D2 &MV A]EE

RIFEE: > request system configuration rescue save

HIBR 7374 > request system configuration rescue delete

«  Rescue configuration xR 7E
- Rollbackd~¥> kpvsmO— R
# rollback rescue

root# rollback rescue

load complete
root# commit

« J\—FDxr77HMoo0— K~
« SRX=U—X(IRESET CONFIGRA > Z#I & T e EXSU—ZX(ZLCD/CRILTA S FTF > ATE— RERME

IN=RDJT7Hhe0—-RIDTENTEFT, FBET/I\—ROTT7HEO-RIBDIENTEET,

X 15 F# UBtlT B Efactory defaultht0— REnNE9

151
SRX300

151
EX3300







CW4S SSG/NetScreenf&{Ttxi2\WV—)L

«  SRX#ZSSG/NetScreen® XD (CGUIETTEIRF

Y— LA rAa—KHY A/ RURL
http://cw4s.org

Home BUA FovOo—-R O—Rvy?

Junos

Software La
ﬂ * IBETA Test c m u s
SRX series "W Classic Web-Interface B for SRX

1.V 7=A5I>0—RUT
PCICA > ~—)L L e

Classic GUI for SRX

SRX%ENetScreen/SSG71 7%GGUITHETE D
2Y—Y7bk9zx7

3.NetConfT J—\- 5 Z. |
l SRXICERTENEATND .
A CWASIE, ¥1=/t—%y hT—2 ZHDSRXY U — X%,
Web 7574 15, SSG/INSYY—X RETRETEZIU—YINITT7TY,
. _ BFTTOPCESRXY ) —X&ssh TR L. Web 1 V¥ —T7 1 —RAERHELET,
NN\ — ] 2.ScreenOS & [BEFDGUIMN S BE, ERURY U—2 &Y —20— RARICAE TREHFTY,
TJ7AT7IA4—) b@gﬁbﬁﬁ'ﬁ'i) <. FIRFZFEE RO L, SFIALLEE L,

B&(C"Commit”

mino

List 20 * perpage
From Allzones » To Allzones v
From trust To untrust. tatal policy: 3
n Source Destination Service Action Options Configure Enable Move
testd any any any @ Edit Clor Rem b
testl any any junos-titp @ Edit cl Remov: b
test2 any any junos-ssh @ Edit cl Rem. b
From untrust To trust, total policy: 2
D Source Destination Service Action Options Configure Enable Move
test0l  |any any junos-telnet @ Edit cl Rem. b
testd2  |any any any ° Edit cl Rem -

Juniper S




VSRX on your laptop ~PCT#&HBVSRX~
. {RFERouter/Firewall T dVSRX% Laptop PC_L CEMEST B B IzbDIisSEE

http://www.slideshare.net/JuniperJapan/vsrx-laptop-201505

hh TWORKS

|-
VvSRX on your laptop ‘*‘] J |

—
PCTI(EUHSVSRX
~JUNOSZM > THELD | ~

Juniper Networks, K.K.
kazubu
June 2015
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Appendix A

Chassis Cluster Deep Dive




CLUSTER&ENODE ID

 Cluster ID
« S —METOSRAIITDETERT BDMRIC, Cluster IDDVWWME(CIRNDET
 Cluster ID(E. 1M5255FK T, EIDIRDCENTE X, FomE UTIE,
BECLA17220— RFv A I A> M TEDCluster IDEEE URWNEKDI(C
LixlTNERDFEEA
 Node ID

« ClusterI T&ADA>)\—I[L. Node ID(OFEZ(F1)(C K DB = Z
« IHFEHY/R— hESNTUWSB ) — REIZ. ZR2BETY
« Node ID&Cluster ID(E. EPROMIC. RFEESNZFE

« A2 TJ40L—2 3> %HEESTEICER U TH. ClusterdDisablezxZERE L7RU\E
Cluster(3f#fr=NE A

o

/1]




J—RMEEB8)d> I

. J—REBOI>TIA40
« JUNOSTIZ., mtss(C. AUO>TJa0L —>3>%=FIFUDDIFE

W>TOA> T JIERE, PrimaryBICEMUZE T
A>T ODMBX 3. J— RBEBS(EPROMICRF)ICKDRENE

« EDOJ—RNWNEDT)I—TFEIBdREETERITDIEHICIE.
JUNOSZ )L —TJHge=FAULZEI
- J—REBOO> I TICIEFLTFRAEENTET

e XPOD A T4 T RFZ—T A FR— b
o AT LABRARR—L)
« J\wOT7wIT)L—FIPF KL X

G-i-

71
QL




> dbO—)bik— & (O3> ~O—-)LYU > D)

> bO—)L/k— b~ @A> ~kO—-)LY > D)

- > bO—J)bk—ME. REEBIOO=Za2=45—>3>%HFULET

e ClusterX>)\—ET. JSRP. Chassisd. T—XRI)LDFR=HBEULFT

« IRTE. BLDOESCEIDHTARCEDTED > bO—I)Lik— ME. O &ED
23T, (Ixpl)HEIDHTSNET

« SRXOS>F2U—-XI& O> bO—J)Lik— bHAEENICEIDIRENB 28,
A>T 02 FDERGDERA




J7 U OIR—N (D7 Uw o> 1)

J7 U IOR—N (D7 UV o> )

« FT—ATL—>%EE DR TZ7IVIR—BNTY

e ClusterX>/)\—[ET. BI—DOF7—4FT L —>%ZFxULET,

» Cluster&f A TH/R—bhENTWVWB I 7 I UV O OF, mR2U>D

« SRXHAICT. RTOXwt—=F, J7JUw o> 7 (tu/a/ JL—
N2E) ZNMUTEEILUZE T, Active/lActiveliB TlE, —4(F. AX>)(—
DT 7 T IOIR— 2T UTCEZE)BETEEY

e IEWFNDT—HA—TF ) bS T v IEHR—KUETY
e J7JUVIOR—NIT7IUvOU> D) OAIR—R> b
» fabO&fablD{RIE >~ T 1 — X, node0&nodelZz DR Tzsb(C. 1ERK
FTANENSDFET
« nodeOfll(Cfab0-1 >4 J 1 —RA%Z{ERR L. nodelffll(C f abl1 >~ T 1T —RA%ZVERK L.
EiFfEiR I D 7R U TULEXET

B Py > A



> cO—J)Uik— bET 7TV OR— hOFEEIR

-:>h —J)LIK— b ET 7TV Y IR— MM RA Y FZRDIGE
. ~O—=I)LU>OET 7TV O ODVLANED T TS IZE0

° L"%i_(a* 100msecA FlCLTL &Ly

* IGMP Snoopingt¥ge(&. FEHICLTLIZEL)

- > bO-ILUOETFZTIUYV IO IDVLANICHD NS T 0 WO %R
YA\ ANGEG el A

« NS wvw %, HhTJtEU>TFBERIE. MTUDOBS M XISERE L CL Tz
e )XY RDITSTA hEHR—KNUTEDOEFA




Redundancy Group

o Recundancy Group
e M= bEIIL—TEL. Sv—>BZITAILA—)\—UET

+ Redundancy group 0(&. IL—F >0 T2 EUTENDNET

- Redundancy group 1(&. Active/PassivedDRedundant interface & U C{E1OMN

&9, Redundancy Group 1A _E(3E. Active/ActiveDEFICEIDNET

o ARL—23>(F, ScreenOSDVSDICIFEICKSALUATLIET, JUNOSTIL,

> hO=ILTL—2&EF7—5T L -2 7B, i<l EBAZD

MDRedundancy groupMwE ERNDE I, Redundancy Group O(&, > bk
— )L L —>2TURDAIC. Redundancy Group 0ICN WV E> TSN,

Redundancy Group 1 E(&. —FTL —2(XvE>TENET,

node0 nodel

Junper



Redundant Ethernet Interface

« Redundant Interface

- Redundant Interface(3. Active/Passive& U COEENZIFOAIN\—A>2HF T 1T —X%ZHEKT D
REA>FTT—XATI,

« SRXMDActive/Active & (E. &4 DRedundant Ethernet X > ) \—hH'Active/Active [CTRDDITTIIIRLS . BB
Redundancy GroupZz#IFHUTC. BF(C ST v v OZE XA TCEDERELIE. RBZRUE T, (BENEND
Redundancy Group®Masterzz-1 L 1(C9 D)

« SV —BEDNST 4 v IDEEZZFRLYTScreenOS &Redundant Interface& X 75 (ZE U T
-

e A2 TJ40TlE. reth<BESX>EUFET, IRTOOSHILA> T TlE. COA>AFITT—R
(CTBDMENSDFET, MMBA>HTIT—RXEF BERDZET, HlIXE. IP7RL A, QoS.
Zone. VPNIREDEEMNZENICHIEDFET, MIBT O\ a2 IE. A2 )\—>25FT1—X
(L_:L_}I_ll:\dncigo

+ Redundant Interface DYERK
» U070V —232A2FTT—RZERIT DL, T DT ENTEET ., SRXD
REEA > ITT—RZERRT DICHIC. =7 —>ATre t hBSZEIDIRSIAITNUIVTEE
Ao
. reth interfaceZ/ER L /=5, reth interfaceZRedundancy Group(Z/\-1> RITBHENHDET

e, U0-Cr




Redundant Interface MACO)? KL X

Cluster IDZFJFHLUT. RETHMACY RL X (digHenzx9
reth MACJ? R L X D&KL

INpANRAACOONODED
a—l \ J

Hexfield Bitf?eld

- IBRAVEZR:
CCCC - clusterid. I1—HI(CLDEIDIRSNIZIDES
RR - reserved. 00.
VV - version. J7—XAKMJU—X(Z. 00
XXXXXXX - Interface id. reth index/ ) SRTE D
gagnoan

e Clusterid 1. reth interface 0OMACT RL XD T A —< W Ml -
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A>2AATT—REZAI>D

« (TR EZHAUD
 ClusterRDU > DO I>AA>FTT—ADIU 770> 3> DFE_S —HEE
» ScreenOSD LD I(C. BHMERSS)SD T bOEICTTREFIHL., 27—
NTDHIT1I)LA—)\—=5E1]
« UE—RDEEZEETTAILI A —)\—ZEEMITDEHIC(E. JUNOS11.2
PUBE TH/R— R EHTULVBIP MonitoringDEERE NN wh




1> ~O—=)LU> DO
:>h —)LIU> TSI

E\ﬁ' AURNMS, O >~ I\

~O—J)LU >3, 45l

A

CSEZNMADCERLKBICEZASA—NTTL)

—)LU>0 UB)NU—#eeEd, TIAILRT

(FEETEST CLEE A
BCI> b —)I/'J/U’Z1§|Elé’dc791‘x!zﬁ‘éo 30D/ \— hE— NI AL

NCTlE. 60F2 )(L_J:DJ_

NIEE. THAYU—J—RHMEIHUZERIC,

CEENMER TSR, Th A U— ) —REUT—

NatEd, J>bO—ILU>ORSY D> U, TH> Y — ) — R(G.

DisabledD A7 —45 X (ZIX D,

=F9

« Y >~ : setchassis cluster control—link—recovery

o L L

~O0—)LU >0 UR)\

I \’\’

madD_ /) — B EEURI 4 (CHEEET DD

~O—)LU>ORNSY D> Uz, O> rO—)LU > O EIHSE BT,

U —DtaEZFIRAT DN FEITctzhFU—

R T — I DINDNITNHDAEEZEIRTEFY




J7 U OUZOFRZSAID

« J7JUvw O U OFZ=ZSAID
« J7JUwOU O3, $FICGERTEZINADCERLKSEICEZS —NTULE
9, o JUNOS10.4r4lABET(E. TJ7 I Uw O OS5I FEENSIEIRR,
T —bh9BCERLK. EZAUTFBHINE .
« J7JUwOUTE. BR2ZARETCERIETDCENTEFET ., 2A8EG%NH.
1IAR(E. RTOTHAUL., %OD1AKIF. E—AEZRIVOEUTHAHUZE
-

/11




SRX HA X7 —% A&

Hold Timer
Bootup Expires
:Qld/ » Secondary

Secondary- abric-link  Ctrl-lin Primary
hold timer failure failure node dies
expires

(300 seconds)

Disabled

No Action /*—Tneligible Ineligible
timer fire
abric-lin |
failure pr,mar
tri-link node dies

failure

Secondary Primary node dies

Hold

A\ 4

Primary

a

Failover (manual, i/f failure, ip-mon failure,
preempt etc.)

- Disable x—A X (CIRBDF. CH>AFU—)—ROHTY,

- DisableX>— c&EEIHSES(CE. HAYY— ) —ROUT— IR ETTY,
- FRXZFD [No Action] (&. JUNOS 10.4r4LIBEDEMEICIANDE T,

e e s ARG



S =205 AT DEINE

o V-SRI Diga
« EPROMICEZIAFTNTCL\DABTZ LY T BIENHD
« IFESOMDFIETENE (EE55BEURIR)
« Chassis clusterzzdisable(C L Creboot

user(@srx> set chassis cluster disable reboot

F /=&, Cluster IDZOICESTE L Creboot

user(@@srx> set chassis cluster-id 0 node 0 reboot




Jur==—
B

0

Appendix B
IPSec VPNOD




IPsec VPN & (X

 [Psec

» lESEAIE AV CIP/\Ow KE

S CeRERL LI EEE T IRt 2T

» X105 — I A TSA(Security Association)Z{ERk
« 1—Y T T4 v IISARNZIEIE

» IKE

° IElEI"? = L.\nIET) I/_

X LDIRGE.

« 2D I T — X CSAZET

- IKED1—X1

B AN ZSH (CHBE=N3 70 )L

: ISAKMP SA(G731a]) & 2K

« IKEDT—X2 : 1—H@ENEBE T DIHDIPSec SA(F M x2)Z4ERK
- IKEHT@EIDRIaEIZ Initiator. [6&Hl7ZResponder EMFUNEK T

<

ISAKMP SA(M731m])

J—H --g IPsec SA(E &) e [
m. === —IPsec SA(FrHIEN— == me CANL
Inltiator Responder

Junper



\\\
G:mt
coo

VPN$ZHt;

» VPNIEH(ICIERE < DIFTTRED2ED (TTRD 2

° LANFEETR%%
. BENTZHLESRDLANT Y X > Nald=% VPNIES:

J

g-i-

—
LAN?2 B Internet — N LAN1
/

- UE— I —HiEGE
c LF 1T 55— I &1 —YHimREITVPNIZHE
o IHFKRMMCVPNISA T2 MERDBY I MNIOTT7HmE

Internet — N LAN1

Junper



L ANSE%SE IPsec VPN TE T IE
SRXMDLANRES VPNIZ. WUTFD2DmES

« )L— FX—XVPN

r——

AN

FENSDDES

e )L—FT A IRV FIBRENT TV IE N>R

- KU —~R—XVPN

c IRUS—([CNVFIDNST T4V IDHE SRID




LANFE#=#t IPsec VPN s2EDF/E

« LANMEI#E#HE IPsec VPNOESTEI(FLATDRAFTY T TITWLWET
1. Jx—X1 )\SA—HSDHIE
a. JOMm—Y)LODETE
b. IRUZ —DE&TE
C. J—PFIJITADEE
2. Jx1—X2 I\SA—SDHTE
a. JOM—Y)LDETE
b. INUZ —DE&TE
c. VPNODESTE

e )L— M —=XVPNDIZE
o« NORILAATT—RDIERKREI —>DEIDYT
e )L—5F 4 T DKE
o« VPNANDI\A>F 4>
¢« RS —~X—XXVPNDIZE
o NRUSORUS —DVER
o owoumenmercaonees WIURESEN



1-a. 71 —X 1 J0MNK—)LDETE

» ISAKMP SAOTZFa1 VT EBHE (TJORK—Y)L) ZERE
o« FREEATN. XA T (DH group). BBEAE7)LT U XA, BEE)7)LTUX
LEZIETE

security ike proposal IKE PROPOSAL1 authentication-method pre-shared-keys
security ike proposal IKE PROPOSAL1 dh-group group2

security ike proposal IKE PROPOSAL1l authentication-algorithm shal
security ike proposal IKE PROPOSALl1l encryption-algorithm aes-128-cbc

» I\SA—HDHEENTFOERNTED. CESZFIHAIDIZLEDRE

“evbs | mmms AR

Basic Proposal 1: Preshared key, DH g1, DES, SHA1 pre-gl-des-sha
Proposal 2: Preshared key, DH g1, DES, MD5 pre-gl-des-md5

Compatible Proposal 1: Preshared key, DH g2, 3DES, SHA1 pre-g2-3des-sha
Proposal 2: Preshared key, DH g2, 3DES, MD5 pre-g2-3des-md>5
Proposal 3: Preshared key, DH g2, DES, SHA1 pre-g2-des-sha
Proposal 4: Preshared key, DH g2, DES, MD5 pre-g2-des-md5

Standard Proposal 1: Preshared key, DH g2, 3DES, SHA1 pre-g2-3des-sha

Proposal 2: Preshared key, DH g2, AES128, SHAL pre-g2-aesl128-sha

e e s ARG



1-b, 1-c. 7 —X1/RKU>— —BITADE

ge-0/0/0 ge-0/0/0
ge-0/0/1 untrust zone untrust zone ge-0/0/1
L trust zone J \1 trust zone _Qg
L = ]

254 254
L srx_center 10.0.1.1 e Srx_remote =
192.168.1.0/24 I 192.168.11.0/24

=& TE I

o IKERUS —DENTE

- SWTELETON—Y) L& EFE

set security ike policy IKE POLICYl1l proposals IKE PROPOSALIl

set security ike policy IKE POLICYl pre-shared-key ascii-text juniper

o IKET'— DT A DETE
e [KERUS —, WEDF RLRAEA>AHA—TT—X=IETE

set security ike gateway GW1l ike-policy IKE POLICY1l
set security ike gateway GW1l address 10.0.1.1

set security ike gateway GW1l external-interface ge-0/0/0




2-a. 7T —X 2 J0O/MR—H5)LODHTE

e IPsec SAOtLF1VUTaEE TDON—Y)) ZEH
. JORIIL. BEATZILTUX A ZEETILTUXAEEETE

set security ipsec proposal IPSEC_PROPOSAL1l protocol esp

set security ipsec proposal IPSEC_PROPOSAL1l authentication-algorithm hmac-shal-96
set security ipsec proposal IPSEC_PROPOSALl1l encryption-algorithm aes-128-cbc

» I\SA-—HDHEENTFOERNTED. CESZFIHAIDIZLEDRE

L S

Basic Proposal 1: no PFS, ESP, DES, SHA1 nopfs-esp-des-sha
Proposal 2: no PFS, ESP, DES, MD5 nopfs-esp-des-md>5

Compatible Proposal 1: no PFS, ESP, 3DES, SHAL nopfs-esp-3des-sha
Proposal 2: no PFS, ESP, 3DES, MD5 nopfs-esp-3des-md5
Proposal 3: no PFS, ESP, DES, SHA1 nopfs-esp-des-sha
Proposal 4: no PFS, ESP, DES, MD5 nopfs-esp-des-md5

Standard Proposal 1: DH g2, ESP, 3DES, SHAL g2-esp-3des-sha
Proposal 2: DH g2, ESP, AES128, SHA1 g2-esp-aesl28-sha

e e s RGN



2-b, 2-c. TT—X2/RUZ—DFHE. VPNDETE

ge-0/0/0 ge-0/0/0
ge-0/0/1 untrust zone untrust zone ge-0/0/1
L trust zone \L N trust zone _l:lg
L = ]
254 .254
192.168.1.0/24 I 192.168.11.0/24
=% 7E 51

IPseC/‘I‘\ )= —DEYTE

e SFTFELURETONR—Y)L%ZEE

set security ipsec policy IPSEC POLICYl1l proposals IPSEC_PROPOSAL1

IPsec VPNODESTE
« ERTERHFDT—RNIITA. IPsechU> —ZEE

set security ipsec vpn VPNl ike gateway GW1
set security ipsec vpn VPNl ike ipsec-policy IPSEC POLICY1l
set security ipsec vpn VPNl establish-tunnels immediately




3. JL— hAX—RAVPND:IE

ge-0/0/0 s ge-0/0/0
ge-0/0/1 untrust zone \ untrust zone ge-0/0/1
; trust zone J \ stz _|:|g
e - L e
; srx_center 10.0.1.1 y ' 10.1.11 Srx_remote Q
192.168.1.0/24 | - I 192.168.11.0/24

. =R E 1
e MNORILAA—T T —ADVERK 3

o JL—FT 4 T DETE

set routing-options static route 192.168.1.0/24 next-hop st0.0

e |[Psec VPNEDOEBDIT




4. IRUS—~R—XVPNDETE
+ 7 RLRT W IDIER

set security zones security-zone trust address-book address Local-LAN 192.168.11.0/24

set security zones security-zone untrust address-book address Remote-LAN 192.168.1.0/24

e 773> “Tunnel” Dt U5+ RIS —ZEZVERK
e trust -> untrust

security policies from-zone trust to-zone untrust match source-address Local-LAN
security policies from-zone trust to-zone untrust match destination-address Remote-LAN
security policies from-zone trust to-zone untrust match application any

security policies from-zone trust to-zone untrust then permit tunnel ipsec-vpn VPN1

* untrust -> trust

security policies from-zone untrust to-zone match source-address Remote-LAN
security policies from-zone untrust to-zone match destination-address Local-LAN

security policies from-zone untrust to-zone match application any
security policies from-zone untrust to-zone then permit tunnel ipsec-vpn VPN1

YOERE : RUS—R—ZVPNEIL— hR—RVPNORIERSR (B E) [ZRT]

e e e WRIEE



*%%JLEE:HL.\ o ISAKMP SA(jI_Z\\].)O)EEHIL\

user@SRX> show security ike security-associations
Index State | Initiator cookie Responder cookie Mode Remote Address
6706971 | UP 845863c590392820 8ebfcc763b60alde Main 10.0.1.1

user@SRX> show security ike security-associations detail
IKE peer 10.0.1.1, Index 6706971, Gateway Name: GW1
Role: Responder, State: UP
Initiator cookie: 845863c590392820, Responder cookie: 8ebfcc763b60alde
Exchange type: Main, Authentication method: Pre-shared-keys
Local: 10.1.1.1:500, Remote: 10.0.1.1:500
Lifetime: Expires in 25619 seconds
Peer ike-id: 10.0.1.1 State:UP(C/IRA SRV EIBHE C=TLVRLY
Xauth user-name: not available LEANEEAEIEE U (D TLWAhEBFT WY
Xauth assigned IP: 0.0.0.0
Algorithms:
Authentication : hmac-shal-96
Encryption : aesl28-cbc
Pseudo random function: hmac-shal
Diffie-Hellman group : DH-group-2
Traffic statistics:
Input bytes : 1148
Output bytes : 808
Input packets: 8
Output packets: 5
IPSec security associations: 2 created, 1 deleted
Phase 2 negotiations in progress: 1

PO NN o N
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*%%JLEE:HL.\ — [PsecC SA(jI_Z\\Z)O)EEHIL\

user@SRX> show security ipsec security-associations
Total active tunnels: 1 IPSec SA(FFAMEIZDT
ID Algorithm SPI Life:sec/kb Mon lsys Port Gateway Inbound/outbound®i 57
<131073 ESP:aes-cbc-128/shal 7ed4cac0d 2091/ unlim - root 500 10.0.1.1 R{FAVLES)
>131073 ESP:aes-cbc-128/shal edfd7a93 2091/ unlim - root 500 10.0.1.1

user@SRX> show security ipsec security-associations detail

ID: 131073 Virtual-system: root, VPN Name: VPN1
Local Gateway: 10.1.1.1, Remote Gateway: 10.0.1.1
Local Identity: ipv4 subnet(any:0,[0..7]=0.0.0.0/0)
Remote Identity: ipv4 subnet(any:0,[0..7]=0.0.0.0/0)
Version: IKEvl
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st0.0
Port: 500, Nego#f: 2, Fail#: 0, Def-Del#: 0 Flag: 0x600a29
Tunnel events:
Sat Jul 16 2016 07:22:19: IPSec SA negotiation successfully completed (2 times)
Sat Jul 16 2016 06:32:41: IKE SA negotiation successfully completed (1 times)
Sat Jul 16 2016
Negotiation failed with error code NO PROPOSAL CHOSEN received from peer (2 times)
Sat Jul 16 2016
Tunnel is ready. Waiting for trigger event or peer to trigger negotiation (1 times)
Sat Jul 16 2016 06:31:46: External interface's address received. Information updated (1 times)
Sat Jul 16 2016 06:31:46: External interface's zone received. Information updated (1 times)
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TR - BES/E B NS T v DY ER
 |IPsec SALETOIESILAESILUIZ/\1 bR /\Tv iz RR

root@vSRX1> show security ipsec statistics
ESP Statistics:
Encrypted bytes: 75696
Decrypted bytes: 5208
Encrypted packets: 498
Decrypted packets: 62
AH Statistics:
Input bytes:

Output bytes:

Input packets:

Output packets:
Errors:

AH authentication failures: 0, Replay errors: 0
ESP authentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: 0
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IPSec VPN S a—5+4 >0
 |IKE DdebugdZ (&, /var/log/kmd RIC4RTF

=Jur==—

* debugMHEXE

set security ike traceoptions flag all

set security ike traceoptions flag ike

» debugdZ (kmd 2 7 1 I)L) DSBS E

» IKE debugOZo =V 77)ILIA LCEZS—TF DIFE

user@SRX> monitor start kmd

user@SRX> monitor stop

* http://kb.juniper.net/KB10100
 How to troubleshoot a VPN tunnel that Is down or not active

e e e WIS
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[PSecfEAIFOZEES

o RXRILAATT—X (st0) ODMTUEIET T AJL K T9192 T,
ScreenOStRoute based VPNZER U CiEft 9 DG (CRBEERD

aNbdDTEENMUNETY,

o LXT@*%?E(J'UT(— NS CHDE
» Tunnel Interface(st0.x) CDQoSHLRE

TA.
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7 RURT — )L TERE
Source NAT pool D& EH!
° 7 I{ I/Zj_) L@ﬂzjﬁ;’g lab@srx# show security nat

source {

° Eé—d)lp? I{ I/X poolazzzg;l:tTpool_napt {
e IPV/RL AL > 100.100.100.20/32 to 100.100.100.29/32;

}

o > —_1—X (source NATDDF+) port {

no-translation;

}

overflow-pool interface;

- AT 3> }
« IR— RNEHA T (port no-translation)

* Overflow pools
« T=ILDT RLRAZEW D EIZED T A —)L) Ny JRICERTE
« 12— —RT7 RLAZER
- BT —)L=Eia
o IN— NEHEIR L Dpool i\ E
« VRLAZT

I e, U0Pcr .



77 R AT — ) LB EDHESR

PATENMEDESNIE (port no-translation)
7 — )LBIBENAPT (overflow-pool interface)

Pool
100.100.100.30

Trust A 100.100.100.31

4 -0 _ Internet
1 100100.1000/24",

\_ 192.168.1.0/24 Y,

lab@srx> show security flow session
Session ID: 11120, Policy name: trust-to-untrust/4, Timeout: 1580, Valid
In: 192.168.1.22/21003 --> 100.100.100.254/23;tcp, If: vlian.0, Pkts: 36, Bytes: 1481
Out: 100.100.100.254/23 --> 100.100.100.30/21003;tcp, If: fe-0/0/0.0, Pkts: 36, Bytes: 1523

NAﬂ??TFCLVétﬁ
Session ID: 11127, Policy name: trust-to-untrust/4, Timeout: 179Cg ﬂﬁéﬂi?ﬂﬂt&b\
In: 192.168.1.23/1267 --> 100.100.100.254/22;tcp, If: vlan.O,

——————— = —d - — —

Out: 100.100.100.254/22 --> 100.100.100.31/1267;tcp, If: fe-0/Csoumn i’ © 7
Pool%i_ﬂu'f&)
Session ID: 11159, Policy name: trust-to-untrust/4, Timéout: 1794 IF77 RLATNAPTESN TS
In: 192.168.1.24/ --> 100.100.100.254/80;tcps If: vlian.0, PKTsS: ZZ, Bytes:. loduU
Out: 100.100.100.254/80 --> 100.100.100.1/ ;tcp, If: fe-0/0/0.0, Pkts: 43, Bytes: 40039

Juniper A




Source NAT with address-shifting
- NATEMERF(Cprivate:publich'1:1TYwv E>D NS

 Host-address-base CEmICiRDprivate)” KL A& ELTE

set security nat source pool A address 192.168.1.1/32 to 192.168.1.20/32

set security nat source pool A host-address-base 10.1.1.5/24

- show security nat source pool all <> K CHEER
 10.1.1.5~25/'192.168.1.1~20 & 1:1 THI)is

root> show security nat source pool all

Total pools:

Pool name

Pool id

Routing instance : default
Host address base : 10.1.1.5

Port : no translation

Port overloading : 0

Address assignment : static-paired

Total addresses : 20

Translation hits : 0

Address range Single Ports Twin Ports
192.168.1.1 - 192.168.1.20
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Security Logging
e JUNOSDZ AT AICTHIRAESNDIEEDS AT/

2 E(FRIIC,

NS D wonOo (Securlty Logging) ZEU§ I B EHRIEETY,

- Security Logging(32DdD T A4 —<v M SiEIRH AIEE

- BFEDSyslog (RFC3164)
 Structured Syslog
o KDEFHRF IV BIRZEEEUICWSEICTER

» Security Logging(32 DDUNE F5EN S1EIR N AIEE

 Event Mode

« Defaulti%E (Eeij(].SOO event/sec ><) XIZRUOFII I TA =T RETSY T A — LT

« Stream Mode

- FEER NS T o v IRIE CSecurity LogDEUSH M ERIZE(C(E

HEENDIE—R

L e v WETICER



Security Logging

- Event Mode
» Security Logld—ERouting Engine CALIE L 1z (CSyslogt —/ \INXESE
Ndzeh. & b5 T« v OERC(FRouting EngineDULIEERIHME KR I DD
TT A IR ETT,
« —}C. Security LogdD T« JLF Y > I0NERStorage\DREFH BI85
NETRDFET,

/var/log/

3.4)L5U>2)L—)LICBI> Tlocal
Control Plane StoragelCLogZ®RFI D (AT>32)

Routing 4 RETUIBENT=4S. SyslogH—/\— (%
Engine (£9 31O (CHEEPFEICERX SN S
2 .PFETYER =N TzLogh'RE(CERX TN D

1.PFETSecurity Logh'&Ek =3 % i Data Plane

Traffic Packet Traffic Y
. Forwarding Engine -
5.Syslogb—/\—(COJHEETND

Junper S
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Security Logging

« Event Mode

set
set
set

set
set

system
system

set
set

system
system

set
any
set security
address any
set security
set security
set security
set security
set security
set security
set security

security

policies
policies

policies
policies
policies
policies
policies
policies
policies

security log mode event
security log event-rate 100
security log format sd-syslog

from-zone

from-zone

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

trust

trust

trust
trust
trust
trust
trust
trust
trust

syslog host 192.168.0.99 any any
syslog host 192.168.0.99 match RT FLOW

syslog file TRAFFIC-LOG any any
syslog file TRAFFIC-LOG match RT FLOW

to-zone

to-zone

to-zone
to-zone
to-zone
to-zone
to-zone
to-zone
to-zone

untrust

untrust

untrust
untrust
untrust
untrust
untrust
untrust
untrust

Event ModeZEEUT. AR ML —bh TJA—YWVY

MR E=ZIEE

Traffic LogiD X w1tz —(F“RT_FLOW”ICR Y F I B
Syslogt —/\—(XfE T DiFS(FHostZIEE

LogZ Local Storage(CfRf7 9 D55 (SFileiZ18TE

policy
policy

policy
policy
policy
policy
policy
policy
policy

trust-to-untrust match source-address
trust-to-untrust match destination-

trust-to-untrust match application any
trust-to-untrust then permit

Pl match source-address any

Pl match destination-address any

Pl match application any

Pl then permit

Pl then log session-init

Security LogZBEUS Uz WW\WFWRU = —Tr7 0> 3 > %I8TE

JuniPer



Security Logging

 Stream Mode

- Security Log(zt Packet Forwarding Engine R C{UE =1, Syslogt—
(CHUCKDELLogging RateZHARFI 22 &M T

J\—

NERXSENET,

=X

=9/, Local StorageNdDLogREFRE(FITAEFA. )

Control Plane

Routing

1.PFETSecurity Logh'&Epk =N

BEI=NMERE

Traffic

Packet
Forwarding Engine

/var/log/

2.PFEN5EESyslogH —/\—(COTHIXESTND X

> Stream ModefERRFIC(E. Syslog Server\dMLogix{E(dRevenue PortSiXESNBINENHDET ., (FXPONSDIXEERKRUN— FERDET)
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Security Logging

 Stream Mode

set
set
set
set

set
any
set

security
security
security
security

security

security

address any

set
set
set
set
set
set
set

security
security
security
security
security
security
security

log mode

stream

log source-address 192.168.0.254
log stream TRAFFIC-LOG format sd-syslog
log stream TRAFFIC-LOG host 192.168.0.99

policies
policies

policies
policies
policies
policies
policies
policies
policies

from-zone

from-zone

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

trust

trust

trust
trust
trust
trust
trust
trust
trust

to-zone

to-zone

to-zone
to-zone
to-zone
to-zone
to-zone
to-zone
to-zone

untrust

untrust

untrust
untrust
untrust
untrust
untrust
untrust
untrust

Stream ModeZzE&= U C. Source Address. 4 —
v k. SyslogH—/\—D5—5v MR EREIETE

trust-to-untrust match source-address
trust-to-untrust match destination-

trust-to-untrust match application any
trust-to-untrust then permit

Pl match source-address any

Pl match destination-address any

Pl match application any

Pl then permit

Pl then log session-init

Security LogZBEUS Uz WWFWRU = —Tr7 0> 3 > %38
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